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11

1.2

1.3

1.4

Introduction

Executive summary

This document extends the Common Criteria (CC) &aork for the definition and

evaluation of modular protection profiles. It defin a methodology that allows
addressing TOE’s optional security features andaeoés the factorisation of PP
edition and evaluation tasks and the PP maintenama®ss by limiting the impact of
PP modifications.

The methodology relies on two notions:

“PP-module”: CC counterpart of a set of optionalwséy features for a certain
type of TOE and has to be used together with onmane base-PP(s). This
notion shall not be confused with the notion of mledused in TOE
decomposition for the ADV_TDS class;

“PP-configuration”: protection profile composed aftandard protection
profiles and PP-modules.

The methodology states the expected content of 8dRites and PP-configurations in
Chapter 2, the new assurance class ACE for theuatiah of PP-configurations in
Chapter 3 and the evaluation methodology in Chahter

Scope

This document contains all the normative elemeatgiired to develop and evaluate
modular protection profiles. It has to be used asraplement to CC Part 3 and CEM
for the edition and evaluation of modular protecywofiles.

Audience
This document is intended for PP editors, ST edlitod evaluators.
Normative references

The following references apply to this document.

[CC-1] Common Criteria for Information Technologyecrity Evaluation,
Version 3.1, Revision 3, July 2009. Part 1: Intrciin and general
model. CCMB-2009-07-001.

[CC-2] Common Criteria for Information Technologyecrity Evaluation,
Version 3.1, Revision 3, July 2009. Part 2: Segurfitinctional
components. CCMB-2009-07-002.
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[CC-3] Common Criteria for Information Technologyecrity Evaluation,
Version 3.1, Revision 3, July 2009. Part 3: Seguritssurance
components. CCMB-2009-07-003.

[CEM] Common Methodology for Information Technolo®gcurity Evaluation
(CEM), Version 3.1, Revision 3, July 2009. Evaloatimethodology.
CCMB-2009-07-004.

Terms and definitions

For the purpose of this document, the followingrteiand definitions apply.

This section contains only those terms which aszlus a specialised way throughout
the CC and do not belong to list of terms introdLice[ CC-1]84.

Base Protection Profile — protection profile used as a basis to build atdéation
Profile configuration

Protection Profile configuration — protection profile composed of base Protection
Profiles and Protection Profile modules

Protection Profile module — implementation-independent statement of securit
needs for a TOE type complementary to one or maseBrotection Profiles
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2 Addendum to CC Part 1

2.1 Protection Profiles, PP-Modules and PP-Configurations
(completes [CC-1]89)

2.1.1 Introduction

12 To allow the definition of modular Protection Pte§ that address optional TOES’
security features, this chapter introduces two waots: PP-modules and PP-
configurations, as well as the way they can be tsedaluate compliant products.

2.1.2 PP-Modules

(new)

13 A PP-module is a consistent set of elements (thremgsumptions, organisational
policies, objectives and security requirementshwiunique reference.

14 Unlike Protection Profiles, PP-modules addressoogli security features of a given
type of TOE that cannot be required uniformly fbpaoducts of this kind.

15 Each PP-module refers to at least one base Puteé&trofile (or PP-base) that
provides the definition of the TOE type and the deory requirements to fulfill. The
PP-module specifies the modified TOE type, complétbese requirements and has to
be used with the PP-bases: a PP-module may inteoden elements to the PP-bases
and may also refine or interpret some of the elemehthe PP-bases.

16 If the PP-module refers to several base Prote®ioifiles, this set of base PPs have to
be used simultaneously for the evaluation and usatiee PP-module.

17 The PP-module can also refer to alternate setasd PPs, in the case the PP-module
could comply with alternate base PPs dependingeotisage.

18 The evaluation of a PP-module alone is meaningke$®?-module has to be evaluated
as part of a PP-configuration, at least with its)daory base PPs.

2.1.3 PP-Configurations

(new)

19 A PP-configuration results from the combinationabfleast one PP-module with its
base PPs, without any additional content: a PPigration is much like a Protection
Profile that would include all the elements frore thase PPs and the PP-modules.

20 A PP-configuration can select more PPs than the B&#s of the PP-modules, but at
least all of the base PPs of the referred PP-medulest be included in the PP-
configuration.
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21 If the PP-module defines alternate sets of based®sone of these sets must be used
in the PP-configuration.

22 A PP-configuration holds a unique reference anahtities all the PP components:
selected base PPs and selected PP-modules.

23 A PP-configuration can only combine certified bB§ts to PP-modules.

24 Evaluation rules for PP-configurations are simitathe ones for standard PPs. These
rules are described in new Class ACE, in chapter 3.

2.1.4 Using PP-modules and PP-configurations in security targets
(new)
25 PP-modules are used to build specific PP-configamaton top of one or more base

PPs. PP-modules are used in Security Targets anlgaat of well-identified PP-
configurations.

26 PP-configurations are used like Protection PrafilasSecurity Target can claim
conformity to a PP-configuration provided this RitHiguration has been evaluated.
Henceforth, the evaluation of the ST can rely om bsults of the PP-configuration
evaluation results as usual.

27 Note that the evaluation of a PP-configuration eaise in two situations, with no
impact on the evaluation methodology:

Independently of any product (a fortiori ST) evaiow, or

As the first step of the evaluation of a Securityget that claims conformity
with the PP-configuration. Otherwise the confornemtaim is meaningless
and the ST evaluation would fail in this aspect.

28 In practice, a ST that claims conformance with a-pertified PP-configuration can
still be evaluated with a conformance claim agaitts¢ PP-base of the PP-
configuration; the elements of the ST that meet ®ie-modules of the PP-
configuration would be evaluated as standard awditto the PP-base, proper to the
TOE.
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2.2 Evaluation results
(completes [CC-1]810)

2.2.1 Introduction

29 This chapter presents the expected results froncdPRguration evaluation and
ST/TOE evaluations according to the CEM and theeaddm presented in chapter 4.

30 The evaluated PP-configurations integrate the agted of evaluated PPs, linked to the
base PPs of the PP-configurations.

31 STs may be based on packages, evaluated PPs @avalhmted PPs, evaluated PP-
configurations or non-evaluated PP-configurati@ndyuilt-in independently.

2.2.2 Results of a PP-configuration evaluation
(new)
32 CC Part 3 and the addendum in Section 3.1 conk@nevaluation criteria that an

evaluator is obliged to follow in order to stateattrer a PP-configuration is complete,
consistent, and technically sound and hence saifabluse in developing an ST.

33 The results of the evaluation shall also includ€anformance Claim” (see Section
2.2.9.

2.2.3 Results of an ST evaluation

(completes §10.3 : evaluate the PP-configuratioioteethe ST itself)

34 CC Part 3 and the addendum in Section contain the evaluation criteria that an
evaluator is obliged to consult in order to deterenivhether sufficient assurance exists
that the TOE satisfies the SFRs in the ST, when$i claims conformance with one
or more PP-configurations.

35 The results of evaluation shall also include a “©@omance Claim” as defined in the
next section.

2.2.4 Conformance claim

(completes §10.4)

36 Besides the standard CC conformance claim regatdimgersion of the CC, the CC
Part 2 and Part 3, the SFR and SAR packages, arslahdard PP claim,

a PP-configuration has to provide a conformanctestant applicable to the
conformant STs, eithestrict or demonstrable that meet the conformance
statements of the base PP(s),

a ST may claim conformity with one or more PP-cguafations.
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2.3 Specification of PP-modules

(new)

2.3.1 Mandatory content of a PP-module

37 Figure 1 shows the mandatory content of a PP-module
PP-module

PP identification

PP-module introduction Base PPs

TOE overview

COﬂSiStenCy rationale _@stency rationale with base PPs

CC Conformance claims

Conformance claims Conformance rationale
Conformance statement
i Threats
Secu rlt}/ prOblem Organisational security policies
definition Assumptions

. . . Security objectives for the TOE
Secu r]ty Ob] ectives Security objectives for the operational environment
Security objectives rationale

Extended components _: .
. Extended components definition
definition

Security functional requirements

Secu r]ty req uirements Security requirements rationale

Figure 1 - PP-module content

38 The content of the PP-module is summarized belavexiplained in detail in Sections
2.3.310 2.3.10. A PP-module contains:

an Introduction that identifies the PP-module, identifies the bB§¥s) and
states the correspondence rationale, and providésseription of the TOE
within its environment that meets the descriptionderlying the base PPs,

a Consistency rationaléhat states the correspondence between the maddle
its base PP(s),

a Conformance clainmmegarding the CC, with inherited EAL and conforman
statement,

a Security problem definitiowith threats, assumptions and organisational
security policies,
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2.3.2

39

2.3.3

a Security objectivesection presenting the solution to the securitylemm in
terms of objectives for the TOE and its operati@ralironment,

an optionalExtended functional components definitiwhere new functional
components not included in CC Part 2 are introduced

a Security functional requirements sectwwith a standardized statement of the
TOE security objectives.

Using the PP-module

A PP-module is a security statement of a group sa&rai or developers, regulators,
administration, or any other entity that meets gmeconsumer needs. A PP-module
completes one or more base PPs and allows consumeeder to this statement,
facilitates the evaluation against it and the camspa of conformant evaluated TOEs.

PP-module introduction

2.3.3.1 PP-module reference

40

41

The PP-module introduction provides a clear andnimguous reference that allows
identifying the PP-module. A typical reference iada of the title of the PP-module,
its version, their authors and the publication date

The PP-module reference will be used to index theuchent in Protection Profiles
databases.

2.3.3.2 Base PP identification

42

43

a4

45

The PP-module introduction identifies the base datain Profile(s) the module relies
on. The identification consists of a list of PPerehces.

The PP-module may require to be used with a sdétasé PPs simultaneously, say
{PP4, ..., PR}; the identification list states:
PP AND... AND PR,, with n>1

The PP-module may allow the use with alternate gelise PPs, say {S..., S}; the
identification list states:

S1 OR ...ORS, with k=1

The general form of the base PP identificatioment
(PP.1AND... ANDPPR 1)) OR... OR(PR1 AND... AND PR 1), with ni>1, k=1
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46

Note that a PP-module that states an ORed-listbmameplaced by as many PP-
modules as elements in the list. That is, the Ol&tds a means to avoid managing
similar PP-modules for different usages, which doesintroduce any complexity to
the security specification itself.

2.3.3.3 TOE overview

a7

48

49

50

234

51

52

53

54

55

The TOE overviewof the PP-module may complete the TOE overviewthefbase
PPs, provided the supplements do not contradidvdise PPs:

The TOE typeof the PP-module can be the same of the base FPRsBarluce
specificities that meet the purpose of the PP-madul

The PP-module can introduce additionahge and major security featurs
those stated in the base PPs.

The PP-module can specify particutasn-TOE HW, SW and F\ébmpliant
with the statement in the base PPs.

The possibility of supplementing tiH€®E overviewof one or more base PPs in a PP-
module has the same meaning as the supplementSTofegarding th& OE overview
of a PP or the supplements of a PP that is confartoaanother PP.

The statement of th€OE overviewin a PP-module is necessary wheneverio&
overviewof the base PPs present different characterigtatsneed to be consolidated.

The PP-module may provide as many specific TOEwi&ess as alternate sets of base
PPs.

Consistency rationale

The PP-module has to provide a consistency ragondh respect to its base PPs.

If the PP-module specifies alternate sets of bdsg-the PP-module must provide as
many conformance claims as the number of altesettef base-PPs.

If the PP-module specifies alternate sets of bd&sg-the PP-module must provide as
many consistency rationales as the number of alterset of base-PPs.

The consistency analysis must be performed on @i flype, the SPD, the objectives
and the security functional requirements. At thd,dhe goal is to demonstrate that a
TOE can meet the TOE types descriptions providethénbase-PP(s) and in the PP-
module and that can satisfy all the base-PPs amd®Hrmodule security functional

requirements.

The consistency rationale must demonstrate thatiiens of the SPD, the objectives
and the security functional requirements from tasebPPs and from the PP-module do
not lead to a contradiction.
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56

57

2.3.5

58

59

60

61

2.3.6

62

63

The consistency rationale may use correspondencédlesta between
SPD/objectives/SFRs in the PP-module and SPD/obgstSFRs in the base PPs
together with textual justifications whenever nekede

Note that the consistency at the SFR level implies consistency of the union of
objectives and the union of SPDs provided thatRRemodule does not change the
assumptions and objectives for the environmenhefiase-PP(s). Indeed, assume that
both SFR and SFR’ are consistent sets, then:

For PP-base: SFR- OBJ TOE= - T and OSP_TOE
For PP-module: SFR> OBJ TOE'= - T'and OSP_TOF’

Then SFR and SFR= OBJ TOE and OBJ TOE> - T and- T and
OSP_TOE and OSP_TOFE’

Assume the consistency of (SFR and SFR’) has besodstrated.

Assume (OBJ_TOE and OBJ_TOE’) leads to contradic(iBALSE), then
(SFR and SFR’) also does which contradicts the ipusv consistency
assessment.

Conformance claims

This section describes how the PP-module confooms t

Part 2 of the Common Criteria: CC version and edkéen security
requirements,

SFR packages.
A PP-module cannot claim conformance to any PPmieBule or PP-configuration.

A PP-module inherits the conformity to SAR packagjesluding predefined EAL)
from the base PPs. The issue of ANDed-base PPsdifinent EALS has to be dealt
with like in a ST conformant to all those PPs.

A PP-module inherits the conformance statemstric{ or demonstrable from the
base PPs. The issue of ANDed-base PPs with diffemrformance statements has to
be dealt with like in a ST conformant to all thd¥es.

Security problem definition

This section defines the security problem addressethe PP-module. It can contain
assumptions, threats and organisational securitgies.

A PP-module defines the security problem in refelop with the security problem of
the base PPs and the definition of the TOE anéntsronment provided in the PP-
module’sintroduction
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65

66

2.3.7

67

68

69

70

71

72
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Each element of the SPD may either come from a BRser be entirely new. Let E be
an element of the SPD of a PP-module, one of th@mg cases holds:

E belongs to an identified base PP; the PP-modug only contain a
reference to the element in the base PP,

E results from the interpretation or refinemenaonfelement of a base PP,

E is a new element introduced by the PP-modulatedlto additional features
of the TOE or its environment.

Note that the interpreted / refined elements caddadt with as new elements without
any impact on the meaning of the SPD.

Note that as for STs, a PP-module can introducangssons provided they cover
aspects that are outside the scope of the base PPs.

Security objectives

This section defines the security objectives fer TOE and for the TOE’s operational
environment.

A PP-module defines the security objectives intrefeship with its security problem
and with the security objectives of the base PPs.

Each security objective may either come from a BRer be entirely new. Let O be
an objective of a PP-module, one of the followiages holds:

O belongs to an identified base PP; the PP-modwudg only contain a
reference to the objective in the base PP,

O results from the interpretation or refinemenaofobjective of the same kind
(for the TOE or for the TOE operational environmagita base PP,

O is a new objective introduced by the PP-module.

Note that the interpreted / refined objectives t@ndealt with as new objectives
without any impact on the meaning of the wholeddetbjectives.

As for STs, a PP-module can introduce new objestifige the TOE operational
environment only provided they address aspectsattgabutside the scope of the base
PPs.

In the opposite, if this is the purpose of the Pédule, some security objectives for
the environment of the base PPs could become seobijectives for the TOE in the
PP-module.
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73

74

2.3.8

75

2.3.9

76

7

78

79

80

This section also defines the rationale betweerS#P and the security objectives of
the PP-module, which consists of a mapping thaesdhe SPD of the PP-module to
their security objectives as well as a justificatidemonstrating that the tracing is
effective, as specified in [CC-Partl] 8B.7. Moreguwhe mapping has to show not
only that all the assumptions, threats and orgéiorsa security policies are covered
but also that there is no useless security objectiv

It may happen that some security objectives offRemodule cover also elements of
the SPD of the base PPs that do not belong to B2 & the PP-module itself. This
information is not required, but can be provideajplication notes.

Extended functional components definition

This section is identical to the standard PP ande8fEnded components section
specified in [CC-Partl] 8A.8, applied to functiomalmponents only.

Security functional requirements

This section defines the security functional regments for the TOE in relationship
with the set of TOE security objectives in the P&dole and with the security
functional requirements of the base PPs.

Each security functional requirement may either edrom a base PP or be entirely
new. Let R be a security functional requiremena &tP-module, one of the following
cases holds:

R belongs to an identified base PP; the PP-moduly only contain a
reference to the requirement in the base PP,

R results from the interpretation or refinemena@FR of a base PPs,
R is a new requirement introduced by the PP-module.

Note that the interpreted / refined requirements lwa dealt with as new ones without
any impact on the meaning of the whole set of requents.

This section also defines the rationale between SR®s and the TOE security
objectives of the PP-module, which consists of gpireg that traces the TOE

objectives of the PP-module to one or more SFRsaapgstification demonstrating

that the tracing is effective, as specified in [€&+1] §B.9. Moreover, the mapping
must fulfill the conditions specified in SectiorB2L0 and has to show not only that all
the objectives for the TOE are covered but alsd thare is no useless security
functional requirement.

It may happen that some SFRs of the PP-module @serTOE security objectives of
the base PPs that do not belong to the PP-modsgd. ifThis information is not
required, but can be provided in application notes.

March 2014 Version 1.0 Page 14/34



CCDB-2014-03-001 CC and CEM addenda- Modular PP

2.3.10

81

82

83

84

85

2.4

24.1

86

24.2

87

Guidance for inclusion of elements from base-PP

In order to limit the amount of information contathin the PP-module, the editor may
apply the following rules.

Let E, O and R belong to the SPD, the securityatibjes and the security functional
requirements of a Protection Profi@ respectively, with E mapped to O and O
mapped to R.

Let P be a PP-module witQ amongst its base PPRB.has to satisfy the following
condition:

E, O, R and the mappings between them may beloRgotaly if at least one of these
elements is linked to a new elemenPirthat is

Either there is a new element E’ in the SPOPafuch that E’ is mapped to O,
or

There is a new objective O’ iA such that E is mapped to O’ or O’ is mapped
to R, or

There is a new requirement R’fhsuch that O is mapped to R’.

That is, a PP-module would not contain portionbade PPs unless they are required
to fulfill new needs. Here, interpreted/refinedmeémnts are considered new.

Specification of PP-configurations

Mandatory content of a PP-configuration

The content of the PP-configuration is summarizetbw and explained in detail in
Sections 2.4.3 and 2.4.4. A PP-configuration costai

aReferencehat identifies the PP-configuration,

a Components statemethat identifies the base PPs and the PP-modules
composing the PP-configuration,

a Conformance statemerthat specifies whether the conformance to this PP
configuration has to be strict or demonstrable,

a SAR statemenspecifying the EAL or SAR package applicable e PP-
configuration.

Using the PP-configuration

PP-configurations are security statements thatrcgpecific needs of groups of users,
consumers, organisations, etc. Any PP-configurateombe used exactly as a standard
Protection Profile, as explained in Section 2.6.

March 2014 Version 1.0 Page 15/34



CCDB-2014-03-001 CC and CEM addenda- Modular PP

2.4.3

88

89

24.4

90

91

2.4.5

92

93

2.4.6

94

2.4.7

95

2.5

PP-configuration reference

The PP-configuration reference provides a clear andmbiguous identification,
usually made of a title, version number, sponsdrtae publication date.

The PP-configuration reference will be used to dee document in Protection
Profiles databases.

PP-configuration components

The Components statemeiatentifies the base PPs and the PP-modules tinapase
the PP-configuration.

The Components statementust include at least all base PPs referencetianPP-
modules. If the PP-module specifies alternate seltmse-PPs, only one of these sets
must be referred to in the PP-configuration.

PP-configuration conformance

The Conformance statemenspecifies whether the conformance to this PP-
configuration has to be strict or demonstrable.

Any ST that claims conformance to the PP-configarashall conform to the kind of
conformance claimed in the PP-configuration.

PP-configuration SAR statement

The SAR statemerspecifies the set of SAR (potentially predefinédlEapplicable to
any product evaluation with a ST that claims comf@ance to this PP-configuration.

Evaluation of a PP-configuration

The assurance components for PP-configuration attahy defined in Chapter 3, are
the following: ACE_INT.1, ACE_CCL.1, ACE_SPD.1, ACECD.1, ACE_OBJ.1,
ACE_REQ.1, ACE_MCO.1 and ACE_CCO.1.

Specification of Security Targets

(completes 8A, “Conformance claim”)

96

97

A Security Target can use PP-configurations inghme way as standard Protection
Profiles. That is, th€onformance clainef a ST can containRP claimthat identifies
the PP-configurations the ST is conformant with.

All the other content of a ST remains unchangecd wéspect to the descriptions
provided in [CC-Part1] 8A.
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2.6

98

2.6.1

99

2.6.2

100

2.6.3

101

2.6.4

102

2.6.5

103

Interpretation of PP-configuration as a standard PP

Once evaluated, a PP-configuration can be integgrabd used in the same way as a
standard Protection Profile. This chapter expléio® to combine the content of the

base-PP(s) and PP-module(s) of a PP-configuratcaisgo interpret it as a standard
PP.

TOE type

The TOE type of a PP to interpret in the same v&atha PP-configuration would be
constituted of the TOE type of the base-PP(s) tithadditions introduced in the PP-
module(s) TOE types. The evaluation of the PP-goméition ensures that it forms a
consistent TOE type.

Conformance claims

The Conformance claims of a PP to interpret instéi@e way as the PP-configuration
would contain:

The conformance to the PP(s) whose conformandaiimed in the base PP(s).

The conformance to SAR packages (including preddfiBAL) from the base
PPs. The issue of ANDed-base PPs with different £A&s to be dealt with
like in a ST conformant to all those PPs.

The conformance statement (strict or demonstraideh the base PPs. The
issue of ANDed-base PPs with different conformas@dements has to be
dealt with like in a ST conformant to all those PPs

Security problem definition

The SPD of a PP to interpret in the same way a®eonfiguration would contain
the union of the elements from the base-PP(s) aReém®&dule(s) of the PP-
configuration.

Security objectives

The security objectives of a PP to interpret in shene way as the PP-configuration
would contain the union of the security objectiiesm the base-PP(s) and PP-
module(s) of the PP-configuration.

Extended functional components definition

The extended functional components of a PP topneeiin the same way as the PP-
configuration would contain all extended functiomalmponents from the base-PP(s)
and PP-module(s) of the PP-configuration.
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2.6.6 Security functional requirements

104  The set of SFRs of a PP to interpret in the sameagathe PP-configuration would
contain:

all the SFRs from the PP-module(s) of the PP-candition.

all the SFRs from the base-PP(s) except those wdrelinterpreted or refined
in the PP-module(s).

105  The consistency analysis performed on PP-configuraturing evaluation shall ensure
this set is valid.
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3 Addendum to CC Part 3

106 Evaluating a PP-configuration is required to denas that the PP-configuration is
sound and consistent. These properties are negdssathe PP-configuration to be
suitable for use as the basis for writing an S@rmther PP or PP-configuration.

107 The class ACE is defined for the evaluation of acBRfiguration composed of one or
more PPs and one PP-module.

108 This Chapter should be used in conjunction with é&tes B and C in CC Part 1, as
these Annexes clarify the concepts used here anider many examples.

109  This standard does not define low assurance PRgeomafion evaluation package.
There is only one assurance package for PP-coatigur evaluation, equivalent to
Standard PP evaluation package.

110 Figure 2 shows the families within this class, #mel hierarchy of components within
the families.

ACE_INT: PP-module introduction 1
ACE_CCL: PP-module conformance claims 1
ACE_SPD: PP-module security problem definition 1
ACE_OBJ: PP-module objectives 1
ACE_SFR: PP-module security functional requirements: 1
ACE_MCO: PP-module consistency 1
Figure 2 - ACE: Protection Profile configuration evaluation class decompaosition

3.1 Class ACE: Protection Profile Configuration evaluation

111 The ACE class is based on APE.

3.1.1 PP-module introduction (ACE_INT)

3.1.1.1 Objectives

112

The objective of this family is to describe the T@E narrative way.
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113 The objective of this sub-activity is to determimbether the PP-module is correctly
identified, and whether the PP-module reference BO& overview are consistent
with each other.

ACE_INT.1 PP-module introduction
Dependencies: No dependency

Developer action elements:

AcE_NT.L1D  Thedeveloper shall provide a PP-moduleintroduction.

Content and presentation elements:
(All content and presentation elements of APE_INiDIdl).

AcE_INT.1c  ThePP-moduleintroduction shall uniquely identify all the base-PPs on
which the PP-modulerélies.

AcE_NT.1.2c  The TOE overview shall identify the differencesintroduced by the PP-
module with respect to the TOE overview of its base PP(s).

Evaluator action elements:

ACE_NT.L1E  Theevaluator shall confirm that theinformation provided meetsall
requirementsfor content and presentation of evidence.

3.1.2 PP-module conformance claims (ACE_CCL)
3.1.2.1 Objectives

114  The objective of this family is to determine thdididy of the conformance claim.
Unlike standard protection profiles, a PP-modulenca claim conformance to another
PP or PP-module, nor to CC Part 3 or any SAR packag

ACE_CCL.1 PP-module Conformance claims
Dependencies: ACE_INT.1 PP-module introduction
ACE_ECD.1 Extended functional components definition
ACE_REQ.1 Stated security requirements

Developer action elements:
Ace_ccL.1ip  Thedeveloper shall provide a conformance claim.

Content and presentation elements:

ace ccL.1ic  Theconformance claim shall contain a CC conformance claim that
identifiesthe version of the CC to which the PP-module claims
confor mance.
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ace ccL.12c  TheCC conformance claim shall describe the confor mance of the PP-
moduleto CC Part 2 aseither CC Part 2 conformant or CC Part 2
extended.

Ace_ccL.13c  Theconformance claim shall identify all security functional requirement
packages to which the PP-module claims confor mance.

Ace_ccL.14ac  TheCC conformance claim shall be consistent with the extended
components definition.

Evaluator action elements:

AcE_ccL.11iE  Theevaluator shall confirm that theinformation provided meetsall
requirementsfor content and presentation of evidence.

3.1.3 PP-module Security problem definition (ACE_SPD)
(All content and presentation elements of APE_SRPDld).
3.1.4 PP-module Security objectives (ACE_OBJ)

(All content and presentation elements of APE_OBA4Ia).

3.1.5 PP-module Extended components definition (ACE_ECD)
3.151 Objectives

115 Extended security functional requirements are requents that are not based on
components from CC Part 2, but are based on exdendmponents: components
defined by the PP-module author.

116 Evaluation of the definition of extended functionedmponents is necessary to
determine that they are clear and unambiguous tfaatdthey are necessary, i.e. they
may not be clearly expressed using existing CC Paomponents.

ACE_ECD.1 PP-module Extended components definition
Dependencies: No dependencies

Developer action elements:

Ace_Ecp.11D  Thedeveloper shall provide a statement of security functional requirements.

AcE_EcD.12D  Thedeveloper shall provide an extended functional components definition.

Content and presentation elements:

AcE_EcD.11c  Thestatement of security functional requirements shall identify all extended
security functional requirements.
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ACE_ECD.1.2C

ACE_ECD.1.3C

ACE_ECD.1.4C

ACE_ECD.1.5C

ACE_ECD.1.1E

ACE_ECD.1.2E

3.1.6

3.1.6.1

The extended functional components definition shall define an extended
functional component for each extended security functional requirement.

The extended functional components definition shall describe how each
extended functional component isrelated to the existing CC Part 2
components, families, and classes.

The extended functional components definition shall use the existing CC Part
2 components, families, classes, and methodology asa model for presentation.

The extended functional components shall consist of measur able and
obj ective elements such that confor mance or nonconformanceto these
elements can be demonstrated.

Evaluator action elements:

The evaluator shall confirm that the infor mation provided meets all
requirementsfor content and presentation of evidence.

The evaluator shall confirm that no extended functional component may be
clearly expressed using existing components.

PP-module security requirements (ACE_REQ)

Objectives

117 The SFRs form a clear, unambiguous and well-defidedcription of the expected
security behaviour of the TOE.

118 Evaluation of the security functional requiremeistsequired to ensure that they are
clear, unambiguous and well-defined.

ACE_REQ.1

ACE_REQ.1.1D

ACE_REQ.1.2D

ACE_REQ.1.1C

March 2014

PP-module security requirements
Dependencies: ACE_ECD.1 PP-module extended security functional components

definition
ACE_OBJ.1 PP-module security objectives

Developer action elements:

The developer shall provide a statement of security functional requirements.

The developer shall provide a security requirementsrationale.

Content and presentation elements:

The statement of security requirements shall describe the SFRsthat hold on
the TOE.
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Ace_ReQ.1.2c  All subjects, objects, operations, security attributes, external entitiesand
other termsthat are used in the SFRs shall be defined.

ACE_REQ.1.3c  Thestatement of security functional requirements shall identify all
operations on the security functional requirements.

AcE_ReQ.14c  All operations shall be performed correctly.

Ace_Ecp.1sc  Each dependency of the security functional requirements shall either be
satisfied, or the security functional requirementsrationale shall justify the
dependency not being satisfied.

ACE_REQ.16C  Thesecurity functional requirementsrationale shall trace each SFR back to
the security objectivesfor the TOE.

ACE_REQ.L7c  Thesecurity functional requirementsrationale shall demonstrate that the
SFRsmeet all security objectivesfor the TOE.

Evaluator action elements:

ACE_REQ.L1IE  Theevaluator shall confirm that the information provided meetsall
requirementsfor content and presentation of evidence.

ACE_REQ.12E  Theevaluator shall confirm that no extended functional component may be
clearly expressed using existing components.

3.1.7 PP-module consistency (ACE_MCO)
3.1.7.1 Objectives

119 The objective of this family is to determine theidity of the PP-module.
ACE_MCO.1 PP-module consistency

Dependencies: ACE_INT.1 PP-module introduction
ACE_SPD.1 PP-module conformance claim
ACE_OBJ.1 PP-module security objectives
ACE_REQ.1 PP-module security functional requirements

Developer action elements:

Ace_mco.11p  Thedeveloper shall provide a consistency rationale of the PP-module with
respect to its base-PP(s) identified in the PP-moduleintroduction. If the
PP-module specifies alter nate sets of base-PPs, the developer shall provide
as many consistency rationales asthe number of alternate set of base-PPs.

Content and presentation elements:
ACE_Mco.11c  Theconsistency rationale shall demonstrate that the TOE type of the PP-

moduleis consistent with the TOE type(s) in the base-PPsidentified in the
PP-moduleintroduction.
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ACE_Mco.1.2c  Theconsistency rationale shall demonstrate that the statement of the
security problem definition is consistent with the statement of the security
problem definition in the base-PPs identified in the PP-module
introduction.

ACE_Mco.13c Theconsistency rationale shall demonstrate that the statement of security
objectivesis consistent with the statement of security objectivesin the
base-PPsidentified in the PP-module introduction.

ACE_Mco.14c  Theconsistency rationale shall demonstrate that the statement of security
requirementsis consistent with the statement of security requirementsin
the base-PPsidentified in the PP-moduleintroduction.

Evaluator action elements:

AcE_mco.11E  Theevaluator shall confirm that theinformation provided meetsall
requirementsfor content and presentation of evidence. If the PP-module
specifies alter nate sets of base-PPs, the evaluator shall perform thisaction
for each consistency rationale with itsrelated base-PPsin the alter nate set
of base-PPs of the PP-module.

3.1.8 PP-configuration consistency (ACE_CCO)
3.18.1 Objectives

120  The objective of this family is to determine thelWermedness and the consistency of
the PP-configuration.

ACE_CCO.1 PP-Configuration consistency

Dependencies: ACE_INT.1 PP-module introduction
ACE_REQ.1 PP-module security functional requirements
ACE_MCO.1 PP-module consistency

Developer action elements:

Ace_cco.11p  Thedeveloper shall providethe reference of the PP-configuration.
Ace_cco.12p Thedeveloper shall provide a components statement.
AcCE_cco.1.3p Thedeveloper shall provide a conformance statement.

ACE_cco.14p Thedeveloper shall provide a SAR statement.

Content and presentation elements:
Ace_cco.ric  ThePP-configuration reference shall uniquely identify the PP-
configuration

Ace_cco.r2c  Thecomponents statements shall uniquely identify the protection profiles
and the PP-modules that compose the PP-configuration.
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ACE_cco.1.3c Theconformance statement shall specify the kind of conformity of the PP-
configuration, either strict or demonstrable.

ACE_cco.r4ac  The SAR statement shall specify the set of SAR or predefined EAL that
appliesto this PP-configuration.

Ace_cco.asc  Thebase-PP(s) on which the PP-modulesrelies shall belong the protection
profilesidentified in the components statement of the PP-configuration.

Evaluator action elements:

AcCE_cco.1ie  Theevaluator shall confirm that theinformation provided meetsall
requirementsfor content and presentation of evidence.

AcCE_cco.12e  Theevaluator shall check that the PP-configuration made up of all the
protection profilesand PP-modulesidentified in the components statement
of the PP-configuration is consistent.

3.2 Class ASE: Security target evaluation

121 There is no new assurance component for the ev@huat a security target compliant
with a PP-configuration. Each of the componentsABE _CCL.1 that apply to a
standard PP also applies to a PP-configurationeddd in order to assess the
conformity of a security target to a PP-configuatithe PP-configuration has to be
interpreted as a standard PP, following guidaneergin 2.6.
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4

122

123

124

125

Addendum to CEM

All base-PP(s) referenced in the PP-module mustveiiated before the evaluation of
a PP-configuration.

One possibility for evaluating a PP-configuratisrta flatten all the components of the
PP(s) and PP-modules composing the PP-configuratidrevaluating the resulting PP
as a standard PP.

Another possibility for evaluation of a PP-configtion composed of several PP-
modules proceeds PP-module by PP-module. Considean PP-configuration
composed of the protection profilesdhd the PP-modules;Mevaluation of the PP-
configuration proceeds with the following stepkistrated in Figure 3:

1. first evaluating independently all Protection Hesf Pi;

2. evaluating the PP-configuration, Composed of the PP-module; Mith the
Protection Profiles P

3. evaluating the PP-configuration.Ccomposed of the PP-module.Mwith the
PP-configuration onsidered as a standard PP (cf. Section 2.6);

4. iterating the step 3 for all the PP-modules.
Steps 2 and 3 are themselves performed in two:steps
a. Evaluation of the PP-module with its base-PP(s)EARICO.1)

b. Extension of the evaluation (consistency asses9nenhe other elements of
the PP-configuration (ACE_CCO.1).
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Figure 3 - Evaluation of a PP-configuration

4.1 Class ACE: Protection Profile Configuration evaluation

126  The ACE evaluation methodology is based on APElse Tommon parts are not
duplicated in this document but referred to.

4.1.1 PP-module introduction (ACE_INT)

41.1.1 Evaluation of sub-activity (ACE_INT.1)

41111 Objectives

127 The objective of this sub-activity is to determwwbether the PP-module is correctly
identified, and whether the base-PP(s) and TOEv@rare consistent with each
other.

41.1.1.2 Input

128 The evaluation evidence for this sub-activity is:
a. the PP-module;

b. its base-PP(s).
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41.1.2 Action ACE_INT1.1E

(All actions of APE_INT1.1E hold).

AcE_NT.11c  ThePP-moduleintroduction shall uniquely identify all the base-PP(s) on
which the PP-modulerélies.

ACE_INT.1-1 The evaluatoshall check that the PP-module introduction identifies theehas
PP(s) on which the PP-module relies.

AcE_NT.1.2c  The TOE overview shall identify the differencesintroduced by the PP-
module with respect to the TOE overview of its base PP(s).

ACE_INT.1-2 The evaluatoshall check that the TOE overview identifies the differences
introduced by the PP-module with respect to the DR&view of its base

PP(s).
4.1.2 PP-module conformance claims (ACE_CCL)
41.2.1 Evaluation of sub-activity (ACE_CCL.1)

41.2.1.1 Objectives

129  The objective of this sub-activity is to determihe validity of various conformance
claims. These describe how the PP-module confoonthé CC Part 2 and SFR
packages.

41.2.1.2 Input

130 The evaluation evidence for this sub-activity is:
a. the PP-module;

b. the SFR package(s) that the PP claims conformance t

41.2.2 Action ACE_CCL1.1E

ace_ccL.1ic  Theconformance claim shall contain a CC conformance claim that
identifiesthe version of the CC to which the PP-module claims
conformance.

ACE_ccLi-1  The evaluatoshall check that the conformance claim contains a CC

conformance claim that identifies the version & @C to which the PP-
module claims conformance.
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131 The evaluator determines that the CC conformaraenddentifies the version of the
CC that was used to develop this PP-module. Thoslldhinclude the version number
of the CC and, unless the International Englishsieer of the CC was used, the
language of the version of the CC that was used.

ace ccL.12c TheCC conformance claim shall describe the confor mance of the PP-
moduleto CC Part 2 aseither CC Part 2 conformant or CC Part 2
extended.

ACE_CCL.1-2 The evaluatoshall check that the CC conformance claim states a claim of
either CC Part 2 conformant or CC Part 2 extendethie PP-module.

Ace_ccL.13c  Theconformance claim shall identify all security functional requirement
packages to which the PP-module claims confor mance.

APE_CCL.1-4 The evaluatoshall examine the CC conformance claim for CC Part 2 to
determine that it is consistent with the extendemigonents definition.

132 If the CC conformance claim contains CC Part 2 aonant, the evaluator determines
that the extended components definition does noteléunctional components.

133 If the CC conformance claim contains CC Part 2 rckeel, the evaluator determines
that the extended components definition definedeast one extended functional
component.

ace_ccL.14ac  The CC conformance claim shall be consistent with the extended
components definition.

ACE_ccL1-4  The evaluatoshall examine the CC conformance claim for CC Part 2 to
determine that it is consistent with the extendatijgonents definition.

134 If the CC conformance claim contains CC Part 2 aonant, the evaluator determines
that the extended components definition does noteléunctional components.

135 If the CC conformance claim contains CC Part 2 rckeel, the evaluator determines
that the extended components definition definedeast one extended functional
component.

4.1.3 PP-module security problem definition (ACE_SPD)

(All content and presentation elements of APE_SPBvhluation methodology hold).
4.1.4 PP-module security objectives (ACE_OBJ)

(All content and presentation elements of APE_OBEf2aluation methodology hold).
4.1.5 PP-module security functional requirements (ACE_REQ)

(All content and presentation elements of APE_REQaRuation methodology hold without
considering the SAR part which is empty in PP-mesjul
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4.1.6 PP-module consistency (ACE_MCO)

4.1.6.1 Evaluation of sub-activity (ACE_MCO.1)

4.1.6.1.1 Objectives

136 The objective of this sub-activity is to determite consistency of the PP-module
regarding its base-PP(s).

4.16.1.2 Input

137 The evaluation evidence for this sub-activity is:
1. the PP-module;

2. its base-PP(s).

4.1.6.2 Action ACE_MCO.1.1E

ACE_Mco.11c  Theconsistency rationale shall demonstrate that the TOE type of the PP-
moduleisconsistent with the TOE type(s) in the base-PPsidentified in the
PP-moduleintroduction.

ACE_Mco.1-1  The evaluatoshall examine the consistency rationale to determine that the
TOE type of the PP-module is consistent with al TTOE types of the base-
PP(s).

138 The relation between the types may be simple: anB&ule may consider a TOE that
provides additional security functionality regamgliror more complex: a TOE that
provides a given security functionality in a specifay.

ACE_Mco.1.2c  Theconsistency rationale shall demonstrate that the statement of the
security problem definition is consistent with the statement of the security
problem definition in the base-PPs identified in the PP-module
introduction.

ACE_Mco.1-2  The evaluator shall examine the PP-module congigtetionale to determine
that it demonstrates that the statement of seqouiritiylem definition of the PP-
module is consistent with the statements of sgcpriblem definition stated
in its base-PPs.

139 In particular, the evaluator examines the consgsteationale to determine that:

1. the statements of threats, assumptions and OSRseifPP-module do not
contradict those from the base-PP(s).
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2. the statement of assumptions in the PP-module ssieseaspects out of scope
of the base-PP, in which case, the addition of efemis allowed.

ACE_Mco.13c Theconsistency rationale shall demonstrate that the statement of security
objectivesis consistent with the statement of security objectivesin the
base-PPsidentified in the PP-module introduction.

ACE_Mco.1-3  The evaluatoshall examine the consistency rationale to determine that the
statement of security objectives of the PP-modulmnsistent with the
statement of security objectives of its base-PP(s).

140 In particular, the evaluator examines the consgsteationale to determine that:

1. the statements of the security objectives for tb&Tand the security objectives
for the operational environment in the PP-modulendbcontradict those from
the base-PPs.

2. the statement of the security objectives for therafonal environment in the
PP-module addresses aspects out of scope of tkePBasin which case, the
addition of elements is allowed.

ACE_Mco.14c  Theconsistency rationale shall demonstrate that the statement of security
requirementsis consistent with the statement of security requirementsin
the base-PPsidentified in the PP-moduleintroduction.

ACE_Mco.1-4  The evaluatoshall examine the consistency rationale to determine that the
statement of security requirements of the PP-modutensistent with the
statement of security requirements of its base-P@sis, the SFRs of the PP-
module either complete or refine the SFRs of treeP(s) and that no
contradiction arises from the whole set of SFR&hefPP-module and the base-

PP(s).
4.1.7 PP-configuration consistency (ACE_CCO)
41.7.1 Evaluation of sub-activity (ACE_CCO.1)

41.7.1.1 Objectives

141 The objective of this sub-activity is to determinbether the PP-configuration and its
components are correctly identified.

142 The objective of this sub-activity is also to detere the consistency of the PP-
configuration regarding the whole set of protectwofiles and PP-modules.
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143 For the consistency analysis required by this #gtithe application notes of the
CEM, Section 9.2.1 (Re-using the evaluation resfltsertified PPs), is applicable to
determine which parts of the base-PPs are to lewakrated during the evaluation of
PP-configuration

4.1.7.1.2 Input

144 The evaluation evidence for this sub-activity is:
1. the PP-configuration reference;
2. the PP-configuration components statement;

3. the PP(s) and PP-modules identified in the compisr&atement.

4.1.7.2 Action ACE_CCO.1.1E

AceE_cco.ric  ThePP-configuration reference shall uniquely identify the PP-
configuration.

ACE_cco.1-1  The evaluatoshall examine the PP-configuration reference to determine that it
uniquely identifies the PP-configuration.

145 The evaluator determines that the PP-configuratieference identifies the PP-
configuration itself, so that it may be easitlistinguishedfrom other PPs, PP-
configurations and PP-modules, and that it alsquely identifies each version of the PP-
configuration, e.g. by including a version numbed/ar a date of publication.

146 The PP-configuration should have some referengmstes that is capable of supporting
unique references (e.g. use of numbers, lettedstes).

ACE_cco.12c  Thecomponents statements shall uniquely identify the protection profiles
and the PP-modules that compose the PP-configuration.

ACE_cco.12  The evaluatorshall examine the PP-configuration components statement to
determine that it uniquely identifies the protentiprofiles and PP-modules
contained in the PP-configuration.

147 The protection profiles should have been certiaedl available for use in security
targets.

ACE_cco.1.3c Theconformance statement shall specify the kind of conformity of the PP-
configuration, either strict or demonstrable.

ACE_cco.1-3  The evaluatorshall examine the PP-configuration conformance statement to
determine that it specifies the kind of conformiéguired: strict or demonstrable.
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148 If at least one of the protection profiles idemtifiin the PP-configuration components
statement claims strict conformance, then the Rffignoration conformance claim has
to state strict conformance also.

ACE_cco.r4ac  The SAR statement shall specify the set of SAR or predefined EAL that
appliesto this PP-configuration.

ACE_cco.1-4  The evaluatomshall examine the PP-configuration SAR statement to determine
that it specifies a well-formed package of SAR. B#AR package can be build in
with components from CC Part 3 or can refer toecsjg SAR package stated in
one of the protection profiles composing the PPfigaration.

149 If the set of SAR comes from CC Part 3 then thdumtar shall check that it is well-

formed: it is closed by dependencies or the SARBtants provide a sound discarding
rationale.

150  The evaluator shall check that the set of SAR ef BP-configuration is consistent
with respect to the SARs of each of the proteciioafiles contained in the PP-
configuration: for any SAR component in each of thmtection Profile, the PP-
configuration provides either the same componeiat lmigher component in the family
hierarchy. If the SAR component in the protectioofite is a refinement of a standard
component, then the correspondent SAR componettienPP-configuration has to
include these refinements. If two protection pesirefine the same SAR component,
the evaluator shall check that the refinements reoe contradictory and that the
corresponding SAR component in the PP-configuratieets both.

Ace_cco.asc  Thebase-PP(s) on which the PP-modulerelies shall belong to the

protection profilesidentified in the components statement of the PP-
configuration.

ACE_cco.1-2  The evaluatoshall check that the base-PP(s) of the PP-module are inclurded
the set of PP(s) selected for the PP-configuration.

4.1.7.3 Action ACE_CCO.1.2E

ACE_cco.1-5  The evaluator shall check that the PP-configurati@ue up of all the protection
profiles and PP-modules identified in the composestatement of the PP-
configuration is consistent. That is, the evaluatwall check that no contradiction

arises from the whole set of protection profilesl &P-modules included in the
PP-configuration.

151 The evaluator can organise this work in many wadls; actual organisation may
depend on the will to derive evaluation resultsrfare than one PP-configuration at a
time.

152 For instance, the evaluator can process in twasstsgollows:
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153

154

155

4.2

156

1. Assess the consistency of the set of protectiofiil@socomposing the PP-
configuration,

2. Then proceed with the assessment of the PP-coafigar consistency
incrementally, by adding one PP-module at a time.

An alternative is tgproceedncrementally but mixing PPs and PP-modules diatten
the definition of the PP-configuration (cf. secti®®) and to assess the consistency of
the whole set of elements.

Any incremental consistency analysis step where & subset of the PP-configuration
and X is a PP or a PP-module that has to be addédonsists in:

assessing that the SPD, the objectives and the 8FRslo not contradict the
statements in C;

the assumptions and objectives for the environnmeKteither are the same as
in C or address security aspects that are outeo$¢bpe of C.

Note that if X is a PP-module, C contains all isss&PP(s) and ACO_MCO.1 has
succeed for X, then the consistency analysis Iséapo be performed with respect to
the components of C different from these base-Ri(y)

Class ASE: Security target evaluation

The evaluation methodology of ASE_CCL.1 applies®-configurations. Indeed, in
order to assess the conformity of a security tatged PP-configuration, the PP-
configurationhas to be interpreted as a standard PP, follogundance given in 2.6.
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