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Foreword

This version of the Common Methodology for Information Technology Security Evaluation
(CEM v3.1) is the first major revision since being published as CEM v2.3 in 2005.

CEM v3.1 aims to: eliminate redundant evaluation activities; reduce/eliminate activities that
contribute little to the final assurance of a product; clarify CEM terminology to reduce
misunderstanding; restructure and refocus the evaluation activities to those areas where
security assurance is gained; and add new CEM requirements if needed.

Trademarks:

- UNIX is a registered trademark of The Open Group in the United States and other
countries

- Windows is a registered trademark of Microsoft Corporation in the United States
and other countries
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Introduction

Introduction

The target audience for the Common Methodology for Information
Technology Security Evaluation (CEM) is primarily evaluators applying the
CC and certifiers confirming evaluator actions; evaluation sponsors,
developers, PP/ST authors and other parties interested in IT security may be
a secondary audience.

The CEM recognises that not all questions concerning IT security evaluation
will be answered herein and that further interpretations will be needed.
Individual schemes will determine how to handle such interpretations,
although these may be subject to mutual recognition agreements. A list of
methodology-related activities that may be handled by individual schemes
can be found in Annex A.
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Scope

The Common Methodology for Information Technology Security Evaluation
(CEM) is a companion document to the Common Criteria for Information
Technology Security Evaluation (CC). The CEM defines the minimum
actions to be performed by an evaluator in order to conduct a CC evaluation,
using the criteria and evaluation evidence defined in the CC.

The CEM does not define evaluator actions for certain high assurance CC
components, where there is as yet no generally agreed guidance.
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Normative references

Normative references

The following referenced documents are indispensable for the application of
this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including
any amendments) applies.

[CC] Common Criteria for Information Technology
Security Evaluation, Version 3.1, revision 5, April
2017.
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Terms and definitions

For the purposes of this document, the following terms and definitions apply.

Terms which are presented in bold-faced type are themselves defined in this
Section.

action — evaluator action element of the CC Part 3

These actions are either explicitly stated as evaluator actions or implicitly
derived from developer actions (implied evaluator actions) within the CC
Part 3 assurance components.

activity — application of an assurance class of the CC Part 3
check — generate a verdict by a simple comparison

Evaluator expertise is not required. The statement that uses this verb
describes what is mapped.

evaluation deliverable — any resource required from the sponsor or
developer by the evaluator or evaluation authority to perform one or more
evaluation or evaluation oversight activities

evaluation evidence — tangible evaluation deliverable

evaluation technical report — report that documents the overall verdict
and its justification, produced by the evaluator and submitted to an
evaluation authority

examine — generate a verdict by analysis using evaluator expertise

The statement that uses this verb identifies what is analysed and the
properties for which it is analysed.

interpretation — clarification or amplification of a CC, CEM or scheme
requirement

methodology — system of principles, procedures and processes applied to
IT security evaluations

observation report — report written by the evaluator requesting a
clarification or identifying a problem during the evaluation

overall verdict — pass or fail statement issued by an evaluator with respect
to the result of an evaluation

oversight verdict — statement issued by an evaluation authority confirming

or rejecting an overall verdict based on the results of evaluation oversight
activities
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Terms and definitions

record — retain a written description of procedures, events, observations,
insights and results in sufficient detail to enable the work performed during
the evaluation to be reconstructed at a later time

report — include evaluation results and supporting material in the
Evaluation Technical Report or an Observation Report

scheme — set of rules, established by an evaluation authority, defining the
evaluation environment, including criteria and methodology required to
conduct IT security evaluations

sub-activity — application of an assurance component of the CC Part 3

Assurance families are not explicitly addressed in the CEM because
evaluations are conducted on a single assurance component from an
assurance family.

tracing — simple directional relation between two sets of entities, which
shows which entities in the first set correspond to which entities in the
second

verdict — pass, fail or inconclusive statement issued by an evaluator with
respect to a CC evaluator action element, assurance component, or class

Also see overall verdict.

work unit— most granular level of evaluation work

Each CEM action comprises one or more work units, which are grouped
within the CEM action by CC content and presentation of evidence or
developer action element. The work units are presented in the CEM in the
same order as the CC elements from which they are derived. Work units are
identified in the left margin by a symbol such as ALC_TAT.1-2. In this
symbol, the string ALC_TAT.1 indicates the CC component (i.e. the CEM
sub-activity), and the final digit (2) indicates that this is the second work unit
in the ALC_TAT.1 sub-activity.
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5 Symbols and abbreviated terms
CEM Common Methodology for Information Technology
Security Evaluation
ETR Evaluation Technical Report
OR Observation Report
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6 Overview

6.1 Organisation of the CEM

27 Chapter 7 defines the conventions used in the CEM.

28 Chapter 8 describes general evaluation tasks with no verdicts associated with

them as they do not map to CC evaluator action elements.

29 Chapter 9 addresses the work necessary for reaching an evaluation result on
a PP.

30 Chapters 11 to 17 define the evaluation activities, organised by Assurance
Classes.

31 Annex A covers the basic evaluation techniques used to provide technical

evidence of evaluation results.

32 Annex B provides an explanation of the Vulnerability Analysis criteria and
examples of their application.
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Document Conventions

Terminology

Unlike the CC, where each element maintains the last digit of its identifying
symbol for all components within the family, the CEM may introduce new
work units when a CC evaluator action element changes from sub-activity to
sub-activity; as a result, the last digit of the work unit's identifying symbol
may change although the work unit remains unchanged.

Any methodology-specific evaluation work required that is not derived
directly from CC requirements is termed task or sub-task.

Verb usage

All work unit and sub-task verbs are preceded by the auxiliary verb shall and
by presenting both the verb and the shall in bold italic type face. The
auxiliary verb shall is used only when the provided text is mandatory and
therefore only within the work units and sub-tasks. The work units and sub-
tasks contain mandatory activities that the evaluator must perform in order to
assign verdicts.

Guidance text accompanying work units and sub-tasks gives further
explanation on how to apply the CC words in an evaluation. The verb usage
is in accordance with ISO definitions for these verbs. The auxiliary verb
should is used when the described method is strongly preferred. All other
auxiliary verbs, including may, are used where the described method(s) is
allowed but is neither recommended nor strongly preferred; it is merely
explanation.

The verbs check, examine, report and record are used with a precise meaning
within this part of the CEM and the Chapter 4 should be referenced for their
definitions.

General evaluation guidance

Material that has applicability to more than one sub-activity is collected in
one place. Guidance whose applicability is widespread (across activities and
EALS) has been collected into Annex A. Guidance that pertains to multiple
sub-activities within a single activity has been provided in the introduction to
that activity. If guidance pertains to only a single sub-activity, it is presented
within that sub-activity.

Relationship between CC and CEM structures

There are direct relationships between the CC structure (i.e. class, family,
component and element) and the structure of the CEM. Figure 1 illustrates
the correspondence between the CC constructs of class, family and evaluator
action elements and CEM activities, sub-activities and actions. However,
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several CEM work units may result from the requirements noted in CC
developer action and content and presentation elements.

Common Criteria Common Evaluation Methodology

Assurance Component Sub-activity
Evaluator Action Action
Element

Developer Action -
Element \ = -

Content & Presentation
of Evidence Element

Figure 1 - Mapping of the CC and CEM structures
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Evaluation process and related tasks

Introduction

This chapter provides an overview of the evaluation process and defines the
tasks an evaluator is intended to perform when conducting an evaluation.

Each evaluation, whether of a PP or TOE (including ST), follows the same
process, and has four evaluator tasks in common: the input task, the output
task, the evaluation sub-activities, and the demonstration of the technical
competence to the evaluation authority task.

The input task and the output tasks, which are related to management of
evaluation evidence and to report generation, are entirely described in this
chapter. Each task has associated sub-tasks that apply to, and are normative
for all CC evaluations (evaluation of a PP or a TOE).

The evaluation sub-activities are only introduced in this chapter, and fully
described in the following chapters.

In contrast to the evaluation sub-activities, input and output tasks have no
verdicts associated with them as they do not map to CC evaluator action
elements; they are performed in order to ensure conformance with the
universal principles and to comply with the CEM.

The demonstration of the technical competence to the evaluation authority
task may be fulfilled by the evaluation authority analysis of the output tasks
results, or may include the demonstration by the evaluators of their
understanding of the inputs for the evaluation sub-activities. This task has no
associated evaluator verdict, but has an evaluator authority verdict. The
detailed criteria to pass this task are left to the discretion of the evaluation
authority, as noted in Annex A.5.

Evaluation process overview
Objectives
This section presents the general model of the methodology and identifies:

a) roles and responsibilities of the parties involved in the evaluation
process;

b) the general evaluation model.
Responsibilities of the roles

The general model defines the following roles: sponsor, developer, evaluator
and evaluation authority.

Version 3.1 Page 21 of 430



48

49

50

51

8.2.3

52

53

8.24

54

Page 22 of 430

Evaluation process and related tasks

The sponsor is responsible for requesting and supporting an evaluation. This
means that the sponsor establishes the different agreements for the evaluation
(e.g. commissioning the evaluation). Moreover, the sponsor is responsible
for ensuring that the evaluator is provided with the evaluation evidence.

The developer produces the TOE and is responsible for providing the
evidence required for the evaluation (e.g. training, design information), on
behalf of the sponsor.

The evaluator performs the evaluation tasks required in the context of an
evaluation: the evaluator receives the evaluation evidence from the developer
on behalf of the sponsor or directly from the sponsor, performs the
evaluation sub-activities and provides the results of the evaluation
assessment to the evaluation authority.

The evaluation authority establishes and maintains the scheme, monitors the
evaluation conducted by the evaluator, and issues certification/validation
reports as well as certificates based on the evaluation results provided by the
evaluator.

Relationship of roles

To prevent undue influence from improperly affecting an evaluation, some
separation of roles is required. This implies that the roles described above are
fulfilled by different entities, except that the roles of developer and sponsor
may be satisfied by a single entity.

Moreover, some evaluations (e.g. EALL evaluation) may not require the
developer to be involved in the project. In this case, it is the sponsor who
provides the TOE to the evaluator and who generates the evaluation evidence.

General evaluation model

The evaluation process consists of the evaluator performing the evaluation
input task, the evaluation output task and the evaluation sub-activities. Figure
2 provides an overview of the relationship between these tasks and sub-
activities.
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Evaluation
Evidence

Ewvaluation Input Task ’ \

Evaluation sub-activities

| Ewvaluation Output Tagk ’

u Demonstration of the Technical Competence Task ’

Figure 2 - Generic evaluation model

Evaluation
Outputs

The evaluation process may be preceded by a preparation phase where initial
contact is made between the sponsor and the evaluator. The work that is
performed and the involvement of the different roles during this phase may
vary. It is typically during this step that the evaluator performs a feasibility
analysis to assess the likelihood of a successful evaluation.

Evaluator verdicts

The evaluator assigns verdicts to the requirements of the CC and not to those
of the CEM. The most granular CC structure to which a verdict is assigned is
the evaluator action element (explicit or implied). A verdict is assigned to an
applicable CC evaluator action element as a result of performing the
corresponding CEM action and its constituent work units. Finally, an
evaluation result is assigned, as described in CC Part 1, Chapter 10,
Evaluation results.
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Evaluation Result

&
Assurance Class %
Assurance Component M

Evaluator Action Element

Evaluator Action Element

Evaluator Action Element

Figure 3 - Example of the verdict assignment rule

The CEM recognises three mutually exclusive verdict states:

a)

b)

Conditions for a pass verdict are defined as an evaluator completion
of the CC evaluator action element and determination that the
requirements for the PP, ST or TOE under evaluation are met. The
conditions for passing the element are defined as:

1)
2)

3)

the constituent work units of the related CEM action, and:;

all evaluation evidence required for performing these work
units is coherent, that is it can be fully and completely
understood by the evaluator, and

all evaluation evidence required for performing these work
units does not have any obvious internal inconsistencies or
inconsistencies with other evaluation evidence. Note that
obvious means here that the evaluator discovers this
inconsistency while performing the work units: the evaluator
should not undertake a full consistency analysis across the
entire evaluation evidence every time a work unit is
performed.

Conditions for a fail verdict are defined as an evaluator completion of
the CC evaluator action element and determination that the
requirements for the PP, ST, or TOE under evaluation are not met, or
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that the evidence is incoherent, or an obvious inconsistency in the
evaluation evidence has been found;

C) All verdicts are initially inconclusive and remain so until either a pass
or fail verdict is assigned.

The overall verdict is pass if and only if all the constituent verdicts are also
pass. In the example illustrated in Figure 3, if the verdict for one evaluator
action element is fail then the verdicts for the corresponding assurance
component, assurance class, and overall verdict are also fail.

Evaluation input task
Objectives

The objective of this task is to ensure that the evaluator has available the
correct version of the evaluation evidence necessary for the evaluation and
that it is adequately protected. Otherwise, the technical accuracy of the
evaluation cannot be assured, nor can it be assured that the evaluation is
being conducted in a way to provide repeatable and reproducible results.

Application notes

The responsibility to provide all the required evaluation evidence lies with
the sponsor. However, most of the evaluation evidence is likely to be
produced and supplied by the developer, on behalf of the sponsor.

Since the assurance requirements apply to the entire TOE, all evaluation
evidence pertaining to all parts of the TOE is to be made available to the
evaluator. The scope and required content of such evaluation evidence is
independent of the level of control that the developer has over each of the
parts of the TOE. For example, if design is required, then the TOE design
(ADV_TDS) requirements will apply to all subsystems that are part of the
TSF. In addition, assurance requirements that call for procedures to be in
place (for example, CM capabilities (ALC CMC) and Delivery
(ALC_DEL)) will also apply to the entire TOE (including any part produced
by another developer).

It is recommended that the evaluator, in conjunction with the sponsor,
produce an index to required evaluation evidence. This index may be a set of
references to the documentation. This index should contain enough
information (e.g. a brief summary of each document, or at least an explicit
title, indication of the sections of interest) to help the evaluator to find easily
the required evidence.

It is the information contained in the evaluation evidence that is required, not
any particular document structure. Evaluation evidence for a sub-activity
may be provided by separate documents, or a single document may satisfy
several of the input requirements of a sub-activity.
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The evaluator requires stable and formally-issued versions of evaluation
evidence. However, draft evaluation evidence may be provided during an
evaluation, for example, to help an evaluator make an early, informal
assessment, but is not used as the basis for verdicts. It may be helpful for the
evaluator to see draft versions of particular appropriate evaluation evidence,
such as:

a) test documentation, to allow the evaluator to make an early
assessment of tests and test procedures;

b) design documents, to provide the evaluator with background for
understanding the TOE design;

C) source code or hardware drawings, to allow the evaluator to assess
the application of the developer's standards.

Draft evaluation evidence is more likely to be encountered where the
evaluation of a TOE is performed concurrently with its development.
However, it may also be encountered during the evaluation of an already-
developed TOE where the developer has had to perform additional work to
address a problem identified by the evaluator (e.g. to correct an error in
design or implementation) or to provide evaluation evidence of security that
is not provided in the existing documentation (e.g. in the case of a TOE not
originally developed to meet the requirements of the CC).

Management of evaluation evidence sub-task
Configuration control
The evaluator shall perform configuration control of the evaluation evidence.

The CC implies that the evaluator is able to identify and locate each item of
evaluation evidence after it has been received and is able to determine
whether a specific version of a document is in the evaluator's possession.

The evaluator shall protect the evaluation evidence from alteration or loss
while it is in the evaluator's possession.

Disposal

Schemes may wish to control the disposal of evaluation evidence at the
conclusion of an evaluation. The disposal of the evaluation evidence should
be achieved by one or more of:

a) returning the evaluation evidence;
b) archiving the evaluation evidence;

C) destroying the evaluation evidence.
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Confidentiality

An evaluator may have access to sponsor and developer commercially-
sensitive information (e.g. TOE design information, specialist tools), and
may have access to nationally-sensitive information during the course of an
evaluation. Schemes may wish to impose requirements for the evaluator to
maintain the confidentiality of the evaluation evidence. The sponsor and
evaluator may mutually agree to additional requirements as long as these are
consistent with the scheme.

Confidentiality requirements affect many aspects of evaluation work,
including the receipt, handling, storage and disposal of evaluation evidence.

Evaluation sub-activities

The evaluation sub-activities vary depending whether it is a PP or a TOE
evaluation. Moreover, in the case of a TOE evaluation, the sub-activities
depend upon the selected assurance requirements.

Evaluation output task
Objectives

The objective of this Section is to describe the Observation Report (OR) and
the Evaluation Technical Report (ETR). Schemes may require additional
evaluator reports such as reports on individual units of work, or may require
additional information to be contained in the OR and the ETR. The CEM
does not preclude the addition of information into these reports as the CEM
specifies only the minimum information content.

Consistent reporting of evaluation results facilitates the achievement of the
universal principle of repeatability and reproducibility of results. The
consistency covers the type and the amount of information reported in the
ETR and OR. ETR and OR consistency among different evaluations is the
responsibility of the evaluation authority.

The evaluator performs the two following sub-tasks in order to achieve the
CEM requirements for the information content of reports:

a) write OR sub-task (if needed in the context of the evaluation);
b) write ETR sub-task.
Management of evaluation outputs

The evaluator delivers the ETR to the evaluation authority, as well as any
ORs as they become available. Requirements for controls on handling the
ETR and ORs are established by the scheme which may include delivery to
the sponsor or developer. The ETR and ORs may include sensitive or
proprietary information and may need to be sanitised before they are given to
the sponsor.
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Application notes

In this version of the CEM, the requirements for the provision of evaluator
evidence to support re-evaluation and re-use have not been explicitly stated.
Where information for re-evaluation or re-use is required by the sponsor, the
scheme under which the evaluation is being performed should be consulted.

Write OR sub-task

ORs provide the evaluator with a mechanism to request a clarification (e.g.
from the evaluation authority on the application of a requirement) or to
identify a problem with an aspect of the evaluation.

In the case of a fail verdict, the evaluator shall provide an OR to reflect the
evaluation result. Otherwise, the evaluator may use ORs as one way of
expressing clarification needs.

For each OR, the evaluator shall report the following:
a) the identifier of the PP or TOE evaluated,;

b) the evaluation task/sub-activity during which the observation was
generated,;

c) the observation;

d) the assessment of its severity (e.g. implies a fail verdict, holds up
progress on the evaluation, requires a resolution prior to evaluation
being completed);

e) the identification of the organisation responsible for resolving the

issue;
f) the recommended timetable for resolution;
) the assessment of the impact on the evaluation of failure to resolve

the observation.

The intended audience of an OR and procedures for handling the report
depend on the nature of the report's content and on the scheme. Schemes may
distinguish different types of ORs or define additional types, with associated
differences in required information and distribution (e.g. evaluation ORs to
evaluation authorities and sponsors).

Write ETR sub-task
Objectives

The evaluator shall provide an ETR to present technical justification of the
verdicts.
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The CEM defines the ETR's minimum content requirement; however,
schemes may specify additional content and specific presentational and
structural requirements. For instance, schemes may require that certain
introductory material (e.g. disclaimers and copyright Chapters) be reported in
the ETR.

The reader of the ETR is assumed to be familiar with general concepts of
information security, the CC, the CEM, evaluation approaches and IT.

The ETR supports the evaluation authority to confirm that the evaluation was
done to the required standard, but it is anticipated that the documented results
may not provide all of the necessary information, so additional information
specifically requested by the scheme may be necessary. This aspect is
outside the scope of the CEM.

ETR for a PP Evaluation

This Section describes the minimum content of the ETR for a PP evaluation.
The contents of the ETR are portrayed in Figure 4; this figure may be used as
a guide when constructing the structural outline of the ETR document.

Evaluation Technical Report

Introduction

Evaluation

Results of the evaluation

Conclusions and recommendations

List of evaluation evidence

List of acronyms/Glossary of terms

—— Observation reports

Figure 4 - ETR information content for a PP evaluation

Introduction
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The evaluator shall report evaluation scheme identifiers.

Evaluation scheme identifiers (e.g. logos) are the information required to
unambiguously identify the scheme responsible for the evaluation oversight.

The evaluator shall report ETR configuration control identifiers.

The ETR configuration control identifiers contain information that identifies
the ETR (e.g. name, date and version number).

The evaluator shall report PP configuration control identifiers.

PP configuration control identifiers (e.g. name, date and version number) are
required to identify what is being evaluated in order for the evaluation
authority to verify that the verdicts have been assigned correctly by the
evaluator.

The evaluator shall report the identity of the developer.

The identity of the PP developer is required to identify the party responsible
for producing the PP.

The evaluator shall report the identity of the sponsor.

The identity of the sponsor is required to identify the party responsible for
providing evaluation evidence to the evaluator.

The evaluator shall report the identity of the evaluator.

The identity of the evaluator is required to identify the party performing the
evaluation and responsible for the evaluation verdicts.

Evaluation

The evaluator shall report the evaluation methods, techniques, tools and
standards used.

The evaluator references the evaluation criteria, methodology and
interpretations used to evaluate the PP.

The evaluator shall report any constraints on the evaluation, constraints on
the handling of evaluation results and assumptions made during the
evaluation that have an impact on the evaluation results.

The evaluator may include information in relation to legal or statutory
aspects, organisation, confidentiality, etc.

Results of the evaluation

The evaluator shall report a verdict and a supporting rationale for each
assurance component that constitutes an APE activity, as a result of
performing the corresponding CEM action and its constituent work units.
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The rationale justifies the verdict using the CC, the CEM, any interpretations
and the evaluation evidence examined and shows how the evaluation
evidence does or does not meet each aspect of the criteria. It contains a
description of the work performed, the method used, and any derivation of
results. The rationale may provide detail to the level of a CEM work unit.

Conclusions and recommendations

The evaluator shall report the conclusions of the evaluation, in particular the
overall verdict as defined in CC Part 1 Chapter 10, Evaluation results, and
determined by application of the verdict assignment described in 8.2.5.

The evaluator provides recommendations that may be useful for the
evaluation authority. These recommendations may include shortcomings of
the PP discovered during the evaluation or mention of features which are
particularly useful.

List of evaluation evidence

The evaluator shall report for each item of evaluation evidence the following
information:

- the issuing body (e.g. the developer, the sponsor);

- the title;

- the unique reference (e.g. issue date and version number).

List of acronyms/Glossary of terms

The evaluator shall report any acronyms or abbreviations used in the ETR.

Glossary definitions already defined by the CC or CEM need not be repeated
in the ETR.

Observation reports

The evaluator shall report a complete list that uniquely identifies the ORs
raised during the evaluation and their status.

For each OR, the list should contain its identifier as well as its title or a brief
summary of its content.

ETR for a TOE Evaluation

This Section describes the minimum content of the ETR for a TOE
evaluation. The contents of the ETR are portrayed in Figure 5; this figure
may be used as a guide when constructing the structural outline of the ETR
document.
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Evaluation Technical Report

Introduction

Architectural description of the TOE

Evaluation

Results of the evaluation

Conclusions and recommendations

List of evaluation evidence

List of acronyms/Glossary of terms

Observation reports

Figure 5 - ETR information content for a TOE evaluation
Introduction
The evaluator shall report evaluation scheme identifiers.

Evaluation scheme identifiers (e.g. logos) are the information required to
unambiguously identify the scheme responsible for the evaluation oversight.

The evaluator shall report ETR configuration control identifiers.

The ETR configuration control identifiers contain information that identifies
the ETR (e.g. name, date and version number).

The evaluator shall report ST and TOE configuration control identifiers.

ST and TOE configuration control identifiers identify what is being
evaluated in order for the evaluation authority to verify that the verdicts have
been assigned correctly by the evaluator.

If the ST claims that the TOE conforms to the requirements of one or more
PPs, the ETR shall report the reference of the corresponding PPs.
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The PPs reference contains information that uniquely identifies the PPs (e.g.
title, date, and version number).

The evaluator shall report the identity of the developer.

The identity of the TOE developer is required to identify the party
responsible for producing the TOE.

The evaluator shall report the identity of the sponsor.

The identity of the sponsor is required to identify the party responsible for
providing evaluation evidence to the evaluator.

The evaluator shall report the identity of the evaluator.

The identity of the evaluator is required to identify the party performing the
evaluation and responsible for the evaluation verdicts.

Architectural description of the TOE

The evaluator shall report a high level description of the TOE and its major
components based on the evaluation evidence described in the CC assurance
family entitled TOE design (ADV_TDS), where applicable.

The intent of this Section is to characterise the degree of architectural
separation of the major components. If there is no TOE design (ADV_TDS)
requirement in the ST, this is not applicable and is considered to be satisfied.

Evaluation

The evaluator shall report the evaluation methods, techniques, tools and
standards used.

The evaluator may reference the evaluation criteria, methodology and
interpretations used to evaluate the TOE or the devices used to perform the
tests.

The evaluator shall report any constraints on the evaluation, constraints on
the distribution of evaluation results and assumptions made during the
evaluation that have an impact on the evaluation results.

The evaluator may include information in relation to legal or statutory
aspects, organisation, confidentiality, etc.

Results of the evaluation
For each activity on which the TOE is evaluated, the evaluator shall report:

— the title of the activity considered,;
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- a verdict and a supporting rationale for each assurance component
that constitutes this activity, as a result of performing the
corresponding CEM action and its constituent work units.

The rationale justifies the verdict using the CC, the CEM, any interpretations
and the evaluation evidence examined and shows how the evaluation
evidence does or does not meet each aspect of the criteria. It contains a
description of the work performed, the method used, and any derivation of
results. The rationale may provide detail to the level of a CEM work unit.

The evaluator shall report all information specifically required by a work
unit.

For the AVA and ATE activities, work units that identify information to be
reported in the ETR have been defined.

Conclusions and recommendations

The evaluator shall report the conclusions of the evaluation, which will
relate to whether the TOE has satisfied its associated ST, in particular the
overall verdict as defined in CC Part 1 Chapter 10, Evaluation results, and
determined by application of the verdict assignment described in 8.2.5.

The evaluator provides recommendations that may be useful for the
evaluation authority. These recommendations may include shortcomings of
the IT product discovered during the evaluation or mention of features which
are particularly useful.

List of evaluation evidence

The evaluator shall report for each item of evaluation evidence the following
information:

- the issuing body (e.g. the developer, the sponsor);

- the title;

— the unique reference (e.g. issue date and version number).

List of acronyms/Glossary of terms

The evaluator shall report any acronyms or abbreviations used in the ETR.

Glossary definitions already defined by the CC or CEM need not be repeated
in the ETR.

Observation reports

The evaluator shall report a complete list that uniquely identifies the ORs
raised during the evaluation and their status.
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Class APE: Protection Profile evaluation

Introduction

This Chapter describes the evaluation of a PP. The requirements and
methodology for PP evaluation are identical for each PP evaluation,
regardless of the EAL (or other set of assurance requirements) that is claimed
in the PP. The evaluation methodology in this Chapter is based on the
requirements on the PP as specified in CC Part 3 class APE.

This Chapter should be used in conjunction with Annexes A, B and C,
Guidance for Operations in CC Part 1, as these Annexes clarify the concepts
here and provide many examples.

Application notes
Re-using the evaluation results of certified PPs

While evaluating a PP that is based on one or more certified PPs, it may be
possible to re-use the fact that these PPs were certified. The potential for re-
use of the result of a certified PP is greater if the PP under evaluation does
not add threats, OSPs, security objectives and/or security requirements to
those of the PP that conformance is being claimed to. If the PP under
evaluation contains much more than the certified PP, re-use may not be
useful at all.

The evaluator is allowed to re-use the PP evaluation results by doing certain
analyses only partially or not at all if these analyses or parts thereof were
already done as part of the PP evaluation. While doing this, the evaluator
should assume that the analyses in the PP were performed correctly.

An example would be where the PP that conformance is being claimed to
contains a set of security requirements, and these were determined to be
internally consistent during its evaluation. If the PP under evaluation uses the
exact same requirements, the consistency analysis does not have to be
repeated during the PP evaluation. If the PP under evaluation adds one or
more requirements, or performs operations on these requirements, the
analysis will have to be repeated. However, it may be possible to save work
in this consistency analysis by using the fact that the original requirements
are internally consistent. If the original requirements are internally consistent,
the evaluator only has to determine that:

a) the set of all new and/or changed requirements is internally consistent,
and

b) the set of all new and/or changed requirements is consistent with the
original requirements.

The evaluator notes in the ETR each case where analyses are not done or
only partially done for this reason.
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PP introduction (APE_INT)
Evaluation of sub-activity (APE_INT.1)
Objectives

The objective of this sub-activity is to determine whether the PP is correctly
identified, and whether the PP reference and TOE overview are consistent
with each other.

Input

The evaluation evidence for this sub-activity is:

a) the PP.

Action APE_INT.1.1E

The PP introduction shall contain a PP reference and a TOE overview.

The evaluator shall check that the PP introduction contains a PP reference
and a TOE overview.

The PP reference shall uniquely identify the PP.

The evaluator shall examine the PP reference to determine that it uniquely
identifies the PP.

The evaluator determines that the PP reference identifies the PP itself, so that
it may be easily distinguished from other PPs, and that it also uniquely
identifies each version of the PP, e.g. by including a version number and/or a
date of publication.

The PP should have some referencing system that is capable of supporting
unique references (e.g. use of numbers, letters or dates).

The TOE overview shall summarise the usage and major security features
of the TOE.

The evaluator shall examine the TOE overview to determine that it describes
the usage and major security features of the TOE.

The TOE overview should briefly (i.e. several paragraphs) describe the usage
and major security features expected of the TOE. The TOE overview should
enable consumers and potential TOE developers to quickly determine
whether the PP is of interest to them.

The evaluator determines that the overview is clear enough for TOE
developers and consumers, and sufficient to give them a general
understanding of the intended usage and major security features of the TOE.

The TOE overview shall identify the TOE type.
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The evaluator shall check that the TOE overview identifies the TOE type.

The TOE overview shall identify any non-TOE
hardware/software/firmware available to the TOE.

The evaluator shall examine the TOE overview to determine that it identifies
any non-TOE hardware/software/firmware available to the TOE.

While some TOEs may run stand-alone, other TOEs (notably software
TOEs) need additional hardware, software or firmware to operate. In this
section of the PP, the PP author lists all hardware, software, and/or firmware
that will be available for the TOE to run on.

This identification should be detailed enough for potential consumers and
TOE developers to determine whether their TOE may operate with the listed
hardware, software and firmware.
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Conformance claims (APE_CCL)
Evaluation of sub-activity (APE_CCL.1)
Objectives

The objective of this sub-activity is to determine the validity of various
conformance claims. These describe how the PP conforms to the CC, other
PPs and packages.

Input

The evaluation evidence for this sub-activity is:

a) the PP;

b) the PP(s) that the PP claims conformance to;

C) the package(s) that the PP claims conformance to.
Action APE_CCL.1.1E

The conformance claim shall contain a CC conformance claim that
identifies the version of the CC to which the PP claims conformance.

The evaluator shall check that the conformance claim contains a CC
conformance claim that identifies the version of the CC to which the PP
claims conformance.

The evaluator determines that the CC conformance claim identifies the
version of the CC that was used to develop this PP. This should include the
version number of the CC and, unless the International English version of the
CC was used, the language of the version of the CC that was used.

The CC conformance claim shall describe the conformance of the PP to
CC Part 2 as either CC Part 2 conformant or CC Part 2 extended.

The evaluator shall check that the CC conformance claim states a claim of
either CC Part 2 conformant or CC Part 2 extended for the PP.

The CC conformance claim shall describe the conformance of the PP to
CC Part 3 as either CC Part 3 conformant or CC Part 3 extended.

The evaluator shall check that the CC conformance claim states a claim of
either CC Part 3 conformant or CC Part 3 extended for the PP.

The CC conformance claim shall be consistent with the extended
components definition.

The evaluator shall examine the CC conformance claim for CC Part 2 to
determine that it is consistent with the extended components definition.
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If the CC conformance claim contains CC Part 2 conformant, the evaluator
determines that the extended components definition does not define
functional components.

If the CC conformance claim contains CC Part 2 extended, the evaluator
determines that the extended components definition defines at least one
extended functional component.

The evaluator shall examine the CC conformance claim for CC Part 3 to
determine that it is consistent with the extended components definition.

If the CC conformance claim contains CC Part 3 conformant, the evaluator
determines that the extended components definition does not define
assurance components.

If the CC conformance claim contains CC Part 3 extended, the evaluator
determines that the extended components definition defines at least one
extended assurance component.

The conformance claim shall identify all PPs and security requirement
packages to which the PP claims conformance.

The evaluator shall check that the conformance claim contains a PP claim
that identifies all PPs for which the PP claims conformance.

If the PP does not claim conformance to another PP, this work unit is not
applicable and therefore considered to be satisfied.

The evaluator determines that any referenced PPs are unambiguously
identified (e.g. by title and version number, or by the identification included
in the introduction of that PP).

The evaluator is reminded that claims of partial conformance to a PP are not
permitted.

The evaluator shall check that the conformance claim contains a package
claim that identifies all packages to which the PP claims conformance.

If the PP does not claim conformance to a package, this work unit is not
applicable and therefore considered to be satisfied.

The evaluator determines that any referenced packages are unambiguously
identified (e.g. by title and version number, or by the identification included
in the introduction of that package).

The evaluator is reminded that claims of partial conformance to a package
are not permitted.

The conformance claim shall describe any conformance of the PP to a
package as either package-conformant or package-augmented.
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The evaluator shall check that, for each identified package, the conformance
claim states a claim of either package-name conformant or package-name
augmented.

If the PP does not claim conformance to a package, this work unit is not
applicable and therefore considered to be satisfied.

If the package conformance claim contains package-name conformant, the
evaluator determines that:

a) If the package is an assurance package, then the PP contains all SARS
included in the package, but no additional SARSs.

b) If the package is a functional package, then the PP contains all SFRs
included in the package, but no additional SFRs.

If the package conformance claim contains package-name augmented, the
evaluator determines that:

a) If the package is an assurance package, then the PP contains all SARS
included in the package, and at least one additional SAR or at least
one SAR that is hierarchical to a SAR in the package.

b) If the package is a functional package, then the PP contains all SFRs
included in the package, and at least one additional SFR or at least
one SFR that is hierarchical to a SFR in the package.

The conformance claim rationale shall demonstrate that the TOE type is
consistent with the TOE type in the PPs for which conformance is being
claimed.

The evaluator shall examine the conformance claim rationale to determine
that the TOE type of the TOE is consistent with all TOE types of the PPs.

If the PP does not claim conformance to another PP, this work unit is not
applicable and therefore considered to be satisfied.

The relation between the types may be simple: a firewall PP claiming
conformance to another firewall PP, or more complex: a smart card PP
claiming conformance to a number of other PPs at the same time: a PP for
the integrated circuit, a PP for the smart card OS, and two PPs for two
applications on the smart card.

The conformance claim rationale shall demonstrate that the statement of
the security problem definition is consistent with the statement of the
security problem definition in the PPs for which conformance is being
claimed.

The evaluator shall examine the conformance claim rationale to determine
that it demonstrates that the statement of security problem definition is
consistent, as defined by the conformance statement of the PP, with the
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statements of security problem definition stated in the PPs to which
conformance is being claimed.

If the PP under evaluation does not claim conformance with another PP, this
work unit is not applicable and therefore considered to be satisfied.

If the PP to which conformance is being claimed does not have a statement
of security problem definition, this work unit is not applicable and therefore
considered to be satisfied.

If strict conformance is required by the PP to which conformance is being
claimed, no conformance claim rationale is required. Instead, the evaluator
determines whether

a) the threats in the PP under evaluation are a superset of or identical to
the threats in the PP to which conformance is being claimed,

b) the OSPs in the PP under evaluation are a superset of or identical to
the OSPs in the PP to which conformance is being claimed;

C) the assumptions in the PP claiming conformance are identical to the
assumptions in the PP to which conformance is being claimed, with
two possible exceptions described in the following two bullet points;

- an assumption (or part of an assumption) from the PP to
which conformance is claimed, can be omitted, if all security
objectives for the operational environment addressing this
assumption (or part of an assumption) are replaced by security
objectives for the TOE;

- an assumption can be added to the assumptions defined in the
PP to which conformance is claimed, if a justification is given,
why the new assumption neither mitigates a threat (or a part
of a threat) meant to be addressed by security objectives for
the TOE in the PP to which conformance is claimed, nor
fulfills an OSP (or part of an OSP) meant to be addressed by
security objectives for the TOE in the PP to which
conformance is claimed.

When examining a PP, which omits assumptions from another PP to which
conformance is claimed, or adds new assumptions, the evaluator shall
carefully determine, if the conditions given above are fulfilled. The
following discussion gives some motivation and examples for these cases:

- Example for omitting an assumption: A PP to which
conformance is claimed, may contain an assumption stating
that the operational environment prevents unauthorized
modification or interception of data sent to an external
interface of the TOE. This may be the case if the TOE accepts
data in clear text and without integrity protection at this
interface and is assumed to be located in a secure operational
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environment, which will prevent attackers from accessing
these data. The assumption will then be mapped in the PP, to
which conformance is claimed, to some objective for the
operational environment stating that the data interchanged at
this interface are protected by adequate measures in the
operational environment. If a PP claiming this PP, defines a
more secure TOE, which has an additional security objective
stating that the TOE itself protects these data, for example by
providing a secure channel for encryption and integrity
protection of all data transferred via this interface, the
corresponding objective and assumption for the operational
environment can be omitted from the PP claiming
conformance. This is also called re-assigning of the objective,
since the objective is re-assigned from the operational
environment to the TOE. Note, that this TOE is still secure in
an operational environment fulfilling the omitted assumption
and therefore still fulfills the PP to which conformance is
claimed.

Example for adding an assumption: In this example the PP to
which conformance is claimed, is designed to specify
requirements for a TOE of type "Firewall" and the author of
another PP wishes to claim conformance to this PP for a TOE,
which implements a firewall, but additionally provides the
functionality of a virtual private network (VPN) component.
For the VPN functionality the TOE needs cryptographic keys
and these keys may also have to be handled securely by the
operational environment (e. g. if symmetric keys are used to
secure the network connection and therefore need to be
provided in some secure way to other components in the
network). In this case it is acceptable to add an assumption
that the cryptographic keys used by the VPN are handled
securely by the operational environment. This assumption
does not address threats or OSPs of the PP to which
conformance is claimed, and therefore fulfills the conditions
stated above.

Counterexample for adding an assumption: In a variant of the
first example a PP to which conformance is claimed, may
already contain an objective for the TOE to provide a secure
channel for one of its interfaces, and this objective is mapped
to a threat of unauthorized modification or reading of the data
on this interface. In this case it is clearly not allowed for
another PP claiming this PP, to add an assumption for the
operational environment, which assumes that the operational
environment protects data on this interface against
modification or unauthorized reading of the data. This
assumption would reduce a threat, which is meant to be
addressed by the TOE. Therefore a TOE fulfilling a PP with
this added assumption would not automatically fulfill the PP
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to which conformance is claimed, anymore and this addition
is therefore not allowed.

- Second counterexample for adding an assumption: In the
example above of a TOE implementing a firewall it would not
be admissible to add a general assumption that the TOE is
only connected to trusted devices, because this would
obviously remove essential threats relevant for a firewall
(namely that there is untrusted IP traffic, which needs to be
filtered). Therefore this addition would not be allowed.

If demonstrable conformance is required by the PP to which conformance is
being claimed, the evaluator examines the conformance claim rationale to
determine that it demonstrates that the statement of security problem
definition of the PP under evaluation is equivalent or more restrictive than
the statement of security problem definition in the PP to which conformance
is being claimed.

For this, the conformance claim rationale needs to demonstrate that the
security problem definition in the PP claiming conformance is equivalent (or
more restrictive) than the security problem definition in the PP to which
conformance is claimed. This means that:

- all TOEs that would meet the security problem definition in the PP
claiming conformance also meet the security problem definition in
the PP to which conformance is claimed. This can also be shown
indirectly by demonstrating that every event, which realizes a threat
defined in the PP to which conformance is claimed, or violates an
OSP defined in the PP to which conformance is claimed, would also
realize a threat stated in the PP claiming conformance or violate an
OSP defined in the PP claiming conformance. Note that fulfilling an
OSP stated in the PP claiming conformance may avert a threat stated
in the PP to which conformance is claimed, or that averting a threat
stated in the PP claiming conformance may fulfill an OSP stated in
the PP to which conformance is claimed, so threats and OSPs can
substitute each other;

- all operational environments that would meet the security problem
definition in the PP to which conformance is claimed, would also
meet the security problem definition in the PP claiming conformance
(with one exception in the next bullet);

— besides a set of assumptions in the PP claiming conformance needed
to demonstrate conformance to the SPD of the PP to which
conformance is claimed, an PP claiming conformance may specify
further assumptions, but only if these additional assumptions are
independent of and do not affect the security problem definition as
defined in the PP to which conformance is claimed. More detailed,
there are no assumptions in the PP claiming conformance that
exclude threats to the TOE that need to be countered by the TOE
according to the PP to which conformance is claimed. Similarly,
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there are no assumptions in the PP claiming conformance that realize
aspects of an OSP stated in the PP to which conformance is claimed,
which are meant to be fulfilled by the TOE according to the PP to
which conformance is claimed.

The conformance claim rationale shall demonstrate that the statement of
security objectives is consistent with the statement of security objectives in
the PPs for which conformance is being claimed.

The evaluator shall examine the conformance claim rationale to determine
that the statement of security objectives is consistent, as defined by the
conformance statement of the PPs, with the statement of security objectives
in the PPs.

If the PP does not claim conformance to another PP, this work unit is not
applicable and therefore considered to be satisfied.

If strict conformance is required by the PP to which conformance is being
claimed, no conformance claim rationale is required. Instead, the evaluator
determines whether:

- The PP under evaluation contains all security objectives for the TOE
of the PP to which conformance is being claimed. Note that it is
allowed for the PP under evaluation to have additional security
objectives for the TOE;

- The security objectives for the operational environment in the PP
claiming conformance are identical to the security objectives for the
operational environment in the PP to which conformance is being
claimed, with two possible exceptions described in the following two
bullet points;

- a security objective for the operational environment (or part of such
security objective) from the PP to which conformance is claimed, can
be replaced by the same (part of the) security objective stated for the
TOE;

- a security objective for the operational environment can be added to
the objectives defined in the PP to which conformance is claimed, if a
justification is given, why the new objective neither mitigates a threat
(or a part of a threat) meant to be addressed by security objectives for
the TOE in the PP to which conformance is claimed, nor fulfills an
OSP (or part of an OSP) meant to be addressed by security objectives
for the TOE in the PP to which conformance is claimed.

When examining a PP claiming another PP which omits security objectives
for the operational environment from the PP to which conformance is
claimed, or adds new security objectives for the operational environment, the
evaluator shall carefully determine, if the conditions given above are fulfilled.
The examples given for the case of assumptions in the preceding work unit
are also valid here.
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If demonstrable conformance is required by the PP to which conformance is
being claimed, the evaluator examines the conformance claim rationale to
determine that it demonstrates that the statement of security objectives of the
PP under evaluation is equivalent or more restrictive than the statement of
security objectives in the PP to which conformance is being claimed.

For this the conformance claim rationale needs to demonstrate that the
security objectives in the PP claiming conformance are equivalent (or more
restrictive) than the security objectives in the PP to which conformance is
claimed. This means that:

- all TOEs that would meet the security objectives for the TOE in the
PP claiming conformance also meet the security objectives for the
TOE in the PP to which conformance is claimed,

- all operational environments that would meet the security objectives
for the operational environment in the PP to which conformance is
claimed, would also meet the security objectives for the operational
environment in the PP claiming conformance (with one exception in
the next bullet);

- besides a set of security objectives for the operational environment in
the PP claiming conformance, which are used to demonstrate
conformance to the set of security objectives defined in the PP to
which conformance is claimed, an PP claiming conformance may
specify further security objectives for the operational environment,
but only if these security objectives neither affect the original set of
security objectives for the TOE nor the security objectives for the
operational environment as defined in the PP to which conformance
is claimed.

The conformance claim rationale shall demonstrate that the statement of
security requirements is consistent with the statement of security
requirements in the PPs for which conformance is being claimed.

The evaluator shall examine the PP to determine that it is consistent, as
defined by the conformance statement of the PP, with all security
requirements in the PPs for which conformance is being claimed.

If the PP does not claim conformance to another PP, this work unit is not
applicable and therefore considered to be satisfied.

If strict conformance is required by the PP to which conformance is being
claimed, no conformance claim rationale is required. Instead, the evaluator
determines whether the statement of security requirements in the PP under
evaluation is a superset of or identical to the statement of security
requirements in the PP to which conformance is being claimed (for strict
conformance).

If demonstrable conformance is required by the PP to which conformance is
being claimed, the evaluator examines the conformance claim rationale to
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determine that it demonstrates that the statement of security requirements of
the PP under evaluation is equivalent or more restrictive than the statement
of security requirements in the PP to which conformance is being claimed.

For:

SFRs: The conformance rationale in the PP claiming conformance
shall demonstrate that the overall set of requirements defined by the
SFRs in the PP claiming conformance is equivalent (or more
restrictive) than the overall set of requirements defined by the SFRs
in the PP to which conformance is claimed. This means that all TOEs
that would meet the requirements defined by the set of all SFRs in the
PP claiming conformance would also meet the requirements defined
by the set of all SFRs in the PP to which conformance is claimed,

SARs: The PP claiming conformance shall contain all SARs in the
PP to which conformance is claimed, but may claim additional SARs
or replace SARs by hierarchically stronger SARs. The completion of
operations in the PP claiming conformance must be consistent with
that in the PP to which conformance is claimed; either the same
completion will be used in the PP claiming conformance as that in the
PP to which conformance is claimed or a completion that makes the
SAR more restrictive (the rules of refinement apply).

The conformance statement shall describe the conformance required of
any PPs/STs to the PP as strict-PP or demonstrable-PP conformance.

The evaluator shall check that the PP conformance statement states a claim
of strict-PP or demonstrable-PP conformance.
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Security problem definition (APE_SPD)
Evaluation of sub-activity (APE_SPD.1)
Objectives

The objective of this sub-activity is to determine that the security problem
intended to be addressed by the TOE and its operational environment is
clearly defined.

Input

The evaluation evidence for this sub-activity is:

a) the PP.

Action APE_SPD.1.1E

The security problem definition shall describe the threats.

The evaluator shall check that the security problem definition describes the
threats.

If all security objectives are derived from assumptions and/or OSPs only, the
statement of threats need not be present in the PP. In this case, this work unit
is not applicable and therefore considered to be satisfied.

The evaluator determines that the security problem definition describes the
threats that must be countered by the TOE and/or its operational environment.

All threats shall be described in terms of a threat agent, an asset, and an
adverse action.

The evaluator shall examine the security problem definition to determine
that all threats are described in terms of a threat agent, an asset, and an
adverse action.

If all security objectives are derived from assumptions and OSPs only, the
statement of threats need not be present in the PP. In this case, this work unit
is not applicable and therefore considered to be satisfied.

Threat agents may be further described by aspects such as expertise, resource,
opportunity, and motivation.

The security problem definition shall describe the OSPs.

The evaluator shall examine that the security problem definition describes
the OSPs.

If all security objectives are derived from assumptions and/or threats only,

OSPs need not be present in the PP. In this case, this work unit is not
applicable and therefore considered to be satisfied.
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The evaluator determines that OSP statements are made in terms of rules or
guidelines that must be followed by the TOE and/or its operational
environment.

The evaluator determines that each OSP is explained and/or interpreted in
sufficient detail to make it clearly understandable; a clear presentation of
policy statements is necessary to permit tracing security objectives to them.

The security problem definition shall describe the assumptions about the
operational environment of the TOE.

The evaluator shall examine the security problem definition to determine
that it describes the assumptions about the operational environment of the
TOE.

If there are no assumptions, this work unit is not applicable and is therefore
considered to be satisfied.

The evaluator determines that each assumption about the operational
environment of the TOE is explained in sufficient detail to enable consumers
to determine that their operational environment matches the assumption. If
the assumptions are not clearly understood, the end result may be that the
TOE is used in an operational environment in which it will not function in a
secure manner.
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Security objectives (APE_OBJ)
Evaluation of sub-activity (APE_OBJ.1)
Objectives

The objective of this sub-activity is to determine whether the security
objectives for the operational environment are clearly defined.

Input

The evaluation evidence for this sub-activity is:
a) the PP.

Action APE_OBJ.1.1E

The statement of security objectives shall describe the security objectives
for the operational environment.

The evaluator shall check that the statement of security objectives defines
the security objectives for the operational environment.

The evaluator checks that the security objectives for the operational
environment are identified.

Evaluation of sub-activity (APE_OBJ.2)
Objectives

The objective of this sub-activity is to determine whether the security
objectives adequately and completely address the security problem definition
and that the division of this problem between the TOE and its operational
environment is clearly defined.

Input

The evaluation evidence for this sub-activity is:
a) the PP.

Action APE_OBJ.2.1E

The statement of security objectives shall describe the security objectives
for the TOE and the security objectives for the operational environment.

The evaluator shall check that the statement of security objectives defines
the security objectives for the TOE and the security objectives for the
operational environment.

The evaluator checks that both categories of security objectives are clearly
identified and separated from the other category.
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The security objectives rationale shall trace each security objective for the
TOE back to threats countered by that security objective and OSPs
enforced by that security objective.

The evaluator shall check that the security objectives rationale traces all
security objectives for the TOE back to threats countered by the objectives
and/or OSPs enforced by the objectives.

Each security objective for the TOE may trace back to threats or OSPs, or a
combination of threats and OSPs, but it must trace back to at least one threat
or OSP.

Failure to trace implies that either the security objectives rationale is
incomplete, the security problem definition is incomplete, or the security
objective for the TOE has no useful purpose.

The security objectives rationale shall trace each security objective for the
operational environment back to threats countered by that security
objective, OSPs enforced by that security objective, and assumptions
upheld by that security objective.

The evaluator shall check that the security objectives rationale traces the
security objectives for the operational environment back to threats countered
by that security objective, to OSPs enforced by that security objective, and to
assumptions upheld by that security objective.

Each security objective for the operational environment may trace back to
threats, OSPs, assumptions, or a combination of threats, OSPs and/or
assumptions, but it must trace back to at least one threat, OSP or assumption.

Failure to trace implies that either the security objectives rationale is
incomplete, the security problem definition is incomplete, or the security
objective for the operational environment has no useful purpose.

The security objectives rationale shall demonstrate that the security
objectives counter all threats.

The evaluator shall examine the security objectives rationale to determine
that it justifies for each threat that the security objectives are suitable to
counter that threat.

If no security objectives trace back to the threat, the evaluator action related
to this work unit is assigned a fail verdict.

The evaluator determines that the justification for a threat shows whether the
threat is removed, diminished or mitigated.

The evaluator determines that the justification for a threat demonstrates that
the security objectives are sufficient: if all security objectives that trace back
to the threat are achieved, the threat is removed, sufficiently diminished, or
the effects of the threat are sufficiently mitigated.
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Note that the tracings from security objectives to threats provided in the
security objectives rationale may be part of a justification, but do not
constitute a justification by themselves. Even in the case that a security
objective is merely a statement reflecting the intent to prevent a particular
threat from being realised, a justification is required, but this justification
may be as minimal as “Security Objective X directly counters Threat Y.

The evaluator also determines that each security objective that traces back to
a threat is necessary: when the security objective is achieved it actually
contributes to the removal, diminishing or mitigation of that threat.

The security objectives rationale shall demonstrate that the security
objectives enforce all OSPs.

The evaluator shall examine the security objectives rationale to determine
that for each OSP it justifies that the security objectives are suitable to
enforce that OSP.

If no security objectives trace back to the OSP, the evaluator action related to
this work unit is assigned a fail verdict.

The evaluator determines that the justification for an OSP demonstrates that
the security objectives are sufficient: if all security objectives that trace back
to that OSP are achieved, the OSP is enforced.

The evaluator also determines that each security objective that traces back to
an OSP is necessary: when the security objective is achieved it actually
contributes to the enforcement of the OSP.

Note that the tracings from security objectives to OSPs provided in the
security objectives rationale may be part of a justification, but do not
constitute a justification by themselves. In the case that a security objective is
merely a statement reflecting the intent to enforce a particular OSP, a
justification is required, but this justification may be as minimal as “Security
Objective X directly enforces OSP Y.

The security objectives rationale shall demonstrate that the security
objectives for the operational environment uphold all assumptions.

The evaluator shall examine the security objectives rationale to determine
that for each assumption for the operational environment it contains an
appropriate justification that the security objectives for the operational
environment are suitable to uphold that assumption.

If no security objectives for the operational environment trace back to the
assumption, the evaluator action related to this work unit is assigned a fail
verdict.

The evaluator determines that the justification for an assumption about the
operational environment of the TOE demonstrates that the security objectives
are sufficient: if all security objectives for the operational environment that
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trace back to that assumption are achieved, the operational environment
upholds the assumption.

The evaluator also determines that each security objective for the operational
environment that traces back to an assumption about the operational
environment of the TOE is necessary: when the security objective is
achieved it actually contributes to the operational environment upholding the
assumption.

Note that the tracings from security objectives for the operational
environment to assumptions provided in the security objectives rationale may
be a part of a justification, but do not constitute a justification by themselves.
Even in the case that a security objective of the operational environment is
merely a restatement of an assumption, a justification is required, but this
justification may be as minimal as “Security Objective X directly upholds
Assumption Y.

Version 3.1 Page 53 of 430



9.7
9.7.1
9.71.1

223

9.7.1.2

224

9.7.1.3

APE_ECD.1.1C

APE_ECD.1-1

APE_ECD.1.2C

APE_ECD.1-2

225

226

APE_ECD.1.3C

APE_ECD.1-3

227

228

Class APE: Protection Profile evaluation

Extended components definition (APE_ECD)
Evaluation of sub-activity (APE_ECD.1)
Objectives

The objective of this sub-activity is to determine whether extended
components have been clearly and unambiguously defined, and whether they
are necessary, i.e. they may not be clearly expressed using existing CC Part 2
or CC Part 3 components.

Input

The evaluation evidence for this sub-activity is:
a) the PP.

Action APE_ECD.1.1E

The statement of security requirements shall identify all extended security
requirements.

The evaluator shall check that all security requirements in the statement of
security requirements that are not identified as extended requirements are
present in CC Part 2 or in CC Part 3.

The extended components definition shall define an extended component
for each extended security requirement.

The evaluator shall check that the extended components definition defines
an extended component for each extended security requirement.

If the PP does not contain extended security requirements, this work unit is
not applicable and therefore considered to be satisfied.

A single extended component may be used to define multiple iterations of an
extended security requirement, it is not necessary to repeat this definition for
each iteration.

The extended components definition shall describe how each extended
component is related to the existing CC components, families, and classes.

The evaluator shall examine the extended components definition to
determine that it describes how each extended component fits into the
existing CC components, families, and classes.

If the PP does not contain extended security requirements, this work unit is
not applicable and therefore considered to be satisfied.

The evaluator determines that each extended component is either:

a) a member of an existing CC Part 2 or CC Part 3 family, or
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b) a member of a new family defined in the PP.

If the extended component is a member of an existing CC Part 2 or CC Part 3
family, the evaluator determines that the extended components definition
adequately describes why the extended component should be a member of
that family and how it relates to other components of that family.

If the extended component is a member of a new family defined in the PP,
the evaluator confirms that the extended component is not appropriate for an
existing family.

If the PP defines new families, the evaluator determines that each new family
is either:

a) a member of an existing CC Part 2 or CC Part 3 class, or
b) a member of a new class defined in the PP.

If the family is a member of an existing CC Part 2 or CC Part 3 class, the
evaluator determines that the extended components definition adequately
describes why the family should be a member of that class and how it relates
to other families in that class.

If the family is a member of a new class defined in the PP, the evaluator
confirms that the family is not appropriate for an existing class.

The evaluator shall examine the extended components definition to
determine that each definition of an extended component identifies all
applicable dependencies of that component.

If the PP does not contain extended security requirements, this work unit is
not applicable and therefore considered to be satisfied.

The evaluator confirms that no applicable dependencies have been
overlooked by the PP author.

The extended components definition shall use the existing CC components,
families, classes, and methodology as a model for presentation.

The evaluator shall examine the extended components definition to
determine that each extended functional component uses the existing CC Part
2 components as a model for presentation.

If the PP does not contain extended SFRs, this work unit is not applicable
and therefore considered to be satisfied.

The evaluator determines that the extended functional component is
consistent with CC Part 2 Section 7.1.3, Component structure.

If the extended functional component uses operations, the evaluator
determines that the extended functional component is consistent with CC
Part 1 Section 8.1, Operations.
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If the extended functional component is hierarchical to an existing functional
component, the evaluator determines that the extended functional component
is consistent with CC Part 2 Section 7.2.1, Component changes highlighting.

The evaluator shall examine the extended components definition to
determine that each definition of a new functional family uses the existing
CC functional families as a model for presentation.

If the PP does not define new functional families, this work unit is not
applicable and therefore considered to be satisfied.

The evaluator determines that all new functional families are defined
consistent with CC Part 2 Section 7.1.2, Family structure.

The evaluator shall examine the extended components definition to
determine that each definition of a new functional class uses the existing CC
functional classes as a model for presentation.

If the PP does not define new functional classes, this work unit is not
applicable and therefore considered to be satisfied.

The evaluator determines that all new functional classes are defined
consistent with CC Part 2 Section 7.1.1, Class structure

The evaluator shall examine the extended components definition to
determine that each definition of an extended assurance component uses the
existing CC Part 3 components as a model for presentation.

If the PP does not contain extended SARs, this work unit is not applicable
and therefore considered to be satisfied.

The evaluator determines that the extended assurance component definition
is consistent with CC Part 3 Section 7.1.3, Assurance component structure.

If the extended assurance component uses operations, the evaluator
determines that the extended assurance component is consistent with CC Part
1 Section 8.1, Operations.

If the extended assurance component is hierarchical to an existing assurance
component, the evaluator determines that the extended assurance component
is consistent with CC Part 3 Section 7.1.3, Assurance component structure.

The evaluator shall examine the extended components definition to
determine that, for each defined extended assurance component, applicable
methodology has been provided.

If the PP does not contain extended SARs, this work unit is not applicable
and therefore considered to be satisfied.

The evaluator determines that, for each evaluator action element of each
extended SAR, one or more work units are provided and that successfully
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performing all work units for a given evaluator action element will
demonstrate that the element has been achieved.

The evaluator shall examine the extended components definition to
determine that each definition of a new assurance family uses the existing
CC assurance families as a model for presentation.

If the PP does not define new assurance families, this work unit is not
applicable and therefore considered to be satisfied.

The evaluator determines that all new assurance families are defined
consistent with CC Part 3 Section 7.1.2, Assurance family structure.

The evaluator shall examine the extended components definition to
determine that each definition of a new assurance class uses the existing CC
assurance classes as a model for presentation.

If the PP does not define new assurance classes, this work unit is not
applicable and therefore considered to be satisfied.

The evaluator determines that all new assurance classes are defined
consistent with CC Part 3 Section 7.1.1, Assurance class structure.

The extended components shall consist of measurable and objective
elements such that conformance or nonconformance to these elements can
be demonstrated.

The evaluator shall examine the extended components definition to
determine that each element in each extended component is measurable and
states objective evaluation requirements, such that conformance or
nonconformance can be demonstrated.

If the PP does not contain extended security requirements, this work unit is
not applicable and therefore considered to be satisfied.

The evaluator determines that elements of extended functional components
are stated in such a way that they are testable, and traceable through the
appropriate TSF representations.

The evaluator also determines that elements of extended assurance
components avoid the need for subjective evaluator judgement.

The evaluator is reminded that whilst being measurable and objective is
appropriate for all evaluation criteria, it is acknowledged that no formal
method exists to prove such properties. Therefore the existing CC functional
and assurance components are to be used as a model for determining what
constitutes conformance to this requirement.
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Action APE_ECD.1.2E

The evaluator shall examine the extended components definition to
determine that each extended component may not be clearly expressed using
existing components.

If the PP does not contain extended security requirements, this work unit is
not applicable and therefore considered to be satisfied.

The evaluator should take components from CC Part 2 and CC Part 3, other
extended components that have been defined in the PP, combinations of
these components, and possible operations on these components into account
when making this determination.

The evaluator is reminded that the role of this work unit is to preclude
unnecessary duplication of components, that is, components that may be
clearly expressed by using other components. The evaluator should not
undertake an exhaustive search of all possible combinations of components
including operations in an attempt to find a way to express the extended
component by using existing components.
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Security requirements (APE_REQ)
Evaluation of sub-activity (APE_REQ.1)
Objectives

The objective of this sub-activity is to determine whether the SFRs and
SARs are clear, unambiguous and well-defined and whether they are
internally consistent.

Input

The evaluation evidence for this sub-activity is:
a) the PP.

Action APE_REQ.1.1E

The statement of security requirements shall describe the SFRs and the
SARs.

The evaluator shall check that the statement of security requirements
describes the SFRs.

The evaluator determines that each SFR is identified by one of the following
means:

a) by reference to an individual component in CC Part 2;

b) by reference to an extended component in the extended components

definition of the PP;
C) by reference to a PP that the PP claims to be conformant with;
d) by reference to a security requirements package that the PP claims to

be conformant with;
e) by reproduction in the PP.
It is not required to use the same means of identification for all SFRs.

The evaluator shall check that the statement of security requirements
describes the SARs.

The evaluator determines that each SAR is identified by one of the following
means:

a) by reference to an individual component in CC Part 3;

b) by reference to an extended component in the extended components
definition of the PP;

C) by reference to a PP that the PP claims to be conformant with;
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d) by reference to a security requirements package that the PP claims to
be conformant with;

e) by reproduction in the PP.
It is not required to use the same means of identification for all SARs.

All subjects, objects, operations, security attributes, external entities and
other terms that are used in the SFRs and the SARs shall be defined.

The evaluator shall examine the PP to determine that all subjects, objects,
operations, security attributes, external entities and other terms that are used
in the SFRs and the SARs are defined.

The evaluator determines that the PP defines all:
- (types of) subjects and objects that are used in the SFRs;

- (types of) security attributes of subjects, users, objects, information,
sessions and/or resources, possible values that these attributes may
take and any relations between these values (e.g. top_secret is
“higher” than secret);

- (types of) operations that are used in the SFRs, including the effects
of these operations;

- (types of) external entities in the SFRs;

- other terms that are introduced in the SFRs and/or SARs by
completing operations, if these terms are not immediately clear, or
are used outside their dictionary definition.

The goal of this work unit is to ensure that the SFRs and SARs are well-
defined and that no misunderstanding may occur due to the introduction of
vague terms. This work unit should not be taken into extremes, by forcing
the PP writer to define every single word. The general audience of a set of
security requirements should be assumed to have a reasonable knowledge of
IT, security and Common Criteria.

All of the above may be presented in groups, classes, roles, types or other
groupings or characterisations that allow easy understanding.

The evaluator is reminded that these lists and definitions do not have to be
part of the statement of security requirements, but may be placed (in part or
in whole) in different sections. This may be especially applicable if the same
terms are used in the rest of the PP.

The statement of security requirements shall identify all operations on the
security requirements.

The evaluator shall check that the statement of security requirements
identifies all operations on the security requirements.
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The evaluator determines that all operations are identified in each SFR or
SAR where such an operation is used. This includes both completed
operations and uncompleted operations. Identification may be achieved by
typographical distinctions, or by explicit identification in the surrounding
text, or by any other distinctive means.

All operations shall be performed correctly.

The evaluator shall examine the statement of security requirements to
determine that all assignment operations are performed correctly.

Guidance on the correct performance of operations may be found in CC Part
1 Annex C, Guidance for Operations.

The evaluator shall examine the statement of security requirements to
determine that all iteration operations are performed correctly.

Guidance on the correct performance of operations may be found in CC Part
1 Annex C, Guidance for Operations.

The evaluator shall examine the statement of security requirements to
determine that all selection operations are performed correctly.

Guidance on the correct performance of operations may be found in CC Part
1 Annex C, Guidance for Operations.

The evaluator shall examine the statement of security requirements to
determine that all refinement operations are performed correctly.

Guidance on the correct performance of operations may be found in CC Part
1 Annex C, Guidance for Operations.

Each dependency of the security requirements shall either be satisfied, or
the security requirements rationale shall justify the dependency not being
satisfied.

The evaluator shall examine the statement of security requirements to
determine that each dependency of the security requirements is either
satisfied, or that the security requirements rationale justifies the dependency
not being satisfied.

A dependency is satisfied by the inclusion of the relevant component (or one
that is hierarchical to it) within the statement of security requirements. The
component used to satisfy the dependency should, if necessary, be modified
by operations to ensure that it actually satisfies that dependency.

A justification that a dependency is not met should address either:

a) why the dependency is not necessary or useful, in which case no
further information is required; or
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b) that the dependency has been addressed by the operational
environment of the TOE, in which case the justification should
describe how the security objectives for the operational environment
address this dependency.

The statement of security requirements shall be internally consistent.

The evaluator shall examine the statement of security requirements to
determine that it is internally consistent.

The evaluator determines that the combined set of all SFRs and SARS is
internally consistent.

The evaluator determines that on all occasions where different security
requirements apply to the same types of developer evidence, events,
operations, data, tests to be performed etc. or to “all objects”, “all subjects”
etc., that these requirements do not conflict.

Some possible conflicts are:

a) an extended SAR specifying that the design of a certain
cryptographic algorithm is to be kept secret, and another extended
SAR specifying an open source review;

b) FAU_GEN.1 Audit data generation specifying that subject identity is
to be logged, FDP_ACC.1 Subset access control specifying who has
access to these logs, and FPR_UNO.1 Unobservability specifying
that some actions of subjects should be unobservable to other subjects.
If the subject that should not be able to see an activity may access
logs of this activity, these SFRs conflict;

C) FDP_RIP.1 Subset residual information protection specifying
deletion of information no longer needed, and FDP_ROL.1 Basic
rollback specifying that a TOE may return to a previous state. If the
information that is needed for the rollback to the previous state has
been deleted, these requirements conflict;

d) Multiple iterations of FDP_ACC.1 Subset access control especially
where some iterations cover the same subjects, objects, or operations.
If one access control SFR allows a subject to perform an operation on
an object, while another access control SFR does not allow this, these
requirements conflict.

Evaluation of sub-activity (APE_REQ.2)
Objectives

The objective of this sub-activity is to determine whether the SFRs and
SARs are clear, unambiguous and well-defined, whether they are internally
consistent, and whether the SFRs meet the security objectives of the TOE.
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Input

The evaluation evidence for this sub-activity is:
a) the PP.

Action APE_REQ.2.1E

The statement of security requirements shall describe the SFRs and the
SARs.

The evaluator shall check that the statement of security requirements
describes the SFRs.

The evaluator determines that each SFR is identified by one of the following
means:

a) by reference to an individual component in CC Part 2;

b) by reference to an extended component in the extended components
definition of the PP;

C) by reference to an individual component in a PP that the PP claims to
be conformant with;

d) by reference to an individual component in a security requirements
package that the PP claims to be conformant with;

e) by reproduction in the PP.
It is not required to use the same means of identification for all SFRs.

The evaluator shall check that the statement of security requirements
describes the SARs.

The evaluator determines that each SAR is identified by one of the following
means:

a) by reference to an individual component in CC Part 3;

b) by reference to an extended component in the extended components
definition of the PP;

C) by reference to an individual component in a PP that the PP claims to
be conformant with;

d) by reference to an individual component in a security requirements
package that the PP claims to be conformant with;

e) by reproduction in the PP.

It is not required to use the same means of identification for all SARSs.
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All subjects, objects, operations, security attributes, external entities and
other terms that are used in the SFRs and the SARs shall be defined.

The evaluator shall examine the PP to determine that all subjects, objects,
operations, security attributes, external entities and other terms that are used
in the SFRs and the SARs are defined.

The evaluator determines that the PP defines all:
- (types of) subjects and objects that are used in the SFRs;

- (types of) security attributes of subjects, users, objects, information,
sessions and/or resources, possible values that these attributes may
take and any relations between these values (e.g. top_secret is
“higher” than secret);

- (types of) operations that are used in the SFRs, including the effects
of these operations;

- (types of) external entities in the SFRs;

- other terms that are introduced in the SFRs and/or SARs by
completing operations, if these terms are not immediately clear, or
are used outside their dictionary definition.

The goal of this work unit is to ensure that the SFRs and SARs are well-
defined and that no misunderstanding may occur due to the introduction of
vague terms. This work unit should not be taken into extremes, by forcing
the PP writer to define every single word. The general audience of a set of
security requirements should be assumed to have a reasonable knowledge of
IT, security and Common Criteria.

All of the above may be presented in groups, classes, roles, types or other
groupings or characterisations that allow easy understanding.

The evaluator is reminded that these lists and definitions do not have to be
part of the statement of security requirements, but may be placed (in part or
in whole) in different sections. This may be especially applicable if the same
terms are used in the rest of the PP.

The statement of security requirements shall identify all operations on the
security requirements.

The evaluator shall check that the statement of security requirements
identifies all operations on the security requirements.

The evaluator determines that all operations are identified in each SFR or
SAR where such an operation is used. This includes both completed
operations and uncompleted operations. Identification may be achieved by
typographical distinctions, or by explicit identification in the surrounding
text, or by any other distinctive means.
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All operations shall be performed correctly.

The evaluator shall examine the statement of security requirements to
determine that all assignment operations are performed correctly.

Guidance on the correct performance of operations may be found in CC Part
1 Annex C, Guidance for Operations.

The evaluator shall examine the statement of security requirements to
determine that all iteration operations are performed correctly.

Guidance on the correct performance of operations may be found in CC Part
1 Annex C, Guidance for Operations.

The evaluator shall examine the statement of security requirements to
determine that all selection operations are performed correctly.

Guidance on the correct performance of operations may be found in CC Part
1 Annex C, Guidance for Operations.

The evaluator shall examine the statement of security requirements to
determine that all refinement operations are performed correctly.

Guidance on the correct performance of operations may be found in CC Part
1 Annex C, Guidance for Operations.

Each dependency of the security requirements shall either be satisfied, or
the security requirements rationale shall justify the dependency not being
satisfied.

The evaluator shall examine the statement of security requirements to
determine that each dependency of the security requirements is either
satisfied, or that the security requirements rationale justifies the dependency
not being satisfied.

A dependency is satisfied by the inclusion of the relevant component (or one
that is hierarchical to it) within the statement of security requirements. The
component used to satisfy the dependency should, if necessary, be modified
by operations to ensure that it actually satisfies that dependency.

A justification that a dependency is not met should address either:

a) why the dependency is not necessary or useful, in which case no
further information is required; or

b) that the dependency has been addressed by the operational
environment of the TOE, in which case the justification should
describe how the security objectives for the operational environment
address this dependency.

The security requirements rationale shall trace each SFR back to the
security objectives for the TOE.
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The evaluator shall check that the security requirements rationale traces each
SFR back to the security objectives for the TOE.

The evaluator determines that each SFR is traced back to at least one security
objective for the TOE.

Failure to trace implies that either the security requirements rationale is
incomplete, the security objectives for the TOE are incomplete, or the SFR
has no useful purpose.

The security requirements rationale shall demonstrate that the SFRs meet
all security objectives for the TOE.

The evaluator shall examine the security requirements rationale to determine
that for each security objective for the TOE it justifies that the SFRs are
suitable to meet that security objective for the TOE.

If no SFRs trace back to the security objective for the TOE, the evaluator
action related to this work unit is assigned a fail verdict.

The evaluator determines that the justification for a security objective for the
TOE demonstrates that the SFRs are sufficient: if all SFRs that trace back to
the objective are satisfied, the security objective for the TOE is achieved.

If the SFRs that trace back to a security objective for the TOE have any
uncompleted assignments, or uncompleted or restricted selections, the
evaluator determines that for every conceivable completion or combination
of completions of these operations, the security objective is still met.

The evaluator also determines that each SFR that traces back to a security
objective for the TOE is necessary: when the SFR is satisfied, it actually
contributes to achieving the security objective.

Note that the tracings from SFRs to security objectives for the TOE provided
in the security requirements rationale may be a part of the justification, but
do not constitute a justification by themselves.

The security requirements rationale shall explain why the SARs were
chosen.

The evaluator shall check that the security requirements rationale explains
why the SARs were chosen.

The evaluator is reminded that any explanation is correct, as long as it is
coherent and neither the SARs nor the explanation have obvious
inconsistencies with the remainder of the PP.

An example of an obvious inconsistency between the SARs and the
remainder of the PP would be to have threat agents that are very capable, but
an AVA_VAN SAR that does not protect against these threat agents.

The statement of security requirements shall be internally consistent.
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The evaluator shall examine the statement of security requirements to
determine that it is internally consistent.

The evaluator determines that the combined set of all SFRs and SARs is
internally consistent.

The evaluator determines that on all occasions where different security
requirements apply to the same types of developer evidence, events,

operations, data, tests to be performed etc. or to “all objects”, “all subjects”
etc., that these requirements do not conflict.

Some possible conflicts are:

a) an extended SAR specifying that the design of a certain
cryptographic algorithm is to be kept secret, and another extended
SAR specifying an open source review;

b) FAU_GEN.1 Audit data generation specifying that subject identity is
to be logged, FDP_ACC.1 Subset access control specifying who has
access to these logs, and FPR_UNO.1 Unobservability specifying
that some actions of subjects should be unobservable to other subjects.
If the subject that should not be able to see an activity may access
logs of this activity, these SFRs conflict;

C) FDP_RIP.1 Subset residual information protection specifying
deletion of information no longer needed, and FDP_ROL.1 Basic
rollback specifying that a TOE may return to a previous state. If the
information that is needed for the rollback to the previous state has
been deleted, these requirements conflict;

d) Multiple iterations of FDP_ACC.1 Subset access control especially
where some iterations cover the same subjects, objects, or operations.
If one access control SFR allows a subject to perform an operation on
an object, while another access control SFR does not allow this, these
requirements conflict.
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Class ACE: Protection Profile
Configuration evaluation

Introduction

All Base-PP(s) referenced in the PP-Module must be evaluated before the
evaluation of a PP-Configuration.

One possibility for evaluating a PP-Configuration is to flatten all the
components of the PP(s) and PP-Modules composing the PP-Configuration
and evaluating the resulting PP as a standard PP.

Another possibility for evaluation of a PP-Configuration composed of
several PP-Modules proceeds PP-Module by PP-Module. Considering a PP-
Configuration composed of the Protection Profiles P; and the PP-Modules M;,
evaluation of the PP-Configuration proceeds with the following steps,
illustrated in Figure 6:

a) first evaluating independently all Protection Profiles P;;

b) evaluating the PP-Configuration C: composed of the PP-Module M1
with the Protection Profiles P;;

C) evaluating the PP-Configuration Ci+1 composed of the PP-Module
Mis1 with the PP-Configuration Ci considered as a standard PP (cf.
Section B.13 in CC Part 1);

d) iterating the step 3 for all the PP-Modules.
Steps 2 and 3 are themselves performed in two steps:

a) Evaluation of the PP-Module with its Base-PP(s) (Evaluation of sub-
activity (ACE_MCO.1))

b) Extension of the evaluation (consistency assessment) to the other
elements of the PP-Configuration (Evaluation of sub-activity
(ACE_CCO0.1))
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Figure 6 - Evaluation of a PP-Configuration
314 The ACE evaluation methodology is based on APE's. The common parts are

not duplicated in this document but referred to.
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PP-Module introduction (ACE_INT)
Evaluation of sub-activity (ACE_INT.1)
Objectives

The objective of this sub-activity is to determine whether the PP-Module is
correctly identified, and whether the Base-PP(s) and TOE overview are
consistent with each other.

Input

The evaluation evidence for this sub-activity is:
a) the PP-Module;

b) its Base-PP(s)

Application notes

All actions of APE_INT.1.1E hold.

Action ACE_INT.1.1E

The PP-Module introduction shall uniquely identify all the Base-PPs on
which the PP-Module relies, including their logical structuring and
relationship to the PP-Module according to CC Part 1, section B.14.3.2.

The evaluator shall check that the PP-Module introduction identifies the
Base-PP(s) on which the PP-Module relies.

The TOE overview shall identify the differences introduced by the PP-
Module with respect to the TOE overview of its Base-PP(s).

The evaluator shall check that the TOE overview identifies the differences
introduced by the PP-Module with respect to the TOE overview of its Base-
PP(s).
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PP-Module conformance claims (ACE_CCL)
Evaluation of sub-activity (ACE_CCL.1)
Objectives

The objective of this sub-activity is to determine the validity of various
conformance claims. These describe how the PP-Module conforms to the CC
Part 2 and SFR packages.

Input

The evaluation evidence for this sub-activity is:

a) the PP-Module;

b) the SFR package(s) that the PP claims conformance to.
Action ACE_CCL.1.1E

The conformance claim shall contain a CC conformance claim that
identifies the version of the CC to which the PP-Module claims
conformance.

The evaluator shall check that the conformance claim contains a CC
conformance claim that identifies the version of the CC to which the PP-
Module claims conformance.

The evaluator determines that the CC conformance claim identifies the
version of the CC that was used to develop this PP-Module. This should
include the version number of the CC and, unless the International English
version of the CC was used, the language of the version of the CC that was
used.

The CC conformance claim shall describe the conformance of the PP-
Module to CC Part 2 as either CC Part 2 conformant or CC Part 2
extended.

The evaluator shall check that the CC conformance claim states a claim of
either CC Part 2 conformant or CC Part 2 extended for the PP-Module.

The conformance claim shall identify all security functional requirement
packages to which the PP-Module claims conformance

The evaluator shall check that the conformance claim contains a package
claim that identifies all security functional requirement packages to which
the PP-Module claims conformance.

If the PP-Module does not claim conformance to a security functional
requirement package, this work unit is not applicable and therefore
considered to be satisfied.
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The evaluator determines that any referenced security functional requirement
packages are unambiguously identified (e.g. by title and version number, or
by the identification included in the introduction of that security functional
requirement package).

The evaluator is reminded that claims of partial conformance to a security
functional requirement package are not permitted.

The CC conformance claim shall be consistent with the extended
components definition.

The evaluator shall examine the CC conformance claim for CC Part 2 to
determine that it is consistent with the extended components definition.

If the CC conformance claim contains CC Part 2 conformant, the evaluator
determines that the extended components definition does not define
functional components.

If the CC conformance claim contains CC Part 2 extended, the evaluator
determines that the extended components definition defines at least one
extended functional component.
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10.4 PP-Module Security problem definition (ACE_SPD)
104.1 Evaluation of sub-activity (ACE_SPD.1)
104.1.1 Application notes

326 All actions of APE_SPD.1.1E hold.
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10.5 PP-Module Security objectives (ACE_OBJ)
10.5.1 Evaluation of sub-activity (ACE_OBJ.1)

10.5.1.1 Application notes
327 All actions of APE_OBJ.2.1E hold.
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10.6 PP-Module extended components definition (ACE_ECD)
10.6.1 Evaluation of sub-activity (ACE_ECD.1)
10.6.1.1 Application notes

328 All actions of APE_ECD.1.1E hold.
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10.7 PP-Module security requirements (ACE_REQ)
10.7.1 Evaluation of sub-activity (ACE_REQ.1)

10.7.1.1 Application notes

329 All actions of APE_REQ.2.1E hold without considering the SAR part which
is empty in PP-Modules.
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PP-Module consistency (ACE_MCO)
Evaluation of sub-activity (ACE_MCO.1)
Objectives

The objective of this sub-activity is to determine the consistency of the PP-
Module regarding its Base-PP(s).

Input

The evaluation evidence for this sub-activity is:
a) the PP-Module;

b) its Base-PP(s).

Action ACE_MCO.1.1E

The consistency rationale shall demonstrate that the TOE type of the PP-
Module is consistent with the TOE type(s) in the Base-PPs identified in the
PP-Module introduction.

The evaluator shall examine the consistency rationale to determine that the
TOE type of the PP-Module is consistent with all the TOE types of the Base-
PP(s).

The relation between the types may be simple: a PP-Module may consider a
TOE that provides additional security functionality regarding, or more
complex: a TOE that provides a given security functionality in a specific way.

The consistency rationale shall demonstrate that the statement of the
security problem definition is consistent with the statement of the security
problem definition in the Base-PPs identified in the PP-Module
introduction.

The evaluator shall examine the PP-Module consistency rationale to
determine that it demonstrates that the statement of security problem
definition of the PP-Module is consistent with the statements of security
problem definition stated in its Base-PPs.

In particular, the evaluator examines the consistency rationale to determine
that:

a) the statements of threats, assumptions and OSPs in the PP-Module do
not contradict those from the Base-PP(s).

b) the statement of assumptions in the PP-Module addresses aspects out
of scope of the Base-PP, in which case, the addition of elements is
allowed.
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The consistency rationale shall demonstrate that the statement of security
objectives is consistent with the statement of security objectives in the
Base-PPs identified in the PP-Module introduction.

The evaluator shall examine the consistency rationale to determine that the
statement of security objectives of the PP-Module is consistent with the
statement of security objectives of its Base-PP(s).

In particular, the evaluator examines the consistency rationale to determine
that:

a) the statements of the security objectives for the TOE and the security
objectives for the operational environment in the PP-Module do not
contradict those from the Base-PPs.

b) the statement of the security objectives for the operational
environment in the PP-Module addresses aspects out of scope of the
Base-PP, in which case, the addition of elements is allowed.

The consistency rationale shall demonstrate that the statement of security
requirements is consistent with the statement of security requirements in
the Base-PPs identified in the PP-Module introduction.

The evaluator shall examine the consistency rationale to determine that the
statement of security requirements of the PP-Module is consistent with the
statement of security requirements of its Base-PPs, that is, the SFRs of the
PP-Module either complete or refine the SFRs of the Base-PP(s) and that no
contradiction arises from the whole set of SFRs of the PP-Module and the
Base-PP(s).
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PP-Configuration consistency (ACE_CCO)
Evaluation of sub-activity (ACE_CCO.1)
Objectives

The objective of this sub-activity is to determine whether the PP-
Configuration and its components are correctly identified.

The objective of this sub-activity is also to determine the consistency of the
PP-Configuration regarding the whole set of Protection Profiles and PP-
Modules.

For the consistency analysis required by this activity, the application notes of
the CEM, Section 9.2.1 (9.2.1, Re-using the evaluation results of certified
PPs), is applicable to determine which parts of the Base-PPs are to be re-
evaluated during the evaluation of PP-Configuration

Input

The evaluation evidence for this sub-activity is:

a) the PP-Configuration reference;

b) the PP-Configuration components statement;

C) the PP(s) and PP-Modules identified in the components statement.
Action ACE_CCO.1.1E

The PP-Configuration reference shall

Configuration.

uniquely identify the PP-

The evaluator shall examine the PP-Configuration reference to determine
that it uniquely identifies the PP-Configuration.

The evaluator determines that the PP-Configuration reference identifies the
PP-Configuration itself, so that it may be easily distinguished from other PPs,
PP-Configurations and PP-Modules, and that it also uniquely identifies each
version of the PP-Configuration, e.g. by including a version number and/or a
date of publication.

The PP-Configuration should have some referencing system that is capable
of supporting unique references (e.g. use of numbers, letters or dates).

The components statements shall uniquely identify the Protection Profiles
and the PP-Modules that compose the PP-Configuration.

The evaluator shall examine the PP-Configuration components statement to
determine that it uniquely identifies the Protection Profiles and PP-Modules
contained in the PP-Configuration.
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The Protection Profiles should have been certified and available for use in
security targets.

The conformance statement shall specify the kind of conformity of the PP-
Configuration, either strict or demonstrable. The conformance claim shall
contain a CC conformance claim that identifies the version of the CC to
which the PP-Configuration and its underlying Base-PP(s) and PP-
Module claim conformance.

The evaluator shall examine the PP-Configuration conformance statement to
determine that it specifies the kind of conformity required: strict or
demonstrable.

The evaluator shall check that the conformance claim contains a CC
conformance claim that identifies the version of the CC to which the PP-
Configuration and its underlying Base-PP(s) and PP-Module claim
conformance.

The evaluator shall examine the PP-Configuration conformance claim to
determine the compatibility between all CC versions that are related to the
PP-Configuration and its underlying Base-PP(s) and PP-Module.

If at least one of the Protection Profiles identified in the PP-Configuration
components statement claims strict conformance, then the PP-Configuration
conformance claim has to state strict conformance also. CC versions used in
a PP-Configuration and its underlying Base-PP(s) and PP-Module have to be
compatible. If compatibility is not obvious, guidance from the certification
scheme should be asked.

The SAR statement shall specify the set of SAR or predefined EAL that
applies to this PP-Configuration.

The evaluator shall examine the PP-Configuration SAR statement to
determine that it specifies a well-formed package of SAR. The SAR package
can be build in with components from CC Part 3 or can refer to a specific
SAR package stated in one of the Protection Profiles composing the PP-
Configuration.

If the set of SAR comes from CC Part 3 then the evaluator shall check that it
is well-formed: it is closed by dependencies or the SAR statements provide a
sound discarding rationale.

The evaluator shall check that the set of SAR of the PP-Configuration is
consistent with respect to the SARs of each of the Protection Profiles
contained in the PP-Configuration: for any SAR component in each of the
Protection Profile, the PP-Configuration provides either the same component
or a higher component in the family hierarchy. If the SAR component in the
Protection Profile is a refinement of a standard component, then the
correspondent SAR component in the PP-Configuration has to include these
refinements. If two Protection Profiles refine the same SAR component, the
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evaluator shall check that the refinements are not contradictory and that the
corresponding SAR component in the PP-Configuration meets both.

The Base-PP(s) on which the PP-Modules relies shall belong the
Protection Profiles identified in the components statement of the PP-
Configuration.

The evaluator shall check that the Base-PP(s) of the PP-Module are included
in the set of PP(s) selected for the PP-Configuration.

Action ACE_CCO.1.2E

The evaluator shall check that the PP-Configuration made up of all the
Protection Profiles and PP-Modules identified in the components statement
of the PP-Configuration is consistent. That is, the evaluator shall check that
no contradiction arises from the whole set of Protection Profiles and PP-
Modules included in the PP-Configuration.

The evaluator can organise this work in many ways; the actual organisation
may depend on the will to derive evaluation results for more than one PP-
Configuration at a time.

For instance, the evaluator can process in two steps as follows:

a) Assess the consistency of the set of Protection Profiles composing the
PP-Configuration,

b) Then proceed with the assessment of the PP-Configuration
consistency incrementally, by adding one PP-Module at a time.

An alternative is to proceed incrementally but mixing PPs and PP-Modules
or to flatten the definition of the PP-Configuration (cf. Annex B in CC Part
1) and to assess the consistency of the whole set of elements.

Any incremental consistency analysis step where C is a subset of the PP-
Configuration and X is a PP or a PP-Module that has to be added to C
consists in:

— assessing that the SPD, the objectives and the SFRs of X do not
contradict the statements in C;

- the assumptions and objectives for the environment in X either are
the same as in C or address security aspects that are out of the scope
of C.

Note that if X is a PP-Module, C contains all its Base-PP(s) and Evaluation
of sub-activity (ACE_MCO.1) has succeed for X, then the consistency
analysis step has to be performed with respect to the components of C
different from these Base-PP(s) only.
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Class ASE: Security Target evaluation

Introduction

This Chapter describes the evaluation of an ST. The ST evaluation should be
started prior to any TOE evaluation sub-activities since the ST provides the
basis and context to perform these sub-activities. The evaluation
methodology in this section is based on the requirements on the ST as
specified in CC Part 3 class ASE.

This Chapter should be used in conjunction with Annexes A, B and C,
Guidance for Operations in CC Part 1, as these Annexes clarify the concepts
here and provide many examples.

Application notes
Re-using the evaluation results of certified PPs

While evaluating an ST that is based on one or more certified PPs, it may be
possible to re-use the fact that these PPs were certified. The potential for re-
use of the result of a certified PP is greater if the ST does not add threats,
OSPs, assumptions, security objectives and/or security requirements to those
of the PP. If the ST contains much more than the certified PP, re-use may not
be useful at all.

The evaluator is allowed to re-use the PP evaluation results by doing certain
analyses only partially or not at all if these analyses or parts thereof were
already done as part of the PP evaluation. While doing this, the evaluator
should assume that the analyses in the PP were performed correctly.

An example would be where the PP contains a set of security requirements,
and these were determined to be internally consistent during the PP
evaluation. If the ST uses the exact same requirements, the consistency
analysis does not have to be repeated during the ST evaluation. If the ST
adds one or more requirements, or performs operations on these requirements,
the analysis will have to be repeated. However, it may be possible to save
work in this consistency analysis by using the fact that the original
requirements are internally consistent. If the original requirements are
internally consistent, the evaluator only has to determine that:

a) the set of all new and/or changed requirements is internally consistent,
and

b) the set of all new and/or changed requirements is consistent with the
original requirements.

The evaluator notes in the ETR each case where analyses are not done or
only partially done for this reason.
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ST introduction (ASE_INT)
Evaluation of sub-activity (ASE_INT.1)
Objectives

The objective of this sub-activity is to determine whether the ST and the
TOE are correctly identified, whether the TOE is correctly described in a
narrative way at three levels of abstraction (TOE reference, TOE overview
and TOE description), and whether these three descriptions are consistent
with each other.

Input

The evaluation evidence for this sub-activity is:
a) the ST.

Action ASE_INT.1.1E

The ST introduction shall contain an ST reference, a TOE reference, a
TOE overview and a TOE description.

The evaluator shall check that the ST introduction contains an ST reference,
a TOE reference, a TOE overview and a TOE description.

The ST reference shall uniquely identify the ST.

The evaluator shall examine the ST reference to determine that it uniquely
identifies the ST.

The evaluator determines that the ST reference identifies the ST itself, so that
it may be easily distinguished from other STs, and that it also uniquely
identifies each version of the ST, e.g. by including a version number and/or a
date of publication.

In evaluations where a CM system is provided, the evaluator may validate
the uniqueness of the reference by checking the configuration list. In the
other cases, the ST should have some referencing system that is capable of
supporting unique references (e.g. use of numbers, letters or dates).

The TOE reference shall uniquely identify the TOE.

The evaluator shall examine the TOE reference to determine that it uniquely
identifies the TOE.

The evaluator determines that the TOE reference uniquely identifies the TOE,
so that it is clear to which TOE the ST refers, and that it also identifies the
version of the TOE, e.g. by including a version/release/build number, or a
date of release.
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In the end of the evaluation, the evaluator shall check the TOE reference,
and any unique identifiers associated with the TOE physical components are
consistent with the identifier(s) assigned to the TOE evaluated in work units
related to ALC_CMC.x.1C and the configuration list evaluated in work units
related to ALC_CMS.x.2C.

The evaluator shall examine the TOE reference to determine that it is not
misleading.

If the TOE is related to one or more well-known products, it is allowed to
reflect this in the TOE reference. However, this should not be used to
mislead consumers and it must be made clear which part of the product has
been evaluated.

When a TOE needs some required non-TOE hardware/software/firmware to
run properly, the TOE reference may include the name of the non-TOE
hardware/software/firmware used by the TOE, however it must be made
clear that the non-TOE hardware/software/firmware has not been evaluated.

The TOE overview shall summarise the usage and major security features
of the TOE.

The evaluator shall examine the TOE overview to determine that it describes
the usage and major security features of the TOE.

The TOE overview should briefly (i.e. several paragraphs) describe the usage
and major security features of the TOE. The TOE overview should enable
potential consumers to quickly determine whether the TOE may be suitable
for their security needs.

The TOE overview may describe security features that provided by the
product, and users may expect in that product type, but it must be clear those
features that are evaluated and those are not evaluated.

The TOE overview shall be consistent with information provided in other
sections of the Security Target such as the TOE description, the security
objectives, the security functional requirements, and the TOE summary
specification. In addition to ensuring the evaluated security features are
consistently described throughout the ST, this means that any security feature
that is not evaluated is only discussed within the ST introduction.

The TOE overview in an ST for a composed TOE should describe the usage
and major security feature of the composed TOE, rather than those of the
individual component TOEs.

The evaluator determines that the overview is clear enough for consumers,
and sufficient to give them a general understanding of the intended usage and
major security features of the TOE.

The TOE overview shall identify the TOE type.

The evaluator shall check that the TOE overview identifies the TOE type.
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The evaluator shall examine the TOE overview to determine that the TOE
type is not misleading.

There are situations where the general consumer would expect certain
functionality of the TOE because of its TOE type. If this functionality is
absent in the TOE, the evaluator determines that the TOE overview
adequately discusses this absence.

There are also TOEs where the general consumer would expect that the TOE
should be able to operate in a certain operational environment because of its
TOE type. If the TOE is unable to operate in such an operational
environment, the evaluator determines that the TOE overview adequately
discusses this.

The TOE overview shall identify any non-TOE

hardware/software/firmware required by the TOE.

The evaluator shall examine the TOE overview to determine that it identifies
any non-TOE hardware/software/firmware required by the TOE.

While some TOEs are able to run stand-alone, other TOEs (notably software
TOESs) need additional hardware, software or firmware to operate. If the TOE
does not require any hardware, software or firmware, this work unit is not
applicable and therefore considered to be satisfied.

The evaluator determines that the TOE overview identifies any additional
hardware, software and firmware needed by the TOE to operate. This
identification does not have to be exhaustive, but detailed enough for
potential consumers of the TOE to determine whether their current hardware,
software and firmware support use of the TOE, and, if this is not the case,
which additional hardware, software and/or firmware is needed.

The TOE description shall describe the physical scope of the TOE.

The evaluator shall examine the TOE description to determine that it
describes the physical scope of the TOE.

The evaluator determines that the TOE description lists the hardware,
firmware, software and guidance parts that constitute the TOE and describes
them at a level of detail that is sufficient to give the reader a general
understanding of those parts.

As a minimum the TOE description will cover the following elements:

a) Each separately delivered part of the TOE, which will be identified
by its unique identifier and the current format (binary, wafer, inlay,
*.pdf, *.doc, *.chm etc.).

b) The delivery method used by the developer to make available each
part to the TOE consumer (Web site download, courier delivery, etc.)
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The physical description will also include some clear statements about the
evaluated TOE configuration. In the case where a product could have
multiple physical components, and therefore multiple configurations, the
evaluated configurations must be briefly described and identified.

The evaluator also determines that there is no possible misunderstanding as
to whether any hardware, firmware, software or guidance part is part of the
TOE or not.

The TOE description shall describe the logical scope of the TOE.

The evaluator shall examine the TOE description to determine that it
describes the logical scope of the TOE.

The evaluator determines that the TOE description discusses the logical
security features offered by the TOE at a level of detail that is sufficient to
give the reader a general understanding of those features.

The evaluator also determines that there is no possible misunderstanding as
to whether any logical security feature is offered by the TOE or not.

An ST for a composed TOE may refer out to the description of the logical
scope of the component TOEs, provided in the component TOE STs to
provide the majority of this description for the composed TOE. However, the
evaluator determines that the composed TOE ST clearly discusses which
features of the individual components are not within the composed TOE, and
therefore not a feature of the composed TOE.

Action ASE_INT.1.2E

The evaluator shall examine the TOE reference, TOE overview and TOE
description to determine that they are consistent with each other.
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Conformance claims (ASE_CCL)
Evaluation of sub-activity (ASE_CCL.1)
Objectives

The objective of this sub-activity is to determine the validity of various
conformance claims. These describe how the ST and the TOE conform to the
CC and how the ST conforms to PPs and packages.

Input

The evaluation evidence for this sub-activity is:

a) the ST;

b) the PP(s) that the ST claims conformance to;

C) the package(s) that the ST claims conformance to.
Action ASE_CCL.1.1E

The conformance claim shall contain a CC conformance claim that
identifies the version of the CC to which the ST and the TOE claim
conformance.

The evaluator shall check that the conformance claim contains a CC
conformance claim that identifies the version of the CC to which the ST and
the TOE claim conformance.

The evaluator determines that the CC conformance claim identifies the
version of the CC that was used to develop this ST. This should include the
version number of the CC and, unless the International English version of the
CC was used, the language of the version of the CC that was used.

For a composed TOE, the evaluator will consider any differences between
the version of the CC claimed for a component and the version of the CC
claimed for the composed TOE. If the versions differ the evaluator will
assess whether the differences between the versions will lead to conflicting
claims.

For instances where the CC conformance claims for the base TOE and
dependent TOE are for different major releases of the CC (e.g. one
component TOE conformance claim is CC v2.x and the other component
TOE conformance claim is CC v3.x), the conformance claim for the
composed TOE will be the earlier release of the CC, as the CC is developed
with an aim to provide backwards compatibility (although this may not be
achieved in the strictest sense, it is understood to be achieved in principle).

The CC conformance claim shall describe the conformance of the ST to
CC Part 2 as either CC Part 2 conformant or CC Part 2 extended.
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The evaluator shall check that the CC conformance claim states a claim of
either CC Part 2 conformant or CC Part 2 extended for the ST.

For a composed TOE, the evaluator will consider whether this claim is
consistent not only with the CC Part 2, but also with the claims of
conformance to CC Part 2 by each of the component TOEs. l.e. if one or
more component TOEs claims to be CC Part 2 extended, then the composed
TOE should also claim to be CC Part 2 extended.

The CC conformance claim for the composed TOE may be CC Part 2
extended, even though the component TOEs are Part 2 conformant, in the
event that additional SFRs are claimed for the base TOE (see composed TOE
guidance for ASE_CCL.1.6C)

The CC conformance claim shall describe the conformance of the ST to
CC Part 3 as either CC Part 3 conformant or CC Part 3 extended.

The evaluator shall check that the CC conformance claim states a claim of
either CC Part 3 conformant or CC Part 3 extended for the ST.

The CC conformance claim shall be consistent with the extended
components definition.

The evaluator shall examine the CC conformance claim for CC Part 2 to
determine that it is consistent with the extended components definition.

If the CC conformance claim contains CC Part 2 conformant, the evaluator
determines that the extended components definition does not define
functional components.

If the CC conformance claim contains CC Part 2 extended, the evaluator
determines that the extended components definition defines at least one
extended functional component.

The evaluator shall examine the CC conformance claim for CC Part 3 to
determine that it is consistent with the extended components definition.

If the CC conformance claim contains CC Part 3 conformant, the evaluator
determines that the extended components definition does not define
assurance components.

If the CC conformance claim contains CC Part 3 extended, the evaluator
determines that the extended components definition defines at least one
extended assurance component.

The conformance claim shall identify all PPs and security requirement
packages to which the ST claims conformance.

The evaluator shall check that the conformance claim contains a PP claim
that identifies all PPs for which the ST claims conformance.
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If the ST does not claim conformance to a PP, this work unit is not
applicable and therefore considered to be satisfied.

The evaluator determines that any referenced PPs are unambiguously
identified (e.g. by title and version number, or by the identification included
in the introduction of that PP). Only those PPs to which the ST claims strict
or demonstrable conformance are allowed to be identified in the
conformance claim section that means claiming partial conformance to a PP
or PP-configuration is not permitted.

Therefore, conformance to a PP requiring a composite solution may be
claimed in an ST for a composed TOE. Conformance to such a PP would not
have been possible during the evaluation of the component TOEs, as these
components would not have satisfied the composed solution. This is only
possible in the instances where the ‘composite’ PP permits use of the
composition evaluation approach (use of ACO components).

The ST for a composed TOE will identify the STs of the component TOEs
from which the composed ST is comprised. The composed TOE is
essentially claiming conformance to the STs of the component TOEs.

The evaluator shall check that the conformance claim contains a package
claim that identifies all packages to which the ST claims conformance.

If the ST does not claim conformance to a package, this work unit is not
applicable and therefore considered to be satisfied.

The evaluator determines that any referenced packages are unambiguously
identified (e.g. by title and version number, or by the identification included
in the introduction of that package).

The evaluator determines that the component TOE STs from which the
composed TOE is derived are also unambiguously identified.

The evaluator is reminded that claims of partial conformance to a package
are not permitted.

The conformance claim shall describe any conformance of the ST to a
package as either package-conformant or package-augmented.

The evaluator shall check that, for each identified package, the conformance
claim states a claim of either package-name conformant or package-name
augmented.

If the ST does not claim conformance to a package, this work unit is not
applicable and therefore considered to be satisfied.

If the package conformance claim contains package-name conformant, the
evaluator determines that:

a) If the package is an assurance package, then the ST contains all SARs
included in the package, but no additional SARs.
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b) If the package is a functional package, then the ST contains all SFRs
included in the package, but no additional SFRs.

If the package conformance claim contains package-name augmented, the
evaluator determines that:

a) If the package is an assurance package then the ST contains all SARs
included in the package, and at least one additional SAR or at least
one SAR that is hierarchical to a SAR in the package.

b) If the package is a functional package, then the ST contains all SFRs
included in the package, and at least one additional SFR or at least
one SFR that is hierarchical to a SFR in the package.

The conformance claim rationale shall demonstrate that the TOE type is
consistent with the TOE type in the PPs for which conformance is being
claimed.

The evaluator shall examine the conformance claim rationale to determine
that the TOE type of the TOE is consistent with all TOE types of the PPs.

If the ST does not claim conformance to a PP, this work unit is not
applicable and therefore considered to be satisfied.

The relation between the types may be simple: a firewall ST claiming
conformance to a firewall PP, or more complex: a smart card ST claiming
conformance to a number of PPs at the same time (a PP for the integrated
circuit, a PP for the smart card OS, and two PPs for two applications on the
smart card).

For a composed TOE, the evaluator will determine whether the conformance
claim rationale demonstrates that the TOE types of the component TOEs are
consistent with the composed TOE type. This does not mean that both the
component and the composed TOE types have to be the same, but rather that
the component TOEs are suitable for integration to provide the composed
TOE. It should be made clear in the composed TOE ST which SFRs are only
included as a result of composition, and were not examined as SFRs in the
base and dependent TOE (e.g. EALX) evaluation.

The conformance claim rationale shall demonstrate that the statement of
the security problem definition is consistent with the statement of the
security problem definition in the PPs for which conformance is being
claimed.

The evaluator shall examine the conformance claim rationale to determine
that it demonstrates that the statement of security problem definition is
consistent, as defined by the conformance statement of the PP, with the
statements of security problem definition stated in the PPs to which
conformance is being claimed.
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If the ST does not claim conformance with a PP, this work unit is not
applicable and therefore considered to be satisfied.

If the PP does not have a statement of security problem definition, this work
unit is not applicable and therefore considered to be satisfied.

If strict conformance is required by the PP to which conformance is being
claimed no conformance claim rationale is required. Instead, the evaluator
determines whether:

a) the threats in the ST are a superset of or identical to the threats in the
PP to which conformance is being claimed,;

b) the OSPs in the ST are a superset of or identical to the OSPs in the PP
to which conformance is being claimed,

C) the assumptions in the ST are identical to the assumptions in the PP
to which conformance is being claimed, with two possible exceptions
described in the following two bullet points;

- an assumption (or part of an assumption) from the PP can be
omitted, if all security objectives for the operational
environment addressing this assumption (or part of an
assumption) are replaced by security objectives for the TOE;

- an assumption can be added to the assumptions defined in the
PP, if a rationale is given, why the new assumption neither
mitigates a threat (or a part of a threat) meant to be addressed
by security objectives for the TOE in the PP, nor fulfils an
OSP (or part of an OSP) meant to be addressed by security
objectives for the TOE in the PP.

When examining an ST claiming a PP, which omits assumptions from the PP
or adds new assumptions, the evaluator shall carefully determine, if the
conditions given above are fulfilled. The following discussion gives some
motivation and examples for these cases:

- Example for omitting an assumption: A PP may contain an
assumption stating that the operational environment prevents
unauthorised modification or interception of data sent to an
external interface of the TOE. This may be the case if the
TOE accepts data in clear text and without integrity protection
at this interface and is assumed to be located in a secure
operational environment, which will prevent attackers from
accessing these data. The assumption will then be mapped in
the PP to some objective for the operational environment
stating that the data interchanged at this interface are
protected by adequate measures in the operational
environment. If an ST claiming this PP defines a more secure
TOE, which has an additional security objective stating that
the TOE itself protects these data, for example by providing a
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secure channel for encryption and integrity protection of all
data transferred via this interface, the corresponding objective
and assumption for the operational environment can be
omitted from the ST. This is also called re-assigning of the
objective, since the objective is re-assigned from the
operational environment to the TOE. Note, that this TOE is
still secure in an operational environment fulfilling the
omitted assumption and therefore still fulfils the PP.

- Example for adding an assumption: In this example the PP is
designed to specify requirements for a TOE of type "Firewall"
and an ST author wishes to claim this PP for a TOE, which
implements a firewall, but additionally provides the
functionality of a virtual private network (VPN) component.
For the VPN functionality the TOE needs cryptographic keys
and these keys may also have to be handled securely by the
operational environment (e. g. if symmetric keys are used to
secure the network connection and therefore need to be
provided in some secure way to other components in the
network). In this case it is acceptable to add an assumption
that the cryptographic keys used by the VPN are handled
securely by the operational environment. This assumption
does not address threats or OSPs of the PP and therefore
fulfils the conditions stated above.

- Counterexample for adding an assumption: In a variant of the
first example a PP may already contain an objective for the
TOE to provide a secure channel for one of its interfaces, and
this objective is mapped to a threat of unauthorised
modification or reading of the data on this interface. In this
case it is clearly not allowed for an ST claiming this PP to add
an assumption for the operational environment, which
assumes that the operational environment protects data on this
interface against modification or unauthorised reading of the
data. This assumption would reduce a threat, which is meant
to be addressed by the TOE. Therefore a TOE fulfilling an ST
with this added assumption would not automatically fulfil the
PP any more and this addition is therefore not allowed.

- Second counterexample for adding an assumption: In the
example above of a TOE implementing a firewall it would not
be admissible to add a general assumption that the TOE is
only connected to trusted devices, because this would
obviously remove essential threats relevant for a firewall
(namely that there is untrusted IP traffic, which needs to be
filtered). Therefore this addition would not be allowed.

410 If demonstrable conformance is required by the PP, the evaluator examines
the conformance claim rationale to determine that it demonstrates that the
statement of security problem definition of the ST is equivalent or more
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restrictive than the statement of security problem definition in the PP to
which conformance is being claimed.

For this, the conformance claim rationale needs to demonstrate that the
security problem definition in the ST is equivalent (or more restrictive) than
the security problem definition in the PP. This means that:

- all TOEs that would meet the security problem definition in the ST
also meet the security problem definition in the PP. This can also be
shown indirectly by demonstrating that every event, which realises a
threat defined in the PP or violates an OSP defined in the PP, would
also realise a threat stated in the ST or violate an OSP defined in the
ST. Note that fulfilling an OSP stated in the ST may avert a threat
stated in the PP or that averting a threat stated in the ST may fulfil an
OSP stated in the PP, so threats and OSPs can substitute each other;

- all operational environments that would meet the security problem
definition in the PP would also meet the security problem definition
in the ST (with one exception in the next bullet);

- besides a set of assumptions in the ST needed to demonstrate
conformance to the SPD of the PP, an ST may specify further
assumptions, but only if these additional assumptions are independent
of and do not affect the security problem definition as defined in the
PP. More detailed, there are no assumptions in the ST that exclude
threats to the TOE that need to be countered by the TOE according to
the PP. Similarly, there are no assumptions in the ST that realise
aspects of an OSP stated in the PP, which are meant to be fulfilled by
the TOE according to the PP."

For a composed TOE, the evaluator will consider whether the security
problem definition of the composed TOE is consistent with that specified in
the STs for the component TOEs. This is determined in terms of
demonstrable conformance. In particular, the evaluator examines the
conformance claim rationale to determine that:

a) Threat statements and OSPs in the composed TOE ST do not
contradict those from the component STs.

b) Any assumptions made in the component STs are upheld in the
composed TOE ST. That is, either the assumption should also be
present in the composed ST, or the assumption should be positively
addressed in the composed ST. The assumption may be positively
addressed through specification of requirements in the composed
TOE to provide functionality fulfilling the concern captured in the
assumption.

The conformance claim rationale shall demonstrate that the statement of
security objectives is consistent with the statement of security objectives in
the PPs for which conformance is being claimed.
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The evaluator shall examine the conformance claim rationale to determine
that the statement of security objectives is consistent, as defined by the
conformance statement of the PP, with the statement of security objectives in
the PPs to which conformance is being claimed.

If the ST does not claim conformance to a PP, this work unit is not
applicable and therefore considered to be satisfied.

If strict conformance is required by the PP to which conformance is being
claimed, no conformance claim rationale is required. Instead, the evaluator
determines whether:

- The ST contains all security objectives for the TOE of the PP to
which conformance is being claimed. Note that it is allowed for the
ST under evaluation to have additional security objectives for the
TOE;

- The security objectives for the operational environment in the ST are
identical to the security objectives for the operational environment in
the PP to which conformance is being claimed, with two possible
exceptions described in the following two bullet points;

- a security objective for the operational environment (or part of such
security objective) from the PP can be replaced by the same (part of
the) security objective stated for the TOE;

- a security objective for the operational environment can be added to
the objectives defined in the PP, if a justification is given, why the
new objective neither mitigates a threat (or a part of a threat) meant to
be addressed by security objectives for the TOE in the PP, nor fulfils
an OSP (or part of an OSP) meant to be addressed by security
objectives for the TOE in the PP.

When examining an ST claiming a PP, which omits security objectives for
the operational environment from the PP or adds new security objectives for
the operational environment, the evaluator shall carefully determine, if the
conditions given above are fulfilled. The examples given for the case of
assumptions in the preceding work unit are also valid here.

If demonstrable conformance is required by the PP to which conformance is
being claimed, the evaluator examines the conformance claim rationale to
determine that it demonstrates that the statement of security objectives of the
ST is equivalent or more restrictive than the statement of security objectives
in the PP to which conformance is being claimed.

For this the conformance claim rationale needs to demonstrate that the
security objectives in the ST are equivalent (or more restrictive) than the
security objectives in the PP. This means that:

- all TOEs that would meet the security objectives for the TOE in the
ST also meet the security objectives for the TOE in the PP;
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- all operational environments that would meet the security objectives
for the operational environment in the PP would also meet the
security objectives for the operational environment in the ST (with
one exception in the next bullet);

- besides a set of security objectives for the operational environment in
the ST, which are used to demonstrate conformance to the set of
security objectives defined in the PP, an ST may specify further
security objectives for the operational environment, but only if these
security objectives neither affect the original set of security objectives
for the TOE nor the security objectives for the operational
environment as defined in the PP to which conformance is claimed."

For a composed TOE, the evaluator will consider whether the security
objectives of the composed TOE are consistent with that specified in the STs
for the component TOEs. This is determined in terms of demonstrable
conformance. In particular, the evaluator examines the conformance claim
rationale to determine that:

a) The statement of security objectives in the dependent TOE ST
relevant to any IT in the operational environment are consistent with
the statement of security objectives for the TOE in the base TOE ST.
It is not expected that the statement of security objectives for the
environment within in the dependent TOE ST will cover all aspects
of the statement of security objectives for the TOE in the base TOE
ST.

b) The statement of security objectives in the composed ST is consistent
with the statements of security objectives in the STs for the
component TOEs.

If demonstrable conformance is required by the PP, the evaluator examines
the conformance claim rationale to determine that it demonstrates that the
statement of security objectives of the ST is at least equivalent to the
statement of security objectives in the PP, or component TOE ST in the case
of a composed TOE ST.

The conformance claim rationale shall demonstrate that the statement of
security requirements is consistent with the statement of security
requirements in the PPs for which conformance is being claimed.

The evaluator shall examine the ST to determine that it is consistent, as
defined by the conformance statement of the PP, with all security
requirements in the PPs for which conformance is being claimed.

If the ST does not claim conformance to a PP, this work unit is not
applicable and therefore considered to be satisfied.

If strict conformance is required by the PP to which conformance is being
claimed, no conformance claim rationale is required. Instead, the evaluator
determines whether the statement of security requirements in the ST is a

Version 3.1 Page 95 of 430



421

422

423

Page 96 of 430

Class ASE: Security Target evaluation

superset of or identical to the statement of security requirements in the PP to
which conformance is being claimed (for strict conformance).

If demonstrable conformance is required by the PP to which conformance is
being claimed, the evaluator examines the conformance claim rationale to
determine that it demonstrates that the statement of security requirements of
the ST is equivalent or more restrictive than the statement of security
requirements in the PP to which conformance is being claimed.

For:

- SFRs: The conformance rationale in the ST shall demonstrate that the
overall set of requirements defined by the SFRs in the ST is
equivalent (or more restrictive) than the overall set of requirements
defined by the SFRs in the PP. This means that all TOEs that would
meet the requirements defined by the set of all SFRs in the ST would
also meet the requirements defined by the set of all SFRs in the PP;

- SARs: The ST shall contain all SARs in the PP, but may claim
additional SARs or replace SARs by hierarchically stronger SARs.
The completion of operations in the ST must be consistent with that
in the PP; either the same completion will be used in the ST as that in
the PP or a completion that makes the SAR more restrictive (the rules
of refinement apply).

For a composed TOE, the evaluator will consider whether the security
requirements of the composed TOE are consistent with that specified in the
STs for the component TOEs. This is determined in terms of demonstrable
conformance. In particular, the evaluator examines the conformance
rationale to determine that:

a) The statement of security requirements in the dependent TOE ST
relevant to any IT in the operational environment is consistent with
the statement of security requirements for the TOE in the base TOE
ST. It is not expected that the statement of security requirements for
the environment within in the dependent TOE ST will cover all
aspects of the statement of security requirements for the TOE in the
base TOE ST, as some SFRs may need to be added to the statement
of security requirements in the composed TOE ST. However, the
statement of security requirements in the base should support the
operation of the dependent component.

b) The statement of security objectives in the dependent TOE ST
relevant to any IT in the operational environment is consistent with
the statement of security requirements for the TOE in the base TOE
ST. It is not expected that the statement of security objectives for the
environment within in the dependent TOE ST will cover all aspects
of the statement of security requirements for the TOE in the base
TOE ST.
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C) The statement of security requirements in the composed is consistent
with the statements of security requirements in the STs for the
component TOEs.

424 If demonstrable conformance is required by the PP to which conformance is
being claimed, the evaluator examines the conformance claim rationale to
determine that it demonstrates that the statement of security requirements of
the ST is at least equivalent to the statement of security requirements in the
PP, or component TOE ST in the case of a composed TOE ST.
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Security problem definition (ASE_SPD)
Evaluation of sub-activity (ASE_SPD.1)
Objectives

The objective of this sub-activity is to determine that the security problem
intended to be addressed by the TOE and its operational environment is
clearly defined.

Input

The evaluation evidence for this sub-activity is:

a) the ST.

Action ASE_SPD.1.1E

The security problem definition shall describe the threats.

The evaluator shall check that the security problem definition describes the
threats.

If all security objectives are derived from assumptions and/or OSPs only, the
statement of threats need not be present in the ST. In this case, this work unit
is not applicable and therefore considered to be satisfied.

The evaluator determines that the security problem definition describes the
threats that must be countered by the TOE and/or operational environment.

All threats shall be described in terms of a threat agent, an asset, and an
adverse action.

The evaluator shall examine the security problem definition to determine
that all threats are described in terms of a threat agent, an asset, and an
adverse action.

If all security objectives are derived from assumptions and/or OSPs only, the
statement of threats need not be present in the ST. In this case, this work unit
is not applicable and therefore considered to be satisfied.

Threat agents may be further described by aspects such as expertise, resource,
opportunity, and motivation.

The security problem definition shall describe the OSPs.

The evaluator shall examine that the security problem definition describes
the OSPs.

If all security objectives are derived from assumptions and threats only,
OSPs need not be present in the ST. In this case, this work unit is not
applicable and therefore considered to be satisfied.
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The evaluator determines that OSP statements are made in terms of rules or
guidelines that must be followed by the TOE and/or its operational
environment.

The evaluator determines that each OSP is explained and/or interpreted in
sufficient detail to make it clearly understandable; a clear presentation of
policy statements is necessary to permit tracing security objectives to them.

The security problem definition shall describe the assumptions about the
operational environment of the TOE.

The evaluator shall examine the security problem definition to determine
that it describes the assumptions about the operational environment of the
TOE.

If there are no assumptions, this work unit is not applicable and is therefore
considered to be satisfied.

The evaluator determines that each assumption about the operational
environment of the TOE is explained in sufficient detail to enable consumers
to determine that their operational environment matches the assumption. If
the assumptions are not clearly understood, the end result may be that the
TOE is used in an operational environment in which it will not function in a
secure manner.

Version 3.1 Page 99 of 430



11.6
11.6.1
116.1.1

436

11.6.1.2

437

11.6.1.3

ASE_OBJ.1.1C

ASE_OBJ.1-1

438

11.6.2
116.2.1

439

11.6.2.2

440

11.6.2.3

ASE_OBJ.2.1C

ASE_OBJ.2-1

441

Page 100 of 430

Class ASE: Security Target evaluation

Security objectives (ASE_OBJ)
Evaluation of sub-activity (ASE_OBJ.1)
Objectives

The objective of this sub-activity is to determine whether the security
objectives for the operational environment are clearly defined.

Input

The evaluation evidence for this sub-activity is:
a) the ST.

Action ASE_OBJ.1.1E

The statement of security objectives shall describe the security objectives
for the operational environment.

The evaluator shall check that the statement of security objectives defines
the security objectives for the operational environment.

The evaluator checks that the security objectives for the operational
environment are identified.

Evaluation of sub-activity (ASE_OBJ.2)
Objectives

The objective of this sub-activity is to determine whether the security
objectives adequately and completely address the security problem definition
and that the division of this problem between the TOE and its operational
environment is clearly defined.

Input

The evaluation evidence for this sub-activity is:
a) the ST.

Action ASE_OBJ.2.1E

The statement of security objectives shall describe the security objectives
for the TOE and the security objectives for the operational environment.

The evaluator shall check that the statement of security objectives defines
the security objectives for the TOE and the security objectives for the
operational environment.

The evaluator checks that both categories of security objectives are clearly
identified and separated from the other category.
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The security objectives rationale shall trace each security objective for the
TOE back to threats countered by that security objective and OSPs
enforced by that security objective.

The evaluator shall check that the security objectives rationale traces all
security objectives for the TOE back to threats countered by the objectives
and/or OSPs enforced by the objectives.

Each security objective for the TOE may trace back to threats or OSPs, or a
combination of threats and OSPs, but it must trace back to at least one threat
or OSP.

Failure to trace implies that either the security objectives rationale is
incomplete, the security problem definition is incomplete, or the security
objective for the TOE has no useful purpose.

The security objectives rationale shall trace each security objective for the
operational environment back to threats countered by that security
objective, OSPs enforced by that security objective, and assumptions
upheld by that security objective.

The evaluator shall check that the security objectives rationale traces the
security objectives for the operational environment back to threats countered
by that security objective, to OSPs enforced by that security objective, and to
assumptions upheld by that security objective.

Each security objective for the operational environment may trace back to
threats, OSPs, assumptions, or a combination of threats, OSPs and/or
assumptions, but it must trace back to at least one threat, OSP or assumption.

Failure to trace implies that either the security objectives rationale is
incomplete, the security problem definition is incomplete, or the security
objective for the operational environment has no useful purpose.

The security objectives rationale shall demonstrate that the security
objectives counter all threats.

The evaluator shall examine the security objectives rationale to determine
that it justifies for each threat that the security objectives are suitable to
counter that threat.

If no security objectives trace back to the threat, the evaluator action related
to this work unit is assigned a fail verdict.

The evaluator determines that the justification for a threat shows whether the
threat is removed, diminished or mitigated.

The evaluator determines that the justification for a threat demonstrates that
the security objectives are sufficient: if all security objectives that trace back
to the threat are achieved, the threat is removed, sufficiently diminished, or
the effects of the threat are sufficiently mitigated.
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Note that the tracings from security objectives to threats provided in the
security objectives rationale may be part of a justification, but do not
constitute a justification by themselves. Even in the case that a security
objective is merely a statement reflecting the intent to prevent a particular
threat from being realised, a justification is required, but this justification
may be as minimal as “Security Objective X directly counters Threat Y.

The evaluator also determines that each security objective that traces back to
a threat is necessary: when the security objective is achieved it actually
contributes to the removal, diminishing or mitigation of that threat.

The security objectives rationale shall demonstrate that the security
objectives enforce all OSPs.

The evaluator shall examine the security objectives rationale to determine
that for each OSP it justifies that the security objectives are suitable to
enforce that OSP.

If no security objectives trace back to the OSP, the evaluator action related to
this work unit is assigned a fail verdict.

The evaluator determines that the justification for an OSP demonstrates that
the security objectives are sufficient: if all security objectives that trace back
to that OSP are achieved, the OSP is enforced.

The evaluator also determines that each security objective that traces back to
an OSP is necessary: when the security objective is achieved it actually
contributes to the enforcement of the OSP.

Note that the tracings from security objectives to OSPs provided in the
security objectives rationale may be part of a justification, but do not
constitute a justification by themselves. In the case that a security objective is
merely a statement reflecting the intent to enforce a particular OSP, a
justification is required, but this justification may be as minimal as “Security
Objective X directly enforces OSP Y.

The security objectives rationale shall demonstrate that the security
objectives for the operational environment uphold all assumptions.

The evaluator shall examine the security objectives rationale to determine
that for each assumption for the operational environment it contains an
appropriate justification that the security objectives for the operational
environment are suitable to uphold that assumption.

If no security objectives for the operational environment trace back to the
assumption, the evaluator action related to this work unit is assigned a fail
verdict.

The evaluator determines that the justification for an assumption about the
operational environment of the TOE demonstrates that the security objectives
are sufficient: if all security objectives for the operational environment that
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trace back to that assumption are achieved, the operational environment
upholds the assumption.

The evaluator also determines that each security objective for the operational
environment that traces back to an assumption about the operational
environment of the TOE is necessary: when the security objective is
achieved it actually contributes to the operational environment upholding the
assumption.

Note that the tracings from security objectives for the operational
environment to assumptions provided in the security objectives rationale may
be a part of a justification, but do not constitute a justification by themselves.
Even in the case that a security objective of the operational environment is
merely a restatement of an assumption, a justification is required, but this
justification may be as minimal as “Security Objective X directly upholds
Assumption Y.
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Extended components definition (ASE_ECD)
Evaluation of sub-activity (ASE_ECD.1)
Objectives

The objective of this sub-activity is to determine whether extended
components have been clearly and unambiguously defined, and whether they
are necessary, i.e. they may not be clearly expressed using existing CC Part 2
or CC Part 3 components.

Input

The evaluation evidence for this sub-activity is:
a) the ST.

Action ASE_ECD.1.1E

The statement of security requirements shall identify all extended security
requirements.

The evaluator shall check that all security requirements in the statement of
security requirements that are not identified as extended requirements are
present in CC Part 2 or in CC Part 3.

The extended components definition shall define an extended component
for each extended security requirement.

The evaluator shall check that the extended components definition defines
an extended component for each extended security requirement.

If the ST does not contain extended security requirements, this work unit is
not applicable and therefore considered to be satisfied.

A single extended component may be used to define multiple iterations of an
extended security requirement, it is not necessary to repeat this definition for
each iteration.

The extended components definition shall describe how each extended
component is related to the existing CC components, families, and classes.

The evaluator shall examine the extended components definition to
determine that it describes how each extended component fits into the
existing CC components, families, and classes.

If the ST does not contain extended security requirements, this work unit is
not applicable and therefore considered to be satisfied.

The evaluator determines that each extended component is either:

a) a member of an existing CC Part 2 or CC Part 3 family, or
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b) a member of a new family defined in the ST.

If the extended component is a member of an existing CC Part 2 or CC Part 3
family, the evaluator determines that the extended components definition
adequately describes why the extended component should be a member of
that family and how it relates to other components of that family.

If the extended component is a member of a new family defined in the ST,
the evaluator confirms that the extended component is not appropriate for an
existing family.

If the ST defines new families, the evaluator determines that each new family
is either:

a) a member of an existing CC Part 2 or CC Part 3 class, or
b) a member of a new class defined in the ST.

If the family is a member of an existing CC Part 2 or CC Part 3 class, the
evaluator determines that the extended components definition adequately
describes why the family should be a member of that class and how it relates
to other families in that class.

If the family is a member of a new class defined in the ST, the evaluator
confirms that the family is not appropriate for an existing class.

The evaluator shall examine the extended components definition to
determine that each definition of an extended component identifies all
applicable dependencies of that component.

If the ST does not contain extended security requirements, this work unit is
not applicable and therefore considered to be satisfied.

The evaluator confirms that no applicable dependencies have been
overlooked by the ST author.

The extended components definition shall use the existing CC components,
families, classes, and methodology as a model for presentation.

The evaluator shall examine the extended components definition to
determine that each extended functional component uses the existing CC Part
2 components as a model for presentation.

If the ST does not contain extended SFRs, this work unit is not applicable
and therefore considered to be satisfied.

The evaluator determines that the extended functional component is
consistent with CC Part 2 Section 7.1.3, Component structure.

If the extended functional component uses operations, the evaluator
determines that the extended functional component is consistent with CC
Part 1 Section 8.1, Operations.
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If the extended functional component is hierarchical to an existing functional
component, the evaluator determines that the extended functional component
is consistent with CC Part 2 Section 7.2.1, Component changes highlighting.

The evaluator shall examine the extended components definition to
determine that each definition of a new functional family uses the existing
CC functional families as a model for presentation.

If the ST does not define new functional families, this work unit is not
applicable and therefore considered to be satisfied.

The evaluator determines that all new functional families are defined
consistent with CC Part 2 Section 7.1.2, Family structure.

The evaluator shall examine the extended components definition to
determine that each definition of a new functional class uses the existing CC
functional classes as a model for presentation.

If the ST does not define new functional classes, this work unit is not
applicable and therefore considered to be satisfied.

The evaluator determines that all new functional classes are defined
consistent with CC Part 2 Section 7.1.1, Class structure.

The evaluator shall examine the extended components definition to
determine that each definition of an extended assurance component uses the
existing CC Part 3 components as a model for presentation.

If the ST does not contain extended SARs, this work unit is not applicable
and therefore considered to be satisfied.

The evaluator determines that the extended assurance component definition
is consistent with CC Part 3 Section 7.1.3, Assurance component structure.

If the extended assurance component uses operations, the evaluator
determines that the extended assurance component is consistent with CC Part
1 Section 8.1, Operations.

If the extended assurance component is hierarchical to an existing assurance
component, the evaluator determines that the extended assurance component
is consistent with CC Part 3 Section 7.1.3, Assurance component structure.

The evaluator shall examine the extended components definition to
determine that, for each defined extended assurance component, applicable
methodology has been provided.

If the ST does not contain extended SARSs, this work unit is not applicable
and therefore considered to be satisfied.

The evaluator determines that, for each evaluator action element of each
extended SAR, one or more work units are provided and that successfully
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performing all work units for a given evaluator action element will
demonstrate that the element has been achieved.

The evaluator shall examine the extended components definition to
determine that each definition of a new assurance family uses the existing
CC assurance families as a model for presentation.

If the ST does not define new assurance families, this work unit is not
applicable and therefore considered to be satisfied.

The evaluator determines that all new assurance families are defined
consistent with CC Part 3 Section 7.1.2, Assurance family structure.

The evaluator shall examine the extended components definition to
determine that each definition of a new assurance class uses the existing CC
assurance classes as a model for presentation.

If the ST does not define new assurance classes, this work unit is not
applicable and therefore considered to be satisfied.

The evaluator determines that all new assurance classes are defined
consistent with CC Part 3 Section 7.1.1, Assurance class structure.

The extended components shall consist of measurable and objective
elements such that conformance or nonconformance to these elements can
be demonstrated.

The evaluator shall examine the extended components definition to
determine that each element in each extended component is measurable and
states objective evaluation requirements, such that conformance or
nonconformance can be demonstrated.

If the ST does not contain extended security requirements, this work unit is
not applicable and therefore considered to be satisfied.

The evaluator determines that elements of extended functional components
are stated in such a way that they are testable, and traceable through the
appropriate TSF representations.

The evaluator also determines that elements of extended assurance
components avoid the need for subjective evaluator judgement.

The evaluator is reminded that whilst being measurable and objective is
appropriate for all evaluation criteria, it is acknowledged that no formal
method exists to prove such properties. Therefore the existing CC functional
and assurance components are to be used as a model for determining what
constitutes conformance with this requirement.
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Action ASE_ECD.1.2E

The evaluator shall examine the extended components definition to
determine that each extended component can not be clearly expressed using
existing components.

If the ST does not contain extended security requirements, this work unit is
not applicable and therefore considered to be satisfied.

The evaluator should take components from CC Part 2 and CC Part 3, other
extended components that have been defined in the ST, combinations of
these components, and possible operations on these components into account
when making this determination.

The evaluator is reminded that the role of this work unit is to preclude
unnecessary duplication of components, that is, components that may be
clearly expressed by using other components. The evaluator should not
undertake an exhaustive search of all possible combinations of components
including operations in an attempt to find a way to express the extended
component by using existing components.
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Security requirements (ASE_REQ)
Evaluation of sub-activity (ASE_REQ.1)
Objectives

The objective of this sub-activity is to determine whether the SFRs and
SARs are clear, unambiguous and well-defined and whether they are
internally consistent.

Input

The evaluation evidence for this sub-activity is:
a) the ST.

Action ASE_REQ.1.1E

The statement of security requirements shall describe the SFRs and the
SARs.

The evaluator shall check that the statement of security requirements
describes the SFRs.

The evaluator determines that each SFR is identified by one of the following
means:

a) by reference to an individual component in CC Part 2;

b) by reference to an extended component in the extended components

definition of the ST;
C) by reference to a PP that the ST claims to be conformant with;
d) by reference to a security requirements package that the ST claims to

be conformant with;
e) by reproduction in the ST.
It is not required to use the same means of identification for all SFRs.

The evaluator shall check that the statement of security requirements
describes the SARs.

The evaluator determines that each SAR is identified by one of the following
means:

a) by reference to an individual component in CC Part 3;

b) by reference to an extended component in the extended components
definition of the ST,

C) by reference to a PP that the ST claims to be conformant with;
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d) by reference to a security requirements package that the ST claims to
be conformant with;

e) by reproduction in the ST.
It is not required to use the same means of identification for all SARs.

All subjects, objects, operations, security attributes, external entities and
other terms that are used in the SFRs and the SARs shall be defined.

The evaluator shall examine the ST to determine that all subjects, objects,
operations, security attributes, external entities and other terms that are used
in the SFRs and the SARs are defined.

The evaluator determines that the ST defines all:
- (types of) subjects and objects that are used in the SFRs;

- (types of) security attributes of subjects, users, objects, information,
sessions and/or resources, possible values that these attributes may
take and any relations between these values (e.g. top_secret is
“higher” than secret);

- (types of) operations that are used in the SFRs, including the effects
of these operations;

- (types of) external entities in the SFRs;

- other terms that are introduced in the SFRs and/or SARs by
completing operations, if these terms are not immediately clear, or
are used outside their dictionary definition.

The goal of this work unit is to ensure that the SFRs and SARs are well-
defined and that no misunderstanding may occur due to the introduction of
vague terms. This work unit should not be taken into extremes, by forcing
the ST writer to define every single word. The general audience of a set of
security requirements should be assumed to have a reasonable knowledge of
IT, security and Common Criteria.

All of the above may be presented in groups, classes, roles, types or other
groupings or characterisations that allow easy understanding.

The evaluator is reminded that these lists and definitions do not have to be
part of the statement of security requirements, but may be placed (in part or
in whole) in different sections. This may be especially applicable if the same
terms are used in the rest of the ST.

The statement of security requirements shall identify all operations on the
security requirements.

The evaluator shall check that the statement of security requirements
identifies all operations on the security requirements.
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The evaluator determines that all operations are identified in each SFR or
SAR where such an operation is used. Identification may be achieved by
typographical distinctions, or by explicit identification in the surrounding
text, or by any other distinctive means.

All operations shall be performed correctly.

The evaluator shall examine the statement of security requirements to
determine that all assignment operations are performed correctly.

Guidance on the correct performance of operations may be found in CC Part
1 Annex C, Guidance for Operations.

The evaluator shall examine the statement of security requirements to
determine that all iteration operations are performed correctly.

Guidance on the correct performance of operations may be found in CC Part
1 Annex C, Guidance for Operations.

The evaluator shall examine the statement of security requirements to
determine that all selection operations are performed correctly.

Guidance on the correct performance of operations may be found in CC Part
1 Annex C, Guidance for Operations.

The evaluator shall examine the statement of security requirements to
determine that all refinement operations are performed correctly.

Guidance on the correct performance of operations may be found in CC Part
1 Annex C, Guidance for Operations.

Each dependency of the security requirements shall either be satisfied, or
the security requirements rationale shall justify the dependency not being
satisfied.

The evaluator shall examine the statement of security requirements to
determine that each dependency of the security requirements is either
satisfied, or that a security requirements rationale is provided which justifies
the dependency not being satisfied.

A dependency is satisfied by the inclusion of the relevant component (or one
that is hierarchical to it) within the statement of security requirements. The
component used to satisfy the dependency should, if necessary, be modified
by operations to ensure that it actually satisfies that dependency.

A justification that a dependency is not met should address either:

a) why the dependency is not necessary or useful, in which case no
further information is required; or

b) that the dependency has been addressed by the operational
environment of the TOE, in which case the justification should
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describe how the security objectives for the operational environment
address this dependency.

The statement of security requirements shall be internally consistent.

The evaluator shall examine the statement of security requirements to
determine that it is internally consistent.

The evaluator determines that the combined set of all SFRs and SARs is
internally consistent.

The evaluator determines that on all occasions where different security
requirements apply to the same types of developer evidence, events,
operations, data, tests to be performed etc. or to “all objects”, “all subjects”
etc., that these requirements do not conflict.

Some possible conflicts are:

a) an extended SAR specifying that the design of a certain
cryptographic algorithm is to be kept secret, and another extended
SAR specifying an open source review;

b) FAU_GEN.1 Audit data generation specifying that subject identity is
to be logged, FDP_ACC.1 Subset access control specifying who has
access to these logs, and FPR_UNO.1 Unobservability specifying
that some actions of subjects should be unobservable to other subjects.
If the subject that should not be able to see an activity may access
logs of this activity, these SFRs conflict;

C) FDP_RIP.1 Subset residual information protection specifying
deletion of information no longer needed, and FDP_ROL.1 Basic
rollback specifying that a TOE may return to a previous state. If the
information that is needed for the rollback to the previous state has
been deleted, these requirements conflict;

d) Multiple iterations of FDP_ACC.1 Subset access control especially
where some iterations cover the same subjects, objects, or operations.
If one access control SFR allows a subject to perform an operation on
an object, while another access control SFR does not allow this, these
requirements conflict.

Evaluation of sub-activity (ASE_REQ.2)
Objectives

The objective of this sub-activity is to determine whether the SFRs and
SARs are clear, unambiguous and well-defined, whether they are internally
consistent, and whether the SFRs meet the security objectives of the TOE.

Input

The evaluation evidence for this sub-activity is:
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a) the ST.
Action ASE_REQ.2.1E

The statement of security requirements shall describe the SFRs and the
SARs.

The evaluator shall check that the statement of security requirements
describes the SFRs.

The evaluator determines that each SFRs is identified by one of the
following means:

a) by reference to an individual component in CC Part 2;

b) by reference to an extended component in the extended components
definition of the ST,;

C) by reference to an individual component in a PP that the ST claims to
be conformant with;

d) by reference to an individual component in a security requirements
package that the ST claims to be conformant with;

e) by reproduction in the ST.
It is not required to use the same means of identification for all SFRs.

The evaluator shall check that the statement of security requirements
describes the SARs.

The evaluator determines that all SARs are identified by one of the following
means:

a) by reference to an individual component in CC Part 3;

b) by reference to an extended component in the extended components
definition of the ST;

C) by reference to an individual component in a PP that the ST claims to
be conformant with;

d) by reference to an individual component in a security requirements
package that the ST claims to be conformant with;

e) by reproduction in the ST.
It is not required to use the same means of identification for all SARs.

All subjects, objects, operations, security attributes, external entities and
other terms that are used in the SFRs and the SARs shall be defined.
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The evaluator shall examine the ST to determine that all subjects, objects,
operations, security attributes, external entities and other terms that are used
in the SFRs and the SARs are defined.

The evaluator determines that the ST defines all:
- (types of) subjects and objects that are used in the SFRs;

- (types of) security attributes of subjects, users, objects, information,
sessions and/or resources, possible values that these attributes may
take and any relations between these values (e.g. top_secret is
“higher” than secret);

- (types of) operations that are used in the SFRs, including the effects
of these operations;

- (types of) external entities in the SFRs;

- other terms that are introduced in the SFRs and/or SARs by
completing operations, if these terms are not immediately clear, or
are used outside their dictionary definition.

The goal of this work unit is to ensure that the SFRs and SARs are well-
defined and that no misunderstanding may occur due to the introduction of
vague terms. This work unit should not be taken into extremes, by forcing
the ST writer to define every single word. The general audience of a set of
security requirements should be assumed to have a reasonable knowledge of
IT, security and Common Criteria.

All of the above may be presented in groups, classes, roles, types or other
groupings or characterisations that allow easy understanding.

The evaluator is reminded that these lists and definitions do not have to be
part of the statement of security requirements, but may be placed (in part or
in whole) in different sections. This may be especially applicable if the same
terms are used in the rest of the ST.

The statement of security requirements shall identify all operations on the
security requirements.

The evaluator shall check that the statement of security requirements
identifies all operations on the security requirements.

The evaluator determines that all operations are identified in each SFR or
SAR where such an operation is used. Identification may be achieved by
typographical distinctions, or by explicit identification in the surrounding
text, or by any other distinctive means.

All operations shall be performed correctly.

The evaluator shall examine the statement of security requirements to
determine that all assignment operations are performed correctly.
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Guidance on the correct performance of operations may be found in CC Part
1 Annex C, Guidance for Operations.

The evaluator shall examine the statement of security requirements to
determine that all iteration operations are performed correctly.

Guidance on the correct performance of operations may be found in CC Part
1 Annex C, Guidance for Operations.

The evaluator shall examine the statement of security requirements to
determine that all selection operations are performed correctly.

Guidance on the correct performance of operations may be found in CC Part
1 Annex C, Guidance for Operations.

The evaluator shall examine the statement of security requirements to
determine that all refinement operations are performed correctly.

Guidance on the correct performance of operations may be found in CC Part
1 Annex C, Guidance for Operations.

Each dependency of the security requirements shall either be satisfied, or
the security requirements rationale shall justify the dependency not being
satisfied.

The evaluator shall examine the statement of security requirements to
determine that each dependency of the security requirements is either
satisfied, or that the security requirements rationale justifies the dependency
not being satisfied.

A dependency is satisfied by the inclusion of the relevant component (or one
that is hierarchical to it) within the statement of security requirements. The
component used to satisfy the dependency should, if necessary, be modified
by operations to ensure that it actually satisfies that dependency.

A justification that a dependency is not met should address either:

a) why the dependency is not necessary or useful, in which case no
further information is required; or

b) that the dependency has been addressed by the operational
environment of the TOE, in which case the justification should
describe how the security objectives for the operational environment
address this dependency.

The security requirements rationale shall trace each SFR back to the
security objectives for the TOE.

The evaluator shall check that the security requirements rationale traces each
SFR back to the security objectives for the TOE.
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The evaluator determines that each SFR is traced back to at least one security
objective for the TOE.

Failure to trace implies that either the security requirements rationale is
incomplete, the security objectives for the TOE are incomplete, or the SFR
has no useful purpose.

The security requirements rationale shall demonstrate that the SFRs meet
all security objectives for the TOE.

The evaluator shall examine the security requirements rationale to determine
that for each security objective for the TOE it demonstrates that the SFRs are
suitable to meet that security objective for the TOE.

If no SFRs trace back to the security objective for the TOE, the evaluator
action related to this work unit is assigned a fail verdict.

The evaluator determines that the justification for a security objective for the
TOE demonstrates that the SFRs are sufficient: if all SFRs that trace back to
the objective are satisfied, the security objective for the TOE is achieved.

The evaluator also determines that each SFR that traces back to a security
objective for the TOE is necessary: when the SFR is satisfied, it actually
contributes to achieving the security objective.

Note that the tracings from SFRs to security objectives for the TOE provided
in the security requirements rationale may be a part of the justification, but
do not constitute a justification by themselves.

The security requirements rationale shall explain why the SARs were
chosen.

The evaluator shall check that the security requirements rationale explains
why the SARs were chosen.

The evaluator is reminded that any explanation is correct, as long as it is
coherent and neither the SARs nor the explanation have obvious
inconsistencies with the remainder of the ST.

An example of an obvious inconsistency between the SARs and the
remainder of the ST would be to have threat agents that are very capable, but
an AVA_VAN SAR that does not protect against these threat agents.

The statement of security requirements shall be internally consistent.

The evaluator shall examine the statement of security requirements to
determine that it is internally consistent.

The evaluator determines that the combined set of all SFRs and SARs is
internally consistent.
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The evaluator determines that on all occasions where different security
requirements apply to the same types of developer evidence, events,
operations, data, tests to be performed etc. or to “all objects”, “all subjects”
etc., that these requirements do not conflict.

Some possible conflicts are:

a)

b)

d)

an extended SAR specifying that the design of a certain
cryptographic algorithm is to be kept secret, and another extended
assurance requirement specifying an open source review;

FAU_GEN.1 Audit data generation specifying that subject identity is
to be logged, FDP_ACC.1 Subset access control specifying who has
access to these logs, and FPR_UNO.1 Unobservability specifying
that some actions of subjects should be unobservable to other subjects.
If the subject that should not be able to see an activity may access
logs of this activity, these SFRs conflict;

FDP_RIP.1 Subset residual information protection specifying
deletion of information no longer needed, and FDP_ROL.1 Basic
rollback specifying that a TOE may return to a previous state. If the
information that is needed for the rollback to the previous state has
been deleted, these requirements conflict;

Multiple iterations of FDP_ACC.1 Subset access control especially
where some iterations cover the same subjects, objects, or operations.
If one access control SFR allows a subject to perform an operation on
an object, while another access control SFR does not allow this, these
requirements conflict.
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TOE summary specification (ASE_TSS)
Evaluation of sub-activity (ASE_TSS.1)
Objectives

The objective of this sub-activity is to determine whether the TOE summary
specification addresses all SFRs, and whether the TOE summary
specification is consistent with other narrative descriptions of the TOE.

Input

The evaluation evidence for this sub-activity is:
a) the ST.

Action ASE_TSS.1.1E

The TOE summary specification shall describe how the TOE meets each
SFR.

The evaluator shall examine the TOE summary specification to determine
that it describes how the TOE meets each SFR.

The evaluator determines that the TOE summary specification provides, for
each SFR from the statement of security requirements, a description on how
that SFR is met.

The evaluator is reminded that the objective of each description is to provide
potential consumers of the TOE with a high-level view of how the developer
intends to satisfy each SFR and that the descriptions therefore should not be
overly detailed. Often several SFRs will be implemented in one context; for
instance a password authentication mechanism may implement FIA_UAU.1,
FIA_SOS.1 and FIA_UID.1. Therefore usually the TSS will not consist of a
long list with texts for each single SFR, but complete groups of SFRs may be
covered by one text passage.

For a composed TOE, the evaluator also determines that it is clear which
component provides each SFR or how the components combine to meet each
SFR.

Action ASE_TSS.1.2E

The evaluator shall examine the TOE summary specification to determine
that it is consistent with the TOE overview and the TOE description.

The TOE overview, TOE description, and TOE summary specification
describe the TOE in a narrative form at increasing levels of detail. These
descriptions therefore need to be consistent.
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Evaluation of sub-activity (ASE_TSS.2)
Objectives

The objective of this sub-activity is to determine whether the TOE summary
specification addresses all SFRs, whether the TOE summary specification
addresses interference, logical tampering and bypass, and whether the TOE
summary specification is consistent with other narrative descriptions of the
TOE.

Input

The evaluation evidence for this sub-activity is:
a) the ST.

Action ASE_TSS.2.1E

The TOE summary specification shall describe how the TOE meets each
SFR.

The evaluator shall examine the TOE summary specification to determine
that it describes how the TOE meets each SFR.

The evaluator determines that the TOE summary specification provides, for
each SFR from the statement of security requirements, a description on how
that SFR is met.

The evaluator is reminded that the objective of each description is to provide
potential consumers of the TOE with a high-level view of how the developer
intends to satisfy each SFR and that the descriptions therefore should not be
overly detailed. Often several SFRs will be implemented in one context; for
instance a password authentication mechanism may implement FIA_UAU.1,
FIA_SOS.1 and FIA_UID.1. Therefore usually the TSS will not consist of a
long list with texts for each single SFR, but complete groups of SFRs may be
covered by one text passage.

For a composed TOE, the evaluator also determines that it is clear which
component provides each SFR or how the components combine to meet each
SFR.

The TOE summary specification shall describe how the TOE protects itself
against interference and logical tampering.

The evaluator shall examine the TOE summary specification to determine
that it describes how the TOE protects itself against interference and logical
tampering.

The evaluator is reminded that the objective of each description is to provide
potential consumers of the TOE with a high-level view of how the developer
intends to provide protection against interference and logical tampering and
that the descriptions therefore should not be overly detailed.
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For a composed TOE, the evaluator also determines that it is clear which
component provides the protection or how the components combine to
provide protection.

The TOE summary specification shall describe how the TOE protects itself
against bypass.

The evaluator shall examine the TOE summary specification to determine
that it describes how the TOE protects itself against bypass.

The evaluator is reminded that the objective of each description is to provide
potential consumers of the TOE with a high-level view of how the developer
intends to provide protection against bypass and that the descriptions
therefore should not be overly detailed.

For a composed TOE, the evaluator also determines that it is clear which
component provides the protection or how the components combine to
provide protection.

Action ASE_TSS.2.2E

The evaluator shall examine the TOE summary specification to determine
that it is consistent with the TOE overview and the TOE description.

The TOE overview, TOE description, and TOE summary specification
describe the TOE in a narrative form at increasing levels of detail. These
descriptions therefore need to be consistent.
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Introduction

The purpose of the development activity is to assess the design
documentation in terms of its adequacy to understand how the TSF meets the
SFRs and how the implementation of these SFRs cannot be tampered with or
bypassed. This understanding is achieved through examination of
increasingly refined descriptions of the TSF design documentation. Design
documentation consists of a functional specification (which describes the
interfaces of the TSF), a TOE design description (which describes the
architecture of the TSF in terms of how it works in order to perform the
functions related to the SFRs being claimed), and an implementation
description (a source code level description). In addition, there is a security
architecture description (which describes the architectural properties of the
TSF to explain how its security enforcement cannot be compromised or
bypassed), an internals description (which describes how the TSF was
constructed in a manner that encourages understandability), and a security
policy model (which formally describes the security policies enforced by the
TSF).

Application notes

The CC requirements for design documentation are levelled by the amount,
and detail of information provided, and the degree of formality of the
presentation of the information. At lower levels, the most security-critical
portions of the TSF are described with the most detail, while less security-
critical portions of the TSF are merely summarised; added assurance is
gained by increasing the amount of information about the most security-
critical portions of the TSF, and increasing the details about the less security-
critical portions. The most assurance is achieved when thorough details and
information of all portions are provided.

The CC considers a document's degree of formality (that is, whether it is
informal or semiformal) to be hierarchical. An informal document is one that
is expressed in a natural language. The methodology does not dictate the
specific language that must be used; that issue is left for the scheme. The
following paragraphs differentiate the contents of the different informal
documents.

A functional specification provides a description of the purpose and method-
of-use of interfaces to the TSF. For example, if an operating system presents
the user with a means of self-identification, of creating files, of modifying or
deleting files, of setting permissions defining what other users may access
files, and of communicating with remote machines, its functional
specification would contain descriptions of each of these and how they are
realised through interactions with the externally-visible interfaces to the TSF.
If there is also audit functionality that detects and record the occurrences of
such events, descriptions of this audit functionality would also be expected to
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be part of the functional specification; while this functionality is technically
not directly invoked by the user at the external interface, it certainly is
affected by what occurs at the user's external interface.

565 A design description is expressed in terms of logical divisions (subsystems
or modules) that each provide a comprehensible service or function. For
example, a firewall might be composed of subsystems that deal with packet
filtering, with remote administration, with auditing, and with connection-
level filtering. The design description of the firewall would describe the
actions that are taken, in terms of what actions each subsystem takes when an
incoming packet arrives at the firewall.
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Security Architecture (ADV_ARC)
Evaluation of sub-activity (ADV_ARC.1)
Objectives

The objective of this sub-activity is to determine whether the TSF is
structured such that it cannot be tampered with or bypassed, and whether
TSFs that provide security domains isolate those domains from each other.

Input

The evaluation evidence for this sub-activity is:

a) the ST;

b) the functional specification;

C) the TOE design;

d) the security architecture description;

e) the implementation representation (if available);
f) the operational user guidance;

Application notes

The notions of self-protection, domain separation, and non-bypassability are
distinct from security functionality expressed in Part 2 SFRs because self-
protection and non-bypassability largely have no directly observable
interface at the TSF. Rather, they are properties of the TSF that are achieved
through the design of the TOE, and enforced by the correct implementation
of that design. Also, the evaluation of these properties is less straight-forward
than the evaluation of mechanisms; it is more difficult to check for the
absence of functionality than for its presence. However, the determination
that these properties are being satisfied is just as critical as the determination
that the mechanisms are properly implemented.

The overall approach used is that the developer provides a TSF that meets
the above-mentioned properties, and provides evidence (in the form of
documentation) that can be analysed to show that the properties are indeed
met. The evaluator has the responsibility for looking at the evidence and,
coupled with other evidence delivered for the TOE, determining that the
properties are achieved. The work units can be characterised as those
detailing with what information has to be provided, and those dealing with
the actual analysis the evaluator performs.

The security architecture description describes how domains are defined and
how the TSF keeps them separate. It describes what prevents untrusted
processes from getting to the TSF and modifying it. It describes what ensures
that all resources under the TSF's control are adequately protected and that
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all actions related to the SFRs are mediated by the TSF. It explains any role
the environment plays in any of these (e.g. presuming it gets correctly
invoked by its underlying environment, how is its security functionality
invoked?). In short, it explains how the TOE is considered to be providing
any kind of security service.

The analyses the evaluator performs must be done in the context of all of the
development evidence provided for the TOE, at the level of detail the
evidence is provided. At lower assurance levels there should not be the
expectation that, for example, TSF self-protection is completely analysed,
because only high-level design representations will be available. The
evaluator also needs to be sure to use information gleaned from other
portions of their analysis (e.g., analysis of the TOE design) in making their
assessments for the properties being examined in the following work units.

Action ADV_ARC.1.1E

The security architecture description shall be at a level of detail
commensurate with the description of the SFR-enforcing abstractions
described in the TOE design document.

The evaluator shall examine the security architecture description to
determine that the information provided in the evidence is presented at a
level of detail commensurate with the descriptions of the SFR-enforcing
abstractions contained in the functional specification and TOE design
document.

With respect to the functional specification, the evaluator should ensure that
the self-protection functionality described cover those effects that are evident
at the TSFI. Such a description might include protection placed upon the
executable images of the TSF, and protection placed on objects (e.g., files
used by the TSF). The evaluator ensures that the functionality that might be
invoked through the TSFI is described.

If Evaluation of sub-activity (ADV_TDS.1) or Evaluation of sub-activity
(ADV_TDS.2) is included, the evaluator ensures the security architecture
description contains information on how any subsystems that contribute to
TSF domain separation work.

If Evaluation of sub-activity (ADV_TDS.3) or higher is available, the
evaluator ensures that the security architecture description also contains
implementation-dependent information. For example, such a description
might contain information pertaining to coding conventions for parameter
checking that would prevent TSF compromises (e.g. buffer overflows), and
information on stack management for call and return operations. The
evaluator checks the descriptions of the mechanisms to ensure that the level
of detail is such that there is little ambiguity between the description in the
security architecture description and the implementation representation.

The evaluator action related to this work unit is assigned a fail verdict if the
security architecture description mentions any module, subsystem, or
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interface that is not described in the functional specification or TOE design
document.

The security architecture description shall describe the security domains
maintained by the TSF consistently with the SFRs.

The evaluator shall examine the security architecture description to
determine that it describes the security domains maintained by the TSF.

Security domains refer to environments supplied by the TSF for use by
potentially-harmful entities; for example, a typical secure operating system
supplies a set of resources (address space, per-process environment
variables) for use by processes with limited access rights and security
properties. The evaluator determines that the developer's description of the
security domains takes into account all of the SFRs claimed by the TOE.

For some TOEs such domains do not exist because all of the interactions
available to users are severely constrained by the TSF. A packet-filter
firewall is an example of such a TOE. Users on the LAN or WAN do not
interact with the TOE, so there need be no security domains; there are only
data structures maintained by the TSF to keep the users' packets separated.
The evaluator ensures that any claim that there are no domains is supported
by the evidence and that no such domains are, in fact, available.

The security architecture description shall describe how the TSF
initialisation process is secure.

The evaluator shall examine the security architecture description to
determine that the initialisation process preserves security.

The information provided in the security architecture description relating to
TSF initialisation is directed at the TOE components that are involved in
bringing the TSF into an initial secure state (i.e. when all parts of the TSF are
operational) when power-on or a reset is applied. This discussion in the
security architecture description should list the system initialisation
components and the processing that occurs in transitioning from the “down”
state to the initial secure state.

It is often the case that the components that perform this initialisation
function are not accessible after the secure state is achieved; if this is the case
then the security architecture description identifies the components and
explains how they are not reachable by untrusted entities after the TSF has
been established. In this respect, the property that needs to be preserved is
that these components either 1) cannot be accessed by untrusted entities after
the secure state is achieved, or 2) if they provide interfaces to untrusted
entities, these TSFI cannot be used to tamper with the TSF.

The TOE components related to TSF initialisation, then, are treated
themselves as part of the TSF, and analysed from that perspective. It should
be noted that even though these are treated as part of the TSF, it is likely that
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a justification (as allowed by TSF internals (ADV_INT)) can be made that
they do not have to meet the internal structuring requirements of ADV_INT.

The security architecture description shall demonstrate that the TSF
protects itself from tampering.

The evaluator shall examine the security architecture description to
determine that it contains information sufficient to support a determination
that the TSF is able to protect itself from tampering by untrusted active
entities.

”Self-protection” refers to the ability of the TSF to protect itself from
manipulation from external entities that may result in changes to the TSF.
For TOEs that have dependencies on other IT entities, it is often the case that
the TOE uses services supplied by the other IT entities in order to perform its
functions. In such cases, the TSF alone does not protect itself because it
depends on the other IT entities to provide some of the protection. For the
purposes of the security architecture description, the notion of self-protection
applies only to the services provided by the TSF through its TSFI, and not to
services provided by underlying IT entities that it uses.

Self-protection is typically achieved by a variety of means, ranging from
physical and logical restrictions on access to the TOE; to hardware-based
means (e.g. “execution rings” and memory management functionality); to
software-based means (e.g. boundary checking of inputs on a trusted server).
The evaluator determines that all such mechanisms are described.

The evaluator determines that the design description covers how user input is
handled by the TSF in such a way that the TSF does not subject itself to
being corrupted by that user input. For example, the TSF might implement
the notion of privilege and protect itself by using privileged-mode routines to
handle user input. The TSF might make use of processor-based separation
mechanisms such as privilege levels or rings. The TSF might implement
software protection constructs or coding conventions that contribute to
implementing separation of software domains, perhaps by delineating user
address space from system address space. And the TSF might have reliance
its environment to provide some support to the protection of the TSF.

All of the mechanisms contributing to the domain separation functions are
described. The evaluator should use knowledge gained from other evidence
(functional specification, TOE design, TSF internals description, other parts
of the security architecture description, or implementation representation, as
included in the assurance package for the TOE) in determining if any
functionality contributing to self-protection was described that is not present
in the security architecture description.

Accuracy of the description of the self-protection mechanisms is the property
that the description faithfully describes what is implemented. The evaluator
should use other evidence (functional specification, TOE design, TSF
Internals documentation, other parts of the security architecture description,
implementation representation, as included in the ST for the TOE) in
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determining whether there are discrepancies in any descriptions of the self-
protection mechanisms. If Implementation representation (ADV_IMP) is
included in the assurance package for the TOE, the evaluator will choose a
sample of the implementation representation; the evaluator should also
ensure that the descriptions are accurate for the sample chosen. If an
evaluator cannot understand how a certain self-protection mechanism works
or could work in the system architecture, it may be the case that the
description is not accurate.

The security architecture description shall demonstrate that the TSF
prevents bypass of the SFR-enforcing functionality.

The evaluator shall examine the security architecture description to
determine that it presents an analysis that adequately describes how the SFR-
enforcing mechanisms cannot be bypassed.

Non-bypassability is a property that the security functionality of the TSF (as
specified by the SFRs) is always invoked. For example, if access control to
files is specified as a capability of the TSF via an SFR, there must be no
interfaces through which files can be accessed without invoking the TSF's
access control mechanism (such as an interface through which a raw disk
access takes place).

Describing how the TSF mechanisms cannot be bypassed generally requires
a systematic argument based on the TSF and the TSFIs. The description of
how the TSF works (contained in the design decomposition evidence, such
as the functional specification, TOE design documentation) - along with the
information in the TSS - provides the background necessary for the evaluator
to understand what resources are being protected and what security functions
are being provided. The functional specification provides descriptions of the
TSFIs through which the resources/functions are accessed.

The evaluator assesses the description provided (and other information
provided by the developer, such as the functional specification) to ensure that
no available interface can be used to bypass the TSF. This means that every
available interface must be either unrelated to the SFRs that are claimed in
the ST (and does not interact with anything that is used to satisfy SFRs) or
else uses the security functionality that is described in other development
evidence in the manner described. For example, a game would likely be
unrelated to the SFRs, so there must be an explanation of how it cannot
affect security. Access to user data, however, is likely to be related to access
control SFRs, so the explanation would describe how the security
functionality works when invoked through the data-access interfaces. Such a
description is needed for every available interface.

An example of a description follows. Suppose the TSF provides file
protection. Further suppose that although the “traditional” system call TSFls
for open, read, and write invoke the file protection mechanism described in
the TOE design, there exists a TSFI that allows access to a batch job facility
(creating batch jobs, deleting jobs, modifying unprocessed jobs). The
evaluator should be able to determine from the vendor-provided description
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that this TSFI invokes the same protection mechanisms as do the
“traditional” interfaces. This could be done, for example, by referencing the
appropriate sections of the TOE design that discuss how the batch job facility
TSFI achieves its security objectives.

Using this same example, suppose there is a TSFI whose sole purpose is to
display the time of day. The evaluator should determine that the description
adequately argues that this TSFI is not capable of manipulating any protected
resources and should not invoke any security functionality.

Another example of bypass is when the TSF is supposed to maintain
confidentiality of a cryptographic key (one is allowed to use it for
cryptographic operations, but is not allowed to read/write it). If an attacker
has direct physical access to the device, he might be able to examine side-
channels such as the power usage of the device, the exact timing of the
device, or even any electromagnetic emanations of the device and, from this,
infer the key.

If such side-channels may be present, the demonstration should address the
mechanisms that prevent these side-channels from occurring, such as random
internal clocks, dual-line technology etc. Verification of these mechanisms
would be verified by a combination of purely design-based arguments and
testing.

For a final example using security functionality rather than a protected
resource, consider an ST that contains FCO_NRO.2 Enforced proof of origin,
which requires that the TSF provides evidence of origination for information
types specified in the ST. Suppose that the “information types” included all
information that is sent by the TOE via e-mail. In this case the evaluator
should examine the description to ensure that all TSFI that can be invoked to
send e-mail perform the “evidence of origination generation” function are
detailed. The description might point to user guidance to show all places
where e-mail can originate (e.g., e-mail program, notification from
scripts/batch jobs) and then how each of these places invokes the evidence
generation function.

The evaluator should also ensure that the description is comprehensive, in
that each interface is analysed with respect to the entire set of claimed SFRs.
This may require the evaluator to examine supporting information
(functional specification, TOE design, other parts of the security architecture
description, operational user guidance, and perhaps even the implementation
representation, as provided for the TOE) to determine that the description has
correctly capture all aspects of an interface. The evaluator should consider
what SFRs each TSFI might affect (from the description of the TSFI and its
implementation in the supporting documentation), and then examine the
description to determine whether it covers those aspects.
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Functional specification (ADV_FSP)
Evaluation of sub-activity (ADV_FSP.1)
Objectives

The objective of this sub-activity is to determine whether the developer has
provided a high-level description of at least the SFR-enforcing and SFR-
supporting TSFIs, in terms of descriptions of their parameters. There is no
other required evidence that can be expected to be available to measure the
accuracy of these descriptions; the evaluator merely ensures the descriptions
seem plausible.

Input

The evaluation evidence for this sub-activity is:
a) the ST;

b) the functional specification;

C) the operational user guidance;

Action ADV_FSP.1.1E

The functional specification shall describe the purpose and method of use
for each SFR-enforcing and SFR-supporting TSFI.

The evaluator shall examine the functional specification to determine that it
states the purpose of each SFR-supporting and SFR-enforcing TSFI.

The purpose of a TSFI is a general statement summarising the functionality
provided by the interface. It is not intended to be a complete statement of the
actions and results related to the interface, but rather a statement to help the
reader understand in general what the interface is intended to be used for.
The evaluator should not only determine that the purpose exists, but also that
it accurately reflects the TSFI by taking into account other information about
the interface, such as the description of the parameters; this can be done in
association with other work units for this component.

If an action available through an interface plays a role in enforcing any
security policy on the TOE (that is, if one of the actions of the interface can
be traced to one of the SFRs levied on the TSF), then that interface is SFR-
enforcing. Such policies are not limited to the access control policies, but
also refer to any functionality specified by one of the SFRs contained in the
ST. Note that it is possible that an interface may have various actions and
results, some of which may be SFR-enforcing and some of which may not.

Interfaces to (or actions available through an interface relating to) actions
that SFR-enforcing functionality depends on, but need only to function
correctly in order for the security policies of the TOE to be preserved, are
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termed SFR supporting. Interfaces to actions on which SFR-enforcing
functionality has no dependence are termed SFR non-interfering.

It should be noted that in order for an interface to be SFR supporting or SFR
non-interfering it must have no SFR-enforcing actions or results. In contrast,
an SFR-enforcing interface may have SFR-supporting actions (for example,
the ability to set the system clock may be an SFR-enforcing action of an
interface, but if that same interface is used to display the system date that
action may only be SFR supporting). An example of a purely SFR-
supporting interface is a system call interface that is used both by untrusted
users and by a portion of the TSF that is running in user mode.

At this level, it is unlikely that a developer will have expended effort to label
interfaces as SFR-enforcing and SFR-supporting. In the case that this has
been done, the evaluator should verify to the extent that supporting
documentation (e.g., operational user guidance) allows that this identification
is correct. Note that this identification activity is necessary for several work
units for this component.

In the more likely case that the developer has not labelled the interfaces, the
evaluator must perform their own identification of the interfaces first, and
then determine whether the required information (for this work unit, the
purpose) is present. Again, because of the lack of supporting evidence this
identification will be difficult and have low assurance that all appropriate
interfaces have been correctly identified, but nonetheless the evaluator
examines other evidence available for the TOE to ensure as complete
coverage as is possible.

The evaluator shall examine the functional specification to determine that
the method of use for each SFR-supporting and SFR-enforcing TSFI is given.

See work unit ADV_FSP.1-1 for a discussion on the identification of SFR-
supporting and SFR-enforcing TSFI.

The method of use for a TSFI summarises how the interface is manipulated
in order to invoke the actions and obtain the results associated with the TSFI.
The evaluator should be able to determine, from reading this material in the
functional specification, how to use each interface. This does not necessarily
mean that there needs to be a separate method of use for each TSFI, as it may
be possible to describe in general how kernel calls are invoked, for instance,
and then identify each interface using that general style. Different types of
interfaces will require different method of use specifications. APIs, network
protocol interfaces, system configuration parameters, and hardware bus
interfaces all have very different methods of use, and this should be taken
into account by the developer when developing the functional specification,
as well as by the evaluator evaluating the functional specification.

For administrative interfaces whose functionality is documented as being
inaccessible to untrusted users, the evaluator ensures that the method of
making the functions inaccessible is described in the functional specification.
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It should be noted that this inaccessibility needs to be tested by the developer
in their test suite.

The functional specification shall identify all parameters associated with
each SFR-enforcing and SFR-supporting TSFI.

The evaluator shall examine the presentation of the TSFI to determine that it
identifies all parameters associated with each SFR-enforcing and SFR-
supporting TSFI.

See work unit ADV_FSP.1-1 for a discussion on the identification of SFR-
supporting and SFR-enforcing TSFI.

The evaluator examines the functional specification to ensure that all of the
parameters are described for identified TSFI. Parameters are explicit inputs
or outputs to an interface that control the behaviour of that interface. For
examples, parameters are the arguments supplied to an API; the various
fields in packet for a given network protocol; the individual key values in the
Windows Registry; the signals across a set of pins on a chip; etc.

While difficult to obtain much assurance that all parameters for the
applicable TSFI have been identified, the evaluator should also check other
evidence provided for the evaluation (e.g., operational user guidance) to see
if behaviour or additional parameters are described there but not in the
functional specification.

The functional specification shall provide rationale for the implicit
categorisation of interfaces as SFR-non-interfering.

The evaluator shall examine the rationale provided by the developer for the
implicit categorisation of interfaces as SFR-non-interfering to determine that
it is accurate.

In the case where the developer has provided adequate documentation to
perform the analysis called for by the rest of the work units for this
component without explicitly identifying SFR-enforcing and SFR-supporting
interfaces, this work unit should be considered satisfied.

This work unit is intended to apply to cases where the developer has not
described a portion of the TSFI, claiming that it is SFR-non-interfering and
therefore not subject to other requirements of this component. In such a case,
the developer provides a rationale for this characterisation in sufficient detail
such that the evaluator understands the rationale, the characteristics of the
interfaces affected (e.g., their high-level function with respect to the TOE,
such as “colour palette manipulation”), and that the claim that these are SFR-
non-interfering is supported. Given the level of assurance the evaluator
should not expect more detail than is provided for the SFR-enforcing or
SFR-supporting interfaces, and in fact the detail should be much less. In
most cases, individual interfaces should not need to be addressed in the
developer-provided rationale section.
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The tracing shall demonstrate that the SFRs trace to TSFIs in the
functional specification.

The evaluator shall check that the tracing links the SFRs to the
corresponding TSFlIs.

The tracing is provided by the developer to serve as a guide to which SFRs
are related to which TSFIs. This tracing can be as simple as a table; it is used
as input to the evaluator for use in the following work units, in which the
evaluator verifies its completeness and accuracy.

Action ADV_FSP.1.2E

The evaluator shall examine the functional specification to determine that it
is a complete instantiation of the SFRs.

To ensure that all SFRs are covered by the functional specification, as well
as the test coverage analysis, the evaluator may build upon the developer's
tracing (see ADV_FSP.1-5 a map between the TOE security functional
requirements and the TSFI). Note that this map may have to be at a level of
detail below the component or even element level of the requirements,
because of operations (assignments, refinements, selections) performed on
the functional requirement by the ST author.

For example, the FDP_ACC.1 component contains an element with
assignments. If the ST contained, for instance, ten rules in the FDP_ACC.1
assignment, and these ten rules were covered by three different TSFI, it
would be inadequate for the evaluator to map FDP_ACC.1 to TSFI A, B, and
C and claim they had completed the work unit. Instead, the evaluator would
map FDP_ACC.1 (rule 1) to TSFI A; FDP_ACC.1 (rule 2) to TSFI B; etc. It
might also be the case that the interface is a wrapper interface (e.g., IOCTL),
in which case the mapping would need to be specific to certain set of
parameters for a given interface.

The evaluator must recognise that for requirements that have little or no
manifestation at the TSF boundary (e.g., FDP_RIP) it is not expected that
they completely map those requirements to the TSFI. The analysis for those
requirements will be performed in the analysis for the TOE design
(ADV_TDS) when included in the ST. It is also important to note that since
the parameters associated with TSFIs must be fully specified, the evaluator
should be able to determine if all aspects of an SFR appear to be
implemented at the interface level.

The evaluator shall examine the functional specification to determine that it
IS an accurate instantiation of the SFRs.

For each functional requirement in the ST that results in effects visible at the
TSF boundary, the information in the associated TSFI for that requirement
specifies the required functionality described by the requirement. For
example, if the ST contains a requirement for access control lists, and the
only TSFI that map to that requirement specify functionality for Unix-style
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protection bits, then the functional specification is not accurate with respect
to the requirements.

The evaluator must recognise that for requirements that have little or no
manifestation at the TSF boundary (e.g., FDP_RIP) it is not expected that the
evaluator completely map those requirements to the TSFI. The analysis for
those requirements will be performed in the analysis for the TOE design
(ADV_TDS) when included in the ST.

Evaluation of sub-activity (ADV_FSP.2)
Objectives

The objective of this sub-activity is to determine whether the developer has
provided a description of the TSFIs in terms of their purpose, method of use,
and parameters. In addition, the SFR-enforcing actions, results and error
messages of each TSFI that is SFR-enforcing are also described.

Input

The evaluation evidence for this sub-activity that is required by the work-
units is:

a) the ST;
b) the functional specification;
C) the TOE design.

The evaluation evidence for this sub-activity that is used if included in the
ST for the TOE is:

a) the security architecture description;

b) the operational user guidance;

Action ADV_FSP.2.1E

The functional specification shall completely represent the TSF.

The evaluator shall examine the functional specification to determine that
the TSF is fully represented.

The identification of the TSFI is a necessary prerequisite to all other
activities in this sub-activity. The TSF must be identified (done as part of the
TOE design (ADV_TDS) work units) in order to identify the TSFI. This
activity can be done at a high level to ensure that no large groups of
interfaces have been missed (network protocols, hardware interfaces,
configuration files), or at a low level as the evaluation of the functional
specification proceeds.
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In making an assessment for this work unit, the evaluator determines that all
portions of the TSF are addressed in terms of the interfaces listed in the
functional specification. All portions of the TSF should have a corresponding
interface description, or if there are no corresponding interfaces for a portion
of the TSF, the evaluator determines that that is acceptable.

The functional specification shall describe the purpose and method of use
for all TSFI.

The evaluator shall examine the functional specification to determine that it
states the purpose of each TSFI.

The purpose of a TSFI is a general statement summarising the functionality
provided by the interface. It is not intended to be a complete statement of the
actions and results related to the interface, but rather a statement to help the
reader understand in general what the interface is intended to be used for.
The evaluator should not only determine that the purpose exists, but also that
it accurately reflects the TSFI by taking into account other information about
the interface, such as the description of actions and error messages.

The evaluator shall examine the functional specification to determine that
the method of use for each TSFI is given.

The method of use for a TSFI summarises how the interface is manipulated
in order to invoke the actions and obtain the results associated with the TSFI.
The evaluator should be able to determine, from reading this material in the
functional specification, how to use each interface. This does not necessarily
mean that there needs to be a separate method of use for each TSFI, as it may
be possible to describe in general how kernel calls are invoked, for instance,
and then identify each interface using that general style. Different types of
interfaces will require different method of use specifications. APIs, network
protocol interfaces, system configuration parameters, and hardware bus
interfaces all have very different methods of use, and this should be taken
into account by the developer when developing the functional specification,
as well as by the evaluator evaluating the functional specification.

For administrative interfaces whose functionality is documented as being
inaccessible to untrusted users, the evaluator ensures that the method of
making the functions inaccessible is described in the functional specification.
It should be noted that this inaccessibility needs to be tested by the developer
in their test suite.

The evaluator should not only determine that the set of method of use
descriptions exist, but also that they accurately cover each TSFI.

The functional specification shall identify and describe all parameters
associated with each TSFI.

The evaluator shall examine the presentation of the TSFI to determine that it
completely identifies all parameters associated with every TSFI.
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The evaluator examines the functional specification to ensure that all of the
parameters are described for each TSFI. Parameters are explicit inputs or
outputs to an interface that control the behaviour of that interface. For
examples, parameters are the arguments supplied to an API; the various
fields in packet for a given network protocol; the individual key values in the
Windows Registry; the signals across a set of pins on a chip; etc.

In order to determine that all of the parameters are present in the TSFI, the
evaluator should examine the rest of the interface description (actions, error
messages, etc.) to determine if the effects of the parameter are accounted for
in the description. The evaluator should also check other evidence provided
for the evaluation (e.g., TOE design, security architecture description,
operational user guidance, implementation representation) to see if behaviour
or additional parameters are described there but not in the functional
specification.

The evaluator shall examine the presentation of the TSFI to determine that it
completely and accurately describes all parameters associated with every
TSFI.

Once all of the parameters have been identified, the evaluator needs to ensure
that they are accurately described, and that the description of the parameters
is complete. A parameter description tells what the parameter is in some
meaningful way. For instance, the interface foo(i) could be described as
having “parameter i which is an integer"; this is not an acceptable parameter
description. A description such as “parameter i is an integer that indicates the
number of users currently logged in to the system” is much more acceptable.

In order to determine that the description of the parameters is complete, the
evaluator should examine the rest of the interface description (purpose,
method of use, actions, error messages, etc.) to determine if the descriptions
of the parameter(s) are accounted for in the description. The evaluator should
also check other evidence provided (e.g., TOE design, architectural design,
operational user guidance, implementation representation) to see if behaviour
or additional parameters are described there but not in the functional
specification.

For each SFR-enforcing TSFI, the functional specification shall describe
the SFR-enforcing actions associated with the TSFI.

The evaluator shall examine the presentation of the TSFI to determine that it
completely and accurately describes the SFR-enforcing actions associated
with the SFR-enforcing TSFIs.

If an action available through an interface can be traced to one of the SFRs
levied on the TSF, then that interface is SFR-enforcing. Such policies are not
limited to the access control policies, but also refer to any functionality
specified by one of the SFRs contained in the ST. Note that it is possible that
an interface may have various actions and results, some of which may be
SFR-enforcing and some of which may not.
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The developer is not required to “label” interfaces as SFR-enforcing, and
likewise is not required to identify actions available through an interface as
SFR-enforcing. It is the evaluator's responsibility to examine the evidence
provided by the developer and determine that the required information is
present. In the case where the developer has identified the SFR-enforcing
TSFI and SFR-enforcing actions available through those TSFlI, the evaluator
must judge completeness and accuracy based on other information supplied
for the evaluation (e.g., TOE design, security architecture description,
operational user guidance), and on the other information presented for the
interfaces (parameters and parameter descriptions, error messages, etc.).

In this case (where the developer has provided only the SFR-enforcing
information for SFR-enforcing TSFI) the evaluator also ensures that no
interfaces have been mis-categorised. This is done by examining other
information supplied for the evaluation (e.g., TOE design, security
architecture description, operational user guidance), and the other
information presented for the interfaces (parameters and parameter
descriptions, for example) not labelled as SFR-enforcing.

In the case where the developer has provided the same level of information
on all interfaces, the evaluator performs the same type of analysis mentioned
in the previous paragraphs. The evaluator should determine which interfaces
are SFR-enforcing and which are not, and subsequently ensure that the SFR-
enforcing aspects of the SFR-enforcing actions are appropriately described.

The SFR-enforcing actions are those that are visible at any external interface
and that provide for the enforcement of the SFRs being claimed. For example,
if audit requirements are included in the ST, then audit-related actions would
be SFR-enforcing and therefore must be described, even if the result of that
action is generally not visible through the invoked interface (as is often the
case with audit, where a user action at one interface would produce an audit
record visible at another interface).

The level of description that is required is that sufficient for the reader to
understand what role the TSFI actions play with respect to the SFR. The
evaluator should keep in mind that the description should be detailed enough
to support the generation (and assessment) of test cases against that interface.
If the description is unclear or lacking detail such that meaningful testing
cannot be conducted against the TSFlI, it is likely that the description is
inadequate.

For each SFR-enforcing TSFI, the functional specification shall describe
direct error messages resulting from processing associated with the SFR-
enforcing actions.

The evaluator shall examine the presentation of the TSFI to determine that it
completely and accurately describes error messages that may result from
SFR-enforcing actions associated with each SFR-enforcing TSFI.

This work unit should be performed in conjunction with, or after, work unit
ADV_FSP.2-6 in order to ensure the set of SFR-enforcing TSFI and SFR-
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enforcing actions is correctly identified. The developer may provide more
information than is required (for example, all error messages associated with
each interface), in which the case the evaluator should restrict their
assessment of completeness and accuracy to only those that they determine
to be associated with SFR-enforcing actions of SFR-enforcing TSFI.

Errors can take many forms, depending on the interface being described. For
an API, the interface itself may return an error code, set a global error
condition, or set a certain parameter with an error code. For a configuration
file, an incorrectly configured parameter may cause an error message to be
written to a log file. For a hardware PCI card, an error condition may raise a
signal on the bus, or trigger an exception condition to the CPU.

Errors (and the associated error messages) come about through the
invocation of an interface. The processing that occurs in response to the
interface invocation may encounter error conditions, which trigger (through
an implementation-specific mechanism) an error message to be generated. In
some instances this may be a return value from the interface itself; in other
instances a global value may be set and checked after the invocation of an
interface. It is likely that a TOE will have a number of low-level error
messages that may result from fundamental resource conditions, such as
“disk full” or “resource locked”. While these error messages may map to a
large number of TSFI, they could be used to detect instances where detail
from an interface description has been omitted. For instance, a TSFI that
produces a “disk full” message, but has no obvious description of why that
TSFI should cause an access to the disk in its description of actions, might
cause the evaluator to examine other evidence (Security Architecture
(ADV_ARC), TOE design (ADV_TDYS)) related that TSFI to determine if
the description is accurate.

In order to determine that the description of the error messages of a TSFI is
accurate and complete, the evaluator measures the interface description
against the other evidence provided for the evaluation (e.g., TOE design,
security architecture description, operational user guidance), as well as other
evidence available for that TSFI (parameters, analysis from work unit
ADV_FSP.2-6).

The tracing shall demonstrate that the SFRs trace to TSFIs in the
functional specification.

The evaluator shall check that the tracing links the SFRs to the
corresponding TSFIs.

The tracing is provided by the developer to serve as a guide to which SFRs
are related to which TSFlIs. This tracing can be as simple as a table; it is used
as input to the evaluator for use in the following work units, in which the
evaluator verifies its completeness and accuracy.
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Action ADV_FSP.2.2E

The evaluator shall examine the functional specification to determine that it
is a complete instantiation of the SFRs.

To ensure that all SFRs are covered by the functional specification, as well
as the test coverage analysis, the evaluator may build upon the developer's
tracing (see ADV_FSP.2-8 a map between the TOE security functional
requirements and the TSFI. Note that this map may have to be at a level of
detail below the component or even element level of the requirements,
because of operations (assignments, refinements, selections) performed on
the functional requirement by the ST author.

For example, the EDP_ACC.1 component contains an element with
assignments. If the ST contained, for instance, ten rules in the FDP_ACC.1
assignment, and these ten rules were covered by three different TSFI, it
would be inadequate for the evaluator to map FDP_ACC.1 to TSFI A, B, and
C and claim they had completed the work unit. Instead, the evaluator would
map FDP_ACC.1 (rule 1) to TSFI A; FDP_ACC.1 (rule 2) to TSFI B; etc. It
might also be the case that the interface is a wrapper interface (e.g., IOCTL),
in which case the mapping would need to be specific to certain set of
parameters for a given interface.

The evaluator must recognise that for requirements that have little or no
manifestation at the TSF boundary (e.g., FDP_RIP) it is not expected that
they completely map those requirements to the TSFI. The analysis for those
requirements will be performed in the analysis for the TOE design
(ADV_TDS) when included in the ST. It is also important to note that since
the parameters, actions, and error messages associated with TSFIs must be
fully specified, the evaluator should be able to determine if all aspects of an
SFR appear to be implemented at the interface level.

The evaluator shall examine the functional specification to determine that it
IS an accurate instantiation of the SFRs.

For each functional requirement in the ST that results in effects visible at the
TSF boundary, the information in the associated TSFI for that requirement
specifies the required functionality described by the requirement. For
example, if the ST contains a requirement for access control lists, and the
only TSFI that map to that requirement specify functionality for Unix-style
protection bits, then the functional specification is not accurate with respect
to the requirements.

The evaluator must recognise that for requirements that have little or no
manifestation at the TSF boundary (e.g., FEDP_RIP) it is not expected that the
evaluator completely map those requirements to the TSFI. The analysis for
those requirements will be performed in the analysis for the TOE design
(ADV_TDS) when included in the ST.
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Evaluation of sub-activity (ADV_FSP.3)
Objectives

The objective of this sub-activity is to determine whether the developer has
provided a description of the TSFIs in terms of their purpose, method of use,
and parameters. In addition, the actions, results and error messages of each
TSFI are also described sufficiently that it can be determined whether they
are SFR-enforcing, with the SFR-enforcing TSFI being described in more
detail than other TSFIs.

Input

The evaluation evidence for this sub-activity that is required by the work-
units is:

a) the ST;
b) the functional specification;
C) the TOE design.

The evaluation evidence for this sub-activity that is used if included in the
ST for the TOE is:

a) the security architecture description;

b) the implementation representation;

C) the TSF internals description;

d) the operational user guidance;

Action ADV_FSP.3.1E

The functional specification shall completely represent the TSF.

The evaluator shall examine the functional specification to determine that
the TSF is fully represented.

The identification of the TSFI is a necessary prerequisite to all other
activities in this sub-activity. The TSF must be identified (done as part of the
TOE design (ADV_TDS) work units) in order to identify the TSFI. This
activity can be done at a high level to ensure that no large groups of
interfaces have been missed (network protocols, hardware interfaces,
configuration files), or at a low level as the evaluation of the functional
specification proceeds.

In making an assessment for this work unit, the evaluator determines that all
portions of the TSF are addressed in terms of the interfaces listed in the
functional specification. All portions of the TSF should have a corresponding
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interface description, or if there are no corresponding interfaces for a portion
of the TSF, the evaluator determines that that is acceptable.

The functional specification shall describe the purpose and method of use
for all TSFI.

The evaluator shall examine the functional specification to determine that it
states the purpose of each TSFI.

The purpose of a TSFI is a general statement summarising the functionality
provided by the interface. It is not intended to be a complete statement of the
actions and results related to the interface, but rather a statement to help the
reader understand in general what the interface is intended to be used for.
The evaluator should not only determine that the purpose exists, but also that
it accurately reflects the TSFI by taking into account other information about
the interface, such as the description of actions and error messages.

The evaluator shall examine the functional specification to determine that
the method of use for each TSFI is given.

The method of use for a TSFI summarises how the interface is manipulated
in order to invoke the actions and obtain the results associated with the TSFI.
The evaluator should be able to determine, from reading this material in the
functional specification, how to use each interface. This does not necessarily
mean that there needs to be a separate method of use for each TSFI, as it may
be possible to describe in general how kernel calls are invoked, for instance,
and then identify each interface using that general style. Different types of
interfaces will require different method of use specifications. APIs, network
protocol interfaces, system configuration parameters, and hardware bus
interfaces all have very different methods of use, and this should be taken
into account by the developer when developing the functional specification,
as well as by the evaluator evaluating the functional specification.

For administrative interfaces whose functionality is documented as being
inaccessible to untrusted users, the evaluator ensures that the method of
making the functions inaccessible is described in the functional specification.
It should be noted that this inaccessibility needs to be tested by the developer
in their test suite.

The evaluator should not only determine that the set of method of use
descriptions exist, but also that they accurately cover each TSFI.

The functional specification shall identify and describe all parameters
associated with each TSFI.

The evaluator shall examine the presentation of the TSFI to determine that it
completely identifies all parameters associated with every TSFI.

The evaluator examines the functional specification to ensure that all of the
parameters are described for each TSFI. Parameters are explicit inputs or
outputs to an interface that control the behaviour of that interface. For
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examples, parameters are the arguments supplied to an API; the various
fields in packet for a given network protocol; the individual key values in the
Windows Registry; the signals across a set of pins on a chip; etc.

In order to determine that all of the parameters are present in the TSFI, the
evaluator should examine the rest of the interface description (actions, error
messages, etc.) to determine if the effects of the parameter are accounted for
in the description. The evaluator should also check other evidence provided
for the evaluation (e.g., TOE design, security architecture description,
operational user guidance, implementation representation) to see if behaviour
or additional parameters are described there but not in the functional
specification.

The evaluator shall examine the presentation of the TSFI to determine that it
completely and accurately describes all parameters associated with every
TSFI.

Once all of the parameters have been identified, the evaluator needs to ensure
that they are accurately described, and that the description of the parameters
is complete. A parameter description tells what the parameter is in some
meaningful way. For instance, the interface foo(i) could be described as
having “parameter i which is an integer”; this is not an acceptable parameter
description. A description such as “parameter i is an integer that indicates the
number of users currently logged in to the system” is much more acceptable.

In order to determine that the description of the parameters is complete, the
evaluator should examine the rest of the interface description (purpose,
method of use, actions, error messages, etc.) to determine if the descriptions
of the parameter(s) are accounted for in the description. The evaluator should
also check other evidence provided (e.g., TOE design, architectural design,
operational user guidance, implementation representation) to see if behaviour
or additional parameters are described there but not in the functional
specification.

For each SFR-enforcing TSFI, the functional specification shall describe
the SFR-enforcing actions associated with the TSFI.

The evaluator shall examine the presentation of the TSFI to determine that it
completely and accurately describes the SFR-enforcing actions associated
with the SFR-enforcing TSFls.

If an action available through an interface plays a role in enforcing any
security policy on the TOE (that is, if one of the actions of the interface can
be traced to one of the SFRs levied on the TSF), then that interface is SFR-
enforcing. Such policies are not limited to the access control policies, but
also refer to any functionality specified by one of the SFRs contained in the
ST. Note that it is possible that an interface may have various actions and
results, some of which may be SFR-enforcing and some of which may not.

The developer is not required to “label” interfaces as SFR-enforcing, and
likewise is not required to identify actions available through an interface as
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SFR-enforcing. It is the evaluator's responsibility to examine the evidence
provided by the developer and determine that the required information is
present. In the case where the developer has identified the SFR-enforcing
TSFI and SFR-enforcing actions available through those TSFlI, the evaluator
must judge completeness and accuracy based on other information supplied
for the evaluation (e.g., TOE design, security architecture description,
operational user guidance), and on the other information presented for the
interfaces (parameters and parameter descriptions, error messages, etc.).

In this case (developer has provided only the SFR-enforcing information for
SFR-enforcing TSFI) the evaluator also ensures that no interfaces have been
mis-categorised. This is done by examining other information supplied for
the evaluation (e.g., TOE design, security architecture description,
operational user guidance), and the other information presented for the
interfaces (parameters and parameter descriptions, for example) not labelled
as SFR-enforcing. The analysis done for work units ADV_FSP.3-7 and
ADV_FSP.3-8 are also used in making this determination.

In the case where the developer has provided the same level of information
on all interfaces, the evaluator performs the same type of analysis mentioned
in the previous paragraphs. The evaluator should determine which interfaces
are SFR-enforcing and which are not, and subsequently ensure that the SFR-
enforcing aspects of the SFR-enforcing actions are appropriately described.
Note that in this case, the evaluator should be able to perform the bulk of the
work associated with work unit ADV_FSP.3-8 in the course of performing
this SFR-enforcing analysis.

The SFR-enforcing actions are those that are visible at any external interface
and that provide for the enforcement of the SFRs being claimed. For example,
if audit requirements are included in the ST, then audit-related actions would
be SFR-enforcing and therefore must be described, even if the result of that
action is generally not visible through the invoked interface (as is often the
case with audit, where a user action at one interface would produce an audit
record visible at another interface).

The level of description that is required is that sufficient for the reader to
understand what role the TSFI actions play with respect to the SFR. The
evaluator should keep in mind that the description should be detailed enough
to support the generation (and assessment) of test cases against that interface.
If the description is unclear or lacking detail such that meaningful testing
cannot be conducted against the TSFlI, it is likely that the description is
inadequate.

For each SFR-enforcing TSFI, the functional specification shall describe
direct error messages resulting from SFR-enforcing actions and exceptions
associated with invocation of the TSFI.

The evaluator shall examine the presentation of the TSFI to determine that it
completely and accurately describes error messages that may result from an
invocation of each SFR-enforcing TSFI.
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This work unit should be performed in conjunction with, or after, work unit
ADV_FSP.3-6 in order to ensure the set of SFR-enforcing TSFI is correctly
identified. The evaluator should note that the requirement and associated
work unit is that all direct error messages associated with an SFR-enforcing
TSFI must be described, that are associated with SFR-enforcing actions. This
is because at this level of assurance, the “extra” information provided by the
error message descriptions should be used in determining whether all of the
SFR-enforcing aspects of an interface have been appropriately described. For
instance, if an error message associated with a TSFI (e.g., “access denied”)
indicated that an SFR-enforcing decision or action had taken place, but in the
description of the SFR-enforcing actions there was no mention of that
particular SFR-enforcing mechanism, then the description may not be
complete.

Errors can take many forms, depending on the interface being described. For
an API, the interface itself may return an error code, set a global error
condition, or set a certain parameter with an error code. For a configuration
file, an incorrectly configured parameter may cause an error message to be
written to a log file. For a hardware PCI card, an error condition may raise a
signal on the bus, or trigger an exception condition to the CPU.

Errors (and the associated error messages) come about through the
invocation of an interface. The processing that occurs in response to the
interface invocation may encounter error conditions, which trigger (through
an implementation-specific mechanism) an error message to be generated. In
some instances this may be a return value from the interface itself; in other
instances a global value may be set and checked after the invocation of an
interface. It is likely that a TOE will have a number of low-level error
messages that may result from fundamental resource conditions, such as
“disk full” or “resource locked”. While these error messages may map to a
large number of TSFI, they could be used to detect instances where detail
from an interface description has been omitted. For instance, a TSFI that
produces a “disk full” message, but has no obvious description of why that
TSFI should cause an access to the disk in its description of actions, might
cause the evaluator to examine other evidence (Security Architecture
(ADV_ARC), TOE design (ADV_TDYS)) related that TSFI to determine if
the description is accurate.

In order to determine that the description of the error messages of a TSFI is
accurate and complete, the evaluator measures the interface description
against the other evidence provided for the evaluation (e.g., TOE design,
security architecture description, operational user guidance), as well as for
other evidence supplied for that TSFI (description of SFR-enforcing actions,
summary of SFR-supporting and SFR-non-interfering actions and results).

The functional specification shall summarise the SFR-supporting and
SFR-non-interfering actions associated with each TSFI.

The evaluator shall examine the presentation of the TSFI to determine that it
summarises the SFR-supporting and SFR-non-interfering actions associated
with each TSFI.

Version 3.1 Page 143 of 430



669

670

ADV_FSP.3.7C

ADV_FSP.3-9

671

12.4.3.4

ADV_FSP.3-10

672

673

Class ADV: Development

The purpose of this work unit is to supplement the details about the SFR-
enforcing actions (provided in work unit ADV_FSP.3-6) with a summary of
the remaining actions (i.e., those that are not SFR-enforcing). This covers all
SFR-supporting and SFR-non-interfering actions, whether invokable through
SFR-enforcing TSFI or through SFR-supporting or SFR-non-interfering
TSFI. Such a summary about all SFR-supporting and SFR-non-interfering
actions helps to provide a more complete picture of the functions provided
by the TSF, and is to be used by the evaluator in determining whether an
action or TSFI may have been mis-categorised.

The information to be provided is more abstract than that required for SFR-
enforcing actions. While it should still be detailed enough so that the reader
can understand what the action does, the description does not have to be
detailed enough to support writing tests against it, for instance. For the
evaluator, the key is that the information must be sufficient to make a
positive determination that the action is SFR-supporting or SFR-non-
interfering. If that level of information is missing, the summary is
insufficient and more information must be obtained.

The tracing shall demonstrate that the SFRs trace to TSFIs in the
functional specification.

The evaluator shall check that the tracing links the SFRs to the
corresponding TSFIs.

The tracing is provided by the developer to serve as a guide to which SFRs
are related to which TSFlIs. This tracing can be as simple as a table; it is used
as input to the evaluator for use in the following work units, in which the
evaluator verifies its completeness and accuracy.

Action ADV_FSP.3.2E

The evaluator shall examine the functional specification to determine that it
is a complete instantiation of the SFRs.

To ensure that all SFRs are covered by the functional specification, as well
as the test coverage analysis, the evaluator may build upon the developer's
tracing (see ADV_FSP.3-9 a map between the TOE security functional
requirements and the TSFI. Note that this map may have to be at a level of
detail below the component or even element level of the requirements,
because of operations (assignments, refinements, selections) performed on
the functional requirement by the ST author.

For example, the FDP_ACC.1 component contains an element with
assignments. If the ST contained, for instance, ten rules in the FDP_ACC.1
assignment, and these ten rules were covered by three different TSFI, it
would be inadequate for the evaluator to map FDP_ACC.1 to TSFI A, B, and
C and claim they had completed the work unit. Instead, the evaluator would
map FDP_ACC.1 (rule 1) to TSFI A; EDP_ACC.1 (rule 2) to TSFI B; etc. It
might also be the case that the interface is a wrapper interface (e.g., IOCTL),
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in which case the mapping would need to be specific to certain set of
parameters for a given interface.

The evaluator must recognise that for requirements that have little or no
manifestation at the TSF boundary (e.g., FDP_RIP) it is not expected that
they completely map those requirements to the TSFI. The analysis for those
requirements will be performed in the analysis for the TOE design
(ADV_TDS) when included in the ST. It is also important to note that since
the parameters, actions, and error messages associated with TSFIs must be
fully specified, the evaluator should be able to determine if all aspects of an
SFR appear to be implemented at the interface level.

The evaluator shall examine the functional specification to determine that it
is an accurate instantiation of the SFRs.

For each functional requirement in the ST that results in effects visible at the
TSF boundary, the information in the associated TSFI for that requirement
specifies the required functionality described by the requirement. For
example, if the ST contains a requirement for access control lists, and the
only TSFI that map to that requirement specify functionality for Unix-style
protection bits, then the functional specification is not accurate with respect
to the requirements.

The evaluator must recognise that for requirements that have little or no
manifestation at the TSF boundary (e.g., EDP_RIP) it is not expected that the
evaluator completely map those requirements to the TSFI. The analysis for
those requirements will be performed in the analysis for the TOE design
(ADV_TDS) when included in the ST.

Evaluation of sub-activity (ADV_FSP.4)
Objectives

The objective of this sub-activity is to determine whether the developer has
completely described all of the TSFI in a manner such that the evaluator is
able to determine whether the TSFI are completely and accurately described,
and appears to implement the security functional requirements of the ST.

Input

The evaluation evidence for this sub-activity that is required by the work-
units is:

a) the ST;
b) the functional specification;
C) the TOE design.

The evaluation evidence for this sub-activity that is used if included in the
ST for the TOE is:
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a) the security architecture description;
b) the implementation representation;
c) the TSF internals description;

d) the operational user guidance;
Application notes

The functional specification describes the interfaces to the TSF (the TSFI) in
a structured manner. Because of the dependency on Evaluation of sub-
activity (ADV_TDS.1), the evaluator is expected to have identified the TSF
prior to beginning work on this sub-activity. Without firm knowledge of
what comprises the TSF, it is not possible to assess the completeness of the
TSFI.

In performing the various work units included in this family, the evaluator is
asked to make assessments of accuracy and completeness of several factors
(the TSFI itself, as well as the individual components (parameters, actions,
error messages, etc.) of the TSFI). In doing this analysis, the evaluator is
expected to use the documentation provided for the evaluation. This includes
the ST, the TOE design, and may include other documentation such as the
operational user guidance, security architecture description, and
implementation representation. The documentation should be examined in an
iterative fashion. The evaluator may read, for example, in the TOE design
how a certain function is implemented, but see no way to invoke that
function from the interface. This might cause the evaluator to question the
completeness of a particular TSFI description, or whether an interface has
been left out of the functional specification altogether. Describing analysis
activities of this sort in the ETR is a key method in providing rationale that
the work units have been performed appropriately.

It should be recognised that there exist functional requirements whose
functionality is manifested wholly or in part architecturally, rather than
through a specific mechanism. An example of this is the implementation of
mechanisms implementing the Residual information protection (FDP_RIP)
requirements. Such mechanisms typically are implemented to ensure a
behaviour isn't present, which is difficult to test and typically is verified
through analysis. In the cases where such functional requirements are
included in the ST, it is expected that the evaluator recognise that there may
be SFRs of this type that have no interfaces, and that this should not be
considered a deficiency in the functional specification.

Action ADV_FSP.4.1E
The functional specification shall completely represent the TSF.

The evaluator shall examine the functional specification to determine that
the TSF is fully represented.
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The identification of the TSFI is a necessary prerequisite to all other
activities in this sub-activity. The TSF must be identified (done as part of the
TOE design (ADV_TDS) work units) in order to identify the TSFI. This
activity can be done at a high level to ensure that no large groups of
interfaces have been missed (network protocols, hardware interfaces,
configuration files), or at a low level as the evaluation of the functional
specification proceeds.

In making an assessment for this work unit, the evaluator determines that all
portions of the TSF are addressed in terms of the interfaces listed in the
functional specification. All portions of the TSF should have a corresponding
interface description, or if there are no corresponding interfaces for a portion
of the TSF, the evaluator determines that that is acceptable.

The functional specification shall describe the purpose and method of use
for all TSFI.

The evaluator shall examine the functional specification to determine that it
states the purpose of each TSFI.

The purpose of a TSFI is a general statement summarising the functionality
provided by the interface. It is not intended to be a complete statement of the
actions and results related to the interface, but rather a statement to help the
reader understand in general what the interface is intended to be used for.
The evaluator should not only determine that the purpose exists, but also that
it accurately reflects the TSFI by taking into account other information about
the interface, such as the description of actions and error messages.

The evaluator shall examine the functional specification to determine that
the method of use for each TSFI is given.

The method of use for a TSFI summarises how the interface is manipulated
in order to invoke the actions and obtain the results associated with the TSFI.
The evaluator should be able to determine, from reading this material in the
functional specification, how to use each interface. This does not necessarily
mean that there needs to be a separate method of use for each TSFI, as it may
be possible to describe in general how kernel calls are invoked, for instance,
and then identify each interface using that general style. Different types of
interfaces will require different method of use specifications. APIs, network
protocol interfaces, system configuration parameters, and hardware bus
interfaces all have very different methods of use, and this should be taken
into account by the developer when developing the functional specification,
as well as by the evaluator evaluating the functional specification.

For administrative interfaces whose functionality is documented as being
inaccessible to untrusted users, the evaluator ensures that the method of
making the functions inaccessible is described in the functional specification.
It should be noted that this inaccessibility needs to be tested by the developer
in their test suite.
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The evaluator should not only determine that the set of method of use
descriptions exist, but also that they accurately cover each TSFI.

The evaluator shall examine the functional specification to determine the
completeness of the TSFI

The evaluator shall use the design documentation to identify the possible
types of interfaces. The evaluator shall search the design documentation and
the guidance documentation for potential TSFI not contained in the
developer's documentation, thus indicating that the set of TSFI defined by
the developer is incomplete. The evaluator shall examine the arguments
presented by the developer that the TSFI is complete and check down to the
lowest level of design or with the implementation representation that no
additional TSFI exist.

The functional specification shall identify and describe all parameters
associated with each TSFI.

The evaluator shall examine the presentation of the TSFI to determine that it
completely identifies all parameters associated with every TSFI.

The evaluator examines the functional specification to ensure that all of the
parameters are described for each TSFI. Parameters are explicit inputs or
outputs to an interface that control the behaviour of that interface. For
examples, parameters are the arguments supplied to an API; the various
fields in packet for a given network protocol; the individual key values in the
Windows Registry; the signals across a set of pins on a chip; etc.

In order to determine that all of the parameters are present in the TSFI, the
evaluator should examine the rest of the interface description (actions, error
messages, etc.) to determine if the effects of the parameter are accounted for
in the description. The evaluator should also check other evidence provided
for the evaluation (e.g., TOE design, security architecture description,
operational user guidance, implementation representation) to see if behaviour
or additional parameters are described there but not in the functional
specification.

The evaluator shall examine the presentation of the TSFI to determine that it
completely and accurately describes all parameters associated with every
TSFI.

Once all of the parameters have been identified, the evaluator needs to ensure
that they are accurately described, and that the description of the parameters
is complete. A parameter description tells what the parameter is in some
meaningful way. For instance, the interface foo(i) could be described as
having “parameter i which is an integer”; this is not an acceptable parameter
description. A description such as “parameter i is an integer that indicates the
number of users currently logged in to the system” is much more acceptable.

In order to determine that the description of the parameters is complete, the
evaluator should examine the rest of the interface description (purpose,
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method of use, actions, error messages, etc.) to determine if the descriptions
of the parameter(s) are accounted for in the description. The evaluator should
also check other evidence provided (e.g., TOE design, architectural design,
operational user guidance, implementation representation) to see if behaviour
or additional parameters are described there but not in the functional
specification.

The functional specification shall describe all actions associated with each
TSFI.

The evaluator shall examine the presentation of the TSFI to determine that it
completely and accurately describes all actions associated with every TSFI.

The evaluator checks to ensure that all of the actions are described. actions
available through an interface describe what the interface does (as opposed to
the TOE design, which describes how the actions are provided by the TSF).

Actions of an interface describe functionality that can be invoked through the
interface, and can be categorised as regular actions, and SFR-related actions.
Regular actions are descriptions of what the interface does. The amount of
information provided for this description is dependant on the complexity of
the interface. The SFR-related actions are those that are visible at any
external interface (for instance, audit activity caused by the invocation of an
interface (assuming audit requirements are included in the ST) should be
described, even though the result of that action is generally not visible
through the invoked interface). Depending on the parameters of an interface,
there may be many different actions able to be invoked through the interface
(for instance, an API might have the first parameter be a “subcommand”, and
the following parameters be specific to that subcommand. The IOCTL API
in some Unix systems is an example of such an interface).

In order to determine that the description of the actions of a TSFI is complete,
the evaluator should review the rest of the interface description (parameter
descriptions, error messages, etc.) to determine if the actions described are
accounted for. The evaluator should also analyse other evidence provided for
the evaluation (e.g.,, TOE design, security architecture description,
operational user guidance, implementation representation) to see if there is
evidence of actions that are described there but not in the functional
specification.

The functional specification shall describe all direct error messages that
may result from an invocation of each TSFI.

The evaluator shall examine the presentation of the TSFI to determine that it
completely and accurately describes all errors messages resulting from an
invocation of each TSFI.

Errors can take many forms, depending on the interface being described. For
an API, the interface itself may return an error code; set a global error
condition, or set a certain parameter with an error code. For a configuration
file, an incorrectly configured parameter may cause an error message to be

Version 3.1 Page 149 of 430



698

699

ADV_FSP.4-9

700

701

Class ADV: Development

written to a log file. For a hardware PCI card, an error condition may raise a
signal on the bus, or trigger an exception condition to the CPU.

Errors (and the associated error messages) come about through the
invocation of an interface. The processing that occurs in response to the
interface invocation may encounter error conditions, which trigger (through
an implementation-specific mechanism) an error message to be generated. In
some instances this may be a return value from the interface itself; in other
instances a global value may be set and checked after the invocation of an
interface. It is likely that a TOE will have a number of low-level error
messages that may result from fundamental resource conditions, such as
“disk full” or “resource locked”. While these error messages may map to a
large number of TSFI, they could be used to detect instances where detail
from an interface description has been omitted. For instance, a TSFI that
produces a “disk full” message, but has no obvious description of why that
TSFI should cause an access to the disk in its description of actions, might
cause the evaluator to examine other evidence (Security Architecture
(ADV_ARC), TOE design (ADV_TDS)) related that TSFI to determine if
the description is complete and accurate.

The evaluator determines that, for each TSFI, the exact set of error messages
that can be returned on invoking that interface can be determined. The
evaluator reviews the evidence provided for the interface to determine if the
set of errors seems complete. They cross-check this information with other
evidence provided for the evaluation (e.g., TOE design, security architecture
description, operational user guidance, implementation representation) to
ensure that there are no errors steaming from processing mentioned that are
not included in the functional specification.

The evaluator shall examine the presentation of the TSFI to determine that it
completely and accurately describes the meaning of all error messages
resulting from an invocation of each TSFI.

In order to determine accuracy, the evaluator must be able to understand
meaning of the error. For example, if an interface returns a numeric code of 0,
1, or 2, the evaluator would not be able to understand the error if the
functional specification only listed: “possible errors resulting from
invocation of the foo() interface are 0, 1, or 2”. Instead the evaluator checks
to ensure that the errors are described such as: “possible errors resulting from
invocation of the foo() interface are 0 (processing successful), 1 (file not
found), or 2 (incorrect filename specification)”.

In order to determine that the description of the errors due to invoking a
TSFI is complete, the evaluator examines the rest of the interface description
(parameter descriptions, actions, etc.) to determine if potential error
conditions that might be caused by using such an interface are accounted for.
The evaluator also checks other evidence provided for the evaluation (e.g.
TOE design, security architecture description, operational user guidance,
implementation representation) to see if error processing related to the TSFI
is described there but is not described in the functional specification.
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The tracing shall demonstrate that the SFRs trace to TSFIs in the
functional specification.

The evaluator shall check that the tracing links the SFRs to the
corresponding TSFlIs.

The tracing is provided by the developer to serve as a guide to which SFRs
are related to which TSFls. This tracing can be as simple as a table; it is used
as input to the evaluator for use in the following work units, in which the
evaluator verifies its completeness and accuracy.

Action ADV_FSP.4.2E

The evaluator shall examine the functional specification to determine that it
is a complete instantiation of the SFRs.

To ensure that all SFRs are covered by the functional specification, as well
as the test coverage analysis, the evaluator may build upon the developer's
tracing (see ADV_FSP.4-10 a map between the TOE security functional
requirements and the TSFI. Note that this map may have to be at a level of
detail below the component or even element level of the requirements,
because of operations (assignments, refinements, selections) performed on
the functional requirement by the ST author.

For example, the FDP_ACC.1 component contains an element with
assignments. If the ST contained, for instance, ten rules in the FDP_ACC.1
assignment, and these ten rules were covered by three different TSFI, it
would be inadequate for the evaluator to map FDP_ACC.1 to TSFI A, B, and
C and claim they had completed the work unit. Instead, the evaluator would
map FDP_ACC.1 (rule 1) to TSFI A; FDP_ACC.1 (rule 2) to TSFI B; etc. It
might also be the case that the interface is a wrapper interface (e.g., IOCTL),
in which case the mapping would need to be specific to certain set of
parameters for a given interface.

The evaluator must recognise that for requirements that have little or no
manifestation at the TSF boundary (e.g., FDP_RIP) it is not expected that
they completely map those requirements to the TSFI. The analysis for those
requirements will be performed in the analysis for the TOE design
(ADV_TDS) when included in the ST. It is also important to note that since
the parameters, actions, and error messages associated with TSFIs must be
fully specified, the evaluator should be able to determine if all aspects of an
SFR appear to be implemented at the interface level.

The evaluator shall examine the functional specification to determine that it
IS an accurate instantiation of the SFRs.

For each functional requirement in the ST that results in effects visible at the
TSF boundary, the information in the associated TSFI for that requirement
specifies the required functionality described by the requirement. For
example, if the ST contains a requirement for access control lists, and the
only TSFI that map to that requirement specify functionality for Unix-style
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protection bits, then the functional specification is not accurate with respect
to the requirements.

The evaluator must recognise that for requirements that have little or no
manifestation at the TSF boundary (e.g., FDP_RIP) it is not expected that the
evaluator completely map those requirements to the TSFI. The analysis for
those requirements will be performed in the analysis for the TOE design
(ADV_TDS) when included in the ST.

Evaluation of sub-activity (ADV_FSP.5)
Objectives

The objective of this sub-activity is to determine whether the developer has
completely described all of the TSFI in a manner such that the evaluator is
able to determine whether the TSFI are completely and accurately described,
and appears to implement the security functional requirements of the ST. The
completeness of the interfaces is judged based upon the implementation
representation.

Input

The evaluation evidence for this sub-activity that is required by the work-
units is:

a) the ST;

b) the functional specification;

C) the TOE design;

d) the implementation representation.

The evaluation evidence for this sub-activity that is used if included in the
ST for the TOE is:

a) the security architecture description;

b) the TSF internals description;

C) the formal security policy model;

d) the operational user guidance;

Action ADV_FSP.5.1E

The functional specification shall completely represent the TSF.

The evaluator shall examine the functional specification to determine that
the TSF is fully represented.

The identification of the TSFI is a necessary prerequisite to all other
activities in this sub-activity. The TSF must be identified (done as part of the
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TOE design (ADV_TDS) work units) in order to identify the TSFI. This
activity can be done at a high level to ensure that no large groups of
interfaces have been missed (network protocols, hardware interfaces,
configuration files), or at a low level as the evaluation of the functional
specification proceeds.

In making an assessment for this work unit, the evaluator determines that all
portions of the TSF are addressed in terms of the interfaces listed in the
functional specification. All portions of the TSF should have a corresponding
interface description, or if there are no corresponding interfaces for a portion
of the TSF, the evaluator determines that that is acceptable.

The functional specification shall describe the TSFI using a semi-formal
style.

The evaluator shall examine the functional specification to determine that it
is presented using a semiformal style.

A semi-formal presentation is characterised by a standardised format with a
well-defined syntax that reduces ambiguity that may occur in informal
presentations. Since the intent of the semi-formal format is to enhance the
reader's ability to understand the presentation, use of certain structured
presentation methods (pseudo-code, flow charts, block diagrams) are
appropriate, though not required.

For the purposes of this activity, the evaluator should ensure that the
interface descriptions are formatted in a structured, consistent manner and
use common terminology. A semiformal presentation of the interfaces also
implies that the level of detail of the presentation for the interfaces is largely
consistent across all TSFI. For the functional specification, it is acceptable to
refer to external specifications for portions of the interface as long as those
external specifications are themselves semiformal.

The functional specification shall describe the purpose and method of use
for all TSFI.

The evaluator shall examine the functional specification to determine that it
states the purpose of each TSFI.

The purpose of a TSFI is a general statement summarising the functionality
provided by the interface. It is not intended to be a complete statement of the
actions and results related to the interface, but rather a statement to help the
reader understand in general what the interface is intended to be used for.
The evaluator should not only determine that the purpose exists, but also that
it accurately reflects the TSFI by taking into account other information about
the interface, such as the description of actions and error messages.

The evaluator shall examine the functional specification to determine that
the method of use for each TSFI is given.
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The method of use for a TSFI summarises how the interface is manipulated
in order to invoke the actions and obtain the results associated with the TSFI.
The evaluator should be able to determine, from reading this material in the
functional specification, how to use each interface. This does not necessarily
mean that there needs to be a separate method of use for each TSFI, as it may
be possible to describe in general how kernel calls are invoked, for instance,
and then identify each interface using that general style. Different types of
interfaces will require different method of use specifications. APIs, network
protocol interfaces, system configuration parameters, and hardware bus
interfaces all have very different methods of use, and this should be taken
into account by the developer when developing the functional specification,
as well as by the evaluator evaluating the functional specification.

For administrative interfaces whose functionality is documented as being
inaccessible to untrusted users, the evaluator ensures that the method of
making the functions inaccessible is described in the functional specification.
It should be noted that this inaccessibility needs to be tested by the developer
in their test suite.

The evaluator should not only determine that the set of method of use
descriptions exist, but also that they accurately cover each TSFI.

The evaluator shall examine the functional specification to determine the
completeness of the TSFI

The evaluator shall use the design documentation to identify the possible
types of interfaces. The evaluator shall search the design documentation and
the guidance documentation for potential TSFI not contained in the
developer's documentation, thus indicating that the set of TSFI defined by
the developer is incomplete. The evaluator shall examine the arguments
presented by the developer that the TSFI is complete and check down to the
lowest level of design or with the implementation representation that no
additional TSFI exist.

The functional specification shall identify and describe all parameters
associated with each TSFI.

The evaluator shall examine the presentation of the TSFI to determine that it
completely identifies all parameters associated with every TSFI.

The evaluator examines the functional specification to ensure that all of the
parameters are described for each TSFI. Parameters are explicit inputs or
outputs to an interface that control the behaviour of that interface. For
examples, parameters are the arguments supplied to an API; the various
fields in packet for a given network protocol; the individual key values in the
Windows Registry; the signals across a set of pins on a chip; etc.

In order to determine that all of the parameters are present in the TSFI, the
evaluator should examine the rest of the interface description (actions, error
messages, etc.) to determine if the effects of the parameter are accounted for
in the description. The evaluator should also check other evidence provided
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for the evaluation (e.g., TOE design, security architecture description,
operational user guidance, implementation representation) to see if behaviour
or additional parameters are described there but not in the functional
specification.

The evaluator shall examine the presentation of the TSFI to determine that it
completely and accurately describes all parameters associated with every
TSFI.

Once all of the parameters have been identified, the evaluator needs to ensure
that they are accurately described, and that the description of the parameters
is complete. A parameter description tells what the parameter is in some
meaningful way. For instance, the interface foo(i) could be described as
having “parameter 1 which is an integer”; this is not an acceptable parameter
description. A description such as “parameter i is an integer that indicates the
number of users currently logged in to the system”. is much more acceptable.

In order to determine that the description of the parameters is complete, the
evaluator should examine the rest of the interface description (purpose,
method of use, actions, error messages, etc.) to determine if the descriptions
of the parameter(s) are accounted for in the description. The evaluator should
also check other evidence provided (e.g., TOE design, architectural design,
operational user guidance, implementation representation) to see if behaviour
or additional parameters are described there but not in the functional
specification.

The functional specification shall describe all actions associated with each
TSFI.

The evaluator shall examine the presentation of the TSFI to determine that it
completely and accurately describes all actions associated with every TSFI.

The evaluator checks to ensure that all of the actions are described. actions
available through an interface describe what the interface does (as opposed to
the TOE design, which describes how the actions are provided by the TSF).

actions of an interface describe functionality that can be invoked through the
interface, and can be categorised as regular actions, and SFR-related actions.
Regular actions are descriptions of what the interface does. The amount of
information provided for this description is dependant on the complexity of
the interface. The SFR-related actions are those that are visible at any
external interface (for instance, audit activity caused by the invocation of an
interface (assuming audit requirements are included in the ST) should be
described, even though the result of that action is generally not visible
through the invoked interface). Depending on the parameters of an interface,
there may be many different actions able to be invoked through the interface
(for instance, an API might have the first parameter be a “subcommand”, and
the following parameters be specific to that subcommand. The IOCTL API
in some Unix systems is an example of such an interface).
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In order to determine that the description of the actions of a TSFI is complete,
the evaluator should review the rest of the interface description (parameter
descriptions, error messages, etc.) to determine if the actions described are
accounted for. The evaluator should also analyse other evidence provided for
the evaluation (e.g., TOE design, security architecture description,
operational user guidance, implementation representation) to see if there is
evidence of actions that are described there but not in the functional
specification.

The functional specification shall describe all direct error messages that
may result from an invocation of each TSFI.

The evaluator shall examine the presentation of the TSFI to determine that it
completely and accurately describes all errors messages resulting from an
invocation of each TSFI.

Errors can take many forms, depending on the interface being described. For
an API, the interface itself may return an error code; set a global error
condition, or set a certain parameter with an error code. For a configuration
file, an incorrectly configured parameter may cause an error message to be
written to a log file. For a hardware PCI card, an error condition may raise a
signal on the bus, or trigger an exception condition to the CPU.

Errors (and the associated error messages) come about through the
invocation of an interface. The processing that occurs in response to the
interface invocation may encounter error conditions, which trigger (through
an implementation-specific mechanism) an error message to be generated. In
some instances this may be a return value from the interface itself; in other
instances a global value may be set and checked after the invocation of an
interface. It is likely that a TOE will have a number of low-level error
messages that may result from fundamental resource conditions, such as
“disk full” or “resource locked”. While these error messages may map to a
large number of TSFI, they could be used to detect instances where detail
from an interface description has been omitted. For instance, a TSFI that
produces a “disk full” message, but has no obvious description of why that
TSFI should cause an access to the disk in its description of actions, might
cause the evaluator to examine other evidence (ADV_ARC, ADV_TDS)
related that TSFI to determine if the description is complete and accurate.

The evaluator determines that, for each TSFI, the exact set of error messages
that can be returned on invoking that interface can be determined. The
evaluator reviews the evidence provided for the interface to determine if the
set of errors seems complete. They cross-check this information with other
evidence provided for the evaluation (e.g., TOE design, security architecture
description, operational user guidance, implementation representation) to
ensure that there are no errors steaming from processing mentioned that are
not included in the functional specification.

The evaluator shall examine the presentation of the TSFI to determine that it
completely and accurately describes the meaning of all error messages
resulting from an invocation of each TSFI.
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In order to determine accuracy, the evaluator must be able to understand
meaning of the error. For example, if an interface returns a numeric code of 0,
1, or 2, the evaluator would not be able to understand the error if the
functional specification only listed: “possible errors resulting from
invocation of the foo() interface are 0, 1, or 2”. Instead the evaluator checks
to ensure that the errors are described such as: “possible errors resulting from
invocation of the foo() interface are O (processing successful), 1 (file not
found), or 2 (incorrect filename specification)”.

In order to determine that the description of the errors due to invoking a
TSFI is complete, the evaluator examines the rest of the interface description
(parameter descriptions, actions, etc.) to determine if potential error
conditions that might be caused by using such an interface are accounted for.
The evaluator also checks other evidence provided for the evaluation (e.g.,
TOE design, security architecture description, operational user guidance,
implementation representation) to see if error processing related to the TSFI
is described there but is not described in the functional specification.

The functional specification shall describe all error messages that do not
result from an invocation of a TSFI.

The evaluator shall examine the functional specification to determine that it
completely and accurately describes all errors messages that do not result
from an invocation of any TSFI.

This work unit complements work unit ADV_FSP.5-9, which describes
those error messages that result from an invocation of the TSFI. Taken
together, these work units cover all error messages that might be generated
by the TSF.

The evaluator assesses the completeness and accuracy of the functional
specification by comparing its contents to instances of error message
generation within the implementation representation. Most of these error
messages will have already been covered by work unit ADV_FSP.5-9.

The error messages related to this work unit are typically those that are not
expected to be generated, but are constructed as a matter of good
programming practises. For example, a case statement that defines actions
resulting from each of a list of cases may end with a final else statement to
apply to anything that might not be expected; this practise ensures the TSF
does not get into an undefined state. However, it is not expected that the path
of execution would ever get to this else statement; therefore, any error
message generation within this else statement would never be generated.
Although it would not get generated, it must still be included in the
functional specification.

The functional specification shall provide a rationale for each error

message contained in the TSF implementation yet does not result from an
invocation of a TSFI.
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The evaluator shall examine the functional specification to determine that it
provides a rationale for each error message contained in the TSF
implementation yet does not result from an invocation of a TSFI.

The evaluator ensures that every error message found under work unit
ADV_FSP.5-11 contains a rationale describing why it cannot be invoked
from the TSFI.

As was described in the previous work unit, this rationale might be as
straightforward as the fact that the error message in question is provided for
completeness of execution logic and that it is never expected to be generated.
The evaluator ensures that the rationale for each such error message is
logical.

The tracing shall demonstrate that the SFRs trace to TSFIls in the
functional specification.

The evaluator shall check that the tracing links the SFRs to the
corresponding TSFIs.

The tracing is provided by the developer to serve as a guide to which SFRs
are related to which TSFlIs. This tracing can be as simple as a table; it is used
as input to the evaluator for use in the following work units, in which the
evaluator verifies its completeness and accuracy.

Action ADV_FSP.5.2E

The evaluator shall examine the functional specification to determine that it
is a complete instantiation of the SFRs.

To ensure that all SFRs are covered by the functional specification, as well
as the test coverage analysis, the evaluator may build upon the developer's
tracing (see ADV_FSP.5-13 a map between the TOE security functional
requirements and the TSFI. Note that this map may have to be at a level of
detail below the component or even element level of the requirements,
because of operations (assignments, refinements, selections) performed on
the functional requirement by the ST author.

For example, the FDP_ACC.1 component contains an element with
assignments. If the ST contained, for instance, ten rules in the FDP_ACC.1
assignment, and these ten rules were covered by three different TSFI, it
would be inadequate for the evaluator to map FDP_ACC.1 to TSFI A, B, and
C and claim they had completed the work unit. Instead, the evaluator would
map FDP_ACC.1 (rule 1) to TSFI A; EDP_ACC.1 (rule 2) to TSFI B; etc. It
might also be the case that the interface is a wrapper interface (e.g., IOCTL),
in which case the mapping would need to be specific to certain set of
parameters for a given interface.

The evaluator must recognise that for requirements that have little or no
manifestation at the TSF boundary (e.g., EDP_RIP) it is not expected that
they completely map those requirements to the TSFI. The analysis for those
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requirements will be performed in the analysis for the TOE design
(ADV_TDS) when included in the ST. It is also important to note that since
the parameters, actions, and error messages associated with TSFIs must be
fully specified, the evaluator should be able to determine if all aspects of an
SFR appear to be implemented at the interface level.

The evaluator shall examine the functional specification to determine that it
IS an accurate instantiation of the SFRs.

For each functional requirement in the ST that results in effects visible at the
TSF boundary, the information in the associated TSFI for that requirement
specifies the required functionality described by the requirement. For
example, if the ST contains a requirement for access control lists, and the
only TSFI that map to that requirement specify functionality for Unix-style
protection bits, then the functional specification is not accurate with respect
to the requirements.

The evaluator must recognise that for requirements that have little or no
manifestation at the TSF boundary (e.g., FDP_RIP) it is not expected that the
evaluator completely map those requirements to the TSFI. The analysis for
those requirements will be performed in the analysis for the TOE design
(ADV_TDS) when included in the ST.

Evaluation of sub-activity (ADV_FSP.6)

There is no general guidance; the scheme should be consulted for guidance
on this sub-activity.
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Implementation representation (ADV_IMP)
Evaluation of sub-activity (ADV_IMP.1)
Objectives

The objective of this sub-activity is to determine that the implementation
representation made available by the developer is suitable for use in other
analysis activities; suitability is judged by its conformance to the
requirements for this component.

Input
The evaluation evidence for this sub-activity is:
a) the implementation representation;

b) the documentation of the development tools, as resulting from
ALC TAT;

C) TOE design description.
Application notes

The entire implementation representation is made available to ensure that
analysis activities are not curtailed due to lack of information. This does not,
however, imply that all of the representation is examined when the analysis
activities are being performed. This is likely impractical in almost all cases,
in addition to the fact that it most likely will not result in a higher-assurance
TOE vs. targeted sampling of the implementation representation. For this
sub-activity, this is even truer. It would not be productive for the evaluator to
spend large amounts of time verifying the requirements for one portion of the
implementation representation, and then use a different portion of the
implementation representation in performing analysis for other work units.
Therefore, the evaluator is encouraged to select the sample of the
implementation representation from the areas of the TOE that will be of most
interest during the analysis performed during work units from other families
(e.g. ATE_IND, AVA_VAN and ADV_INT).

Action ADV_IMP.1.1E

The implementation representation shall define the TSF to a level of detail
such that the TSF can be generated without further design decisions.

The evaluator shall check that the implementation representation defines the
TSF to a level of detail such that the TSF can be generated without further
design decisions.

Source code or hardware diagrams and/or IC hardware design language code
or layout data that are used to build the actual hardware are examples of parts
of an implementation representation. The evaluator samples the
implementation representation to gain confidence that it is at the appropriate
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level and not, for instance, a pseudo-code level which requires additional
design decisions to be made. The evaluator is encouraged to perform a quick
check when first looking at the implementation representation to assure
themselves that the developer is on the right track. However, the evaluator is
also encourage to perform the bulk of this check while working on other
work units that call for examining the implementation; this will ensure the
sample examined for this work unit is relevant.

The implementation representation shall be in the form used by the
development personnel.

The evaluator shall check that the implementation representation is in the
form used by development personnel.

The implementation representation is manipulated by the developer in form
that it suitable for transformation to the actual implementation. For instance,
the developer may work with files containing source code, which is
eventually compiled to become part of the TSF. The developer makes
available the implementation representation in the form they use, so that the
evaluator may use automated techniques in the analysis. This also increases
the confidence that the implementation representation examined is actually
the one used in the production of the TSF (as opposed to the case where it is
supplied in an alternate presentation format, such as a word processor
document). It should be noted that other forms of the implementation
representation may also be used by the developer; these forms are supplied
as well. The overall goal is to supply the evaluator with the information that
will maximise the evaluator's analysis efforts.

The evaluator samples the implementation representation to gain confidence
that it is the version that is usable by the developer. The sample is such that
the evaluator has assurance that all areas of the implementation
representation are in conformance with the requirement; however, a
complete examination of the entire implementation representation is
unnecessary.

Conventions in some forms of the implementation representation may make
it difficult or impossible to determine from just the implementation
representation itself what the actual result of the compilation or run-time
interpretation will be. For example, compiler directives for C language
compilers will cause the compiler to exclude or include entire portions of the
code.

Some forms of the implementation representation may require additional
information because they introduce significant barriers to understanding and
analysis. Examples include shrouded source code or source code that has
been obfuscated in other ways such that it prevents understanding and/or
analysis. These forms of implementation representation typically result from
by taking a version of the implementation representation that is used by the
TOE developer and running a shrouding or obfuscation program on it. While
the shrouded representation is what is compiled and may be closer to the
implementation (in terms of structure) than the original, un-shrouded
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representation, supplying such obfuscated code may cause significantly more
time to be spent in analysis tasks involving the representation. When such
forms of representation are created, the components require details on the
shrouding tools/algorithms used so that the un-shrouded representation can
be supplied, and the additional information can be used to gain confidence
that the shrouding process does not compromise any security mechanisms.

The evaluator samples the implementation representation to gain confidence
that all of the information needed to interpret the implementation
representation has been supplied. Note that the tools are among those
referenced by Tools and techniques (ALC_TAT) components. The evaluator
iIs encouraged to perform a quick check when first looking at the
implementation representation to assure themselves that the developer is on
the right track. However, the evaluator is also encouraged to perform the
bulk of this check while working on other work units that call for examining
the implementation; this will ensure the sample examined for this work unit
is relevant.

The mapping between the TOE design description and the sample of the
implementation representation shall demonstrate their correspondence.

The evaluator shall examine the mapping between the TOE design
description and the sample of the implementation representation to determine
that it is accurate.

The evaluator augments the determination of existence (specified in work
unit ADV_IMP.1-1) by verifying the accuracy of a portion of the
implementation representation and the TOE design description. For parts of
the TOE design description that are interesting, the evaluator would verify
the implementation representation accurately reflects the description
provided in the TOE design description.

For example, the TOE design description might identify a login module that
is used to identify and authenticate users. If user authentication is sufficiently
significant, the evaluator would verify that the corresponding code in fact
implements that service as described in the TOE design description. It might
also be worthwhile to verify that the code accepts the parameters as
described in the functional specification.

It is worth pointing out the developer must choose whether to perform the
mapping for the entire implementation representation, thereby guaranteeing
that the chosen sample will be covered, or waiting for the sample to be
chosen before performing the mapping. The first option is likely more work,
but may be completed before the evaluation begins. The second option is less
work, but will produce a suspension of evaluation activity while the
necessary evidence is being produced.

Evaluation of sub-activity (ADV_IMP.2)

There is no general guidance; the scheme should be consulted for guidance
on this sub-activity.
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TSF internals (ADV_INT)
Evaluation of sub-activity (ADV_INT.1)
Objectives

The objective of this sub-activity is to determine whether the defined subset
of the TSF is designed and structured such that the likelihood of flaws is
reduced and that maintenance can be more readily performed without the
introduction of flaws.

Input

The evaluation evidence for this sub-activity is:
a) the ST;

b) the TOE design description;

C) the implementation representation (if ADV_IMP is part of the
claimed assurance);

d) the TSF internals description and justification;

e) the documentation of the coding standards, as resulting from
ALC TAT.

Application notes

The role of the internals description is to provide evidence of the structure of
the design and implementation of the TSF.

The structure of the design has two aspects: the constituent parts of the TSF
and the procedures used to design the TSF. In cases where the TSF is
designed in a manner consistent with the design represented by the TOE
design (see ADV_TDS), the assessment of the TSF design is obvious. In
cases where the design procedures (see ALC_TAT) are being followed, the
assessment of the TSF design procedures is similarly obvious.

In cases where the TSF is implemented using procedure-based software, this
structure is assessed on the basis of its modularity; the modules identified in
the internals description are the same as the modules identified in the TOE
design (TOE design (ADV_TDS)). A module consists of one or more source
code files that cannot be decomposed into smaller compilable units.

The use of the assignment in this component levies stricter constraints on the
subset of the TSF that is explicitly identified in the assignment
ADV_INT.1.1D than on the remainder of the TSF. While the entire TSF is to
be designed using good engineering principles and result in a well-structured
TSF, only the specified subset is specifically analysed for this characteristic.
The evaluator determines that the developer's application of coding standards
result in a TSF that is understandable.
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The primary goal of this component is to ensure the TSF subset's
implementation representation is understandable to facilitate maintenance
and analysis (of both the developer and evaluator).

Action ADV_INT.1.1E

The justification shall explain the characteristics used to judge the
meaning of “well-structured”.

The evaluator shall examine the justification to determine that it identifies
the basis for determining whether the TSF is well-structured.

The evaluator verifies that the criteria for determining the characteristic of
being well-structured are clearly defined in the justification. Acceptable
criteria typically originate from industry standards for the technology
discipline. For example, procedural software that executes linearly is
traditionally viewed as well-structured if it adheres to software engineering
programming practises, such as those defined in the IEEE Standard (IEEE
Std 610.12-1990). For example, it would identify the criteria for the
procedural software portions of the TSF subset:

a) the process used for modular decomposition
b) coding standards used in the development of the implementation

C) a description of the maximum acceptable level of intermodule
coupling exhibited by the TSF subset

d) a description of the minimum acceptable level of cohesion exhibited
the modules of the TSF subset

For other types of technologies used in the TOE - such as non-procedural
software (e.g. object-oriented programming), widespread commodity
hardware (e.g. PC microprocessors), and special-purpose hardware (e.g.
smart-card processors) - the evaluator should seek guidance from the
evaluation authority for determining the adequacy of criteria for being “well-
structured”.

The TSF internals description shall demonstrate that the assigned subset
of the TSF is well-structured.

The evaluator shall check the TSF internals description to determine that it
identifies the Assigned subset of the TSF.

This subset may be identified in terms of the internals of the TSF at any layer
of abstraction. For example, it may be in terms of the structural elements of
the TSF as identified in the TOE design (e.g. the audit subsystem), or in
terms of the implementation (e.g. encrypt.c and decrypt.c files, or the 6227
IC chip).
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It is insufficient to identify this subset in terms of the claimed SFRs (e.g. the
portion of the TSF that provide anonymity as defined in FPR_ANO.2)
because this does not indicate where to focus the analysis.

The evaluator shall examine the TSF internals description to determine that
it demonstrates that the assigned TSF subset is well-structured.

The evaluator examines the internals description to ensure that it provides a
sound explanation of how the TSF subset meets the criteria from
ADV_INT.1-1

For example, it would explain how the procedural software portions of the
TSF subset meets the following:

a) that there is a one-to-one correspondence between the modules
identified in the TSF subset and the modules described in the TOE
design (ADV_TDS)

b) how the TSF design is a reflection of the modular decomposition
process

C) a justification for all instances where the coding standards were not
used or met

d) a justification for any coupling or cohesion outside the acceptable
bounds

Action ADV_INT.1.2E

The evaluator shall determine that the TOE design for the assigned TSF
subset is well-structured.

The evaluator examines a sample of the TOE design to verify the accuracy of
the justification. For example, a sample of the TOE design is analysed to
determine its adherence to the design standards, etc. As with all areas where
the evaluator performs activities on a subset the evaluator provides a
justification of the sample size and scope

The description of the TOE's decomposition into subsystems and modules
will make the argument that the TSF subset is well-structured self-evident.
Verification that the procedures for structuring the TSF (as examined in
ALC_TAT) are being followed will make it self-evident that the TSF subset
is well-structured.

The evaluator shall determine that the assigned TSF subset is well-structured.

If ADV_IMP is not part of the claimed assurance, then this work unit is not
applicable and is therefore considered to be satisfied.

The evaluator examines a sample of the TSF subset to verify the accuracy of
the internals description. For example, a sample of the procedural software
portions of the TSF subset is analysed to determine its cohesion and coupling,
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its adherence to the coding standards, etc. As with all areas where the
evaluator performs activities on a subset the evaluator provides a justification
of the sample size and scope.

Evaluation of sub-activity (ADV_INT.2)
Objectives

The objective of this sub-activity is to determine whether the TSF is
designed and structured such that the likelihood of flaws is reduced and that
maintenance can be more readily performed without the introduction of
flaws.

Input
The evaluation evidence for this sub-activity is:
a) the modular design description;

b) the implementation representation (if ADV_IMP is part of the
claimed assurance));

c) the TSF internals description;

d) the documentation of the coding standards, as resulting from
ALC TAT.

Application notes

The role of the internals description is to provide evidence of the structure of
the design and implementation of the TSF.

The structure of the design has two aspects: the constituent parts of the TSF
and the procedures used to design the TSF. In cases where the TSF is
designed in a manner consistent with the design represented by the TOE
design (see ADV_TDS), the assessment of the TSF design is obvious. In
cases where the design procedures (see ALC_TAT) are being followed, the
assessment of the TSF design procedures is similarly obvious.

In cases where the TSF is implemented using procedure-based software, this
structure is assessed on the basis of its modularity; the modules identified in
the internals description are the same as the modules identified in the TOE
design (TOE design (ADV_TDS)). A module consists of one or more source
code files that cannot be decomposed into smaller compilable units.

The primary goal of this component is to ensure the TSF's implementation
representation is understandable to facilitate maintenance and analysis (of
both the developer and evaluator).
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Action ADV_INT.2.1E

The justification shall describe the characteristics used to judge the
meaning of “well-structured”.

The evaluator shall examine the justification to determine that it identifies
the basis for determining whether the TSF is well-structured.

The evaluator verifies that the criteria for determining the characteristic of
being well-structured are clearly defined in the justification. Acceptable
criteria typically originate from industry standards for the technology
discipline. For example, procedural software that executes linearly is
traditionally viewed as well-structured if it adheres to software engineering
programming practises, such as those defined in the IEEE Standard (IEEE
Std 610.12-1990). For example, it would identify the criteria for the
procedural software portions of the TSF:

a) the process used for modular decomposition
b) coding standards used in the development of the implementation

C) a description of the maximum acceptable level of intermodule
coupling exhibited by the TSF

d) a description of the minimum acceptable level of cohesion exhibited
the modules of the TSF

For other types of technologies used in the TOE - such as non-procedural
software (e.g. object-oriented programming), widespread commodity
hardware (e.g. PC microprocessors), and special-purpose hardware (e.g.
smart-card processors) - the evaluation authority should be consulted for
determining the adequacy of criteria for being “well-structured”.

The TSF internals description shall demonstrate that the entire TSF is
well-structured.

The evaluator shall examine the TSF internals description to determine that
it demonstrates that the TSF is well-structured.

The evaluator examines the internals description to ensure that it provides a
sound explanation of how the TSF meets the criteria from ADV_INT.2-1

For example, it would explain how the procedural software portions of the
TSF meet the following:

a) that there is a one-to-one correspondence between the modules
identified in the TSF and the modules described in the TOE design
(ADV_TDS)

b) how the TSF design is a reflection of the modular decomposition
process
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C) a justification for all instances where the coding standards were not
used or met

d) a justification for any coupling or cohesion outside the acceptable
bounds

Action ADV_INT.2.2E
The evaluator shall determine that the TOE design is well-structured.

The evaluator examines the TOE design of a sample of the TSF to verify the
accuracy of the justification. For example, a sample of the TOE design is
analysed to determine its adherence to the design standards, etc. As with all
areas where the evaluator performs activities on a subset the evaluator
provides a justification of the sample size and scope

The description of the TOE's decomposition into subsystems and modules
will make the argument that the TSF subset is well-structured self-evident.
Verification that the procedures for structuring the TSF (as examined in
ALC_TAT) are being followed will make it self-evident that the TSF subset
is well-structured.

The evaluator shall determine that the TSF is well-structured.

If ADV_IMP is not part of the claimed assurance, then this work unit is not
applicable and is therefore considered to be satisfied.

The evaluator examines a sample of the TSF to verify the accuracy of the
internals description. For example, a sample of the procedural software
portions of the TSF is analysed to determine its cohesion and coupling, its
adherence to the coding standards, etc. As with all areas where the evaluator
performs activities on a subset the evaluator provides a justification of the
sample size and scope.

Evaluation of sub-activity (ADV_INT.3)

There is no general guidance; the scheme should be consulted for guidance
on this sub-activity.
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12.7 Security policy modelling (ADV_SPM)
12.7.1 Evaluation of sub-activity (ADV_SPM.1)
789 There is no general guidance; the scheme should be consulted for guidance

on this sub-activity.
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TOE design (ADV_TDS)

Evaluation of sub-activity (ADV_TDS.1)

Input

The evaluation evidence for this sub-activity is:

a) the ST;

b) the functional specification;

C) security architecture description;

d) the TOE design.

Action ADV_TDS.1.1E

The design shall describe the structure of the TOE in terms of subsystems.

The evaluator shall examine the TOE design to determine that the structure
of the entire TOE is described in terms of subsystems.

The evaluator ensures that all of the subsystems of the TOE are identified.
This description of the TOE will be used as input to work unit ADV_TDS.1-
2, where the parts of the TOE that make up the TSF are identified. That is,
this requirement is on the entire TOE rather than on only the TSF.

The TOE (and TSF) may be described in multiple layers of abstraction (i.e.
subsystems and modules) Depending upon the complexity of the TOE, its
design may be described in terms of subsystems and modules, as described
in CC Part 3 Annex A.4, ADV_TDS: Subsystems and Modules. At this level
of assurance, the decomposition only need be at the “subsystem” level.

In performing this activity, the evaluator examines other evidence presented
for the TOE (e.g., ST, operator user guidance) to determine that the
description of the TOE in such evidence is consistent with the description
contained in the TOE design.

The design shall identify all subsystems of the TSF.

The evaluator shall examine the TOE design to determine that all
subsystems of the TSF are identified.

In work unit ADV_TDS.1-1 all of the subsystems of the TOE were identified,
and a determination made that the non-TSF subsystems were correctly
characterised. Building on that work, the subsystems that were not
characterised as non-TSF subsystems should be precisely identified. The
evaluator determines that, of the hardware and software installed and
configured according to the Preparative procedures (AGD_PRE) guidance,
each subsystem has been accounted for as either one that is part of the TSF,
or one that is not.
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The design shall provide the behaviour summary of each SFR-supporting
or SFR-non-interfering TSF subsystem.

The evaluator shall examine the TOE design to determine that each SFR-
supporting or SFR-non-interfering subsystem of the TSF is described such
that the evaluator can determine that the subsystem is SFR-supporting or
SFR-non-interfering.

SFR-supporting and SFR-non-interfering subsystems do not need to be
described in detail as to how they function in the system. However, the
evaluator makes a determination, based on the evidence provided by the
developer, that the subsystems that do not have high-level descriptions are
SFR-supporting or SFR-non-interfering. Note that if the developer provides a
uniform level of detailed documentation then this work unit will be largely
satisfied, since the point of categorising the subsystems is to allow the
developer to provide less information for SFR-supporting and SFR-non-
interfering subsystems than for SFR-enforcing subsystems.

An SFR-supporting subsystem is one that is depended on by an SFR-
enforcing subsystem in order to implement an SFR, but does not play as
direct a role as an SFR-enforcing subsystem. An SFR-non-interfering
subsystem is one that is not depended upon, in either a supporting or
enforcing role, to implement an SFR.

The design shall summarise the SFR-enforcing behaviour of the SFR-
enforcing subsystems.

The evaluator shall examine the TOE design to determine that it provides a
complete, accurate, and high-level summary of the SFR-enforcing behaviour
of the SFR-enforcing subsystems.

The developer may designate subsystems as SFR-enforcing, SFR-supporting,
and SFR non-interfering, but these “tags” are used only to describe the
amount and type of information the developer must provide, and can be used
to limit the amount of information the developer has to develop if their
engineering process does not produce the documentation required. Whether
the subsystems have been categorised by the developer or not, it is the
evaluator's responsibility to determine that the subsystems have the
appropriate information for their role (SFR-enforcing, etc.) in the TOE, and
to obtain the appropriate information from the developer should the
developer fail to provide the required information for a particular subsystem.

SFR-enforcing behaviour refers to how a subsystem provides the
functionality that implements an SFR. The goal of evaluator's assessment is
to give the evaluator with an understanding of the way each SFR-enforcing
subsystem works. The information provided for the behaviour summary does
not have to be as detailed as that provided by the behaviour description. For
example, data structures or data items will likely not need to be described in
detail. It is the evaluator's determination, however, with respect to what
“high-level” means for a particular TOE, and the evaluator obtains enough
information from the developer (even if it turns out to be equivalent to
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information provided for subsystem behaviour) to make a sound verdict for
this work unit.

The evaluator is cautioned, however, that “perfect” assurance is not a goal
nor required by this work unit, so judgement will have to be exercised in
determine the amount and composition of the evidence required to make a
verdict on this work unit.

To determine completeness and accuracy, the evaluator examines other
information available (e.g., functional specification, security architecture
description). Summaries of functionality in these documents should be
consistent with what is provided for evidence for this work unit.

The design shall provide a description of the interactions among SFR-
enforcing subsystems of the TSF, and between the SFR-enforcing
subsystems of the TSF and other subsystems of the TSF.

The evaluator shall examine the TOE design to determine that interactions
between the subsystems of the TSF are described.

The goal of describing the interactions between the SFR-enforcing
subsystems and other subsystems is to help provide the reader a better
understanding of how the TSF performs it functions. These interactions do
not need to be characterised at the implementation level (e.g., parameters
passed from one routine in a subsystem to a routine in a different subsystem;
global variables; hardware signals (e.g., interrupts) from a hardware
subsystem to an interrupt-handling subsystem), but the data elements
identified for a particular subsystem that are going to be used by another
subsystem need to be covered in this discussion. Any control relationships
between subsystems (e.g., a subsystem responsible for configuring a rule
base for a firewall system and the subsystem that actually implements these
rules) should also be described.

The evaluators need to use their own judgement in assessing the
completeness of the description. If the reason for an interaction is unclear, or
if there are SFR-related interactions (discovered, for instance, in examining
the descriptions of subsystem behaviour) that do not appear to be described,
the evaluator ensures that this information is provided by the developer.
However, if the evaluator can determine that interactions among a particular
set of subsystems, while incompletely described by the developer, will not
aid in understanding the overall functionality nor security functionality
provided by the TSF, then the evaluator may choose to consider the
description sufficient, and not pursue completeness for its own sake.

The mapping shall demonstrate that all TSFIs trace to the behaviour
described in the TOE design that they invoke.

The evaluator shall examine the TOE design to determine that it contains a
complete and accurate mapping from the TSFI described in the functional
specification to the subsystems of the TSF described in the TOE design.
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The subsystems described in the TOE design provide a description of how
the TSF works at a detailed level for SFR-enforcing portions of the TSF, and
at a higher level for other portions of the TSF. The TSFI provide a
description of how the implementation is exercised. The evidence from the
developer identifies the subsystem that is initially involved when an
operation is requested at the TSFI, and identify the various subsystems that
are primarily responsible for implementing the functionality. Note that a
complete “call tree” for each TSFI is not required for this work unit.

The evaluator assesses the completeness of the mapping by ensuring that all
of the TSFI map to at least one subsystem. The verification of accuracy is
more complex.

The first aspect of accuracy is that each TSFI is mapped to a subsystem at the
TSF boundary. This determination can be made by reviewing the subsystem
description and interactions, and from this information determining its place
in the architecture. The next aspect of accuracy is that the mapping makes
sense. For instance, mapping a TSFI dealing with access control to a
subsystem that checks passwords is not accurate. The evaluator should again
use judgement in making this determination. The goal is that this information
aids the evaluator in understanding the system and implementation of the
SFRs, and ways in which entities at the TSF boundary can interact with the
TSF. The bulk of the assessment of whether the SFRs are described
accurately by the subsystems is performed in other work units.

Action ADV_TDS.1.2E

The evaluator shall examine the TOE security functional requirements and
the TOE design, to determine that all ST security functional requirements are
covered by the TOE design.

The evaluator may construct a map between the TOE security functional
requirements and the TOE design. This map will likely be from a functional
requirement to a set of subsystems. Note that this map may have to be at a
level of detail below the component or even element level of the
requirements, because of operations (assignments, refinements, selections)
performed on the functional requirement by the ST author.

For example, the FDP_ACC.1 Subset access control component contains an
element with assignments. If the ST contained, for instance, ten rules in the
FDP_ACC.1 Subset access control assignment, and these ten rules were
implemented in specific places within fifteen modules, it would be
inadequate for the evaluator to map FDP_ACC.1 Subset access control to
one subsystem and claim the work unit had been completed. Instead, the
evaluator would map FDP_ACC.1 Subset access control (rule 1) to
subsystem A, behaviours X, y, and z; FDP_ACC.1 Subset access control
(rule 2) to subsystem A, behaviours x, p, and g; etc.

The evaluator shall examine the TOE design to determine that it is an
accurate instantiation of all security functional requirements.
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The evaluator ensures that each security requirement listed in the TOE
security functional requirements section of the ST has a corresponding
design description in the TOE design that accurately details how the TSF
meets that requirement. This requires that the evaluator identify a collection
of subsystems that are responsible for implementing a given functional
requirement, and then examine those subsystems to understand how the
requirement is implemented. Finally, the evaluator would assess whether the
requirement was accurately implemented.

As an example, if the ST requirements specified a role-based access control
mechanism, the evaluator would first identify the subsystems that contribute
to this mechanism's implementation. This could be done by in-depth
knowledge or understanding of the TOE design or by work done in the
previous work unit. Note that this trace is only to identify the subsystems,
and is not the complete analysis.

The next step would be to understand what mechanism the subsystems
implemented. For instance, if the design described an implementation of
access control based on UNIX-style protection bits, the design would not be
an accurate instantiation of those access control requirements present in the
ST example used above. If the evaluator could not determine that the
mechanism was accurately implemented because of a lack of detail, the
evaluator would have to assess whether all of the SFR-enforcing subsystems
have been identified, or if adequate detail had been provided for those
subsystems.

Evaluation of sub-activity (ADV_TDS.2)

Input

The evaluation evidence for this sub-activity is:

a) the ST;

b) the functional specification;

C) security architecture description;

d) the TOE design.

Action ADV_TDS.2.1E

The design shall describe the structure of the TOE in terms of subsystems.

The evaluator shall examine the TOE design to determine that the structure
of the entire TOE is described in terms of subsystems.

The evaluator ensures that all of the subsystems of the TOE are identified.
This description of the TOE will be used as input to work unit ADV_TDS.2-
2, where the parts of the TOE that make up the TSF are identified. That is,
this requirement is on the entire TOE rather than on only the TSF.
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The TOE (and TSF) may be described in multiple layers of abstraction (i.e.
subsystems and modules) Depending upon the complexity of the TOE, its
design may be described in terms of subsystems and modules, as described
in CC Part 3 Annex A.4, ADV_TDS: Subsystems and Modules. At this level
of assurance, the decomposition only need be at the “subsystem” level.

In performing this activity, the evaluator examines other evidence presented
for the TOE (e.g., ST, operator user guidance) to determine that the
description of the TOE in such evidence is consistent with the description
contained in the TOE design.

The design shall identify all subsystems of the TSF.

The evaluator shall examine the TOE design to determine that all
subsystems of the TSF are identified.

In work unit ADV_TDS.2-1 all of the subsystems of the TOE were identified,
and a determination made that the non-TSF subsystems were correctly
characterised. Building on that work, the subsystems that were not
characterised as non-TSF subsystems should be precisely identified. The
evaluator determines that, of the hardware and software installed and
configured according to the Preparative procedures (AGD_PRE) guidance,
each subsystem has been accounted for as either one that is part of the TSF,
or one that is not.

The design shall provide the behaviour summary of each SFR non-
interfering subsystem of the TSF.

The evaluator shall examine the TOE design to determine that each SFR-
non-interfering subsystem of the TSF is described such that the evaluator can
determine that the subsystem is SFR-non-interfering.

SFR-non-interfering subsystems do not need to be described in detail as to
how they function in the system. However, the evaluator makes a
determination, based on the evidence provided by the developer, that the
subsystems that do not have detailed descriptions are SFR-non-interfering.
Note that if the developer provides a uniform level of detailed documentation
then this work unit will be largely satisfied, since the point of categorising
the subsystems is to allow the developer to provide less information for SFR-
non-interfering subsystems than for SFR-enforcing and SFR-supporting
subsystems.

An SFR-non-interfering subsystem is one on which the SFR-enforcing and
SFR-supporting subsystems have no dependence; that is, they play no role in
implementing SFR functionality.

The design shall describe the SFR-enforcing behaviour of the SFR-
enforcing subsystems.
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The evaluator shall examine the TOE design to determine that it provides a
complete, accurate, and detailed description of the SFR-enforcing behaviour
of the SFR-enforcing subsystems.

The developer may designate subsystems as SFR-enforcing, SFR-supporting,
and SFR non-interfering, but these “tags” are used only to describe the
amount and type of information the developer must provide, and can be used
to limit the amount of information the developer has to develop if their
engineering process does not produce the documentation required. Whether
the subsystems have been categorised by the developer or not, it is the
evaluator's responsibility to determine that the subsystems have the
appropriate information for their role (SFR-enforcing, etc.) in the TOE, and
to obtain the appropriate information from the developer should the
developer fail to provide the required information for a particular subsystem.

SFR-enforcing behaviour refers to how a subsystem provides the
functionality that implements an SFR. While not at the level of an
algorithmic description, a detailed description of behaviour typically
discusses how the functionality is provided in terms of what key data and
data structures are, what control relationships exist within a subsystem, and
how these elements work together to provide the SFR-enforcing behaviour.
Such a description also references SFR-supporting behaviour, which the
evaluator should consider in performing subsequent work units.

To determine completeness and accuracy, the evaluator examines other
information available (e.g., functional specification, security architecture
description). Descriptions of functionality in these documents should be
consistent with what is provided for evidence for this work unit.

The design shall summarise the SFR-supporting and SFR-non-interfering
behaviour of the SFR-enforcing subsystems.

The evaluator shall examine the TOE design to determine that it provides a
complete and accurate high-level summary of the SFR-supporting and SFR-
non-interfering behaviour of the SFR-enforcing subsystems.

The developer may designate subsystems as SFR-enforcing, SFR-supporting,
and SFR non-interfering, but these “tags” are used only to describe the
amount and type of information the developer must provide, and can be used
to limit the amount of information the developer has to develop if their
engineering process does not produce the documentation required. Whether
the subsystems have been categorised by the developer or not, it is the
evaluator's responsibility to determine that the subsystems have the
appropriate information for their role (SFR-enforcing, etc.) in the TOE, and
to obtain the appropriate information from the developer should the
developer fail to provide the required information for a particular subsystem.

In contrast to the previous work unit, this work unit calls for the evaluator to
assess the information provided for SFR-enforcing subsystems that is SFR-
supporting or SFR-non-interfering. The goal of this assessment is two-fold.
First, it should provide the evaluator greater understanding of the way each
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subsystem works. Second, this assessment will help the evaluator to
determine that all SFR-enforcing behaviour exhibited by a SFR-enforcing
subsystem has been described. Unlike the previous work unit, the
information provided for the SFR-supporting or SFR-non-interfering
behaviour does not have to be as detailed as that provided by the SFR-
enforcing behaviour. For example, data structures or data items that do not
pertain to SFR-enforcing functionality will likely not need to be described in
detail, if at all. It is the evaluator's determination, however, with respect to
what “high-level” means for a particular TOE, and the evaluator obtains
enough information from the developer (even if it turns out to be equivalent
to information provided for the parts of the subsystem that are SFR-
enforcing) to make a sound verdict for this work unit.

The evaluator is cautioned, however, that “perfect” assurance is not a goal
nor required by this work unit, so judgement will have to be exercised in
determine the amount and composition of the evidence required to make a
verdict on this work unit.

To determine completeness and accuracy, the evaluator examines other
information available (e.g., functional specification, security architecture
description). Summaries of functionality in these documents should be
consistent with what is provided for evidence for this work unit. In particular,
the functional specification should be used to determine that the behaviour
required to implement the TSF Interfaces described by the functional
specification are completely described by the subsystem, since the behaviour
will either be SFR-enforcing, SFR-supporting or SFR-non-interfering.

The design shall summarise the behaviour of the SFR-supporting
subsystems.

The evaluator shall examine the TOE design to determine that it provides a
complete and accurate high-level summary of the behaviour of the SFR-
supporting subsystems.

The developer may designate subsystems as SFR-enforcing, SFR-supporting,
and SFR non-interfering, but these “tags” are used only to describe the
amount and type of information the developer must provide, and can be used
to limit the amount of information the developer has to develop if their
engineering process does not produce the documentation required. Whether
the subsystems have been categorised by the developer or not, it is the
evaluator's responsibility to determine that the subsystems have the
appropriate information for their role (SFR-enforcing, etc.) in the TOE, and
to obtain the appropriate information from the developer should the
developer fail to provide the required information for a particular subsystem.

In contrast to the previous two work units, this work unit calls for the
developer to provide (and the evaluator to assess) information about SFR
supporting subsystems. Such subsystems should be referenced by the
descriptions of the SFR-enforcing subsystems, as well as by the descriptions
of interactions in work unit ADV_TDS.2-7. The goal of evaluator's
assessment, like that for the previous work unit, is two-fold. First, it should
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provide the evaluator with an understanding of the way each SFR-supporting
subsystem works. Second, the evaluator determines that the behaviour is
summarized in enough detail so that the way in which the subsystem
supports the SFR-enforcing behaviour is clear, and that the behaviour is not
itself SFR-enforcing. The information provided for SFR-supporting
subsystem's behaviour does not have to be as detailed as that provided by the
SFR-enforcing behaviour. For example, data structures or data items that do
not pertain to SFR-enforcing functionality will likely not need to be
described in detail, if at all. It is the evaluator's determination, however, with
respect to what “high-level” means for a particular TOE, and the evaluator
obtains enough information from the developer (even if it turns out to be
equivalent to information provided for the parts of the subsystem that are
SFR-enforcing) to make a sound verdict for this work unit.

The evaluator is cautioned, however, that “perfect” assurance is not a goal
nor required by this work unit, so judgement will have to be exercised in
determine the amount and composition of the evidence required to make a
verdict on this work unit.

To determine completeness and accuracy, the evaluator examines other
information available (e.g., functional specification, security architecture
description). Summaries of functionality in these documents should be
consistent with what is provided for evidence for this work unit.

The design shall provide a description of the interactions among all
subsystems of the TSF.

The evaluator shall examine the TOE design to determine that interactions
between the subsystems of the TSF are described.

The goal of describing the interactions between the subsystems is to help
provide the reader a better understanding of how the TSF performs it
functions. These interactions do not need to be characterised at the
implementation level (e.g., parameters passed from one routine in a
subsystem to a routine in a different subsystem; global variables; hardware
signals (e.g., interrupts) from a hardware subsystem to an interrupt-handling
subsystem), but the data elements identified for a particular subsystem that
are going to be used by another subsystem need to be covered in this
discussion. Any control relationships between subsystems (e.g., a subsystem
responsible for configuring a rule base for a firewall system and the
subsystem that actually implements these rules) should also be described.

It should be noted while the developer should characterise all interactions
between subsystems, the evaluators need to use their own judgement in
assessing the completeness of the description. If the reason for an interaction
is unclear, or if there are SFR-related interactions (discovered, for instance,
in examining the descriptions of subsystem behaviour) that do not appear to
be described, the evaluator ensures that this information is provided by the
developer. However, if the evaluator can determine that interactions among a
particular set of subsystems, while incompletely described by the developer,
will not aid in understanding the overall functionality nor security
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functionality provided by the TSF, then the evaluator may choose to consider
the description sufficient, and not pursue completeness for its own sake.

The mapping shall demonstrate that all TSFIs trace to the behaviour
described in the TOE design that they invoke.

The evaluator shall examine the TOE design to determine that it contains a
complete and accurate mapping from the TSFI described in the functional
specification to the subsystems of the TSF described in the TOE design.

The subsystems described in the TOE design provide a description of how
the TSF works at a detailed level for SFR-enforcing portions of the TSF, and
at a higher level for other portions of the TSF. The TSFI provide a
description of how the implementation is exercised. The evidence from the
developer identifies the subsystem that is initially involved when an
operation is requested at the TSFI, and identify the various subsystems that
are primarily responsible for implementing the functionality. Note that a
complete “call tree” for each TSFI is not required for this work unit.

The evaluator assesses the completeness of the mapping by ensuring that all
of the TSFI map to at least one subsystem. The verification of accuracy is
more complex.

The first aspect of accuracy is that each TSFI is mapped to a subsystem at the
TSF boundary. This determination can be made by reviewing the subsystem
description and interactions, and from this information determining its place
in the architecture. The next aspect of accuracy is that the mapping makes
sense. For instance, mapping a TSFI dealing with access control to a
subsystem that checks passwords is not accurate. The evaluator should again
use judgement in making this determination. The goal is that this information
aids the evaluator in understanding the system and implementation of the
SFRs, and ways in which entities at the TSF boundary can interact with the
TSF. The bulk of the assessment of whether the SFRs are described
accurately by the subsystems is performed in other work units.

Action ADV_TDS.2.2E

The evaluator shall examine the TOE security functional requirements and
the TOE design, to determine that all ST security functional requirements are
covered by the TOE design.

The evaluator may construct a map between the TOE security functional
requirements and the TOE design. This map will likely be from a functional
requirement to a set of subsystems. Note that this map may have to be at a
level of detail below the component or even element level of the
requirements, because of operations (assignments, refinements, selections)
performed on the functional requirement by the ST author.

For example, the FDP_ACC.1 Subset access control component contains an
element with assignments. If the ST contained, for instance, ten rules in the
FDP_ACC.1 Subset access control assignment, and these ten rules were
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implemented in specific places within fifteen modules, it would be
inadequate for the evaluator to map FDP_ACC.1 Subset access control to
one subsystem and claim the work unit had been completed. Instead, the
evaluator would map FDP_ACC.1 Subset access control (rule 1) to
subsystem A, behaviours X, y, and z; FDP_ACC.1 Subset access control
(rule 2) to subsystem A, behaviours x, p, and g; etc.

The evaluator shall examine the TOE design to determine that it is an
accurate instantiation of all security functional requirements.

The evaluator ensures that each security requirement listed in the TOE
security functional requirements section of the ST has a corresponding
design description in the TOE design that accurately details how the TSF
meets that requirement. This requires that the evaluator identify a collection
of subsystems that are responsible for implementing a given functional
requirement, and then examine those subsystems to understand how the
requirement is implemented. Finally, the evaluator would assess whether the
requirement was accurately implemented.

As an example, if the ST requirements specified a role-based access control
mechanism, the evaluator would first identify the subsystems that contribute
to this mechanism's implementation. This could be done by in-depth
knowledge or understanding of the TOE design or by work done in the
previous work unit. Note that this trace is only to identify the subsystems,
and is not the complete analysis.

The next step would be to understand what mechanism the subsystems
implemented. For instance, if the design described an implementation of
access control based on UNIX-style protection bits, the design would not be
an accurate instantiation of those access control requirements present in the
ST example used above. If the evaluator could not determine that the
mechanism was accurately implemented because of a lack of detail, the
evaluator would have to assess whether all of the SFR-enforcing subsystems
have been identified, or if adequate detail had been provided for those
subsystems.

Evaluation of sub-activity (ADV_TDS.3)
Objectives

The objective of this sub-activity is to determine whether the TOE design
provides a description of the TOE in terms of subsystems sufficient to
determine the TSF boundary, and provides a description of the TSF internals
in terms of modules (and optionally higher-level abstractions). It provides a
detailed description of the SFR-enforcing modules and enough information
about the SFR-supporting and SFR-non-interfering modules for the evaluator
to determine that the SFRs are completely and accurately implemented; as
such, the TOE design provides an explanation of the implementation
representation.
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Input

The evaluation evidence for this sub-activity is:
a) the ST;

b) the functional specification;

C) security architecture description;

d) the TOE design.

Application notes

There are three types of activity that the evaluator must undertake with
respect to the TOE design. First, the evaluator determines that the TSF
boundary has been adequately described. Second, the evaluator determines
that the developer has provided documentation that conforms to the content
and presentation requirements for this subsystem, and that is consistent with
other documentation provided for the TOE. Finally, the evaluator must
analyse the design information provided for the SFR-enforcing modules (at a
detailed level) and the SFR-supporting and SFR-non-interfering modules (at
a less detailed level) to understand how the system is implemented, and with
that knowledge ensure that the TSFI in the functional specification are
adequately described, and that the test information adequately tests the TSF
(done in the Class ATE: Tests work units).

It is important to note that while the developer is obligated to provide a
complete description of the TSF (although SFR-enforcing modules will have
more detail than the SFR-supporting or SFR-non-interfering modules), the
evaluator is expected to use their judgement in performing their analysis.
While the evaluator is expected to look at every module, the detail to which
they examine each module may vary. The evaluator analyses each module in
order to gain enough understanding to determine the effect of the
functionality of the module on the security of the system, and the depth to
which they need to analyse the module may vary depending on the module's
role in the system. An important aspect of this analysis is that the evaluator
should use the other documentation provided (TSS, functional specification,
security architecture description, and the TSF internal document) in order to
determine that the functionality that is described is correct, and that the
implicit designation of SFR-supporting or SFR-non-interfering modules (see
below) is supported by their role in the system architecture.

The developer may designate modules as SFR-enforcing, SFR-supporting,
and SFR non-interfering, but these “tags” are used only to describe the
amount and type of information the developer must provide, and can be used
to limit the amount of information the developer has to develop if their
engineering process does not produce the documentation required. Whether
the modules have been categorised by the developer or not, it is the
evaluator's responsibility to determine that the modules have the appropriate
information for their role (SFR-enforcing, etc.) in the TOE, and to obtain the
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appropriate information from the developer should the developer fail to
provide the required information for a particular module.

Action ADV_TDS.3.1E
The design shall describe the structure of the TOE in terms of subsystems.

The evaluator shall examine the TOE design to determine that the structure
of the entire TOE is described in terms of subsystems.

The evaluator ensures that all of the subsystems of the TOE are identified.
This description of the TOE will be used as input to work unit ADV_TDS.3-
2, where the parts of the TOE that make up the TSF are identified. That is,
this requirement is on the entire TOE rather than on only the TSF.

The TOE (and TSF) may be described in multiple layers of abstraction (i.e.
subsystems and modules). Depending upon the complexity of the TOE, its
design may be described in terms of subsystems and modules, as described
in CC Part 3 Annex A.4, ADV_TDS: Subsystems and Modules. For a very
simple TOE that can be described solely at the “module” level (see
ADV_TDS.3-2), this work unit is not applicable and therefore considered to
be satisfied.

In performing this activity, the evaluator examines other evidence presented
for the TOE (e.g., ST, operator user guidance) to determine that the
description of the TOE in such evidence is consistent with the description
contained in the TOE design.

The design shall describe the TSF in terms of modules.

The evaluator shall examine the TOE design to determine that the entire
TSF is described in terms of modules.

The evaluator will examine the modules for specific properties in other work
units; in this work unit the evaluator determines that the modular description
covers the entire TSF, and not just a portion of the TSF. The evaluator uses
other evidence provided for the evaluation (e.g., functional specification,
security architecture description) in making this determination. For example,
if the functional specification contains interfaces to functionality that does
not appear to be described in the TOE design description, it may be the case
that a portion of the TSF has not been included appropriately. Making this
determination will likely be an iterative process, where as more analysis is
done on the other evidence, more confidence can be gained with respect to
the completeness of the documentation.

Unlike subsystems, modules describe the implementation in a level of detail
that can serve as a guide to reviewing the implementation representation. A
description of a module should be such that one could create an
implementation of the module from the description, and the resulting
implementation would be 1) identical to the actual TSF implementation in
terms of the interfaces presented, 2) identical in the use of interfaces that are
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mentioned in the design, and 3) functionally equivalent to the description of
the purpose of the TSF module. For instance, RFC 793 provides a high-level
description of the TCP protocol. It is necessarily implementation
independent. While it provides a wealth of detail, it is not a suitable design
description because it is not specific to an implementation. An actual
implementation can add to the protocol specified in the RFC, and
implementation choices (for instance, the use of global data vs. local data in
various parts of the implementation) may have an impact on the analysis that
is performed. The design description of the TCP module would list the
interfaces presented by the implementation (rather than just those defined in
RFC 793), as well as an algorithm description of the processing associated
with the modules implementing TCP (assuming it was part of the TSF).

The design shall identify all subsystems of the TSF.

The evaluator shall examine the TOE design to determine that all
subsystems of the TSF are identified.

If the design is presented solely in terms of modules, then subsystems in
these requirements are equivalent to modules and the activity should be
performed at the module level.

In work unit ADV_TDS.3-1 all of the subsystems of the TOE were identified,
and a determination made that the non-TSF subsystems were correctly
characterised. Building on that work, the subsystems that were not
characterised as non-TSF subsystems should be precisely identified. The
evaluator determines that, of the hardware and software installed and
configured according to the Preparative procedures (AGD_PRE) guidance,
each subsystem has been accounted for as either one that is part of the TSF,
or one that is not.

The design shall provide a description of each subsystem of the TSF.

The evaluator shall examine the TOE design to determine that each
subsystem of the TSF describes its role in the enforcement of SFRs described
in the ST.

If the design is presented solely in terms of modules, then this work unit will
be considered satisfied by the assessment done in subsequent work units; no
explicit action on the part of the evaluator is necessary in this case.

On systems that are complex enough to warrant a subsystem-level
description of the TSF in addition to the modular description, the goal of the
subsystem-level description is to give the evaluator context for the modular
description that follows. Therefore, the evaluator ensures that the subsystem-
level description contains a description of how the security functional
requirements are achieved in the design, but at a level of abstraction above
the modular description. This description should discuss the mechanisms
used at a level that is aligned with the module description; this will provide
the evaluators the road map needed to intelligently assess the information
contained in the module description. A well-written set of subsystem
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descriptions will help guide the evaluator in determining the modules that are
most important to examine, thus focusing the evaluation activity on the
portions of the TSF that have the most relevance with respect to the
enforcement of the SFRs.

The evaluator ensures that all subsystems of the TSF have a description.
While the description should focus on the role that the subsystem plays in
enforcing or supporting the implementation of the SFRs, enough information
must be present so that a context for understanding the SFR-related
functionality is provided.

The evaluator shall examine the TOE design to determine that each SFR-
non-interfering subsystem of the TSF is described such that the evaluator can
determine that the subsystem is SFR-non-interfering.

If the design is presented solely in terms of modules, then this work unit will
be considered satisfied by the assessment done in subsequent work units; no
explicit action on the part of the evaluator is necessary in this case.

An SFR-non-interfering subsystem is one on which the SFR-enforcing and
SFR-supporting subsystems have no dependence; that is, they play no role in
implementing SFR functionality.

The evaluator ensures that all subsystems of the TSF have a description.
While the description should focus on the role that the subsystem do not
plays in enforcing or supporting the implementation of the SFRs, enough
information must be present so that a context for understanding the SFR-
non-interfering functionality is provided.

The design shall provide a description of the interactions among all
subsystems of the TSF.

The evaluator shall examine the TOE design to determine that interactions
between the subsystems of the TSF are described.

If the design is presented solely in terms of modules, then this work unit will
be considered satisfied by the assessment done in subsequent work units; no
explicit action on the part of the evaluator is necessary in this case.

On systems that are complex enough to warrant a subsystem-level
description of the TSF in addition to the modular description, the goal of
describing the interactions between the subsystems is to help provide the
reader a better understanding of how the TSF performs its functions. These
interactions do not need to be characterised at the implementation level (e.g.,
parameters passed from one routine in a subsystem to a routine in a different
subsystem; global variables; hardware signals (e.g., interrupts) from a
hardware subsystem to an interrupt-handling subsystem), but the data
elements identified for a particular subsystem that are going to be used by
another subsystem should be covered in this discussion. Any control
relationships between subsystems (e.g., a subsystem responsible for
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configuring a rule base for a firewall system and the subsystem that actually
implements these rules) should also be described.

It should be noted while the developer should characterise all interactions
between subsystems, the evaluators need to use their own judgement in
assessing the completeness of the description. If the reason for an interaction
is unclear, or if there are SFR-related interactions (discovered, for instance,
in examining the module-level documentation) that do not appear to be
described, the evaluator ensures that this information is provided by the
developer. However, if the evaluator can determine that interactions among a
particular set of subsystems, while incompletely described by the developer,
and a complete description will not aid in understanding the overall
functionality nor security functionality provided by the TSF, then the
evaluator may choose to consider the description sufficient, and not pursue
completeness for its own sake.

The design shall provide a mapping from the subsystems of the TSF to the
modules of the TSF.

The evaluator shall examine the TOE design to determine that the mapping
between the subsystems of the TSF and the modules of the TSF is complete.

If the design is presented solely in terms of modules, then this work unit is
considered satisfied.

For TOEs that are complex enough to warrant a subsystem-level description
of the TSF in addition to the modular description, the developer provides a
simple mapping showing how the modules of the TSF are allocated to the
subsystems. This will provide the evaluator a guide in performing their
module-level assessment. To determine completeness, the evaluator
examines each mapping and determines that all subsystems map to at least
one module, and that all modules map to exactly one subsystem.

The evaluator shall examine the TOE design to determine that the mapping
between the subsystems of the TSF and the modules of the TSF is accurate.

If the design is presented solely in terms of modules, then this work unit is
considered satisfied.

For TOEs that are complex enough to warrant a subsystem-level description
of the TSF in addition to the modular description, the developer provides a
simple mapping showing how the modules of the TSF are allocated to the
subsystems. This will provide the evaluator a guide in performing their
module-level assessment. The evaluator may choose to check the accuracy of
the mapping in conjunction with performing other work units. An
“inaccurate” mapping is one where the module is mistakenly associated with
a subsystem where its functions are not used within the subsystem. Because
the mapping is intended to be a guide supporting more detailed analysis, the
evaluator is cautioned to apply appropriate effort to this work unit.
Expending extensive evaluator resources verifying the accuracy of the
mapping is not necessary. Inaccuracies that lead to mis-understandings
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related to the design that are uncovered as part of this or other work units are
the ones that should be associated with this work unit and corrected.

The design shall describe each SFR-enforcing module in terms of its
purpose and relationship with other modules.

The evaluator shall examine the TOE design to determine that the
description of the purpose of each SFR-enforcing module and relationship
with other modules is complete and accurate.

The developer may designate modules as SFR-enforcing, SFR-supporting,
and SFR non-interfering, but these “tags” are used only to describe the
amount and type of information the developer must provide, and can be used
to limit the amount of information the developer has to develop if their
engineering process does not produce the documentation required. Whether
the modules have been categorised by the developer or not, it is the
evaluator's responsibility to determine that the modules have the appropriate
information for their role (SFR-enforcing, etc.) in the TOE, and to obtain the
appropriate information from the developer should the developer fail to
provide the required information for a particular module.

The purpose of a module provides a description indicating what function the
module is fulfilling. A word of caution to evaluator is in order. The focus of
this work unit should be to provide the evaluator an understanding of how
the module works so that determinations can be made about the soundness of
the implementation of the SFRs, as well as to support architectural analysis
performed for ADV_ARC component. As long as the evaluator has a sound
understanding of the module's operation, and its relationship to other
modules and the TOE as a whole, the evaluator should consider the objective
of the work achieved and not engage in a documentation exercise for the
developer (by requiring, for example, a complete algorithmic description for
a self-evident implementation representation).

Because the modules are at such a low level, it may be difficult determine
completeness and accuracy impacts from other documentation, such as
operational user guidance, the functional specification, the TSF internals, or
the security architecture description. However, the evaluator uses the
information present in those documents to the extent possible to help ensure
that the purpose is accurately and completely described. This analysis can be
aided by the analysis performed for the work units for the ADV_TDS.3.10C
element, which maps the TSFI in the functional specification to the modules
of the TSF.

The design shall describe each SFR-enforcing module in terms of its SFR-
related interfaces, return values from those interfaces, interaction with
other modules and called SFR-related interfaces to other SFR-enforcing
modules.

The evaluator shall examine the TOE design to determine that the
description of the interfaces presented by each SFR-enforcing module
contain an accurate and complete description of the SFR-related parameters,
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the invocation conventions for each interface, and any values returned
directly by the interface.

The SFR-related interfaces of a module are those interfaces used by other
modules as a means to invoke the SFR-related operations provided, and to
provide inputs to or receive outputs from the module. The purpose in the
specification of these interfaces is to permit the exercise of them during
testing. Inter-module interfaces that are not SFR-related need not be
specified or described, since they are not a factor in testing. Likewise, other
internal interfaces that are not a factor in traversing SFR-related paths of
execution (such as those internal paths that are fixed) need not be specified
or described, since they are not a factor in testing.

SFR-related interfaces are described in terms of how they are invoked, and
any values that are returned. This description would include a list of SFR-
related parameters, and descriptions of these parameters. Note that global
data would also be considered parameters if used by the module (either as
inputs or outputs) when invoked. If a parameter were expected to take on a
set of values (e.g., a “flag” parameter), the complete set of values the
parameter could take on that would have an effect on module processing
would be specified. Likewise, parameters representing data structures are
described such that each field of the data structure is identified and described.
Note that different programming languages may have additional “interfaces”
that would be non-obvious; an example would be operator/function
overloading in C++. This “implicit interface” in the class description would
also be described as part of the low-level TOE design. Note that although a
module could present only one interface, it is more common that a module
presents a small set of related interfaces.

In terms of the assessment of parameters (inputs and outputs) to a module,
any use of global data must also be considered. A module “uses” global data
if it either reads or writes the data. In order to assure the description of such
parameters (if used) is complete, the evaluator uses other information
provided about the module in the TOE design (interfaces, algorithmic
description, etc.), as well as the description of the particular set of global data
assessed in work unit ADV_TDS.3-10. For instance, the evaluator could first
determine the processing the module performs by examining its function and
interfaces presented (particularly the parameters of the interfaces). They
could then check to see if the processing appears to “touch” any of the global
data areas identified in the TOE design. The evaluator then determines that,
for each global data area that appears to be “touched”, that global data area is
listed as a means of input or output by the module the evaluator is examining.

Invocation conventions are a programming-reference-type description that
one could use to correctly invoke a module's interface if one were writing a
program to make use of the module's functionality through that interface.
This includes necessary inputs and outputs, including any set-up that may
need to be performed with respect to global variables.

Values returned through the interface refer to values that are either passed
through parameters or messages; values that the function call itself returns in
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the style of a “C” program function call; or values passed through global
means (such as certain error routines in *ix-style operating systems).

In order to assure the description is complete, the evaluator uses other
information provided about the module in the TOE design (e.g., algorithmic
description, global data used) to ensure that it appears all data necessary for
performing the functions of the module is presented to the module, and that
any values that other modules expect the module under examination to
provide are identified as being returned by the module. The evaluator
determines accuracy by ensuring that the description of the processing
matches the information listed as being passed to or from an interface.

The design shall describe each SFR-supporting or SFR-non-interfering
module in terms of its purpose and interaction with other modules.

The evaluator shall examine the TOE design to determine that SFR-
supporting and SFR-non-interfering modules are correctly categorised.

In the cases where the developer has provided different amounts of
information for different modules, an implicit categorisation has been done.
That is, modules (for instance) with detail presented on their SFR-related
interfaces (see ADV_TDS.3.10C) are candidate SFR-enforcing modules,
although examination by the evaluator may lead to a determination that some
set of them are SFR-supporting or SFR-non-interfering. Those with only a
description of their purpose and interaction with other modules (for instance)
are “implicitly categorised” as SFR-supporting or SFR-non-interfering.

In these cases, a key focus of the evaluator for this work unit is attempting to
determine from the evidence provided for each module implicitly categorised
as SFR-supporting or SFR-non-interfering and the evaluation information
about other modules (in the TOE design, the functional specification, the
security architecture description, and the operational user guidance), whether
the module is indeed SFR-supporting or SFR-non-interfering. At this level of
assurance some error should be tolerated; the evaluator does not have to be
absolutely sure that a given module is SFR-supporting or SFR-non-
interfering, even though it is labelled as such. However, if the evidence
provided indicates that a SFR-supporting or SFR-non-interfering module is
SFR-enforcing, the evaluator requests additional information from the
developer in order to resolve the apparent inconsistency. For instance,
suppose the documentation for Module A (an SFR-enforcing module)
indicates that it calls Module B to perform an access check on a certain type
of construct. When the evaluator examines the information associated with
Module B, they find that all the developer has provided is a purpose and a set
of interactions (thus implicitly categorising Module B as SFR-supporting or
SFR-non-interfering). On examining the purpose and interactions from
Module A, the evaluator finds no mention of Module B performing any
access checks, and Module A is not listed as a module with which Module B
interacts. At this point the evaluator should approach the developer to resolve
the discrepancies between the information provided in Module A and that in
Module B.
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Another example would be where the evaluator examines the mapping of the
TSFI to the modules as provided by ADV_TDS.3.2D. This examination
shows that Module C is associated with an SFR requiring identification of
the user. Again, when the evaluator examines the information associated
with Module C, they find that all the developer has provided is a purpose and
a set of interactions (thus implicitly categorising Module C as SFR-
supporting or SFR-non-interfering). Examining the purpose and interactions
presented for Module C, the evaluator is unable to determine why Module C,
listed as mapping to a TSFI concerned with user identification, would not be
classified as SFR-enforcing. Again, the evaluator should approach the
developer to resolve this discrepancy.

A final example is from the opposite point of view. As before, the developer
has provided information associated with Module D consisting of a purpose
and a set of interactions (thus implicitly categorising Module D as SFR-
supporting or SFR-non-interfering). The evaluator examines all of the
evidence provided, including the purpose and interactions for Module D. The
purpose appears to give a meaningful description of Module D's function in
the TOE, the interactions are consistent with that description, and there is
nothing to indicate that Module D is SFR-enforcing. In this case, the
evaluator should not demand more information about Module D “just be to
sure” it is correctly categorised. The developer has met their obligations and
the resulting assurance the evaluator has in the implicit categorisation of
Module D is (by definition) appropriate for this assurance level.

The evaluator shall examine the TOE design to determine that the
description of the purpose of each SFR-supporting or SFR-non-interfering
module is complete and accurate.

The description of the purpose of a module indicates what function the
module is fulfilling. From the description, the evaluator should be able to
obtain a general idea of the module’s role. In order to assure the description
is complete, the evaluator uses the information provided about the module's
interactions with other modules to assess whether the reasons for the module
being called are consistent with the module's purpose. If the interaction
description contains functionality that is not apparent from, or in conflict
with, the module's purpose, the evaluator needs to determine whether the
problem is one of accuracy or of completeness. The evaluator should be wary
of purposes that are too short, since meaningful analysis based on a one-
sentence purpose is likely to be impossible.

Because the modules are at such a low level, it may be difficult determine
completeness and accuracy impacts from other documentation, such as
administrative guidance, the functional specification, the security
architecture description, or the TSF internals document. However, the
evaluator uses the information present in those documents to the extent
possible to help ensure that the function is accurately and completely
described. This analysis can be aided by the analysis performed for the work
units for the ADV_TDS.3.10C element, which maps the TSFI in the
functional specification to the modules of the TSF.
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The evaluator shall examine the TOE design to determine that the
description of a SFR-supporting or SFR-non-interfering module's interaction
with other modules is complete and accurate.

It is important to note that, in terms of the Part 3 requirement and this work
unit, the term interaction is intended to convey less rigour than interface. An
interaction does not need to be characterised at the implementation level (e.g.,
parameters passed from one routine in a module to a routine in a different
module; global variables; hardware signals (e.g., interrupts) from a hardware
subsystem to an interrupt-handling subsystem), but the data elements
identified for a particular module that are going to be used by another
module should be covered in this discussion. Any control relationships
between modules (e.g., a module responsible for configuring a rule base for a
firewall system and the module that actually implements these rules) should
also be described.

Because the modules are at such a low level, it may be difficult determine
completeness and accuracy impacts from other documentation, such as
operational user guidance, the functional specification, the security
architecture description, or the TSF internals document. However, the
evaluator uses the information present in those documents to the extent
possible to help ensure that the function is accurately and completely
described. This analysis can be aided by the analysis performed for the work
units for the ADV_TDS.3.10C element, which maps the TSFI in the
functional specification to the modules of the TSF.

A module's interaction with other modules goes beyond just a call-tree-type
document. The interaction is described from a functional perspective of why
a module interacts with other modules. The module's purpose describes what
functions the module provides to other modules; the interactions should
describe what the module depends on from other modules in order to
accomplish this function.

The mapping shall demonstrate that all TSFIs trace to the behaviour
described in the TOE design that they invoke.

The evaluator shall examine the TOE design to determine that it contains a
complete and accurate mapping from the TSFI described in the functional
specification to the modules of the TSF described in the TOE design.

The modules described in the TOE design provide a description of the
implementation of the TSF. The TSFI provide a description of how the
implementation is exercised. The evidence from the developer identifies the
module that is initially invoked when an operation is requested at the TSFI,
and identifies the chain of modules invoked up to the module that is
primarily responsible for implementing the functionality. However, a
complete call tree for each TSFI is not required for this work unit. The cases
in which more than one module would have to be identified are where there
are “entry point” modules or wrapper modules that have no functionality
other than conditioning inputs or de-multiplexing an input. Mapping to one
of these modules would not provide any useful information to the evaluator.
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The evaluator assesses the completeness of the mapping by ensuring that all
of the TSFI map to at least one module. The verification of accuracy is more
complex.

The first aspect of accuracy is that each TSFI is mapped to a module at the
TSF boundary. This determination can be made by reviewing the module
description and its interfaces/interactions. The next aspect of accuracy is that
each TSFI identifies a chain of modules between the initial module identified
and a module that is primarily responsible for implementing the function
presented at the TSF. Note that this may be the initial module, or there may
be several modules, depending on how much pre-conditioning of the inputs
is done. It should be noted that one indicator of a pre-conditioning module is
that it is invoked for a large number of the TSFI, where the TSFI are all of
similar type (e.g., system call). The final aspect of accuracy is that the
mapping makes sense. For instance, mapping a TSFI dealing with access
control to a module that checks passwords is not accurate. The evaluator
should again use judgement in making this determination. The goal is that
this information aids the evaluator in understanding the system and
implementation of the SFRs, and ways in which entities at the TSF boundary
can interact with the TSF. The bulk of the assessment of whether the SFRs
are described accurately by the modules is performed in other work units.

Action ADV_TDS.3.2E

The evaluator shall examine the TOE security functional requirements and
the TOE design, to determine that all ST security functional requirements are
covered by the TOE design.

The evaluator may construct a map between the TOE security functional
requirements and the TOE design. This map will likely be from a functional
requirement to a set of subsystems, and later to modules. Note that this map
may have to be at a level of detail below the component or even element
level of the requirements, because of operations (assignments, refinements,
selections) performed on the functional requirement by the ST author.

For example, the FDP_ACC.1 Subset access control component contains an
element with assignments. If the ST contained, for instance, ten rules in the
FDP_ACC.1 Subset access control assignment, and these ten rules were
implemented in specific places within fifteen modules, it would be
inadequate for the evaluator to map FDP_ACC.1 Subset access control to
one subsystem and claim the work unit had been completed. Instead, the
evaluator would map FDP_ACC.1 Subset access control (rule 1) to modules
X, Y, and z of subsystem A; FDP_ACC.1 Subset access control (rule 2) to
modules x, p, and q of subsystem A; etc.

The evaluator shall examine the TOE design to determine that it is an
accurate instantiation of all security functional requirements.

The evaluator may construct a map between the TOE security functional
requirements and the TOE design. This map will likely be from a functional
requirement to a set of subsystems. Note that this map may have to be at a
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level of detail below the component or even element level of the
requirements, because of operations (assignments, refinements, selections)
performed on the functional requirement by the ST author.

As an example, if the ST requirements specified a role-based access control
mechanism, the evaluator would first identify the subsystems, and modules
that contribute to this mechanism's implementation. This could be done by
in-depth knowledge or understanding of the TOE design or by work done in
the previous work unit. Note that this trace is only to identify the subsystems,
and modules, and is not the complete analysis.

The next step would be to understand what mechanism the subsystems, and
modules implemented. For instance, if the design described an
implementation of access control based on UNIX-style protection bits, the
design would not be an accurate instantiation of those access control
requirements present in the ST example used above. If the evaluator could
not determine that the mechanism was accurately implemented because of a
lack of detail, the evaluator would have to assess whether all of the SFR-
enforcing subsystems and modules have been identified, or if adequate detail
had been provided for those subsystems and modules.

Evaluation of sub-activity (ADV_TDS.4)
Objectives

The objective of this sub-activity is to determine whether the TOE design
provides a description of the TOE in terms of subsystems sufficient to
determine the TSF boundary, and provides a description of the TSF internals
in terms of modules (and optionally higher-level abstractions). It provides a
detailed description of the SFR-enforcing and SFR-supporting modules and
enough information about the SFR-non-interfering modules for the evaluator
to determine that the SFRs are completely and accurately implemented; as
such, the TOE design provides an explanation of the implementation
representation.

Input

The evaluation evidence for this sub-activity is:
a) the ST;

b) the functional specification;

C) security architecture description;

d) the TOE design.

Application notes

There are three types of activity that the evaluator must undertake with
respect to the TOE design. First, the evaluator determines that the TSF
boundary has been adequately described. Second, the evaluator determines
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that the developer has provided documentation that conforms to the content
and presentation requirements this subsystem, and that is consistent with
other documentation provided for the TOE. Finally, the evaluator must
analyse the design information provided for the SFR-enforcing modules (at a
detailed level) and the SFR-supporting and SFR-non-interfering modules (at
a less detailed level) to understand how the system is implemented, and with
that knowledge ensure that the TSFI in the functional specification are
adequately described, and that the test information adequately tests the TSF
(done in the Class ATE: Tests work units).

Action ADV_TDS 4.1E
The design shall describe the structure of the TOE in terms of subsystems.

The evaluator shall examine the TOE design to determine that the structure
of the entire TOE is described in terms of subsystems.

The evaluator ensures that all of the subsystems of the TOE are identified.
This description of the TOE will be used as input to work unit ADV_TDS .4-
4, where the parts of the TOE that make up the TSF are identified. That is,
this requirement is on the entire TOE rather than on only the TSF.

The TOE (and TSF) may be described in multiple layers of abstraction (i.e.
subsystems and modules) Depending upon the complexity of the TOE, its
design may be described in terms of subsystems and modules, as described
in CC Part 3 Annex A.4, ADV_TDS: Subsystems and Modules. For a very
simple TOE that can be described solely at the “module” level (see
ADV_TDS.4-2), this work unit is not applicable and therefore considered to
be satisfied.

In performing this activity, the evaluator examines other evidence presented
for the TOE (e.g., ST, operator user guidance) to determine that the
description of the TOE in such evidence is consistent with the description
contained in the TOE design.

The design shall describe the TSF in terms of modules, designating each
module as SFR-enforcing, SFR-supporting, or SFR-non-interfering.

The evaluator shall examine the TOE design to determine that the entire
TSF is described in terms of modules.

The evaluator will examine the modules for specific properties in other work
units; in this work unit the evaluator determines that the modular description
covers the entire TSF, and not just a portion of the TSF. The evaluator uses
other evidence provided for the evaluation (e.g., functional specification,
architectural description) in making this determination. For example, if the
functional specification contains interfaces to functionality that does not
appear to be described in the TOE design description, it may be the case that
a portion of the TSF has not been included appropriately. Making this
determination will likely be an iterative process, where as more analysis is
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done on the other evidence, more confidence can be gained with respect to
the completeness of the documentation.

Unlike subsystems, modules describe the implementation in a level of detail
that can serve as a guide to reviewing the implementation representation. A
description of a module should be such that one could create an
implementation of the module from the description, and the resulting
implementation would be 1) identical to the actual TSF implementation in
terms of the interfaces presented, 2) identical in the use of interfaces that are
mentioned in the design, and 3) functionally equivalent to the description of
the purpose of the TSF module. For instance, RFC 793 provides a high-level
description of the TCP protocol. It is necessarily implementation
independent. While it provides a wealth of detail, it is not a suitable design
description because it is not specific to an implementation. An actual
implementation can add to the protocol specified in the RFC, and
implementation choices (for instance, the use of global data vs. local data in
various parts of the implementation) may have an impact on the analysis that
is performed. The design description of the TCP module would list the
interfaces presented by the implementation (rather than just those defined in
RFC 793), as well as an algorithm description of the processing associated
with the modules implementing TCP (assuming it was part of the TSF).

The evaluator shall check the TOE design to determine that the TSF
modules are identified as either SFR-enforcing, SFR-supporting, or SFR-
non-interfering.

The purpose of designating each module (according to the role a particular
module plays in the enforcement of the SFRs) is to allow developers to
provide less information about the parts of the TSF that have little role in
security. It is always permissible for the developer to provide more
information or detail than the requirements demand, as might occur when the
information has been gathered outside the evaluation context. In such cases
the developer must still designate the modules as either SFR-enforcing, SFR-
supporting, or SFR-non-interfering.

The accuracy of these designations is continuously reviewed as the
evaluation progresses. The concern is the mis-designation of modules as
being less important (and hence, having less information) than is really the
case. While blatant mis-designations may be immediately apparent (e.g.,
designating an authentication module as anything but SFR-enforcing when
User identification (FIA_UID) is one of the SFRs being claimed), other mis-
designations might not be discovered until the TSF is better understood. The
evaluator must therefore keep in mind that these designations are the
developer's initial best effort, but are subject to change. Further guidance is
provided under work unit ADV_TDS.4-17, which examines the accuracy of
these designations.

The design shall identify all subsystems of the TSF.

The evaluator shall examine the TOE design to determine that all
subsystems of the TSF are identified.
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If the design is presented solely in terms of modules, then subsystems in
these requirements are equivalent to modules and the activity should be
performed at the module level.

In work unit ADV_TDS.4-1 all of the subsystems of the TOE were identified,
and a determination made that the non-TSF subsystems were correctly
characterised. Building on that work, the subsystems that were not
characterised as non-TSF subsystems should be precisely identified. The
evaluator determines that, of the hardware and software installed and
configured according to the Preparative procedures (AGD_PRE) guidance,
each subsystem has been accounted for as either one that is part of the TSF,
or one that is not.

The design shall provide a semiformal description of each subsystem of the
TSF, supported by informal, explanatory text where appropriate.

The evaluator shall examine the TDS documentation to determine that the
semiformal notation used for describing the subsystems, modules and their
interfaces is defined or referenced.

A semiformal notation can be either defined by the sponsor or a
corresponding standard be referenced. The evaluator should provide a
mapping of security functions and their interfaces outlining in what part of
the documentation a function or interface is semiformal described and what
notation is used. The evaluator examines all semiformal notations used to
make sure that they are of a semiformal style and to justify the
appropriateness of the manner how the semiformal notations are used for the
TOE.

The evaluator is reminded that a semi-formal presentation is characterised by
a standardised format with a well-defined syntax that reduces ambiguity that
may occur in informal presentations. The syntax of all semiformal notations
used in the functional specification shall be defined or a corresponding
standard be referenced. The evaluator verifies that the semiformal notations
used for expressing the functional specification are capable of expressing
features relevant to security. In order to determine this, the evaluator can
refer to the SFR and compare the TSF security features stated in the ST and
those described in the FSP using the semiformal notations.

The evaluator shall examine the TOE design to determine that each
subsystem of the TSF describes its role in the enforcement of SFRs described
in the ST.

If the design is presented solely in terms of modules, then this work unit will
be considered satisfied by the assessment done in subsequent work units; no
explicit action on the part of the evaluator is necessary in this case.

On systems that are complex enough to warrant a subsystem-level
description of the TSF in addition to the modular description, the goal of the
subsystem-level description is to give the evaluator context for the modular
description that follows. Therefore, the evaluator ensures that the subsystem-
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level description contains a description of how the security functional
requirements are achieved in the design, but at a level of abstraction above
the modular description. This description should discuss the mechanisms
used at a level that is aligned with the module description; this will provide
the evaluators the road map needed to intelligently assess the information
contained in the module description. A well-written set of subsystem
descriptions will help guide the evaluator in determining the modules that are
most important to examine, thus focusing the evaluation activity on the
portions of the TSF that have the most relevance with respect to the
enforcement of the SFRs.

The evaluator ensures that all subsystems of the TSF have a description.
While the description should focus on the role that the subsystem plays in
enforcing or supporting the implementation of the SFRs, enough information
must be present so that a context for understanding the SFR-related
functionality is provided.

The evaluator shall examine the TOE design to determine that each SFR-
non-interfering subsystem of the TSF is described such that the evaluator can
determine that the subsystem is SFR-non-interfering.

If the design is presented solely in terms of modules, then this work unit will
be considered satisfied by the assessment done in subsequent work units; no
explicit action on the part of the evaluator is necessary in this case.

An SFR-non-interfering subsystem is one on which the SFR-enforcing and
SFR-supporting subsystems have no dependence; that is, they play no role in
implementing SFR functionality.

The evaluator ensures that all subsystems of the TSF have a description.
While the description should focus on the role that the subsystem do not
plays in enforcing or supporting the implementation of the SFRs, enough
information must be present so that a context for understanding the SFR-
non-interfering functionality is provided.

The design shall provide a description of the interactions among all
subsystems of the TSF.

The evaluator shall examine the TOE design to determine that interactions
between the subsystems of the TSF are described.

If the design is presented solely in terms of modules, then this work unit will
be considered satisfied by the assessment done in subsequent work units; no
explicit action on the part of the evaluator is necessary in this case.

On systems that are complex enough to warrant a subsystem-level
description of the TSF in addition to the modular description, the goal of
describing the interactions between the subsystems is to help provide the
reader a better understanding of how the TSF performs it functions. These
interactions do not need to be characterised at the implementation level (e.g.,
parameters passed from one routine in a subsystem to a routine in a different
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subsystem; global variables; hardware signals (e.g., interrupts) from a
hardware subsystem to an interrupt-handling subsystem), but the data
elements identified for a particular subsystem that are going to be used by
another subsystem need to be covered in this discussion. Any control
relationships between subsystems (e.g., a subsystem responsible for
configuring a rule base for a firewall system and the subsystem that actually
implements these rules) should also be described.

It should be noted while the developer should characterise all interactions
between subsystems, the evaluators need to use their own judgement in
assessing the completeness of the description. If the reason for an interaction
is unclear, or if there are SFR-related interactions (discovered, for instance,
in examining the module-level documentation) that do not appear to be
described, the evaluator ensures that this information is provided by the
developer. However, if the evaluator can determine that interactions among a
particular set of subsystems, while incompletely described by the developer,
and a complete description will not aid in understanding the overall
functionality nor security functionality provided by the TSF, then the
evaluator may choose to consider the description sufficient, and not pursue
completeness for its own sake.

The design shall provide a mapping from the subsystems of the TSF to the
modules of the TSF.

The evaluator shall examine the TOE design to determine that the mapping
between the subsystems of the TSF and the modules of the TSF is complete.

If the design is presented solely in terms of modules, then this work unit is
considered satisfied.

For TOEs that are complex enough to warrant a subsystem-level description
of the TSF in addition to the modular description, the developer provides a
simple mapping showing how the modules of the TSF are allocated to the
subsystems. This will provide the evaluator a guide in performing their
module-level assessment. To determine completeness, the evaluator
examines each mapping and determines that all subsystems map to at least
one module, and that all modules map to exactly one subsystem.

The evaluator shall examine the TOE design to determine that the mapping
between the subsystems of the TSF to the modules of the TSF is accurate.

If the design is presented solely in terms of modules, then this work unit is
considered satisfied.

For TOEs that are complex enough to warrant a subsystem-level description
of the TSF in addition to the modular description, the developer provides a
simple mapping showing how the modules of the TSF are allocated to the
subsystems. This will provide the evaluator a guide in performing their
module-level assessment. The evaluator may choose to check the accuracy of
the mapping in conjunction with performing other work units. An
“Iinaccurate” mapping is one where the module is mistakenly associated with
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a subsystem where its functions are not used within the subsystem. Because
the mapping is intended to be a guide supporting more detailed analysis, the
evaluator is cautioned to apply appropriate effort to this work unit.
Expending extensive evaluator resources verifying the accuracy of the
mapping is not necessary. Inaccuracies that lead to mis-understandings
related to the design that are uncovered as part of this or other work units are
the ones that should be associated with this work unit and corrected.

The design shall describe each SFR-enforcing and SFR-supporting
module in terms of its purpose and relationship with other modules.

The evaluator shall examine the TOE design to determine that the
description of the purpose of each SFR-enforcing and SFR-supporting
module, and relationship with other modules is complete and accurate.

The developer may designate modules as SFR-enforcing, SFR-supporting,
and SFR non-interfering, but these “tags” are used only to describe the
amount and type of information the developer must provide, and can be used
to limit the amount of information the developer has to develop if their
engineering process does not produce the documentation required. Whether
the modules have been categorised by the developer or not, it is the
evaluator's responsibility to determine that the modules have the appropriate
information for their role (SFR-enforcing, etc.) in the TOE, and to obtain the
appropriate information from the developer should the developer fail to
provide the required information for a particular module.

The purpose of a module provides a description indicating what function the
module is fulfilling. A word of caution to evaluator is in order. The focus of
this work unit should be to provide the evaluator an understanding of how
the module works so that determinations can be made about the soundness of
the implementation of the SFRs, as well as to support architectural analysis
performed for ADV_ARC subsystems. As long as the evaluator has a sound
understanding of the module's operation, and its relationship to other
modules and the TOE as a whole, the evaluator should consider the objective
of the work achieved and not engage in a documentation exercise for the
developer (by requiring, for example, a complete algorithmic description for
a self-evident implementation representation).

Because the modules are at such a low level, it may be difficult determine
completeness and accuracy impacts from other documentation, such as
operational user guidance, the functional specification, the TSF internals, or
the security architecture description. However, the evaluator uses the
information present in those documents to the extent possible to help ensure
that the purpose is accurately and completely described. This analysis can be
aided by the analysis performed for the work units for the ADV_TDS.4.10C
element, which maps the TSFI in the functional specification to the modules
of the TSF.

The design shall describe each SFR-enforcing and SFR-supporting
module in terms of its SFR-related interfaces, return values from those
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interfaces, interaction with other modules and called SFR-related
interfaces to other SFR-enforcing or SFR-supporting modules.

The evaluator shall examine the TOE design to determine that the
description of the interfaces presented by each SFR-enforcing and SFR-
supporting module contain an accurate and complete description of the SFR-
related parameters, the invocation conventions for each interface, and any
values returned directly by the interface.

The SFR-related interfaces of a module are those interfaces used by other
modules as a means to invoke the SFR-related operations provided, and to
provide inputs to or receive outputs from the module. The purpose in the
specification of these interfaces is to permit the exercise of them during
testing. Inter-module interfaces that are not SFR-related need not be
specified or described, since they are not a factor in testing. Likewise, other
internal interfaces that are not a factor in traversing SFR-related paths of
execution (such as those internal paths that are fixed).

SFR-related interfaces of SFR-supporting modules are all interfaces of SFR-
supporting modules that are called directly or indirectly from SFR-enforcing
modules. Those interfaces need to be described with all the parameter used in
such a call. This allows the evaluator to understand the purpose of the call to
the SFR-supporting module in the context of operation of the SFR-enforcing
modules.

SFR-related interfaces are described in terms of how they are invoked, and
any values that are returned. This description would include a list of
parameters, and descriptions of these parameters. Note that global data
would also be considered parameters if used by the module (either as inputs
or outputs) when invoked. If a parameter were expected to take on a set of
values (e.g., a “flag” parameter), the complete set of values the parameter
could take on that would have an effect on module processing would be
specified. Likewise, parameters representing data structures are described
such that each field of the data structure is identified and described. Note that
different programming languages may have additional “interfaces” that
would be non-obvious; an example would be operator/function overloading
in C++. This “implicit interface” in the class description would also be
described as part of the low-level TOE design. Note that although a module
could present only one interface, it is more common that a module presents a
small set of related interfaces.

In terms of the assessment of parameters (inputs and outputs) to a module,
any use of global data must also be considered. A module “uses” global data
if it either reads or writes the data. In order to assure the description of such
parameters (if used) is complete, the evaluator uses other information
provided about the module in the TOE design (interfaces, algorithmic
description, etc.), as well as the description of the particular set of global data
assessed in work unit ADV_TDS.4-12. For instance, the evaluator could first
determine the processing the module performs by examining its function and
interfaces presented (particularly the parameters of the interfaces). They
could then check to see if the processing appears to “touch” any of the global

Version 3.1 Page 199 of 430



924

925

926

ADV_TDS.4.9C

ADV_TDS.4-13

927

Class ADV: Development

data areas identified in the TDS design. The evaluator then determines that,
for each global data area that appears to be “touched”, that global data area is
listed as a means of input or output by the module the evaluator is examining.

Invocation conventions are a programming-reference-type description that
one could use to correctly invoke a module's interface if one were writing a
program to make use of the module's functionality through that interface.
This includes necessary inputs and outputs, including any set-up that may
need to be performed with respect to global variables.

Values returned through the interface refer to values that are either passed
through parameters or messages; values that the function call itself returns in
the style of a “C” program function call; or values passed through global
means (such as certain error routines in *ix-style operating systems).

In order to assure the description is complete, the evaluator uses other
information provided about the module in the TOE design (e.g., algorithmic
description, global data used) to ensure that it appears all data necessary for
performing the functions of the module is presented to the module, and that
any values that other modules expect the module under examination to
provide are identified as being returned by the module. The evaluator
determines accuracy by ensuring that the description of the processing
matches the information listed as being passed to or from an interface.

The design shall describe each SFR-non-interfering module in terms of its
purpose and interaction with other modules.

The evaluator shall examine the TOE design to determine that SFR-non-
interfering modules are correctly categorised.

As mentioned in work unit ADV_TDS.4-2, less information is required
about modules that are SFR-non-interfering. A key focus of the evaluator for
this work unit is attempting to determine from the evidence provided for
each module implicitly categorised as SFR-non-interfering and the
evaluation (information about other modules in the TOE design, the
functional specification, the security architecture description, the operational
user guidance, the TSF internals document, and perhaps even the
implementation representation) whether the module is indeed SFR-non-
interfering. At this level of assurance some error should be tolerated; the
evaluator does not have to be absolutely sure that a given module is SFR-
non-interfering, even though it is labelled as such. However, if the evidence
provided indicates that a SFR-non-interfering module is SFR-enforcing or
SFR-supporting, the evaluator requests additional information from the
developer in order to resolve the apparent inconsistency. For example,
suppose the documentation for Module A (an SFR-enforcing module)
indicates that it calls Module B to perform an access check on a certain type
of construct. When the evaluator examines the information associated with
Module B, it is discovered that the only information the developer has
provided is a purpose and a set of interactions (thus implicitly categorising
Module B as SFR-supporting or SFR-non-interfering). On examining the
purpose and interactions from Module A, the evaluator finds no mention of
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Module B performing any access checks, and Module A is not listed as a
module with which Module B interacts. At this point the evaluator should
approach the developer to resolve the discrepancies between the information
provided in Module A and that in Module B.

Another example would be where the evaluator examines the mapping of the
TSFI to the modules as provided by ADV_TDS.4.2D. This examination
shows that Module C is associated with an SFR requiring identification of
the user. Again, when the evaluator examines the information associated
with Module C, they find that all the developer has provided is a purpose and
a set of interactions (thus implicitly categorising Module C as SFR-non-
interfering). Examining the purpose and interactions presented for Module C,
the evaluator is unable to determine why Module C, listed as mapping to a
TSFI concerned with user identification, would not be classified as SFR-
enforcing or SFR-supporting. Again, the evaluator should approach the
developer to resolve this discrepancy.

A final example illustrates the opposite situation. As before, the developer
has provided information associated with Module D consisting of a purpose
and a set of interactions (thus implicitly categorising Module D as SFR-non-
interfering). The evaluator examines all of the evidence provided, including
the purpose and interactions for Module D. The purpose appears to give a
meaningful description of Module D's function in the TOE, the interactions
are consistent with that description, and there is nothing to indicate that
Module D is SFR-enforcing or SFR-supporting. In this case, the evaluator
should not demand more information about Module D “just be to sure” it is
correctly categorised. The developer has met the obligations and the resulting
assurance the evaluator has in the implicit categorisation of Module D is (by
definition) appropriate for this assurance level.

The evaluator shall examine the TOE design to determine that the
description of the purpose of each SFR-non-interfering module is complete
and accurate.

The description of the purpose of a module indicates what function the
module is fulfilling. From the description, the evaluator should be able to
obtain a general idea of the module’s role. In order to assure the description
is complete, the evaluator uses the information provided about the module's
interactions with other modules to assess whether the reasons for the module
being called are consistent with the module's purpose. If the interaction
description contains functionality that is not apparent from, or in conflict
with, the module's purpose, the evaluator needs to determine whether the
problem is one of accuracy or of completeness. The evaluator should be wary
of purposes that are too short, since meaningful analysis based on a one-
sentence purpose is likely to be impossible.

Because the modules are at such a low level, it may be difficult determine
completeness and accuracy impacts from other documentation, such as
operational user guidance, the functional specification, the security
architecture description, or the TSF internals document. However, the
evaluator uses the information present in those documents to the extent
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possible to help ensure that the function is accurately and completely
described. This analysis can be aided by the analysis performed for the work
units for the ADV_TDS.4.10C element, which maps the TSFI in the
functional specification to the modules of the TSF.

The evaluator shall examine the TOE design to determine that the
description of a SFR-non-interfering module’s interaction with other modules
is complete and accurate.

It is important to note that, in terms of the Part 3 requirement and this work
unit, the term interaction is intended to convey less rigour than interface. An
interaction does not need to be characterised at the implementation level (e.g.,
parameters passed from one routine in a module to a routine in a different
module; global variables; hardware signals (e.g., interrupts) from a hardware
subsystem to an interrupt-handling subsystem), but the data elements
identified for a particular module that are going to be used by another
module should be covered in this discussion. Any control relationships
between modules (e.g., a module responsible for configuring a rule base for a
firewall system and the module that actually implements these rules) should
also be described.

A module's interaction with other modules can be captured in many ways.
The intent for the TOE design is to allow the evaluator to understand (in part
through analysis of module interactions) the role of the SFR-supporting and
SFR-non-interfering modules in the overall TOE design. Understanding of
this role will aid the evaluator in performing work unit ADV_TDS.4-8.

A module's interaction with other modules goes beyond just a call-tree-type
document. The interaction is described from a functional perspective of why
a module interacts with other modules. The module's purpose describes what
functions the module provides to other modules; the interactions should
describe what the module depends on from other modules in order to
accomplish this function.

Because the modules are at such a low level, it may be difficult determine
completeness and accuracy impacts from other documentation, such as
operational user guidance, the functional specification, the security
architecture description, or the TSF internals document. However, the
evaluator uses the information present in those documents to the extent
possible to help ensure that the interactions are accurately and completely
described.

The mapping shall demonstrate that all TSFIs trace to the behaviour
described in the TOE design that they invoke.

The evaluator shall examine the TOE design to determine that it contains a
complete and accurate mapping from the TSFI described in the functional
specification to the modules of the TSF described in the TOE design.

The modules described in the TOE design provide a description of the
implementation of the TSF. The TSFI provide a description of how the
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implementation is exercised. The evidence from the developer identifies the
module that is initially invoked when an operation is requested at the TSFI,
and identify the chain of modules invoked up to the module that is primarily
responsible for implementing the functionality. However, a complete call
tree for each TSFI is not required for this work unit. The cases in which more
than one module would have to be identified are where there are “entry
point” modules or wrapper modules that have no functionality other than
conditioning inputs or de-multiplexing an input. Mapping to one of these
modules would not provide any useful information to the evaluator.

The evaluator assesses the completeness of the mapping by ensuring that all
of the TSFI map to at least one module. The verification of accuracy is more
complex.

The first aspect of accuracy is that each TSFI is mapped to a module at the
TSF boundary. This determination can be made by reviewing the module
description and its interfaces/interactions. The next aspect of accuracy is that
each TSFI identifies a chain of modules between the initial module identified
and a module that is primarily responsible for implementing the function
presented at the TSF. Note that this may be the initial module, or there may
be several modules, depending on how much pre-conditioning of the inputs
is done. It should be noted that one indicator of a pre-conditioning module is
that it is invoked for a large number of the TSFI, where the TSFI are all of
similar type (e.g., system call). The final aspect of accuracy is that the
mapping makes sense. For instance, mapping a TSFI dealing with access
control to a module that checks passwords is not accurate. The evaluator
should again use judgement in making this determination. The goal is that
this information aids the evaluator in understanding the system and
implementation of the SFRs, and ways in which entities at the TSF boundary
can interact with the TSF. The bulk of the assessment of whether the SFRs
are described accurately by the modules is performed in other work units.

Action ADV_TDS.4.2E

The evaluator shall examine the TOE security functional requirements and
the TOE design, to determine that all ST security functional requirements are
covered by the TOE design.

The evaluator may construct a map between the TOE security functional
requirements and the TOE design. This map will likely be from a functional
requirement to a set of subsystems, and later to modules. Note that this map
may have to be at a level of detail below the component or even element
level of the requirements, because of operations (assignments, refinements,
selections) performed on the functional requirement by the ST author.

For example, the FDP_ACC.1 Subset access control component contains an
element with assignments. If the ST contained, for instance, ten rules in the
FDP_ACC.1 Subset access control assignment, and these ten rules were
implemented in specific places within fifteen modules, it would be
inadequate for the evaluator to map FDP_ACC.1 Subset access control to
one subsystem and claim the work unit had been completed. Instead, the
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evaluator would map FDP_ACC.1 Subset access control (rule 1) to modules
X, y and z of subsystem A; FDP_ACC.1 Subset access control (rule 2) to x, p,
and g of subsystem A etc.

ADV_TDs.4-18  The evaluator shall examine the TOE design to determine that it is an
accurate instantiation of all security functional requirements.

941 The evaluator may construct a map between the TOE security functional
requirements and the TOE design. This map will likely be from a functional
requirement to a set of subsystems. Note that this map may have to be at a
level of detail below the component or even element level of the
requirements, because of operations (assignments, refinements, selections)
performed on the functional requirement by the ST author.

942 As an example, if the ST requirements specified a role-based access control
mechanism, the evaluator would first identify the subsystems, and modules
that contribute to this mechanism's implementation. This could be done by
in-depth knowledge or understanding of the TOE design or by work done in
the previous work unit. Note that this trace is only to identify the subsystems,
and modules, and is not the complete analysis.

943 The next step would be to understand what mechanism the subsystems, and
modules implemented. For instance, if the design described an
implementation of access control based on UNIX-style protection bits, the
design would not be an accurate instantiation of those access control
requirements present in the ST example used above. If the evaluator could
not determine that the mechanism was accurately implemented because of a
lack of detail, the evaluator would have to assess whether all of the SFR-
enforcing subsystems and modules have been identified, or if adequate detail
had been provided for those subsystems and modules.

12.8.5 Evaluation of sub-activity (ADV_TDS.5)

944 There is no general guidance; the scheme should be consulted for guidance
on this sub-activity.

12.8.6 Evaluation of sub-activity (ADV_TDS.6)

945 There is no general guidance; the scheme should be consulted for guidance
on this sub-activity.
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Class AGD: Guidance documents

Introduction

The purpose of the guidance document activity is to judge the adequacy of
the documentation describing how the user can handle the TOE in a secure
manner. Such documentation should take into account the various types of
users (e.g. those who accept, install, administrate or operate the TOE) whose
incorrect actions could adversely affect the security of the TOE or of their
own data.

The guidance documents class is subdivided into two families which are
concerned firstly with the preparative procedures (all that has to be done to
transform the delivered TOE into its evaluated configuration in the
environment as described in the ST, i.e. accepting and installing the TOE)
and secondly with the operational user guidance (all that has to be done
during the operation of the TOE in its evaluated configuration, i.e. operation
and administration).

Application notes

The guidance documents activity applies to those functions and interfaces
which are related to the security of the TOE. The secure configuration of the
TOE is described in the ST.
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Operational user guidance (AGD_OPE)
Evaluation of sub-activity (AGD_OPE.1)
Objectives

The objectives of this sub-activity are to determine whether the user
guidance describes for each user role the security functionality and interfaces
provided by the TSF, provides instructions and guidelines for the secure use
of the TOE, addresses secure procedures for all modes of operation,
facilitates prevention and detection of insecure TOE states, or whether it is
misleading or unreasonable.

Input

The evaluation evidence for this sub-activity is:
a) the ST;

b) the functional specification;

C) the TOE design, if applicable;

d) the user guidance;

Action AGD_OPE.1.1E

The operational user guidance shall describe, for each user role, the user-
accessible functions and privileges that should be controlled in a secure
processing environment, including appropriate warnings.

The evaluator shall examine the operational user guidance to determine that
it describes, for each user role, the user-accessible functions and privileges
that should be controlled in a secure processing environment, including
appropriate warnings.

The configuration of the TOE may allow different user roles to have
dissimilar privileges in making use of the different functions of the TOE.
This means that some users are authorised to perform certain functions,
while other users may not be so authorised. These functions and privileges
should be described, for each user role, by the user guidance.

The user guidance identifies, for each user role, the functions and privileges
that must be controlled, the types of commands required for them, and the
reasons for such commands. The user guidance should contain warnings
regarding the use of these functions and privileges. Warnings should address
expected effects, possible side effects, and possible interactions with other
functions and privileges.

The operational user guidance shall describe, for each user role, how to
use the available interfaces provided by the TOE in a secure manner.
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The evaluator shall examine the operational user guidance to determine that
it describes, for each user role, the secure use of the available interfaces
provided by the TOE.

The user guidance should provide advice regarding effective use of the TSF
(e.g. reviewing password composition practises, suggested frequency of user
file backups, discussion on the effects of changing user access privileges).

The operational user guidance shall describe, for each user role, the
available functions and interfaces, in particular all security parameters
under the control of the user, indicating secure values as appropriate.

The evaluator shall examine the operational user guidance to determine that
it describes, for each user role, the available security functionality and
interfaces, in particular all security parameters under the control of the user,
indicating secure values as appropriate.

The user guidance should contain an overview of the security functionality
that is visible at the user interfaces.

The user guidance should identify and describe the purpose, behaviour, and
interrelationships of the security interfaces and functionality.

For each user-accessible interface, the user guidance should:

a) describe the method(s) by which the interface is invoked (e.g.
command-line, programming-language system call, menu selection,
command button);

b) describe the parameters to be set by the user, their particular purposes,
valid and default values, and secure and insecure use settings of such
parameters, both individually or in combination;

C) describe the immediate TSF response, message, or code returned.

The evaluator should consider the functional specification and the ST to
determine that the TSF described in these documents is consistent to the
operational user guidance. The evaluator has to ensure that the operational
user guidance is complete to allow the secure use through the TSFI available
to all types of human users. The evaluator may, as an aid, prepare an
informal mapping between the guidance and these documents. Any
omissions in this mapping may indicate incompleteness.

The operational user guidance shall, for each user role, clearly present
each type of security-relevant event relative to the user-accessible functions
that need to be performed, including changing the security characteristics
of entities under the control of the TSF.

The evaluator shall examine the operational user guidance to determine that
it describes, for each user role, each type of security-relevant event relative
to the user functions that need to be performed, including changing the
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security characteristics of entities under the control of the TSF and operation
following failure or operational error.

All types of security-relevant events are detailed for each user role, such that
each user knows what events may occur and what action (if any) he may
have to take in order to maintain security. Security-relevant events that may
occur during operation of the TOE (e.g. audit trail overflow, system crash,
updates to user records, such as when a user account is removed when the
user leaves the organisation) are adequately defined to allow user
intervention to maintain secure operation.

The operational user guidance shall identify all possible modes of
operation of the TOE (including operation following failure or operational
error), their consequences and implications for maintaining secure
operation.

The evaluator shall examine the operational user guidance and other
evaluation evidence to determine that the guidance identifies all possible
modes of operation of the TOE (including, if applicable, operation following
failure or operational error), their consequences and implications for
maintaining secure operation.

Other evaluation evidence, particularly the functional specification, provide
an information source that the evaluator should use to determine that the
guidance contains sufficient guidance information.

If test documentation is included in the assurance package, then the
information provided in this evidence can also be used to determine that the
guidance contains sufficient guidance documentation. The detail provided in
the test steps can be used to confirm that the guidance provided is sufficient
for the use and administration of the TOE.

The evaluator should focus on a single human visible TSFI at a time,
comparing the guidance for securely using the TSFI with other evaluation
evidence, to determine that the guidance related to the TSFI is sufficient for
the secure usage (i.e. consistent with the SFRs) of that TSFI. The evaluator
should also consider the relationships between interfaces, searching for
potential conflicts.

The operational user guidance shall, for each user role, describe the
security measures to be followed in order to fulfil the security objectives for
the operational environment as described in the ST.

The evaluator shall examine the operational user guidance to determine that
it describes, for each user role, the security measures to be followed in order
to fulfil the security objectives for the operational environment as described
in the ST.

The evaluator analyses the security objectives for the operational
environment in the ST and determines that for each user role, the relevant
security measures are described appropriately in the user guidance.
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The security measures described in the user guidance should include all
relevant external procedural, physical, personnel and connectivity measures.

Note that those measures relevant for secure installation of the TOE are
examined in Preparative procedures (AGD_PRE).

The operational user guidance shall be clear and reasonable.

The evaluator shall examine the operational user guidance to determine that
itis clear.

The guidance is unclear if it can reasonably be misconstrued by an
administrator or user, and used in a way detrimental to the TOE, or to the
security provided by the TOE.

The evaluator shall examine the operational user guidance to determine that
it is reasonable.

The guidance is unreasonable if it makes demands on the TOE's usage or
operational environment that are inconsistent with the ST or unduly onerous
to maintain security.
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Preparative procedures (AGD_PRE)
Evaluation of sub-activity (AGD_PRE.1)
Objectives

The objective of this sub-activity is to determine whether the procedures and
steps for the secure preparation of the TOE have been documented and result
in a secure configuration.

Input

The evaluation evidence for this sub-activity is:

a) the ST;

b) the TOE including its preparative procedures;

C) the description of developer's delivery procedures, if applicable;
Application notes

The preparative procedures refer to all acceptance and installation procedures,
that are necessary to progress the TOE to the secure configuration as
described in the ST.

Action AGD_PRE.1.1E

The preparative procedures shall describe all the steps necessary for secure
acceptance of the delivered TOE in accordance with the developer's
delivery procedures.

The evaluator shall examine the provided acceptance procedures to
determine that they describe the steps necessary for secure acceptance of the
TOE in accordance with the developer's delivery procedures.

If it is not anticipated by the developer's delivery procedures that acceptance
procedures will or can be applied, this work unit is not applicable, and is
therefore considered to be satisfied.

The acceptance procedures should include as a minimum, that the user has to
check that all parts of the TOE as indicated in the ST have been delivered in
the correct version.

The acceptance procedures should reflect the steps the user has to perform in
order to accept the delivered TOE that are implied by the developer's
delivery procedures.

The acceptance procedures should provide detailed information about the
following, if applicable:
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a) making sure that the delivered TOE is the complete evaluated
instance;

b) detecting modification/masquerading of the delivered TOE.

The preparative procedures shall describe all the steps necessary for secure
installation of the TOE and for the secure preparation of the operational
environment in accordance with the security objectives for the operational
environment as described in the ST.

The evaluator shall examine the provided installation procedures to
determine that they describe the steps necessary for secure installation of the
TOE and the secure preparation of the operational environment in
accordance with the security objectives in the ST.

If it is not anticipated that installation procedures will or can be applied (e.g.
because the TOE may already be delivered in an operational state), this work
unit is not applicable, and is therefore considered to be satisfied.

The installation procedures should provide detailed information about the
following, if applicable:

a) minimum system requirements for secure installation;

b) requirements for the operational environment in accordance with the
security objectives provided by the ST;

C) the steps the user has to perform in order to get to an operational TOE
being commensurate with its evaluated configuration. Such a
description shall include - for each step - a clear scheme for the
decision on the next step depended on success, failure or problems at
the current step;

d) changing the installation specific security characteristics of entities
under the control of the TSF (for example parameters, settings,
passwords);

e) handling exceptions and problems.
Action AGD_PRE.1.2E

The evaluator shall perform all user procedures necessary to prepare the
TOE to determine that the TOE and its operational environment can be
prepared securely using only the supplied preparative procedures.

Preparation requires the evaluator to advance the TOE from a deliverable
state to the state in which it is operational, including acceptance and
installation of the TOE, and enforcing the SFRs consistent with the security
objectives for the TOE specified in the ST.

The evaluator should follow only the developer's procedures and may
perform the activities that customers are usually expected to perform to

Version 3.1 Page 211 of 430



Class AGD: Guidance documents

accept and install the TOE, using the supplied preparative procedures only.
Any difficulties encountered during such an exercise may be indicative of
incomplete, unclear or unreasonable guidance.

978 This work unit may be performed in conjunction with the evaluation
activities under Independent testing (ATE_IND).

979 If it is known that the TOE will be used as a dependent component for a
composed TOE evaluation, then the evaluator should ensure that the
operational environment is satisfied by the base component used in the
composed TOE.
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Class ALC: Life-cycle support

Introduction

The purpose of the life-cycle support activity is to determine the adequacy of
the security procedures that the developer uses during the development and
maintenance of the TOE. These procedures include the life-cycle model used
by the developer, the configuration management, the security measures used
throughout TOE development, the tools used by the developer throughout
the life-cycle of the TOE, the handling of security flaws, and the delivery
activity.

Poorly controlled development and maintenance of the TOE can result in
vulnerabilities in the implementation. Conformance to a defined life-cycle
model can help to improve controls in this area. A measurable life-cycle
model used for the TOE can remove ambiguity in assessing the development
progress of the TOE.

The purpose of the configuration management activity is to assist the
consumer in identifying the evaluated TOE, to ensure that configuration
items are uniquely identified, and the adequacy of the procedures that are
used by the developer to control and track changes that are made to the TOE.
This includes details on what changes are tracked, how potential changes are
incorporated, and the degree to which automation is used to reduce the scope
for error.

Developer security procedures are intended to protect the TOE and its
associated design information from interference or disclosure. Interference in
the development process may allow the deliberate introduction of
vulnerabilities. Disclosure of design information may allow vulnerabilities to
be more easily exploited. The adequacy of the procedures will depend on the
nature of the TOE and the development process.

The use of well-defined development tools and the application of
implementation standards by the developer and by third parties involved in
the development process help to ensure that vulnerabilities are not
inadvertently introduced during refinement.

The flaw remediation activity is intended to track security flaws, to identify
corrective actions, and to distribute the corrective action information to TOE
users.

The purpose of the delivery activity is to judge the adequacy of the
documentation of the procedures used to ensure that the TOE is delivered to
the consumer without modification.
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CM capabilities (ALC_CMC)
Evaluation of sub-activity (ALC_CMC.1)
Objectives

The objectives of this sub-activity are to determine whether the developer
has clearly identified the TOE.

Input

The evaluation evidence for this sub-activity is:

a) the ST;

b) the TOE suitable for testing.

Action ALC_CMC.1.1E

The TOE shall be labelled with its unique reference.

The evaluator shall check that the TOE provided for evaluation is labelled
with its reference.

The evaluator should ensure that the TOE contains the unique reference
which is stated in the ST. This could be achieved through labelled packaging
or media, or by a label displayed by the operational TOE. This is to ensure
that it would be possible for consumers to identify the TOE (e.g. at the point
of purchase or use).

The TOE may provide a method by which it can be easily identified. For
example, a software TOE may display its name and version number during
the start up routine, or in response to a command line entry. A hardware or
firmware TOE may be identified by a part number physically stamped on the
TOE.

Alternatively, the unique reference provided for the TOE may be the
combination of the unique reference of each component from which the TOE
is comprised (e.g. in the case of a composed TOE).

The evaluator shall check that the TOE references used are consistent.

If the TOE is labelled more than once then the labels have to be consistent.
For example, it should be possible to relate any labelled guidance
documentation supplied as part of the TOE to the evaluated operational TOE.
This ensures that consumers can be confident that they have purchased the
evaluated version of the TOE, that they have installed this version, and that
they have the correct version of the guidance to operate the TOE in
accordance with its ST.

The evaluator also verifies that the TOE reference is consistent with the ST.
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If this work unit is applied to a composed TOE, the following will apply. The
composed IT TOE will not be labelled with its unique (composite) reference,
but only the individual components will be labelled with their appropriate
TOE reference. It would require further development for the IT TOE to be
labelled, i.e. during start-up and/or operation, with the composite reference.
If the composed TOE is delivered as the constituent component TOEs, then
the TOE items delivered will not contain the composite reference. However,
the composed TOE ST will include the unique reference for the composed
TOE and will identify the components comprising the composed TOE
through which the consumers will be able to determine whether they have
the appropriate items.

Evaluation of sub-activity (ALC_CMC.2)
Objectives

The objectives of this sub-activity are to determine whether the developer
uses a CM system that uniquely identifies all configuration items.

Input

The evaluation evidence for this sub-activity is:

a) the ST;

b) the TOE suitable for testing;

C) the configuration management documentation.
Application notes

This component contains an implicit evaluator action to determine that the
CM system is being used. As the requirements here are limited to
identification of the TOE and provision of a configuration list, this action is
already covered by, and limited to, the existing work units. At Evaluation of
sub-activity (ALC_CMC.3) the requirements are expanded beyond these two
items, and more explicit evidence of operation is required.

Action ALC_CMC.2.1E
The TOE shall be labelled with its unique reference.

The evaluator shall check that the TOE provided for evaluation is labelled
with its reference.

The evaluator should ensure that the TOE contains the unique reference
which is stated in the ST. This could be achieved through labelled packaging
or media, or by a label displayed by the operational TOE. This is to ensure
that it would be possible for consumers to identify the TOE (e.g. at the point
of purchase or use).
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The TOE may provide a method by which it can be easily identified. For
example, a software TOE may display its name and version number during
the start up routine, or in response to a command line entry. A hardware or
firmware TOE may be identified by a part number physically stamped on the
TOE.

Alternatively, the unique reference provided for the TOE may be the
combination of the unique reference of each component from which the TOE
is comprised (e.g. in the case of a composed TOE).

The evaluator shall check that the TOE references used are consistent.

If the TOE is labelled more than once then the labels have to be consistent.
For example, it should be possible to relate any labelled guidance
documentation supplied as part of the TOE to the evaluated operational TOE.
This ensures that consumers can be confident that they have purchased the
evaluated version of the TOE, that they have installed this version, and that
they have the correct version of the guidance to operate the TOE in
accordance with its ST.

The evaluator also verifies that the TOE reference is consistent with the ST.

If this work unit is applied to a composed TOE, the following will apply. The
composed IT TOE will not be labelled with its unique (composite) reference,
but only the individual components will be labelled with their appropriate
TOE reference. It would require further development for the IT TOE to be
labelled, i.e. during start-up and/or operation, with the composite reference.
If the composed TOE is delivered as the constituent component TOEs, then
the TOE items delivered will not contain the composite reference. However,
the composed TOE ST will include the unique reference for the composed
TOE and will identify the components comprising the composed TOE
through which the consumers will be able to determine whether they have
the appropriate items.

The CM documentation shall describe the method used to uniquely identify
the configuration items.

The evaluator shall examine the method of identifying configuration items
to determine that it describes how configuration items are uniquely identified.

Procedures should describe how the status of each configuration item can be
tracked throughout the life-cycle of the TOE. The procedures may be
detailed in the CM plan or throughout the CM documentation. The
information included should describe:

a) the method how each configuration item is uniquely identified, such
that it is possible to track versions of the same configuration item;

b) the method how configuration items are assigned unique identifiers
and how they are entered into the CM system;
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C) the method to be used to identify superseded versions of a
configuration item.

The CM system shall uniquely identify all configuration items.

The evaluator shall examine the configuration items to determine that they
are identified in a way that is consistent with the CM documentation.

Assurance that the CM system uniquely identifies all configuration items is
gained by examining the identifiers for the configuration items. For both
configuration items that comprise the TOE, and drafts of configuration items
that are submitted by the developer as evaluation evidence, the evaluator
confirms that each configuration item possesses a unique identifier in a
manner consistent with the unique identification method that is described in
the CM documentation.

Evaluation of sub-activity (ALC_CMC.3)
Objectives

The objectives of this sub-activity are to determine whether the developer
uses a CM system that uniquely identifies all configuration items, and
whether the ability to modify these items is properly controlled.

Input

The evaluation evidence for this sub-activity is:

a) the ST;

b) the TOE suitable for testing;

C) the configuration management documentation.
Action ALC_CMC.3.1E

The TOE shall be labelled with its unique reference.

The evaluator shall check that the TOE provided for evaluation is labelled
with its reference.

The evaluator should ensure that the TOE contains the unique reference
which is stated in the ST. This could be achieved through labelled packaging
or media, or by a label displayed by the operational TOE. This is to ensure
that it would be possible for consumers to identify the TOE (e.g. at the point
of purchase or use).

The TOE may provide a method by which it can be easily identified. For
example, a software TOE may display its name and version number during
the start up routine, or in response to a command line entry. A hardware or
firmware TOE may be identified by a part number physically stamped on the
TOE.
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Alternatively, the unique reference provided for the TOE may be the
combination of the unique reference of each component from which the TOE
is comprised (e.g. in the case of a composed TOE).

The evaluator shall check that the TOE references used are consistent.

If the TOE is labelled more than once then the labels have to be consistent.
For example, it should be possible to relate any labelled guidance
documentation supplied as part of the TOE to the evaluated operational TOE.
This ensures that consumers can be confident that they have purchased the
evaluated version of the TOE, that they have installed this version, and that
they have the correct version of the guidance to operate the TOE in
accordance with its ST.

The evaluator also verifies that the TOE reference is consistent with the ST.

If this work unit is applied to a composed TOE, the following will apply. The
composed IT TOE will not be labelled with its unique (composite) reference,
but only the individual components will be labelled with their appropriate
TOE reference. It would require further development for the IT TOE to be
labelled, i.e. during start-up and/or operation, with the composite reference.
If the composed TOE is delivered as the constituent component TOEs, then
the TOE items delivered will not contain the composite reference. However,
the composed TOE ST will include the unique reference for the composed
TOE and will identify the components comprising the composed TOE
through which the consumers will be able to determine whether they have
the appropriate items.

The CM documentation shall describe the method used to uniquely identify
the configuration items.

The evaluator shall examine the method of identifying configuration items
to determine that it describes how configuration items are uniquely identified.

Procedures should describe how the status of each configuration item can be
tracked throughout the life-cycle of the TOE. The procedures may be
detailed in the CM plan or throughout the CM documentation. The
information included should describe:

a) the method how each configuration item is uniquely identified, such
that it is possible to track versions of the same configuration item;

b) the method how configuration items are assigned unique identifiers
and how they are entered into the CM system;

C) the method to be used to identify superseded versions of a
configuration item.

The CM system shall uniquely identify all configuration items.

The evaluator shall examine the configuration items to determine that they
are identified in a way that is consistent with the CM documentation.
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Assurance that the CM system uniquely identifies all configuration items is
gained by examining the identifiers for the configuration items. For both
configuration items that comprise the TOE, and drafts of configuration items
that are submitted by the developer as evaluation evidence, the evaluator
confirms that each configuration item possesses a unique identifier in a
manner consistent with the unique identification method that is described in
the CM documentation.

The CM system shall provide measures such that only authorised changes
are made to the configuration items.

The evaluator shall examine the CM access control measures described in
the CM plan to determine that they are effective in preventing unauthorised
access to the configuration items.

The evaluator may use a number of methods to determine that the CM access
control measures are effective. For example, the evaluator may exercise the
access control measures to ensure that the procedures could not be bypassed.
The evaluator may use the outputs generated by the CM system procedures
required by ALC _CMC.3.8C. The evaluator may also witness a
demonstration of the CM system to ensure that the access control measures
employed are operating effectively.

The CM documentation shall include a CM plan.

The evaluator shall check that the CM documentation provided includes a
CM plan.

The CM plan needs not to be a connected document, but it is recommended
that there is a single document that describes where the various parts of the
CM plan can be found. If the CM plan is no single document, the list in the
following work unit gives hints regarding which context is expected.

The CM plan shall describe how the CM system is used for the
development of the TOE.

The evaluator shall examine the CM plan to determine that it describes how
the CM system is used for the development of the TOE.

The descriptions contained in a CM plan include, if applicable:

a) all activities performed in the TOE development that are subject to
configuration management procedures (e.g. creation, modification or
deletion of a configuration item, data-backup, archiving);

b) which means (e.g. CM tools, forms) have to be made available;

C) the usage of the CM tools: the necessary details for a user of the CM
system to be able to operate the CM tools correctly in order to
maintain the integrity of the TOE;
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d) which other objects (development components, tools, assessment
environments, etc) are taken under CM control;

e) the roles and responsibilities of individuals required to perform
operations on individual configuration items (different roles may be
identified for different types of configuration items (e.g. design
documentation or source code));

f) how CM instances (e.g. change control boards, interface control
working groups) are introduced and staffed,;

9) the description of the change management;

h) the procedures that are used to ensure that only authorised individuals
can make changes to configuration items;

)] the procedures that are used to ensure that concurrency problems do
not occur as a result of simultaneous changes to configuration items;

J) the evidence that is generated as a result of application of the
procedures. For example, for a change to a configuration item, the
CM system might record a description of the change, accountability
for the change, identification of all configuration items affected,
status (e.g. pending or completed), and date and time of the change.
This might be recorded in an audit trail of changes made or change
control records;

k) the approach to version control and unique referencing of TOE
versions (e.g. covering the release of patches in operating systems,
and the subsequent detection of their application).

The evidence shall demonstrate that all configuration items are being
maintained under the CM system.

The evaluator shall check that the configuration items identified in the
configuration list are being maintained by the CM system.

The CM system employed by the developer should maintain the integrity of
the TOE. The evaluator should check that for each type of configuration item
(e.g. design documents or source code modules) contained in the
configuration list there are examples of the evidence generated by the
procedures described in the CM plan. In this case, the approach to sampling
will depend upon the level of granularity used in the CM system to control
CM items. Where, for example, 10,000 source code modules are identified in
the configuration list, a different sampling strategy needs to be applied
compared to the case in which there are only 5, or even 1. The emphasis of
this activity should be on ensuring that the CM system is being operated
correctly, rather than on the detection of any minor error.

For guidance on sampling see A.2, Sampling.
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The evidence shall demonstrate that the CM system is being operated in
accordance with the CM plan.

The evaluator shall check the CM documentation to ascertain that it includes
the CM system records identified by the CM plan.

The output produced by the CM system should provide the evidence that the
evaluator needs to be confident that the CM plan is being applied, and also
that all configuration items are being maintained by the CM system as
required by ALC_CMC.3.7C. Example output could include change control
forms, or configuration item access approval forms.

The evaluator shall examine the evidence to determine that the CM system
is being operated in accordance with the CM plan.

The evaluator should select and examine a sample of evidence covering each
type of CM-relevant operation that has been performed on a configuration
item (e.g. creation, modification, deletion, reversion to an earlier version) to
confirm that all operations of the CM system have been carried out in line
with documented procedures. The evaluator confirms that the evidence
includes all the information identified for that operation in the CM plan.
Examination of the evidence may require access to a CM tool that is used.
The evaluator may choose to sample the evidence.

For guidance on sampling see A.2, Sampling.

Further confidence in the correct operation of the CM system and the
effective maintenance of configuration items may be established by means of
interviews with selected development staff. In conducting such interviews,
the evaluator aims to gain a deeper understanding of how the CM system is
used in practise as well as to confirm that the CM procedures are being
applied as described in the CM documentation. Note that such interviews
should complement rather than replace the examination of documentary
evidence, and may not be necessary if the documentary evidence alone
satisfies the requirement. However, given the wide scope of the CM plan it is
possible that some aspects (e.g. roles and responsibilities) may not be clear
from the CM plan and records alone. This is one case where clarification
may be necessary through interviews.

It is expected that the evaluator will visit the development site in support of
this activity.

For guidance on site visits see A.4, Site Visits.
Evaluation of sub-activity (ALC_CMC.4)
Objectives

The objectives of this sub-activity are to determine whether the developer
has clearly identified the TOE and its associated configuration items, and
whether the ability to modify these items is properly controlled by automated
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tools, thus making the CM system less susceptible to human error or
negligence.

Input

The evaluation evidence for this sub-activity is:

a) the ST;

b) the TOE suitable for testing;

C) the configuration management documentation.
Action ALC_CMC.4.1E

The TOE shall be labelled with its unique reference.

The evaluator shall check that the TOE provided for evaluation is labelled
with its reference.

The evaluator should ensure that the TOE contains the unique reference
which is stated in the ST. This could be achieved through labelled packaging
or media, or by a label displayed by the operational TOE. This is to ensure
that it would be possible for consumers to identify the TOE (e.g. at the point
of purchase or use).

The TOE may provide a method by which it can be easily identified. For
example, a software TOE may display its name and version number during
the start up routine, or in response to a command line entry. A hardware or
firmware TOE may be identified by a part number physically stamped on the
TOE.

Alternatively, the unique reference provided for the TOE may be the
combination of the unique reference of each component from which the TOE
is comprised (e.g. in the case of a composed TOE).

The evaluator shall check that the TOE references used are consistent.

If the TOE is labelled more than once then the labels have to be consistent.
For example, it should be possible to relate any labelled guidance
documentation supplied as part of the TOE to the evaluated operational TOE.
This ensures that consumers can be confident that they have purchased the
evaluated version of the TOE, that they have installed this version, and that
they have the correct version of the guidance to operate the TOE in
accordance with its ST.

The evaluator also verifies that the TOE reference is consistent with the ST.

If this work unit is applied to a composed TOE, the following will apply. The
composed TOE will not be labelled with its unique (composite) reference,
but only the individual components will be labelled with their appropriate
TOE reference. It would require further development for the composed TOE
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to be labelled, i.e. during start-up and/or operation, with the composite
reference. If the composed TOE is delivered as the constituent component
TOEs, then the TOE items delivered will not contain the composite reference.
However, the composed TOE ST will include the unique reference for the
composed TOE and will identify the components comprising the composed
TOE through which the consumers will be able to determine whether they
have the appropriate items.

The CM documentation shall describe the method used to uniquely identify
the configuration items.

The evaluator shall examine the method of identifying configuration items
to determine that it describes how configuration items are uniquely identified.

Procedures should describe how the status of each configuration item can be
tracked throughout the life-cycle of the TOE. The procedures may be
detailed in the CM plan or throughout the CM documentation. The
information included should describe:

a) the method how each configuration item is uniquely identified, such
that it is possible to track versions of the same configuration item;

b) the method how configuration items are assigned unique identifiers
and how they are entered into the CM system;

C) the method to be used to identify superseded versions of a
configuration item.

The CM system shall uniquely identify all configuration items.

The evaluator shall examine the configuration items to determine that they
are identified in a way that is consistent with the CM documentation.

Assurance that 