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1.1 STTOEIldentification

Title: NXP eDoc Suitel.0on JCOP4.B71- cryptovision ePasslet Suitelava Card
applet configuration providing Secure Signat@eation Device with Key
Generation (SSCRQSecurity Targetite

Document Version: vid
Origin: cv cryptovision GmbH
Compliant to: Protection profiles for secure signature creation dejéart 2: Device with

key generation; English version BN92112:2013, English translation of
DIN EN 419212:201312; PP Registration: BSCPR00592009-MA-02;
December 2013 [PP0059]

Product identification: NXP eDoc Suitet.00n JCOP4.271- cryptovision ePasslet Suite

TOE identification: NXP eDoc Suitet.0on JCOP4.B71- cryptovision ePasslet SuiteJava Card
applet configuration providing Secure Signat@eeationDevice with Key
generation (SSCD)

Javacard OS platform:; NXPJCOP4.271, NSCIBG0313985Cert_0OS]
Security controller: NXP N712, Certiication ID BSDSZCC1149, [Cert_IC]
TOE documentation: Administration and user guide [Guidarjce

1.2 ST overview

This document contains theecurity firget for SSCD compliant configuration of NP eDoc Suitet.0on
JCOP4.B71- cryptovision ePasst Suite NXP eDoc Suitel.0on JCOP4.B71- cryptovision ePasslet Suite

is a set of Javacard applications intended to be used exclusively dC®B4.271JavacardsS platform,
which is certified according to CC EAL 6+ [Cert_OS]. NXP eDoeASuite JCOP4.871- cryptovision
ePasslet Suite as well as theOP4.871operating system are provided on a smart card chip based on the
NXPN7122security controller, with is itself certified according to CC EAL 6+ [Cert_IC].

This security target is strictly conformant tioe Protection ProfildProtection profiles for Secu&gnature
Creation Device Part 2: Device with key generatiBSICGPR00592009-MA-02) [PP00S)].

The main objectives of this ST are:
1 tointroduce TOE and the SS&iplication,
9 to define the scope of the TOE and its security features,

9 to describe the security environment of the TOE, including the assets to be protecteitheand
threats to becountered by the TOE and its environment during the product developrpeoduc-
tion and usage.

1 to describe the security objectives of the TOE and its environment supporting in teinisgity
and confidentiality of application data and programs and raftg@ction of the TOE.

91 to specify the security requirements which includes the TOE security functeanaiements, the
TOE assurance requiments and TOE security functionalities

The assurare level for the TOE is CC EAugmented with AVA_VANahd ALC_DVS.2
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1.3 TOEoverview

The TOE is a Java Card with a set of applets (NXP eDoedShite JCOP4.P71- cryptovision ePasslet

Suite) cofiigured to providea secure signature creation device (SSCD) witly&rgrationfor the creation

of legally binding qualified electronic signees and qualified electroniseals as defined ithhe eIDASegu-

lation [Regulation]. To allow secure access to the signature functionality over the contactless interface, it
provides an optional PACE mechanism to build up a secure channel feerifieation authentication data
(signaturepasswordPINorRI G RSNA PGSR FNBY | dBESNRA 0A2YSGNRO
Please note that the platforrNXP JCOP4.5 Bof the TOE is availabletiwdut or with different biometric

libraries, and thus also the TOE itself can be delivered without or with these biometric libraries. Details are
described in the platform guidance [AGD_PRE].

In addition, he TOE is available two different versions thaprovide the same TOE security functionality

but differ in the support of the functionality to upgrade certain Java Card Packages present in the TOE ac-
cording to GlobaPlatform CardSpecification Amendment fAmendH]. While version 1 does n&upport

the update functionality according to Amendmelf version 2 does support this update functionality. It
must be underlined that this update functionality is not part of the certified functionality of the TOE, and
that the use of this functionalitin the field leads to a nonertified state.

1.4 TOE description

1.4.1 Overview ofNXP eDoc Suite4.0on JCOP4.P71- cryptovision ePasslet Suite

NXP eDoc Suite4.0 on JCOP4.%71- cryptovision ePasslet Suite a set of Java Card applets folDe
document appkations built upon an underlying core librafijhe followingTablel provides an overview of
the individual applications included kiXP eDoc Suitet.0on JCOP4.B71- cryptovision ePasslet Suite

Product / Application Specification Configuration

ICAO MRTD application with Basic Acceg ICAO Doc 9303 ePasslet. UMRTDBAC
Contro (BAC) and Supplemental Access
Control (SAC)

ISO File System application ISO 7816 ePasslet.(0/ISOFS

ISO Driving License application with Basi¢ 1SO 18013 ePasslet.(0/IDL-Basic
Access Protection (BABY) Supplemental
Access Control (SAC)

ISO Driving License application with Ex- | 1ISO 18013 ePasslet.(0/IDL-Extended
tended Access Protection (EAR)EXx-
tended Access Control AEv1)

ICAO MRTD application with Extended A¢ ICAO Doc 9303, TR03110v1.11| ePasslet. d MRTDEAC
cess Control (EACv1)

Secure Signature Creation Device applicg 1SO 7816PKCS#15 ePasslet.0 SSCD
tion supporting PKI utilizatiog Device with
key generation

1 The TOE creates an electronic signature or electronic seal, respectively. The TOE meets the requirements
of [PP0059], and with the key certificate created as specified in Annex | and Annex Il of the eIDAS regulation
[Regulation], the result of the sigid process can be used as to create either a qualified electronic signature

or a qualified electronic seal.
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Secure Signature Creation Device applicg 1SO 7816, PKCS#15 ePasslet.)SSCBMP
tion supporting PKI utilizatiog Device with
key import

EU Electronic Vehicle Registratimpplica- | EU Council Directive 1999/37/E| ePasslet.0/eVR
tion

German elD Document application ICAO Doc 9303, TR03110v2.11| ePasslet.0/GelD
TR03127 v1.15

Customizable elD Document application | ICAO Doc 09303 and ePasslet.0/GenlD
TR03110v2.11

EUElectronic Residence Permit applicatig TR03127 v1.15 ePasslet.0/eRP

Tablel: Configurations of th&lXP eDoc Suitet.0on JCOP4.B71- cryptovision ePasslet Suiftlease note
that not all configurations are certified accorditgCommon Criterialhe TOE of this ST is marked in yel-
low.

These configurations are based on one or more predefined applets; different configurations might use the
same underlying applet.

The whole applet code resides in the Flash memahg applets providing these different configuratis

are instantiated intd~lash memoryMultiple configurations (and hence support for different applications)
can be present at the same time by instantiating multiple applets with their distinct configurations with
some restrictions detailed below. A common combination couldbéCGAO MRTBpplet and an SSGIp-

plet providing a travel application with LDS data and EAC authentication together with a signature applica-
tion.

Via configuration the instanciated applets can be tied to the contactless and/or the contact interface, re-
specively.

1.4.2 TOE definition

The TOE is a combination of hardware and software configured to securely create, use and manage signa-
ture-creation data (SCD)Yhe TOE consists of

9 the circuitry of thechip (the integrated circuit, I@)cluding the contacbased inerfacewith hard-
ware for the contactless interfadacluding contacts for thantenna, providingbasc cryptographic
functionalities

1 the platform with the Java Card operation systd@OP4.871 together with theJCOP4.B71doc-
umentation according to [ST_OS],

1 NXP eDoc Suitet.00n JCOP4.271- cryptovision ePasslet SuiteJava Card applet configuration
providing a secure signature creation device (S8@Bkey generatioh

91 the associated Administrator and User Guidaféaidancejn PDF formaand the platform docu-
mentation.

2 Please note that there are two different options: a configuration for the contasted interface, or a
configuration for the contactless interfaavith additional PACE mechanism.
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TOE boundary
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Instantiated
Applet of the
ePasslet Suite
according to
User Guidance

Other instantiated ap-
plet using ePasslet
Suite codgbytecode
verified according to
User Guidnce)

NXP eDoc Suitet.0on JCOPS P71- crypto-
vision ePasslet Suitmde in noAvolatile
memory (Flash image)

3rd party
applet
(bytecode
verified ac-
cording to
User Guid-
ance)

Javacard OBIXP JCOP4.5

Hardware: NXP N7122

Figurel: Schematic view on th€arget of EvaluationTOE and its boundaries.The TOE is based on
certified hardware and Javacard OS. BesidedNKE eDoc Suitet.0 on JCOPS - cryptovision ePass|
Suitecode in on-volatile memory and the applet instantiated from it which forms the TOE of this s
target, it may also contain additional appletdich are not part of the TOE.

tKS ¢h9Qa

Rins OyitHiszeturifyaigét & redite bythe NXP eDoc Suitet.0on JCOP4.B71

- cryptovision ePasslet Suiia SSCQOwvith key generationconfiguiation. The SSCOwith key generation
configumation provides a PKCS#15 compliant file structure and a separate DF for théug&ioDality

(D.Sig). While D.Sig provides thén 9fdnétionality claimed by this securitarget, the PKCS#15 part is out
of scope of the certification.

1.4.3 TOE delivery and identification

The delivery comprises the following items:

Type Name Form ofdelivery
Hardware NXP Secure Smart Card Contl Micro Controller including on
ler N7122with IC Dedicated Sof{ chip software: Firmware an
ware and Crypto Library Crypto L. The TOE is deliverg
as wafer or module. The TOE ¢
be collected at NXP site & be-
ing shipped to the customer. S¢
[AGD_PRHE)r details.
JCOP4.B710S ROM Code (Platform ID) On-chip software:JCOP 6 0OSin-
FLASH content (FLASH ID) cluded in the Micro Controlfe
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Patch Code (Patch ID)

NXP eDoc Suite4.0on JCOP4.5 Javacard Package On-chip software: NXP eDog
P71- cryptovison ePasslet Suite Suiteincluded in the Micro Con
troller
Document JCOP4.P71User Guidance an( Electronic document via NX
Administration ~ Manual (cf. | DocStore
[ST_OS))
Document HW Objective Data Sheq Electronic document via NX

6/ 2y U3dzN) G A2y |DocStore
ID), cf. [ST_OS]

Document Guidance documentation of th({ Electronic documents via NX
certified eDoc Suite configurg DocStore
tion [Guidance] it consists oOf
three documents:

(1) NXP eDoc Suite4.0 on
JCOP4.5 cryptovision ePassle
Suite ¢ Java Card Applet Sui
providing Electronic ID Docl
ments applications. Guidang

Manual.

(2) Preparation Guidanc
(AGD_PRE).

3) Operational Guidanc
(AGD_OPE).

Table2: Delivery items

Identification of the platform is performed by the procedure according to [AGD_PRE].

Once the platform is identified correctly, the correct version of the Java card layer of theNKBEeDoc
Suitev4.00n JCOP4.871- cryptovision ePasslet Sujteerson 4.0) can be verified as dedgbed in [Guid-
ance].

1.4.4 TOE functions

The SSCD protects the SCD during its whole life cycle as to be used in a sigeatior process solely by
its signatory. The TOE provides the followmgctions:

i to generate signaturereation data (SCD) and the correspentisignatureverification data
(SVD),

to export the SVD for certification,
to, optionally, receive and store certificate info,
to switch the TOE from a nesperational state to an operational state, and

= =4 -4 -

if in an operational state, to createctronicsignatures for data with the following steps:
a) select an SCD if multiple are present in the SSCD,

b) authenticate thesignatory ad determine its intent to sign,

C) receive data to be signed or a uniquepresentation thereof (DTBS/R),

d) appy an appropriate cryptographic signatdceeation function using the selected SCD to the
DTBS/R.
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The TOE may implement its function fligital signature creation to conform to the specificaisoin ETSI
TS 101 733 (CAdES) [CADES], ETSI TS 101 903 (XAdES) [XADES] and ETSI TS )(RADBK{PADES

The TOE is prepared for the signatory's use by

1
1

generating at least one SCD/SVD pair, and

personalising for the signatory by storing in the TOE:

a) 0KS aArayliz2NErQa NBFSNBYyOS IdziKSydAOFrGAz2y RI
b) optionally, certificate info for at least one SCD in the TOE.

After preparation the SCD shall be in a raperational state. Upon receiving a TOE the signatory shall verify
its nonoperational state and change the SCD state to operational.

After preparation the intended, legitimate user should be informed of thg $igli 2 NE Qa @GSNA FA Ol (
cation data (VAD) required for use of the TOE in signing. If the VAD is a password or PIN, providing this
information shall protect the confidentiality of the corresponding RAD.

If the use of an SCD is no longer requirednthieshall be destroyed (e.g. by erasing it from memory) as well
as the associated certificate info, if any exists.

1.4.5 Operation of the TOE

This paragraplpresents a functional overview of the TOE in its distinct operational environments:

T

Thepreparation environment, where it interacts with a certification service provider through a cer-
tificate-generation application (CGA) to obtain a certificate for the signature validation data (SVD)
corresponding with signature creation data (SCD) the TOIgdmzerated. The initialization environ-
ment interacts further with the TOE to personalize it with the initial value of the referanteen-
tication data (RAD).

The signing environment where it interacts with a signer through a signatesgion applicatio
(SCA) to sign data after authenticating the signer as its signatory. The sigo@atien application
provides thedata to be signed, or a unigue representation thereof (DTBS/R) at timpgthie TOE
signaturecreationfunction and obtainshe resultingelectronicsignature

The management environments where it interacts with the user or an $3@iksioning service
provider to perform management operations, e.g. for the signatory to reset a blocked RAD. A single
device, e.g. a smart card terminal, maypyide the required secure environment for management
and signing.

The signing environment, the management environment and the preparation environment are secure and
protect data exchanged with the TOE.

The TOE stores signature creation data and referentigeatication data. The TOE may store multiple in-
stances of SCD. In this case the TOE shall provide a function to identify each SCD and the SCA can provide
an interface to the signer to select an SCD for use in the signature creation function of theflB&STDE
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protects the confidentiality of the SCD and restricts its use in signature creation to its signatogjed-he
tronic signature created with the TOE is a qualified electronic signature as defifidotentive} if the cer-
tificate for the SVD is a qualified certificaf®ifective], Annex)*. Determining the state of the certificate
as qualified in beyond the scopetbis standard.

The signature creation application shall protect the integrity of the input it provides to the TOE signature
creation function as being consistent with the user data authorized for signing by the signatory. Unless im-
plicitly known to the T@, the SCA indicates the kind of the signing input (as DTBS/R) it provides and com-
putes any hash values required. The TOE may augment the DTBS/R with signature parameters it stores and
then computes a hashialue over the input as needed by the kind of inpnd the used cryptographic al-
gorithm.

The TOE stores signatory reference authentication gg@D)Yo authenticate a user as its signatory. The
RAD is a pag®rd (e.g. PIN a biometric template or a combination of thesehe TOE protects the confi-
dentidity and integrity of the RADIhe TOE may provide a user interface to directly receive verification
authentication data (VAD) from the user, alternatively, the TOE res#ieeVAD from the signaturerea-

tion application. If the signaturereation applicon handles, is requesting or obtaining a VAD from the
user, t is assumed to protect the confidentiality and integrity of this data.

A certification service provider and a SS€@visioning service provider interact with the TOE in the secure
preparationenvironment to perform any preparation function of the TOE required before control of the
TOE is given to the legitimate user. These functions may include:

9 initialising the RAD,
1 generating a key pair,
9 storing personal information of the legitimate user.

In the case at hand the TOE is a smart card or electronic ID docuimehis case a smadard terminal

may be deployed that provides the required secure environment to handle a request for signatory authori-
zation. A signature can be obtained on a docubn@epared by a signaturereation application component
running on personal computer connected to the card terminal. The signature creation application, after
presenting the document to the user and after obtaining the authorizatiagswordPINor data derived
FTNRY | dza SNID & 0 A hivatesitherladtronidsignbitiirecte Stibidfuindiidn Ofdhe smart card
through the terminal.

The RAD verification is typically performed by direct ®MNiometricverification (VERIFdOmmand); to

further protect the RAD (passwiiPINorR I G RSNA PSR FNRBY | d2x8dNdRidly o0 A 2 Y ¢
in a contactless application scenagahe Password Authenticated Connection Establishi(PACEpro-

tocol according to [TR031]16an be used.

1.4.6 Major security features of the TOE

The TOE provides the following TOE security functionalities:

f  TSF_Access manages the access to objects (files, diracorieR | G ' yR aSONBlGaov a
file system. It also controls write access of initialization -geesonalization and personalization
datep.

3 References to articles and paragraphs in [Directive] follow the style used in the according protection profile
OttNnnphBY 60O5ANBOGADISBY yoOYoéd wSFSNBYOSa (2 2y
4 Please note that while this security targefollowing the according protection profile BGCPR0059
2009-MA-02 - references the [Directive], it also incorporates the requirements of the elDAS regulation [Reg-
ulation] and the according commission implentiéag regulation [Implementing].

5 In the context of this security target the three categories are defined as follows: initialization comprises
the preparation of the TOE based on proprietary operations of the platform with the Java Card operation
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1 TSF_Admin manages the storage of manufacturing datapgrsonalization data and personaliza-
tion data

i TSF_Secrainsures secure management of secrets such as cryptographic keys. This covers secure

key storage, access to keys as well as secure key del€tiese mechanisms are mainly provided
by TSF_OS.

1 TSF_Cryptperforms high level cryptographic operations. Thelementation is mainly based on
the Security Functionalitiggrovided by TSF_0OS

I TSF_SecureMessagimglizes a secure communication channel.
1 TSF_Authmealizes hree authentication mechanisms: PIN verificatidiometric verification based

onRIFGF RSNAGSR FTNRY | dziaSd\aednatively 2uthsniidddorOwitiOtkel NJ- O

PACE protocol.
1 TSF_Integritprotects the integrity of internal applet data like the Access control lists.

1 TSF_Osontains all security functionalities providdy the certified platform (IC, Javacard opera-
tion system)as well as the biometric provider that is optionally integrated in the platforhe
cryptographic operationaeeded for this TOE are provided by fhlatform:

o Electronicsignaturegeneration(andkey generation) with RSA and key size2080 up to
4096bit in steps of 1 bitor ECDSA with key sizeske¥ sizes 0160 bit to521 bitin steps
of one bit

Secure messaging with AB28, 192 or 256 bit key length)
PACE authentication with key lengthsl®0 bit to521 bitin steps of one bifECC)

1.4.7 TOE life cycle
This paragraph is based on the protection profile [PP0059].

1.4.7.1 General

The TOE life cycle distinguishes stages for developmearduction, preparation and ggrational use. The
development and production of the TOE (cf. CC pd@Q_1] para.139) together constitute the develop-
ment phase of the TOE.

system;pre-personalization comprises the configuration of the card manager and security domains as well
as the generation of applet instances using Global Platform commands. Personalization is carried out after-

wards using commands of the applet layer of the TOE.

110f 84



NXP eDoc Suitet.0on JCOPS P71¢ SSCvith Key Generatiosecurity Targetite CryptO\/iSion

Hardware
development
and certifica- NX_P eDog
tion Guidance Javacard Of Suitev4.0on
manuals development JCOP.&__ -
samples' —| and certifica- cryptovision
tion Guidance ePasslet
manuals, Suite devel-
‘ samples [ * opment and
certification
Hardware Secure  pro-
production duction of
. . Secure de-
chips with Ja- iverv of ap-
vacard OS an( y P
1 Secure de- NXP  eDod« | Pletcode as
i > : certified in
livery  of Suite v4.0 on
chips as cer- JCOP& - CC applet
tified in CC cryptovision certification
hardware ePasslet Suiteg
certification in Flash
memory

Figure2: Overview of the development phaskthe TOE, which contains development and produ
of the TOE. After theecure production following the process certified for the Javacard OS, the cl
delivered to the SSCD provisioning service using the delivery process already established for tr
boxes indicate the steps which are subject\valuation accoruhg to theassurance life cycle (ALC) cl

The development phase is subject of CC evaluation according to the assurance life cycle (ALC) class.

The development phase ends with the delivery of the TOE to an-&®@Bioning service provider or a
card manufacturerThis is also the end of the s@pf the certification according to Common Criteria.
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Development phasésee fig. 2

14\ Delivery to SSCD provisioning serv

SSCD preparation

CSP Installation of SSCD Personalisationfor the
CGA SCD/SVD generation | | Sidnatory
Certificate generation‘ SVD export SRAD installation
Directory service import of certificate info SVAD definition

Delivery to Signatory

SSCD operational use

Operational usage of SCD

Signature creation

Destruction of SCD
destruction of SCD
deletion of certificate info

Usage phase

Figure3: Example of TOE lifecycle following figure 1 of [PPOB&®. that importof certificate infaduring
TOE preparation andeletion of certificate info when SCD is destroyed are optional. The delivery
SSCD provisioning service after the development phadso the end of the scope of the certificatior
cording to Common Criteria.

The operational usage of the E@omprises the preparation stage and the operational use stage. The TOE
operational use stage begins when the signatory performs the TOE operation to enable it for use in signing
operations Enabling the TOE for signing requires at least one keyset agt8@D in its memory.

The TOE life cycle ends when all keys stored in it have been rendered permanently unusable. Rendering a

key in the SSCD unusda may include deletion adny stored corresponding certificate inféhelifecycle
may allowgeneration of SCD or SCD/SVD key pairs after delivery to the signatory as well.

1.4.7.2 Preparation stage

An SSChprovisioning serice provider having accepted the T@&mn a manufacturer prepares the TOE for

use and delivers it to its legitimate user. The preparation phase ends when the legitimate user of the TOE,
having received it from a8SCHprovisioning service and any SCD it might already hold have been enabled
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for use in signingDuring preparation of the TOE, as specified above, an-gi®€Bioning service provider
performs the following tasks:

1 Create and configure the signature application according to AGD_PRE,; this step involves applet in-
stanciation as wellsicreation of the file system (card profife).

1 Obtain information on the intended recipient of the device as required for the preparation process
and for identification as a legitimate user of the TOE.

1 Generate a PIN and/or obtain a biometric sample & kgitimate user, store this data as RAD in
the TOE and prepare information about the VAD for delivery to the legitimate user.

1 Generate a certificate for at least one SCD either by:

a) The TOE generating an SCD/SVD pair and obtaining a certificate folttex®rted from the
TOE, or

b) Initializing security functions in the TOE for protected export of the SVD and obtaining a certifi-
cate for the SVD after receiving a protected request from the TOE,

1 Optionally, present certificate info to the SSCD.
91 Deliver the DE and the accompanying VAD info to the legitimate user.

The SVD certification task (fourttst item above) of an SSqitovisioning servic@rovider as specified in

this security targetmay support a centralised, ptissuing key generation process, withleast one key
generated and certified, before delivery to the legitimate user. Alternatively, or additionally, that task may
support key generation by the signatory after delivery and outside the secure preparation environment. A
TOE may support both kggneration processes, for example with a first key generated centrally and addi-
tional keys generated by the signatory in the operational use stage.

Data required for inclusion in the SVD certificate at least incly@asettive],Annex Il):

9 the SVD whickorrespond to SCD under the control of the signatory;
9 the name of the signatory or a pseudonym, which is to be identified as such;
1 anindication of the beginning and end of the period of validity of the certificate

The data included in theertificate may have been stored in the SSCD during personalization.

Before initiating the actual certificate signature the certificgienerating application verifies the SVD re-
ceived from the TOE by:

1 establishing the sender as genuine SSCD

establishing the integrity of the SVD to be certified as sent by the originating SSCD,
establishing that the originating SSCD has been personalized for the legitimate user,
establishing correspondence between SCD and SVD, and

= =4 =4 =

an assertion that the signirggorithm and key size for the SVD are approved and appropriate for
the type of certificate.

The proof of correspondence between an SCD stored in the TOE and an SVD may be implicit in the security
mechanisms applied by the CGA. Optionally, the TOE magi@pfunction to provide an explicit proof of
correspondence between an SCD it stores and an SVD realized-bsrsfitfation. Such a function may be
performed implicitly in the SVD export function and may be invoked in the preparation environment with-
out explicit consent of the signatg. Security requirements to protect the SVD export function and the

6 This preparation step has been added to the life cycle definition of the underlying Protection Profile and
is necessary to provide the basic functionality (i.e. application and file system) for the following steps. It
may be performed by the SS@ovisbning service provider directly or by a separate entity (card manu-
facturer).
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certification data if the SVD is generated by the signatory and then exported from the SSCD to the CGA are
specifiedare not part of this security target

Prior to generating the certificate the certificatioservice providemssers the identity of the signatory
specified in the certification request as the legitimate user of the TOE.

1.4.7.3 Operational use stage
In this lifecycle stage the signatory can use TI@E to create advanced electronic signatures.

The TOE operational use stage begins when the signatory has obtaifethedAD and the TOE. Enabling
the TOE for signing requires at least one set of SCD stored in its memory.

The signatory can also intetagith the SSCD to perform management tasks, e.g. reset a RAD value or use
counter if the password/PIN in the reference data has been lost or blocked. Such management tasks require
a secure environment.

The signatory can render an SCD in the TOE permgnamisable. Rendering the last SCD in the TOE per-
manently unusable ends the life of the TOE as SSCD.

The TOE may support functions to generate additional signing keys. If thaipts these functions it

will support further functions to securely obtatertificates for the new keys. For an additional key the
signatory may be allowed to choose the kind of certificate (qualified, or not) to obtain for the SVD of the
new key. The signatory may also be allowed to choose some of the data in the certiéigagst for in-

stance to use a pseudonym instead of the legal name in the certificate7. If the conditions to obtain a quali-
fied certificate are met the new key can also be used to create advanced electronic signatures. The optional
TOE functions for additi@h key generation and certification may require additional security functions in
the TOE and an interaction with the SS@Dvisioning service provider in an environment that is secure.

The TOE life cycle as SSCD ends when all set of SCD stored in #ne d&ffucted. This may include
deletion of the corresponding certificates.
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2.1 CC conformance

This security target claims conformaricte:
1 Common Criteria for Information Technology Security Evaluation, Part 1: Introducticheareté
Model; Version 3.1, RevisionApril 2017; CCMB017-04-001,[CC_1],
1 Common Ciriteria for Information Technology Security Evaluation, Part 2: Security Functional Re-
guirements;Version 3.1, Revision Bpril 2017; CCMR017-04-002,[CC_2],
1 Common Qteria for Information Technology Security Evaluation, Part 3: Security Assurance Re-
guirements; Version 3.1, Revision&pril 2017; CCMR017-04-003, [CC_3],
as follows:
I Part 2 extended,
9 Part 3 conformant,
1 Package conformant to EAlabigmented with AVA_VAN&nd ALC_DVSdefined in CC part 3
[CC_3].
The

1 Common Methodology for Information Technology SeguEvaluation, Evaluation Methotbgy;
Version 3.1, Revision 5, April 2017; CENB7-04-004, [CC_4]

has tobe taken into account

This security target is strictly conformant to the protection profile [PP0059].

To cover the additional PACE functionality the following SFR have been added:
1 FCS_COP.1/PACE

1 FCS_RND.1

The evaluation of the TOE uses the result of @@ evaluation of the NXP' N2 chip claiming conform

ance to the PP [PP0084]. The hardware part of the composite evaluation is covered by the certification
report [Cert_IC]. In addition, the evaluation of the TOE uses the result of the CC evaluatienNXPh
JCOP4.B71Javacard OS. The Javacard OS as part of the composite evaluation is covered by the certification
report [Cert_OS].

2.2 Statement of Compatibility concerning Composite Security Target

2.2.1 Assessment of the Platform TSFs

The following table lists all Security Functionalities of the underlying Platform ST and shows, which Security
Functionalities of the Platform ST are relevant for this Composite ST and which are irrelevant. The first col-
umn addresses specific Security Riomality of the underlying platform, which is assigned to Security Func-
tionalities of the Composite ST in the second column. The last column provides additional information on
the correspondence if necessary.

7 The referenced version of the Common Criteria has been updated to version 5.
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SF.MOD_INVOC L1 Module Invocation
SF.RENS_RES T Sensitive Result
SF.OSU T OS Update
SF.MOD_DEL T Module Deletion

Table3: Relevant platform TSffoups and their correspondence

2.2.2 Assessment of the Platform SFRs

The followingtable provides an assessment of all Platform SFRs. The Platform SFRs are listed in the order
used within the security target of the platforf8T_OB

Platform SFR Correspondence in thi§ References/Remarks
ST

OOREs_LC Security Functional Requirements (chapgt t platform ST)
Firewall Policy (chapter 721 in platform ST)

FDP_ACC.2[FIREWALL] No correspondence Out of scope (internal Java Card Fi
wall). The resulting requirements fq
applets are reflected in the Use
Guidance of the TOE.

No contradiction to this ST.

FDP_ACF.1[FIREWALL] No correspondence Out of scope (internal Java Card Fi
wall). The resultingequirements for
applets are reflected in the Usé
Guidance of the TOE.

No contradiction to this ST.

FDP_IFC.1[JCVM] No correspondence Out of scope (internal Java Virtu
Machine).

No contradiction to this ST.

FDP_IFF.1[JCVM] No correspondence Out of scope (internal Java Virtu
Machine). No contradiction to thi
ST.

FDP_RIP.1[OBJECTS] No correspondence. Out of scope (internal Java Card Fi
wall).

No contradiction to this ST.

FMT_MSA.1[JCRE] No correspondence Out of scope (internal Java Card Fi
wall).

No contradiction to this ST.

FMT_MSA.1[JCVM] No correspondence Out of scope (internal Java Card Fi
wall).

No contradiction to this ST.

FMT_MSA.2[FIREWAICVM] No correspondence Out of scope (internal Java Card Fi
wall). The resulting requirements fq
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Platform SFR

Correspondence in thig
ST

References/Remarks

applets are reflected in the Use
Guidance of the TOE.

No contradiction to this ST.

FMT_MSA.3[FIREWALL]

No correspondence

Out of scope (internal Java Card Fi
wall). The resultingequirements for
applets are reflected in the Use
Guidance of the TOE.

No contradiction to this ST.

FMT_MSA.3[JCVM]

No correspondence

Out of scope (internal Java Card Fi
wall).

No contradiction to this ST.

FMT_SMF.1 No correspondence Out of scope (iternal Java Card Fire¢
wall).
No contradiction to this ST.
FMT_SMR.1 No correspondence Out of scope (internal Java Card Fi

wall).
No contradiction to this ST.

Application Pogramming Interface (chapter 722 in platform ST)

FCS_CKM.1

(FCS_CKMLL
FCS_CKMI[RSA
FCS_CKM.1.1[ECDSA
FCS_CKM.1.1[PUF])

FCS_CKM.1

The requirement in this ST is equi
lent to parts of the platform ST.

FCS_CKM.2 No correspondence. Out of scope. No contradiction to th
ST.

FCS_CKM.3 No correspondence. Out of scope. No contradiction to th
ST.

FCS _CKM.4 FCS CKM.4 The Java Card platform fulfills the 1

(FCS_CKM.4.1, FCS_CKNPUF])

quirement that all keys are physica
overwritten in a randomzed man-
ner].

No contradiction to this ST.

FCS_COP.1
(FCS_COP.1.1[PUF_AES]
FCS_COP.1.1[PUF_MAC]
FCS_COP.1.1[TripleDES]
FCS_COP.1.1[AES]
FCS_COP.1.1[RSACipher]
FCS_COP.1.1[ECDHPACEKeyAgreel
FCS_COP.1.1[PIV]

FCS_COP.1.1[ECDH_P1363]

FCS_COP.1/SIG
FCS_COP.1/PACE

The requirement FCS_COP.1/SIG
this ST targets electronic signatu
generation and is fulfilled e plat-
form SFR targeting signature gene
tion
FCS_COP.1.1[RSASignaturePKCS
and FG_COP.1.1[ECSignafure

FCS_COP.1/PACE uses the platf
functionality required by
FCS_COP.1.1[AES] and
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Platform SFR

Correspondence in thig

ST

References/Remarks

FCS_COP.1.1[DESMAC]
FCS_COP.1.1[AESMAC]

FCS_COP.1.1[RSASignaturePKCS1]

FCS_COP.1.1[ECSignature]
FCS_COP.1.1[ModMéth
FCS_COP.1.1[SHA]
FCS_COP.1.1[AES_CMAC]
FCS_COP.1.1[DAP])

FCS_COP.1.1[ECDHPACEKeyAgr
nt]

The according hash functions
FCS _COP.1/SIG of tl$8§ are pro
vided by FCS_COP.1.1[SHA]

No contradictions to this ST.

FCS_RNG

In this ST, random num
bers accordingo AlS20
class DRG &e re-
quired. The platform
generates random
numbers witha defined
guality metricthat can
be used directly.

FCS_RND.1

FCS_RNG.1[HDT]

No correspondence

Hybrid deterministicandom number
generator

No contradiction to this ST.

FDP_RIP.1[ABORT]

No correspondence.

Out of scope (internal Java Card fu
tionality).

No contradiction to this ST.

FDP_RIP.1[APDU]

No correspondence.

Out of scope (internal Java Card fu
tionality).

No contradiction to this ST.

FDP_RIP.1[GlobalArray_Refihed

No correspondence.

Out of scope (internal Java Card ful
tionality).

No contradiction to this ST.

FDP_RIP.1fray]

No correspondence.

Out of scope (internal Java Card ful
tionality).

No contradiction to this ST.

FDP_RIP.1[KEYS]

No correspondence.

Out of scope (internal Java Card fu
tionality).

No contradiction to this ST.

FDP_RIP.1[TRANSIENT]

No correspondence.

Out of scope (internal Java Card fu
tionality).

No contradiction to this ST.

FDP_ROL.1[FIREWALL]

No correspondence.

Out of scope (internal Java Card Fi
wall). The resulting requirements fq
applets are reflectedin the User
Guidance of the TOE.
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Platform SFR

Correspondence in thig
ST

References/Remarks

No contradiction to this ST.

CardSecurity Management (chapter 7123 in platform ST)

FAU_ARP.1

FPT_FLS.EPT_PHP.3

Not directly corresponding, but pla
form SFR is basis of fulfilment
FPT_FLS.1 and FPT_PHP.3. Intg
counter for security violations com
plement Java Card OS mechanisi
No contradiction to this ST.

FDP_SDI[RATA]
FDP_SDI.2[SENSITIVE_RESULT]

FPT_FLS.FPT_PHP.3
FDP_SDI.2/Persistent
FDP_SDI.2/DTBS

Not directly corresponding, but pla
form SFR is basis of fulfillment
FPT_FLS.1 and FPT_PHP.3. No
tradiction to this ST.

FPR_UNO.1

FPT_EMS.1

Not directly corresponding, but relg
vant for the fullfillment of
FPT_EMS.1. No contradiction to tk
ST.

FPT_FLS.1

FPT_FLS.1

The fulfillment of the platform SFR
part of the basis of the fulfillment g
the SFR of this ST. Interraunter-
measures for detecting security vi
lations complement Java Card (
mechanisms. No contradiction t
this ST.

FPT_TDC.1

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

AlDManagement (hapter 7.21.4in platform ST)

FIA_ATD.1[AID]

No correspondence.

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FIA_UID.2[AID]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FIA_USB.1[AID]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FMT_MTD.1[JCRE]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FMT_MTD.3[JCRE]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.
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Platform SFR

Correspondence in thig

ST

References/Remarks

INSTG Security Fummnal Requirements (chapter 722inplatform ST)
This group consists of the SFRs related to the installation of the applets, which addresses security

outside the runtime.

FMT_SMR.1[INSTALLER

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FPT_FLS.1[INSTALULER

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FPT_RCV.3[INSTALLER

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

ADELG Security Fuiomal Requirements (chapter 72in platform ST)

This group consists of the SFRs related to the deletion of applets and/or packages, enforcing the
deletion manager (ADEL) policy on security aspects outside the runtime.

FDP_ACC.2[ADEL]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FDP_ACF.1[ADEL]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FDP_RIP.1[ADEL]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FMT_MSA.1[ADEL]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FMT_MSA.3[ADEL]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FMT_SMF.1[ADEL]

No correspondence

Out of scope (internal Jazard func-
tionality).

No contradiction to this ST.

FMT_SMR.1[ADEL]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FPT_FLS.1[ADEL]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

220f 84



NXP eDoc Suitet.0on JCOPS P71¢ SSCvith Key Generatiosecurity Targetite CryptO\/iSion

Platform SFR

Correspondence in thig

ST

References/Remarks

RMIG Security Futional Requirements (chapter 7£in platform ST)

This group specifies the policies that control the access to the remote objects and the flow of infori
that takes place when the RMI service is used. Optional, not used in the platform ST.

ODELG Security Ftional Requirements (chapter 72in platform ST)

The following requirements concern the object deletion mechanism. This mechanisggered by the
applet that owns the deleted objects by invoking a specific APl method.

FDP_RIP.1[ODEL]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FPT_FLS.1[ODEL]

FPT_FLS.1

The fulfillment of the pldorm SFR is
part of the basis of the fulfillment g
the SFR of this ST. Internal count
measures for detecting security vi
lations complement Java Card (
mechanisms. No contradiction t
this ST.

CARG Security Fuimmal Requirements (chapter 7.€inplatform ST)
This group includes requirements for preventing the installation of packages that has not been by

verified, or that has been modified after bytecode verification.

FDP_UIT.1[CCM]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FDP_ROL.1[CCM]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FDP_ITC.2[CCM]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FPT_FLS.1[CCM]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FDP_ACC.1[SD]

No correspondence

Out of scope (internal Java @dunc-
tionality).

No contradiction to this ST.

FDP_ACF.1[SD]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FMT_MSA.1[SD]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.
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Platform SFR

Correspondence in thig

ST

References/Remarks

FMT_MSA.3[SD]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FMT_SMF.1[SD]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FMT_SMR.1[SD]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FCO_NRO.2[SC]

No correspondence

Out of scope (internal Java Cdndic-
tionality).

No contradiction to this ST.

FDP_IFC.2[SC]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FDP_IFF.1[SC]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FMT_MSA.1[SC]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FMT_MSA.3[SC]

No correspondence

Out of scope (internal Java Cdndic-
tionality).

No contradiction to this ST.

FMT_SMF.1[SC]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FIA_UID.1[SC]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FIA_UAU.1[SC]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FIA_UAU.4[SC]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FTP_ITC.1[SC]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

240f 84



NXP eDoc Suitet.0on JCOPS P71¢ SSCvith Key Generatiosecurity Targetite CryptO\/iSion

Platform SFR

Correspondence in thig

ST

References/Remarks

ConfG Security Functional Requireme(atsapter 7.27 in platform ST)

FDP_IFC.2[CFG]

No correspondence

Complete information flow contro
(CFG). Out of scope (internal Jg
Card functionality).

No contradiction to this ST.

FDP_IFF.1[CFG]

No correspondence

Simple security attributes (CFG). C
of scope (internal Java Card functic

ality).
No contradiction to this ST.

FMT_MSA.1[CFG]

No correspondence

Management of security attribute
(CFG). Out of scope (internal Ja
Card functionality).

No contradiction to this ST.

FMT_MSA.3[CFG]

No correspondence

Static attribute initialisation (CFG
Out of scope (internal Java Card fur
tionality).

No contradicion to this ST.

FMT_SMR.1[CFG]

No correspondence

Security roles (CFG). Out of scope
ternal Java Card functionality).

No contradiction to this ST.

FMT_SMF.1[CFG]

No correspondence

Specification of management Fun
tions (CFG). Out of scope (interr
Jawa Card functionality).

No contradiction to this ST.

FIA_UID.1[CFG]

No correspondence

Timing of identification (CFG). Out
scope (internal Java Card function
ity).

No contradiction to this ST.

Sed®ox Security Functi@ah Requirements (chaptéfr.2.8in platform

ST)

FDP_ACC.2[SecureBox]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FDP_ACF.1[SecureBox]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FMT_MSA.1[SecureBox]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FMT_MSA.3[SecureBox]

No correspondence

Out of scope (intmal Java Card func
tionality).

No contradiction to this ST.

250f 84



NXP eDoc Suitet.0on JCOPS P71¢ SSCwvith Key Generatioisecurity Targetite

cryptoVision

Platform SFR

Correspondence in thig

ST

References/Remarks

FMT_SMF.1[SecureBox]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

ModDesGSecurity Functional Requirements (chapter 7i@.platform ST)

FDP_IFC.1[MODULBESIGN]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FDP_IFF.1[MODULARSIGN]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FIA_ATD.1[MODLARDESIGN]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FIA_USB.1[MODULARESIGN]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FMT_MSA.1[MODULABESIGN]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FMT_MSA.3[MODILARDESIGN]

No correspodence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FMT_SMF.1[MODULAFESIGN]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FMT_SMR.1[MODULAFESIGN]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FPT_FLS.1[MODUL-BRESIGN]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FIA_UID.1[MODULABESIGN]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

Module Deletion Security Functioriakq

uirementgchapter 7.2.10n platform ST)

FDP_ACC.2[MDEL]

No correspondence

Out of scope Nlodularity of plat-
form).

No contradiction to this ST.

FDP_ACF.1[MDEL]

No correspondence

Out of scope Nlodularity of plat-
form).
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Platform SFR

Correspondence in thig
ST

References/Remarks

No contradiction to this ST.

FDP_RIP.1[MDEL]

No correspondence

Out of scope Nlodularity of plat-
form).

No contradiction to this ST.

FMT_MSA.1[MDEL]

No correspondence

Out of scope Nlodularity of plat-
form).

No contradiction to this ST.

FMT_MSA.3[MDEL]

No correspondence

Out of scope Nlodularity of plat-
form).

No contradiction to this ST.

FMT_SMF.1[MDEL]

No correspondence

Out of scope Nlodularity of plat-
form).

No contradiction to this ST.

FMT_SMR.1[MDEL]

No correspondence

Out of scope Nlodularity of plat-
form).

No contradiction to this ST.

FPT_FLS.1[MDEL]

No correspondence

Out of scope Nlodularity of plat-
form).

No contradiction to this ST.

OS Update Security Functional Requiremégaitspter 7.2.11n platform ST)

FDP_IFC.2[OSU]

No correspondence

Out ofscope Update Mechanish
No contradiction to this ST.

FDP_IFF.1[OSU]

No correspondence

Out of scopepdate Mechanish
No contradiction to this ST.

FIA_UAU.1[OSU]

No correspondence

Out of scopepdate Mechanish
No contradiction to this ST.

FIA_UAU.4[0OSU]

No correspondence

Out of scopepdate Mechanish
No contradiction to this ST.

FIA_UID.1[OSU]

No correspondence

Out of scopepdate Mechanish
No contradiction to this ST.

FMT_MSA.1 [OSU]

No correspondence

Out of scopepdate Mecharsm).
No contradiction to this ST.

FMT_MSA.3[0SU]

No correspondence

Out of scopepdate Mechanism
No contradiction to this ST.

FMT_SMF.1[OSU]

No correspondence

Out of scopepdate Mechanish
No contradiction to this ST.

FMT_SMR.1[OSU]

No correspondence

Out of scopepdate Mechanism
No contradiction to this ST.

FPT_FLS.1[OSU]

No correspondence

Out of scopepdate Mechanish
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Platform SFR

Correspondence in thig
ST

References/Remarks

No contradiction to this ST.

Further Security Functional Requiremefithapter 7.1.12n platform ST)

FAU_SAS.1[SCP]

No correspondence

Out of scope (internal Java Card fur
tionality).

No contradiction to this ST.

FIA_AFL.1[PIN]

FIA_AFL.1

Authentication Failure Handlin
(PIN). Theudifillment of the require-
ment is based on the platform rg
quirement.

No contradiction to this ST.

FIA_AFL.1[BIO]

FIA_AFL.1

Authentication  Failure Handlin
(PIN). The fulfillmenof the require-
ment is based on the platform rg
quirement.

FPT_EMSEC.1

No correspondence

TOE emanation No direct corre-
spondence, but platform require
ment leads to protection of crypto
graphic keys, PINs and user data.

No contradiction to this ST.

FPT_PHP.3

FPT_PHP.3
FPT_EMS.1

The fulfillment of the SFR in this ST
based on the platform SFR (togeth
with additional countermeasures).

Table4: Assessment of the platform SFRs.

2.2.3 Assessment of the Platform Objectives

The followingable provides an assessment of all relevant Platform objectives.

tfl 0F2NY ho2SOliAgTS

| 2NNBaLRY

RSY|wSTSNBy OSak

hod{ L 5

No correspondence

Out of scope. No contrg
diction to this ST.

hedgarms! [ 9

No correspondence

Out of scope.

No contradiction to this
ST.

hebCLw9 2! [ |

No correspondence

Out of scope. Naontra-
diction to this ST.

hedD[ h. ! [ ¢! ww!

. { ¢/ h b| OT.SCD_Secrecy

No contradiction to this
ST.

hedD[ h. ' [ ¢! ww! . { WLb¢

OT.DTBS_Integrity TOE

No contradiction to this
ST.

hedb! ¢ L +9

No correspondence

Out of scope. No contrg
diction to this ST.
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/] 2NNBaLR2yRSY

WSTSNBYOSacx

hedht 9w! ¢ 9

No correspondence

Out of scope. No contrg
diction to this ST.

heobw9! [[h/ ' ¢Lhb

No correspondence

Out of scope. No contrg
diction to this ST.

hedwo{ h! w/ 9{

No correspondence

Out of scope. No contrg
diction to this ST.

h¢d{ 9bywos{LlH{ot{ yLb¢ 9L

No correspondence

Indirectly relevant for the
correct function of the
TOE of this ST, but no ca
responding objectives fo
the TOE of this ST.

No contradiction to this
ST.

hed! [ | wa

OT.Tamper_ID
OT.Tamper_Resistance

Relevant for the protec
tion against physical tam
pering. No contradiction
to this ST.

hed/ Lt 1 9w

No correspondence

Indirectly relevant for the
correct function of the
TOE of this ST, but no ca
responding objectives fo
the TOE of this ST. No cg
tradictions.

h¢dabwb

O.RBGS

The objective regardin
random number genera
tion is related.

No contradiction to this
ST.

hed YR b D¢

OT.SCD_Secrecy

Secure key managemel
of the platform leads to
secrecy of SCDlo contra-
diction to this ST.

hebta b D¢

No correspondence

Out of scope. No contrg
diction to this ST.

h¢dmbiD

No correspondence

Out of scope. No contrg
diction to this ST.

hed¢w! b{!/ ¢Lhb

No correspondence

Out of scope. No contrg
diction to this ST.

hebhB W[ 9¢ L hb

No correspondence

Out of scope. No contrg
diction to this ST.

hed!mt BL

No correspondence

Out of scope.

No contradiction to this
ST.

h¢d5havLlDd ¢ {

No correspondence

Out of scope.
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tfr0F2NY ho2SOUADS

/] 2NNBaLR2yRSY

WSTSNBYOSacx

No contradiction to this
ST.

he¢d/ haayg! | ¢l

No correspondence

Out of scope.

No contradiction to this
ST.

h¢d/ haayyLb¢9DwLC

No correspondence

Out of scope.

No contradiction to this
ST.

he¢d/ haay/ hbCL59Db¢L!

No correspondence

Out of scope.

No contradiction to this
ST.

hedp/ 'mav5b! D9a9b¢

No correspondence

Out of scope. No contrg
diction to this ST.

hed{/t oL/

No correspondence

Out of scope.

No contradiction
ST.

to this

hed{/ tPw9I9/ h+x9w,

No correspondence

Out of scope.

No contradiction to this

ST.

hed{/td{ ! tthwe

No correspondence

Out of scope.

No contradiction to this

ST.

h¢edL59bc¢cLCL/ ! ¢LND

No correspondence

Out of scope.

No contradiction to this

ST.

hed{ 9/ y. h- pyC?

No correspondence

Out of scope.

No contradiction to this

ST.

he¢d/t wbCLD, w! ¢Lhb

No correspondence

Out of scope.

No contradiction to this

ST.

hdd b @L5s ¢! DI P[ h! 5

No correspondence

Out of scope.

No contradiction to this

ST.

hdd aff h 5t 5 tad! DO

No correspondence

Out of scope.

No contradiction to this

ST.

hed{ 9/ | wOw[h!5w!/ h5

No correspondence

Out of scope.

No contradiction to this

ST.

hed{ 9/ | wow! / ¢L£! ¢Lh

No correspondence

Out of scope.
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tfr0F2NY ho2SOUADS

/| 2NNBaLR2yRSY

WSTSNBYOSacx

No contradiction to this
ST.

hedechoOywyL59b¢LCL/ ! CL

No correspondence

Out of scope.

No contradiction to this
ST.

Table5: Assessment of the platform objectives.

2.2.4 Assessment of Platform Threats

The following table provides an assessment of all releRdaform threats.

tf T 0F2NY ¢KNBI {

/| 2NNBaLR2yRSyO

WSFSNByOSakws

¢P/ htt €CLrF!LE !

T.SCD_Divulg, T.SCD_Derive

No contradiction to this ST.

¢ D/ h VOB 5 9

No correspondence

Out of scope. No contradictio
to this ST.

¢ D/ h BVOE I5¢ !

No correspondence

Out of scope. No contradictio
to this ST.

¢ dL btetotm) hL5 9

No correspondence

Out of scope. No contradictio
to this ST.

¢ POL BICtOB[ N5 9 ®[ h! 5

No correspondence

Out of scope. No contradictio
to this ST.

¢ dL btctotl 'Leow9 CL b 9 5

T.DTBS_Forgery, T.Sig_Forg

No contradiction to this ST.

¢ OL BtCtOtE 'L¢ ! @[ h! 5

No correspondence

Out of scope. No contradictio
to this ST.

¢ OL bve/R{D 5 9

No correspondence

Out of scope. No contradictio
to this ST.

¢ ®L bV¢/&D ¢ ! No correspondence Out of scope. No contradictio
to this ST.

¢CP{ L5DPm No correspondence Out of scope. No contradictio
to this ST.

¢P{ L5DPH No correspondence Out of scope. No contradictio

to this ST.

¢ ®Gt-h95 9 dm

No correspondence

Out ofscope. No contradictior

to this ST.

¢ PIt-h95 9 dH

No correspondence

Out of scope. No contradictio
to this ST.

¢hPb! ¢Lx9

No correspondence

Out of scope. No contradictio
to this ST.

¢Pahs5! [ 9W9 - 9/

No correspondence

Out of scope. Noontradiction
to this ST.
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tfFOGF2NY ¢KNBFG |/ 2NNBaLR2YRSYO|wSTSNByOSakws

¢cdPwIo{ h| w/ 9{ No correspondence Out of scope. No contradictio
to this ST.

¢dP! b! ! ¢l hwlL %95 ¢/ | No correspondence Out of scope. No contradictio
to this ST.

¢d/ hayp9-t[ hL€e No correspondence Out of scope. Noontradiction
to this ST.

CP[ LCOWYW/ , /9 No correspondence Out of scope. No contradictio
to this ST.

CPHBW 9¢Lhb No correspondence Out of scope. No contradictio
to this ST.

¢cpt 1, { L/ ] ¢cPhl Ol Pt Ke a No contradiction to this ST.

T.0S_OPERATE No correspondence Out of scope. No contradictio
to this ST.

¢d/ hbCLD No correspondence Out of scope. No contradictio
to this ST.

¢P{ 9/ Y. h- Y. hwb5 9 w| No correspondence Out of scope. No contradictio
to this ST.

¢Pahb5] [ 9¢gwot [ !/ 9| Nocorrespondence Out of scope. No contradictio
to this ST.

¢ P/ hfi €555CDB! D9 ®[ h | No correspondence Out of scope. No contradictio
to this ST.

¢ L bret9sDricad! D9 @[ h ! | No correspondence Out of scope. No contradictio
to this ST.

¢ d} b!f t¢q McadO! D9 ®[ h| No correspondence Out of scope. No contradictio
to this ST.

¢oLbecOww, t ¢yh{, No correspondence Out of scope. No contradictio
to this ST.

Table6: Threats of the platform ST.

2.2.5 Assessment of Platform Organisational Security Policies

¢KS hNBFIYAalLGA2YFE {SOdNAGe t2fA08 ah{t dx9wLCL/! ¢
fulfilled by the TOE of this ST since the applet is loaded secured by platform securityagaéatsuthe flash

memory. This policy does not contradict to the policies of this ST.

CKS LI FOGF2NY {¢ O2yidlAya GKS h NBIEA NBFSINNRTY I Si@dzN
tification of each TOE instance. This policy will be fulfilled Histinct product code for the platform and

for the composite TOE each. This policy does not contradict to the policies of this ST.

¢KS hNEIFIyAaAlF GA2Y It/ ] SO@mMUEGARII ZEROBKa{ AFXAAL T &S
be changed bef@ any operation on its Security Domain. This policy does not contradict to the policies of

this ST.

¢CKS hNBFYyAAlLFGA2Y T { ShdaNALIE{ £t 2af GAFQIRS A hi{Kt | dii{ 9&/ S OndNIR, (i
cally created, deleted and blocked during usage phagmstissuance mode. This policy does not contra-

dict to the policies of this ST.

320f 84



NXP eDoc Suitet.0on JCOPS P71¢ SSCvith Key Generatiosecurity Targetite CryptO\/iSiOI’l

The Organisationdl SOdzNA (18 t 2f-AI0&¢ a2 Oi 94! &v¢g (GKS &SOdzNB

used by the TOE. This policy does not contradict to the policies of this ST.

2.2.6 Assessment of Platform Operational Environment

2.2.6.1 Assessment of Platform Assumptions

In the firstcolumn, the following table lists all assumptions of the Platform ST. The last column provides an

explanation of relevance for the Composite TOE.

tEFGF2NY ! aadzy\wSt SOFyOS F2NJ / 2YLRaAGS {¢

Il dltt[9¢ ol tBap®d6dSa KL Imiﬁc&m;ﬁoszﬁz{a
GAPS YSUK2Ra® ¢KAA | aadzyLIiaAz,
dza SNJ 3 dzA Rl yOS wDdzA Rl y 0S8 o

l ®+9WLCL/ !'¢Lhb|¢KAA FaadzYLJiaAzy GFNBSGa GKS n
AdadzZ yOSTFEt AKRNRILI NL& | LILX Si
LINELINAFGS RANBOGAGSA Ay (KS g

I @ {9yY5L! D

P! {9YS5L! D Aa ft NBIFENKNS R ¢A i 20 IOF
OF GA2Y RAzZNAFAIY ALEKGY3E3 AlYYVARE KIS
Tt SOGSR 0@ IaLdeBNRALINGYI (G SY A IBS RE
¢h9 2F GKAA {¢o

o {9YPY9, { ! {9yYY9, { lFaadzyrSa GKFG GKI G
¢th9 YR 6KAOK | NB dzaBR F2RJI 1A
GA2y oéuzérés]“yulswwwyléé I NB  LINg
FfAGeE YR AYyGdSaANRGE Ay (GKSANJ
CKA& FaadzvLliazy €SIFRa G2 | LLY
wDdzA Rt y 0S8

I ®t whif S/{ I ot t wif/98{ { 2F GKS LI FGF2NY {§K
aSOdzNRGe& LINPOSRdAz2NB& | NB dza SR
al ydzFlF OG0 dzNBNJ dzLJ 2 RSt AOBSNE
RSyGArtAdGe YR AydiSaNrae 27
REGF 602 LINB@SYl ye NBESFUaAR
dzy I dAIKEMRI dzaS0d ¢KAA YSIy&aft igs
FdadzYSR (2 0% LINRR iiSO@DR | LILINI
¢tKA&d Aa NBT fS\é@]lsa?dzmﬁaluuNmftmm
SNE 2F (KS ¢h9 2F GKA& {¢o

I o twh+L59w D ol 1 wh5tolwva adzySa GKFG GKS P LILX

FOG 2N GKIG LINREOARSSE ()IéAO 2 N
LX AO0FGNRX 2y LINPEQGARSNI Aa NBaLRj

¢ KR&F Ra LA I EBINRA NB Ol A O oD dh Rt

'+ 9wLQlL)/ ¢Ich Wib

l prOwLQLY ¢ ChivdD&dzYSa GKIFG GKS
I GNMZA G SROF ©0 8 RIFE/MR NIKSICRS (KS
FGar OKSR G2 F oF AAQAANR &S QBN

LINAFGS RANBOUGAJSHD dA R KOS 6dza SN

Table7: Assumptions of the Platform ST.

2.2.6.2 Assessment of Platform Objectives for the Operational Environment

There are the following Platform Objectives the Operational Environment that have to be considered.
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Platform Objective for the Environment

wSt SOlIyOS F2NJ/ 2YLRRaA

h9dxt9wLCL/ ! ¢LhbD

The platform objective for the environment ta
gets the applet code verification. This is fulfilled
the TOE of this ST; regarding thpdrty-code, this
objective for the environment leads to approp
ate directives in the user guidance [Guidang
Thereit is stated that all applets loaded to the T(
have to be verified.

hoo/mMER59b/ 9

The platform objective for the environment focu
ses on application code loaded pigsuance of
postissuance. It has to be ensured that the loag
application has not ben changed since the coc
verification. This objective for the environme
leads to appropriate directives in the user gu
ance [Guidance].

hodImtwH+L59w

The application provider (AP) shall be a trusted
tor that provides applications. The AP is respo
ble for its security domain keys. This objective
the environment leads to appropriate directives
the user guidanc@Guidance]

h9dxt9wlL &L /¢!l ¢chiwhibt |

The platform objective for the environment ta
gets the verification authority for posssuance
loading. This entity should be a trusted actor w
is able to guarantee and check the digital signat
attached to an application. Thobjective for the
environment leads to appropriate directives in t
user guidancéGuidance]

hooi9o! bD9

The platform objective for the environment focu
ses on the change of the security domain ini
keys before any operation on it. This objeetior
the environment leads to appropriate directives
the user guidancgGuidance]

h9od{ 9/ wall¢L b {

The platform objective for the environment stat
that security domains can be dynamically creat
deleted and blocked during usage phase in p
issuance mode. This objective for the environm
leads to appropriate directives in the user gu
ance[Guidance]

hoo! {9y5L! D

The platform objective for the environment cove
secure communication during packaging, finish
and personalisationThis is eflected by appropri-
ate measures in the production and -tleery of
the TOE of this ST.

hoo! { 9wY9, {

This platform objective for the environment stat
that the keys which are stored outside the T
and which are used for secure communication ¢
authentiation between Smart Card and terming
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are protected for confidentiality and integrity i
their own storage environment.

This is reflected by appropriate measures in
production and delivery of the TOE of this ST.

OE.PROCESS_SEC_IC

OE.PROCESS_SEGstHTes thatsecurity proce-
dures shall be used after TOE Delivery up to d
ery to the endconsumerto maintain confidential-
ity and integrity of the TOE and of its manufact
ing and test data (to prevent any possible coj
modification, etention, theft or unauthorised
use).

This is reflected by appropriate ragures in the
production and dévery of the TOE of this ST.

OE.CONFIDPDATHMAGE.CREATE

The offcard Update Image Creator ensures th
the image is signed and transferredcrypted to
the device and is not disclosed during the creat
and transfer. The keyssed for signing and er
crypting the image are kept confidential.

Table8: Platform Security Objectives and SFRs for the Operational Environment
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3 {SOdzNA(l& LINRo6ftSY RSTAYAGAZY

This chapter has been takérom [PP005Pwith minor modifications.

3.1 Assets, users and threat agents
The Common Criteria defirmssets as entities that the owner of the TOE presumably places value upon. The
0 SNXY &l &a Séséribeithie thazitsSrRthejegational environmenof the TOE
Assets and objects:
1. SCD: private key used to perform @lectronicsignature operationThe confidentiality, integrity
YR aA3ylrd2NEQa a42tS O2yGNRt 20SNJ GKS dzasS 27
2. SVD: public key linked to the SCD and used to perdtgntronicsignature verification. The integrity
of the SVD when it is exported must be maintained

3. DTBS and DTBS/R: set of data, or its representation, which the signatory intends to sign. Their in-
tegrity and the unforgeability of the link to the signatory provided byehextronicsignature must
be maintained.

User and subjects acting for users:

1. User:End user of the TOE who can be identified as Admimdsta Signatory. Theubject S.User
may act as S.Admin in the role R.Admin or as S.Sigy in the role R.Sigy.

2. Administrator: User who is in charge to perform the TOE initialisation, TOE personalisaitber
TOE adminisative functions. Theubject S.Admin is acting in the role R.Admin for this user after
successful authenti¢cen as Administrator.

3. Signatory: User who hold the TOE and use it on their behalf or on behalf of the natural orgal
person or entity they represent. Th&ubject S.Sigy is acting in the role R.Sigy for this user after
successful authentication as Signatory.

Threat agents:

1. Attacker: Human or process acting on thieghalf located outside the TOE. The main goal of the
attacker is to access the SCD or to falsifydleetronicsignature. Theattacker hagjota high attack
potential and knows no secret.

3.2 Threats

3.2.1 T.SCD_Divuigstoring, copying, and releasing of the signatuteeation data

An attacker stores or copies the SCDswl# the TOE. An attacker can obtain the SCD during generation,
storage and use for signatuaeation in the TOE.

3.2.2 T.SCD_Derivéderive the signaturecreation data

An attacker derives the SCD from publicly known data, such as SVD corresponding to theig@iuces
created by means of the SCD or any other data exported outside the TOE, which is a threat against the
secrecy of the SCD.

3.2.3 T.Hack_PhysPhysical attacks through the TOE interfaces

An attacker interacts physically with the TOE to explalherabilities, resulting in arbitrary security com-
promises. This threat is directed against SCD, SVD and DTBS.
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3.2.4 T.SVD_Forgeryorgery of the signatureverification data

An attacker forges the SVD presented by the CSP to the CGA. This results in W3snvé@ity in the
certificate of the signatory.

3.2.5 T.SigF_MisuseMisuse of the signaturecreation function of the TOE

An attacker misuses the signatuceeation function of the TOE to createS®COfor data the signatory has
not decided to sign. The TOEsiject to deliberate attacks by experts possessing a high attack potential
with advanced knowledge of security principles and concepts employed by the TOE.

3.2.6 T.DTBS_Forgerirorgery of the DTBS/R

An attacker modifies the DTBS/R sent by the SCA. Thus tf&®TBed by the TOE for signing does not
match the DTBS the signatory intended to sign.

3.2.7 T.Sig_ForgeryForgery of theelectronicsignature

An attacker forges a signed data object, maybe using an electronic signature which has been created by the
TOE, andHe violation of the integrity of the signed data object is not detectable by the signatory or by third
parties. The signature created by the TOE is subject to deliberate attacks by experts possessing a high attack
potential with advanced knowledge of sedyrprinciples and concepts employed by the TOE.

3.3 Organisational Security Policies

3.3.1 P.CSP_QCeMQualified certificate

The CSP uses a trustworthy CGA to generate a qualified certificatagualified certificate ([Directive]
2:9,Annex |) for the SVD gerated by the SSCD. The certificates contain at least the name of the signatory
and the SVD matching the SCD implemented in the TOE under sole control of the signatory. The CSP ensures
that the use of the TOE as SSCD is evident with signatures througgrtifieate or other publicly available
information.

3.3.2 P.QSignQualified electronic signatures

The signatory uses a signattzeeation system to sign data with an advanced electronic signaflxie (

rectivel 1, 2), which is a qualified electromsignature if it is based on a valid qualified certificfifdrgctive],

Annex |I) The DTBS are presented to the signatory and sent by the SCA as DTBS/R to the SSCD. The SSCI
creates theelectronicsignature created with a SCD implemented in the SSCQhhatignatory maintain

under theirsole control and is linked to the DTBS/R in such a manner that any subsequent change of the
data is detectable.

3.3.3 P.Sigy_SSCDOE as secure signatuoeeation device

The TOE meets the requirements for an SSCD laid ddiiractive],Annex Il This implies the SCD is used
for electronicsignature creation under sole control of the signatory and the SCD can practically occur only
once.
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3.3.4 P.Sig_NorRepud Non-repudiation of signatures

The life cycle of the SSCD, the SCDilam&VD shall be implemented in a way that the signatory is not able
to deny having signed data if the signature is successfully verified with theoBt4ned in their unevoked
certificate.

3.4 Assumptions

3.4.1 A.CGATrustworthy certificategeneration applicatbn

¢KS /D! LINRGSOGa GKS |dzikSyGAaAOAGe 27F (K araylr dz
certificate by an advanced electronic signature of the CSP.

3.4.2 A.SCATrustworthy signaturecreation application

The signatory uses only a trustworthy SThAe SCA generates and sends the DTBS/R of the data the sigha-
tory wishes to sign in a form appropriate for signing by the TOE.

380f 84



NXP eDoc Suitet.0on JCOPS P71¢ SSCvith Key Generatiosecurity Targetite CryptO\/iSiOI‘I
4 { SOdzNAGeé hoa2SOlA©Sa
4.1 Security Objectives for the TOE

4.1.1 OT.Lifecycle_Securityifecycle security

The TOE shall detect flaws duriting initialisation, personalisation and operational usage. The Sl
securely destroy the SGID demand of the signatory

PP pplication note 1:The TOE may contain more than aet of SCD. There is no neanldestroy the SCD
in case of repeated SGJeneration. The signatory shall be able to destroy the $@Bdsin the SSCD e.g.
after the (qualified) certificate for the corresponding SK&s been expired

4.1.2 OT.SCD/SVIAuth_Gen AuthorisedSCD/SVD generation

The TOE shall providecurity features to esure that authorised users onfgayinvoke the generation of
the SCD and the SVD.

4.1.3 OT.SCD_Uniqué&niqueness of the signaturereation data

The TOE shall ensure the cryptographic quality of an SCD/SVD pair it creates as suitable for the advanced or
qualified electronic signature. The SG$ed for signature creation shallactically occur only once and shall

not be reconstructabld N2 Y (G KS {+5¢d Ly GKIG O2yGSEG WLINIT OGA OF
equal SCDs is negligible.

4.1.4 OT.SCD_SVD_Corregsprrespondence between SVD and SCD

The TOE shall ensure the correspondence between the SVD and the SCD generated byftiis inClEdes
unambiguous reference of a created SVD/SCD pair for export of the SVD and in creategjranicsig-
nature creation with the SCD.

4.1.5 OT.SCD_Secrecyecrecy of the signaturereation data

The secrecy of thBCused for signature creatioshall bereasonably assured against attacks with a high
attack potential.

PP pplication note 2:The TOE shall keep the confidentiality of the SCD at all times in particular during
SCD/SVD generation, SCD signature creation operation, storage anddesturetion.

4.1.6 OT.Sig_Secur€ryptographic security of thelectronicsignature

The TOE shall create digital signatures that cannot be forged without knowledge of the SCD through robust
encryption technigues. The SCD shall not be reconstructable using the digital signatures or any other data
exportable from the TOHhedigitalsignaures shall be resistant against these attacks, even when executed
with a high attack potential.

4.1.7 OT.Sigy_Sigignature creation function for the legitimate signatory only

The TOE shall provide the digital signature creation function for the legitimatatsig only and protects
the SCD against the use of others. TIRE shall resist attacks with high attack potential
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4.1.8 OT.DTBS_ Integrity TOBTBS/R integrity inside the TOE

The TOE must not alter the DTBS/R. As by definition of the DTBS/R this may ttmsiB{®S themselves,
this objective does not conflict with a signature creation process where the TOE hashes the provided DTBS
(in part or entirely) for signature creation

4.1.9 OT.EMSEC_DesidProvide physicakmanation security

The TOE shall be designediduilt in such a way as to control the production of intelligible emanations
within specified limits

4.1.10 OT.Tamper_IDTamper detection

The TOE shall providgystem features that detect physical tampering of its components, and uses those
features to limit security breaches.

4.1.11 OT.Tamper_Resistanc&amper resistance

The TOE shall prevent or regi$tysical tampering with specified system devices and components.

4.2 Security Objectives for the Operational Environment

4.2.1 OE.SVD_AuthAuthenticity of the SVD

The operational environment shall ensure the integrity of the SVD sent to the CGA of the CSP. The CGA
verifies the correspondence between the SCD in the SSCD ofgtteasy and the SVD in the qualified
certificate

4.2.2 OE.CGA_QCefGeneration of qualified certificates
TheCGA shall generate a qualified certificate that includes (amongst others)
(a) the name of the signatory controlling the TOE,

(b) the SVD matching the SCD sbin the TOE and being under sole control of the signatory,
(c) the advanced signature of the CSP.

The CGA shall confirm with the generated qualified certificate that the SCD corresponding to the SVD is
stored in a SSCD

4.2.3 OE.SSCD_Prov_Serviéathentic SSCDrpvided by SSCD Provisioning Service

The SSCGPprovisioning service shall initialise and personalise for the signatory an authentic copy of the TOE
and deliver this copy as SSCD to the signatory

4.2.4 OE.HID_VArProtection of the VAD

If an external device provides the human interface for user authentication, this device shall ensure confi-
dentiality and integrity of the VAD as needed by the authentication method employed from import through
its human interface until import through theOE interface. In particular, if the TOE requires a trusted chan-
nel for import of the VAD, the HID shall support usage of this trusted channel
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4.2.5 OE.DTBS_Inten@®&CA sends data intended to be signed

The Signatorghall use d@rustworthy SCA that

1 generates thdTBS/R of the data that has been presented as DTBS and which the signatory intends
to sign in a form which is appropriate for signing by the TOE,

1 sends the DTBS/R to the TOE and enables verification of the integrity of the DTBS/R by the TOE,
i attaches thesignature produced by the TOE to the data or provides it separately.

Application note 3:The SCA should be able to support advanced electronic signatures. Currently, there exist
three formats defined by ETSI recognized as meeting the requirements negdetvénced electronic sig-

natures: CAdES, XAdES and PAdES. These three formats mandate to include the hash of the signer's public
key certificate in the data to be signed. In order to support for the mobility of the signer, it is recommended

to store the cetificate info on the SSCD for use by SCA and identification of the corresponding SCD if more
than one SCD is stored on the SSCD.

4.2.6 OE.DTBS_Protec8CA protects the data intended to be signed

The operational environment shall ensure that the DTBS/R camnaiitbred in transit between the SCA
and the TOE. In particular, if the TOE requires a trusted channel for import of the DTBS/R, the SCA shall
support usage of this trusted channel

4.2.7 OE.SignatorySecurity obligation of the Signatory

The signatory shall clk that the SCD stored in the SSCD received from-@®@Bioning service is in nen
operational state. The signatory shall keep their VAD confidential

4.3 Security Objectives Rationale

4.3.1 Security Objectives Coverage
The following able shows themapping of theSecurity problem definition tthe security objectives.
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co|ojojojo|0o|0O|O|O0O|O|O|O|O|O|O|O|0O|O
T.SCD_Divulg X
T.SCD_Derive X X
T.Hack_Phys X X | X | X
T.SVD_Forgery X X
T.SigF_Misuse | x X | X X | X | X|X
T.DTBS_Forgery X X | X

410f 84



NXP eDoc Suitet.0on JCOPS P71¢ SSCvith Key Generatiosecurity Targetite C]'yptO\/iSiOI’I

o R 8
2|5 |8 el 18] |3
IS |w|O|0 5| Q2 S T3
w22 A22 S8l |5 |8 o8B
HE 212181352 5Tz |0|lE|&E|QlB|E|>
ol |2 |0 |n|o|h [ 518 |O < s Il 1|98
21X AAAO | Hialal I 1A 700
25181818 |2|3|E12|5|58/5 132 E|E |5
Jlo|a|a|a|g|g|q|l|f|C|0|a|a|T|cla|n
FlE|lE|lE|lE|lE|lF|lE|lE|lE|E|W|W|Ww|w/w/wwWw
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T.Sig_Forgery X X X
P.CSP_QCert X X X
P.QSign X | X X X
P.Sigy SSCD X | X | X X | X | X|X]|Xx X X
P.Sig_No#Repud | x X[ X | X[ X[ X[ X|X[|X]|X]|X]|X]|X X | X | X
A.CGA X | X
A.SCA X

Table9: Mapping of threats, policies and assumptions to the security objectives.

4.3.2 Security Objectives Sufficiency

Countering of threats by securitgbjectives:

T.SCD_Divuldgsforing, copying and releasing of the signature creation Jdadaresses the threat against

the legal validity of electronic signature due to storage and copying of SCD outside the TOE, as expressed in
recital (18) of [Directive]This threat is countered by OT.SCD_Secrecy, which assures the secrecy of the SCD
used for signature creation.

T.SCD_Derivérive the signature creation dgtdeals with attacks on the SCD via public known data pro-
duced by the TOE, which are the SVD tmadsignatures created with the SCD. OT.SCD/SVD_Auth_Gen
counters this threat by implementing cryptographically secure generation of the SCD/SVD pair.
OT.Sig_Secure ensures cryptographically secure electronic signatures.

T.Hack_PhysHxploitation of physal vulnerabilitiep deals with physical attacks exploiting physical vulner-
abilities of the TOE. OT.SCD_Secrecy preserves the secrecy of the SCD. OT.EMSEC_Design counters physic
attacks through the TOE interfaces and observation of TOE emanations. OérTEmpand
OT.Tamper_Resistance counter the threat T.Hack_Phys by detecting and by resisting tampering attacks.

T.SVD_ForgergForgery of the signature verification datdeals with the forgery of the SVD exported by

the TOE to the CGA for certificate generation. T.SVD_Forgery is addressed by OT.SCD_SVD_Corresp, which
ensures correspondence between SVD and SCuaawhbiguous referencef the SVD/SCD pair for the

SVD expdrand signature creation with the SCD, &@&.SVD_Auth that ensures the integrity of the SVD
exported by the TOE to the CGA.

T.SigF_MisuséMisuse of the signature creation function of the T@#dresses the threat of misuse of the

TOE signature creationriction to create SDO by others than the signatory to create an electronic signature
on data for which the signatory has not expressed the intent to sign, as required by paragcaofi [Di-
rective], Annexll. OT.Lifecycle_Securityifecycle securijyrequires the TOE to detect flaws during the ini-
tialisation, personalisation and operational usage including secure destruction of the SCD, which may be
initiated by the signatory. OT.Sigy_Si§igfature creation function for the legitimate signatory Qmig-

sures that the TOE provides the signature creation function for the legitimate signatory only.
OE.DTBS_Inten®4ta intended to be signgeé@nsures that the SCA sends the DTBS/R only for data the sig-
natory intends to sign and OE.DTBS_Protect counterspulation of the DTBS during transmission over
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the channel between the SCA and the TOE. OT.DTBS_Integrit TB®ER integrity inside the T)(Qite-

vents the DTBS/R from alteration inside the TOE. If the SCA provides a human interface for user authenti-
cation, OE.HID_VAIP(otection of the VAprovides confidentiality and integrity of the VAD as needed by

the authentication method employed. OE.Signatory ensures that the signatory checks that an SCD stored in
the SSCD when received from an SBfoisioning sevice provider is in noperational state, i.e. the SCD
cannot be used before the signatory becomes control over the SSCD. OE.Signatory ensures also that the
signatory keeps their VAD confidential.

T.DTBS_Forger¥¢rgery of the DTBS/Rddresses the thrat arising from modifications of the data sent as

input to the TOE's signature creation function that does not represent the DTBS as presented to the signa-
tory and for which the signature has expressed its intent to sign. The TOE IT environment addresses
T.DTBS_Forgery by the means of OE.DTBS_Intend, which ensures that the trustworthy SCA generates the
DTBS/R of the data that has been presented as DTBS and which the signatory intends to sign in a form
appropriate for signing by the TOE, and by means of TESDProtect, which ensures that the DTBS/R can-

not be altered in transit between the SCA and the TOE. The TOE counters this threat by the means of
OT.DTBS_Integrity_ TOE by ensuring the integrity of the DTBS/R inside the TOE.

T.Sig_ForgeryHorgery of the @lctronic signaturkdeals with nordetectable forgery of the electronic sig-

nature. OT.Sig_Secure, OT.SCD_Unique and OE.CGA_QCert address this threat in general. OT.Sig_Secur
(Cryptographic security of the electronic signajugasures by means of robustyptographic techniques

that the signed data and the electronic signature are securely linked together. OT.SCD_Unique and ensures
that the same SCD cannot be generated more than once and the corresponding SVD cannot be included in
another certificate by ciince. OE.CGA_QCert prevents forgery of the certificate for the corresponding SVD,
which would result in false verification decision concerning a forged signature.

Enforcement of OSPs by security objectives:

P.CSP_QCe(CSP generates qualifiegrtificateg establishes the CSP generating qualified certificate or
non-qualified certificate linking the signatory and the SVD implemented in the SSCD under sole control of
this signatory. P.CSP_QCert is addressed by

s OT.Lifecycle_Securjtwhich requirs the TOE taetect flaws during the initialisation, personalisa-
tion and operational usage,

s OT.SCD_SVD_Corresp, which requires to ensure the correspondence between the SVD and the SCD
during their generation,

s OE.CGA_QCert for generation of qualified degtes or nomualified certificates, which requires
the CGA to certify the SVD matching the SCD implemented in the TOE under sole control of the
signatory.

P.QSigrn(Qualified electronic signaturgprovides that the TOE and the SCA may be employed talatgn

with an advanced electronic signature, which is a qualified electronic signature if based on a valid qualified
OSNIAFTAOFGS® hed{AIFeyYy{AIAC Syadz2NBa araylri2NBQa &2
signature creation function fomhe legitimate signatory only and to protect the SCD against the use of oth-
ers. OT.Sig_Secusnsures that the TOE creates electronic signatures, which cannot be forged without
knowledge of the SCD through robust encryption techniques. OE.CGA_QCert asltiressguirement of
gualified or nonqualified electronic certificates building a base for the electronic signature.
OE.DTBS_Interehsures that the SCA provides only those DTBS to the TOE, which the signatory intends to
sign.

P.Sigy_SSODOE as securggeature creation devigerequires the TOE to meet [Directive], AnnigxThis

is ensured as follows:
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8 OT.SCD_Unique meets the paragraph 1(a) of [Directive], Ainlex the requirements that the SCD
used for signature creation can practically occur amge;

8 OT.SCD_Unique, OT.SCD_Secrecy and OT.Sig_Secure meet the requirement in paragraph 1(a) of
[Directive], Annexll by the requirements to ensure secrecy of the SCD. OT.EMSEC_Design and
OT.Tamper_Resistance address specific objectives to ensure settkeySCD against specific at-
tacks;

8 OT.SCD_Secrecy and OT.Sig_Secure meet the requirement in paragraph 1(b) tf Byies re-
quirements to ensure that the SCD cannot be derived from SVD, the electronic signatures or any
other data exported outsidehe TOE;

8 OT.Sigy_SigF meets the requirement in paragraph 1(c) of [Directive], Ainogxhe requirements
to ensure that the TOE provides the signature creation function for the legitimate signatory only
and protects the SCD against the use of others;

s OTDTBS Integrity TOE meets the requirements in paragraph 2 of [Directive], Wremethe TOE
must not alter the DTBS/R.

Paragraph 2 of AnndX, requires that an SSCD does not prevent the data to be signed from being presented
to the signatory prior tohe signature process is obviously fulfilled by the method of TOE usage: the SCA
will present the DTBS to the signatory and send it to the SSCD for signing.

The usage of SCD under sole control of the signatory is ensured by

8 OT.Lifecycle_Security requirifget TOE to detect flaws during the initialisation, personalisation and
operational usage,

8 OT.SCD/SVD_Auth_Gen, which limits invocation of the generation of the SCD and the SVD to au-
thorised users only, and

8 OT.Sigy_SigF, which requires the TORrdwide the signature creation function for the legitimate
signatory only and to protect the SCD against the use of others.

OE.SSCD_Prov_Sendosures that the signatory obtains an authentic copy of the TOE, initialised and per-
sonalised SSCD from an S$@&1ivisioning service.

P.Sig_NorRepud Nonrepudiation of signaturésdeals with the repudiation of signed data by the signa-

tory, although theelectronic signature is successfully verified with the SVD contained in their certificate
valid at the time of signature creation. This policy is implemented by the combination of the security objec-
tives for the TOE and its operational environment, whighl®edzZNBa G KS | alLlSoda 2F aa
over and responsibility for the electronic signatures created with the TOE.

OE.SSCD_Prov_Service ensures that the signatory obtains an authentic copy of the TOE, initialised and per-
sonalised as SSCD from ®®8CHprovisioning service.

OE.CGA_QCert ensures that the certificate allows to identify the signatory and thus to link the SVD to the
signatory. OE.SVD_Auth and OE.CGA_QCert require the environment to ensure authenticity of the SVD as
being exported by thd OE and used under sole control of the signatory. OT.SCD_SVD_Corresp ensures that
the SVD exported by the TOE corresponds to the SCD that is implemented in the TOE. OT.SCD_Unique pro-
GARS&a GKFG GKS aAraylidid2NBQa {/5 OFy LINIXOGAOLFffte& 2C
OE.Signairy ensures that the signatory checks that the SCD, stored in the SSCD received from-an SSCD
provisioning service is in nayperational state (i.e. the SCD cannot be used before the signatory becomes

into sole control over the SSCD). OT.Sigy_SigF provadesly the signatory may use the TOE for signature
creation. As prerequisite OE.Signatory ensures that the signatory keeps their VAD confidential.
OE.DTBS_Intend, OE.DTBS_Protect and OT.DTBS_Integrity TOE ensure that the TOE creates electronic sig
natures only for those DTBS/R, which the signatory has decided to sign as DTBS. The robust cryptographic
techniques required by OT.Sig_Secure ensure that only this SCD may create a valid electronic signature that
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can be successfully verified with the correspargd5VD used for signature verification. The security objec-
tive for the TOE OT.Lifecycle_Secutiifecycle securijyOT.SCD_Secre8etrecy of the signature creation
data), OT.EMSEC_Desidtrqvide physical emanations secuyit®T.Tamper_IDTamper detction) and
OT.Tamper_ResistancEamper resistangeprotect the SCD against any compromise.

Upkeep of assumptions by security objectives:

A.SCATrustworthy signature creation applicatioegtablishes the trustworthiness of the SCA with respect

to generdion of DTBS/R. This is addressed by OE.DTBS_ (tatadintended to be signgavhich ensures

that the SCA generates the DTBS/R of the data that have been presented to the sighatory as DTBS and which
the signatory intends to sign in a form which is apprate for being signed by the TOE.

A.CGATrustworthy certificate generation applicatioedtablishes the protection of the authenticity of the
signatory's name and the SVD in the qualified certificate by the advanced signature of the CSP by means of
the GGA. This is addressed by OE.CGA_QCert (Generation of qualified certificates), which ensures the gen-
eration of qualified certificates, and by OE.SVD_Auth (Authenticity of the SVD), which ensures the protec-
tion of the integrity of the received SVD and theifieation of the correspondence between the SVD and

the SCD that is implemented by the SSCD of the signatory.
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5.1 Definition of the Family FPT_EMS

The additional family FPT_ENISOE Emanation) of the Class FPT (Protection of the TSF) is defined here to
describe the IT security functional requirements of the TOE. The TOE shall prevent attacks against the SCD
and other secret data where the attack is based on external observdilyisiqal phenomena of the TOE.
9EIYLX S& 2F &adzOK FiGidkO14a INB S@ltdzZ GAz2y 2F ¢h9Qa
differential power analysis (DPA), timing attacks, radio emanation etc. This family describes the functional
requirementsfor the limitation of intelligibleemanations. The family FPT_EkEongs to the Class FPT
because it is the class for TSF protection. Other families within the Class FPT do not cover the TOE emana-
tion. The déinition of the family FPT_EMS taken from he Protection Profile Secure Sigmae Creation

Device [PP00Q6

5.1.1 FPT_EMSOE Emanation

Family behaviour:

This family defines requirements to mitigate intelligible emanations.
Component levelling:

FPT_EMSOE Emanation 1

FPTEMS1 TOEmManation has two constituents:

1 FPTEMSL1.1 Limit of Emissions requires to not emit intelligible emissions enabling access to TSF
data or user data.

1 FPTEMSL1.2 Interface Emanation requirés not emit interface emanation enabling access to TSF
data or use data.

Management. FP EMS1
There are no management activitieEgeseen.
Audit: FPTEMS1

There areno actions identified that shalle auditable if FAU_GEN (Security audit data generation)
is included in a protection profile or security target.

FPTEMSI1: TOE Emanation
Hierarchical to: No other components.
Dependencies: No dependencies.

FPTEMS1.1
The TOE shall not emit [assignmetiypes of emissions] in excess of [assignment:
specified limits] enabling access to [assignment: list of types of TSF data] and [as-
signment: list of types of user data].

FPTEMS1.2

The TSF shall ensure [assignment: type of users] are unable to useltvanl
interface [assignment: type of connection] to gain access to [assignment: list of
types of TSF data] and [assignment: list of types of user data].
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5.2 Definition of the Family FCS_RND

To define the IT security functional requirements of the TOE a sem&mily (FCS_RND) of the Class FCS
(cryptographic support) is defined here. This family describes the functional FCS_RND is not limited to gen-
eration of cryptographic keys unlike the component FCS_CKM.1.

CKS FIYAE® GDSYSNI GA2y5 0T AN yaR2SYO AyFdeYSoRS N GFCR/f {f y2woba

5.2.1 FCS_RND Generation of random numbers

Family behavior

This family defines quality requirements for the generation of random numbers which are intended to be
used for cryptographic purposes.

Component leveling:

FCS_RNGOBeneration of random numbers 1
FCS_RND.1 Generation of random numbers requires that random numbers meet a defined
quality metric.
Management: FCS_RND.1
There are no management activities foreseen.
Audit: FCS_RND.1
There are no actions defined be auditable.
FCS_RND.1 Quality metric for random numbers
Hierarchical to: No other components.
Dependencies: No dependencies.
FCS_RND.1.1 The TSF shall provide a mechanism to generate random numbers that meet [assign-

ment: a defined quality metric
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6.1 General

This chapter gives the security functional requirements and the security assurance requirements for the
TOE.

Section & provides the security functional requirements.

The TOE security assurance requiremestésement is given in section 6.3.

6.2 TOE Security Functional Requirements

6.2.1 Use of requirement specifications

The CC allows several operations to be performed on functional requirements; refinement, selection, as-
signment, and iteration are defined in paragrapht of Part 1 [CC_1] of the CC. Each of these operations is
used in this ST and the underlying PP.

Operations already performed in the underlying PP [PP0059] are uniformly markeddayalic font style;
for further information on details of the operation, please refer to [PP0059].

Orperations performed within this securityatget are marked bpold underlined font style; further infor-
mation on details of the operation is provided in foot notes.

6.2.2 Cryptographic support (FCS)

Application note 4 Member states of the European Union have specified entities as responsible for accred-
itation and supervision ahe evaluation process for products conforming to this standard and for deter-
mining admissible algorithms and algorithm paramet§sréctive} 1.1b and 3.4).

6.2.2.1 FCS_CKM.Lryptographic key generation
Hierarchical to: No other components.
Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
FCS_CKM.1.1

The TSF shall generate 88D/SVPair in accordance with a specified cryp-
tographic key generation algoritiim

T RSAkeyqgeneratiort or ECDSA key generatidn

and specified cryptographic key sizes

1 between 2@M0 bit and 4096bit in steps of 1 bit or with 160, 192,
224, 256320,384, 512521 bifze

that meet the following:

8 [assignment: cryptographic key generation algorithm]
9 [assignment: cryptographic key sizes]

weKS O2Yo0AYlLiUA2Yy 2F (GKS G2 ONBLIIZ2INFLIKAO £ 32NRI
may be configured in a way that only one of the two cryptographic algorithms is activated.
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1 [TR@102]

PP application note 5<applied>

6.2.2.2 FCS_CKM.4 Cryptographic key destruction

Hierarchical to:
Dependencies:

FCS_CKM.4.1

No other components.

[FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographiy lgeneration]

The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction methodverwriting the key valug'? that
meets the followingnone!'3,

PP application notes: <applied>

6.2.2.3 FCS_CORS3IG:Cryptographic operation

Hierarchical to:
Dependencies:

FCS_COP.1SIG

No other components.

[FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4 Cryptographic key destruction

The TSF shall perfa digital signaturecreationin accordance with a spec-
ified cryptographic algorithm
1 RSAwithout internal hash calculation, withSHA224, SHA256,
SHA384 or SHA12; or ECDSWithout internal hash calculation,
with SHA224, SHA?56, SHA384 or SHA12 and arbitrary do-
main parameters over GF(p) with cofacto##1l

and specifiectryptographic key sizes:

9 2000 bit to 4096bit in steps of 1 bit or with 160 bit to 521 bit in
steps of 1 bit, repectivel?

that meet the following:

11 [assignment: list of standards]

12 fassignment: cryptograpbikey destruction method]

13 [assignment: list of standards]

14 [assignment: cryptographic algorithm]

15 [assignment: cryptographic key sizes]
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M standard PKCS#1\2 [PKCS1]RSASSRKCS{/15 and RSASSA
PS$ and [FIP380-4]; or standard[SECL(ECDSAxRNd [FIP$80-

i'L1617

PP application note&r: <applied>

The following SFR is only required for varsamth a contactless interface:

6.2.2.4 FCS_COP.1/PACE: PACE authentication protocol
Hierarchical to: No other components.
Dependencies: [FDP_ITC.1 Import of user data without secuaityibutes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction
FCS_COP.1.1/PACE

The TSF shall perforam authentication protocol in accordance with a
specified cryppgraphic algorithm

1 PACHersion 2
and specified cryptographic key sizes:

1 160 bit to521 bitin steps of 1 biftECC)128, 192, 256 bit (AES)
that meet the following:

1 BSITR03110 [TR03110

Application note:It must be underlined that the SFR FCS_COP.1/PACE SFR is only required fwitariant
a contactless interfacé&.he specifiation of the AES can be foumd[FIPS197].

Application note: Theelliptic curves corresponding to the keiyes are defined inGS_CKM.1

Application note: BSITR03110 [TR03110] allows arbitrary combinations of ECC key sizes and AES key
lengths in the PACE protocol. It should be noted that ECC key lengths smaller than the AES key length will
lead to a educed AES key space (e.g24dbit entropyin a256 bit AES key).

6.2.2.5 FCS_RB1: Quality metric for random numbers

Hierarchical to: No other components.
Dependencies: No dependencies.
FCS RND.1.1 The TSF shall provide a mechanism to generate random numbers thattineeet

AlS2@31 Class DRG quality metricte,

16 [assignment: list of standards]

7¢KS O2Yo0AYylLiUA2y 2F (GKS Gg2 ONE LI 2 AddhdtdkeifiGal TOE 3 2 NAR (
may be configured in a way that only one of the two cryptographic algorithms is activated.

18 [assignment: a defined quality metric]
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Application note:This SFR was added to the standard set of SFRs to address the requirements of the PACE
protocol. The random number generation is provided by the underhX{BICOP4.871platform.

Developer note:The corresponding platform SFR (FCS_RNG.1) states ¢hplatform provides a deter-
ministic random number generator (RNG) that fulfills the following:

1 (DRG.3.1) If initialized with a random seed using a PTRNG of class PA&iadd$n[AIS20] as
random source, the internal state of the RNG shall haveast|256 bit of entropy.

1 (DRG.3.2) The RNG providesvard secrecy (as defined [AIS20].

1 (DRG.3.3) The RNG provides enhanced backward secrecy even if the current $tegernial
known (as defined iPAIS20]

1 (DRG.3.4) The RNG, initialized with a random seed using a PTRNG of cla@sRie@n2d in
[AIS20] as random source, generates output for which for-Ate8e 28 and for TDEAnode %°
strings of bit length 128 are mutually different with probabilityleast 1- 224,

1 (DRG.3.5) Statistical test suites cannot practically distinguish the random numbers from output
sequences of an ideal RNG. The random numbers must pass test proéeseefined in
[AIS20].

6.2.3 User data protection (FDP)

The security attribites and related status for the subjects and objects are:

Subject or object the security at{ Security attribute type Value of the security attribute
tribute is associated with
S.User Role R.Admin
R.Sigy
S.User SCD / SVD Management Authorised, not authorised
SCD SCD Operational No, yes
SCD SCD identifier Arbitrary value
SvD (This S@oes not define security | (This SToes not define secu-
attributes for SVD) rity attributes for SVD)

TablelQ: Security attributes and related status.

PP application note 8<not applicable>

6.2.3.1 FDP_ACC.1/SCD/SVD_Generatfdubset access control
Hierarchical to: No othercomponents.
Dependencies: FDP_ACF.1 Security attribute based access control
FDP ACC.1.1/ SCD/SVD_Generation
The TSF shall enfee theSCD/SVD_Generation_ Séi
(1) subjects: S.User,
(2) objects: SCD, SVD,
(3) operations: generation of SCD/SVD pair

6.2.3.2 FDP_ACF.1/SCD/SVD_Generati®acurity attribute based access control
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Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attributaitialisation
FDPACF.1.1/ SCD/SVD_Generation

The TSF shall enfie the SCD/SVD_Generation_StPobjects based on
the following the user S.User is associated with the security\alt 6 dzi S & { / !
/ SVD Managemerti

FDPACF.1.2/ SCD/SVD_Generation

The TSF shall enforce the following rules to determine if an operation
amongcontrolled subjects and controlled objects is allowed:

{®} &SN gAUK GKS aSOdaNRGE FFGOGNROGdzI S
i K2 NA al@wed to derderate SCD/SVD pair
FDP ACF.1.3/ SCD/SVD_Generation

The TSF shall expliciiuthoriseaccess of subjects objects based on the
following addiional rules:none.

FDP ACF.1.4/ SCD/SVD_Generation

The TSF shall explicitly deny access of subjects to objects based on the fol-
lowing additional rules:

{1 4SNJ 6AGK GKS &SOdNRGe | GiNy@diS «
authorisede A a y2 U lefatt SCDSERDpaiz 3ISY
6.2.3.3 FDP_ACC.1/SVD_Transf8ubset access control
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1/ SVD_Transfer
The TSF shadhforce theSVD_Transfer SkR
(1) subjects: S.User,
(2) objects: SVD
(3) operations: export

6.2.3.4 FDP_ACF.1/SVD_Transf8ecurity attribute based access control
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static aibute initialisation
FDP_ACF.1.1/ SVD_Transfer
The TSF sHanforcethe SVD_Transfer_Skd?objects based on the follow-
ing:
(1) the S.User is associated with the security attribute Role,
(2) the SVD

FDP_ACF.1.2/ SVD_Transfer
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The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowedigyand
R.Admirt? is allowed to export SVD

FDP_ACF.1.3/ SVD_Transfer

The TSF shall explicitlythoriseaccess of subjég to objects based on the
following additional rulesnone.

FDP_ACF.1.4/ SVD_Transfer

The TSF shall explicitly deny access of subjects to objects based on the fol-
lowing additional rulesnone.

PP aplication note Q <applied>

This ST™oes not require the TOE to protect the integrity and authenticity of the exported SVD public key
but requires such protection by the operational environment. If the operational environment does not pro-
vide sufficient security measures for the CGA to emste authenticity of the public key the TOE shall
implement additional security functions to support the export of public keys with integrity and data orig
authentication. Sesection 4.Jor additional requirements for use of an SSCD in an environthahtan-

not provide such protection

6.2.3.5 FDP_ACC.1/Signatwmeation: Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control
FOP_ACC.1.1/Signatwaeation
The TSF shall enfie theSignhature Creation SFBn
(1) subjects: S.User,
(2) objects: DTBS/R, SCD,
(3) operations: signaturecreation.

6.2.3.6 FDP_ACF.1/Signatw@eation: Security attribute based access control
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribuisitialisation
FOP_ACF.1.1/Signatwareation

The TSF shall enforce tBégnature Creation SHB objects based on the
following:

Q) GKS dzaSNI { ®! aSNI A& 3420 A1 WBR 6

G

(2) the SCD with the secufid | GG NAG6dziS .a{/ 5 hLISNI

FOP_ACF.1.2/Signatwaeation

The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed:

R.Sigy is allowed to createlectronic signatures for DTBS/R with SCD

gKAOK &aSOdzNRGeé I dNK ovdad & Sai{ /452 20185Nit€

FOP_ACF.1.3/Signatwaeation

19 [selection: RAdmin, R.Sigy]
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The TSF shall explicilythoriseaccess of subjects to objects based on the
following additional rulesnone.

FOP_ACF.1.4/Signatwareation

The TSF shall explicitly deny access of subjects to objects based on the fol-
lowing additional rules:

S.User is not allowed to createlectronicsignatures for DTBS/R with SCD
GKAOK &aSOdzNAGeé *XNBWROLzIBa 6 3B 22ISANY 2

6.2.3.7 FDP_RIP.1 Subset residual information protection

Hierarchical to: No other components.
Dependencies: No dependencies.
FDP_RIP.1.1

The TSF shall ensure that amgyious information content of a resource is
made unavailable upon thée-allocation of the resource fronthe follow-
ing oljects:SCD

The following data persistently stored by the TOE shall have the user data atifibiggrity checked per-
sistent storeddatag:

1. SCD
2. SVD (if persistently stored by the TOE).
The DTBS/R temporarily stored by the TOE has the user data attfibtegrity checked stored daa

6.2.3.8 FDP_SDI.2/PersistenBtored data integrity monitoring and action
Hierarchical to: FDP_SDI.1 Storelta integrity monitoring.
Dependencies: No dependencies.

FDP_SDI.2.1/ Persistent

The TSF shall monitor user data stored in containers controlled by the TSF
for integrity error on all objects, based on the following attributé@stegrity
checked stored da.

FDP_SDI.2.2/ Persistent
Upon detection of a data integrity error, the TSF shall
(1) prohibit the use of the altered data
(2) inform the S.Sigy about integrity error

6.2.3.9 FDP_SDI.2/DTBStored data integrity monitoring and action
Hierarchical to: FDP_SDI.1 Stored data integrity monitoring.
Dependencies: No dependencies.

FDP_SDI.2.1/DTBS

The TSF shall monitor user data stored in containers controlled by the TSF
for integrity error on all objects, based on the following attribut@stegrity
checked stred DTBS

FDP_SDI.2.2/DTBS
Upon detection of a data integrity error, the TSF shall
(1) prohibit the use of the altered data
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(2) inform the S.Sigy about integrity error

PP application note 10 The integrity of TSF data like RAD shall be protected to ensure the effectiveness of
the user authentication. This protection is a specific aspect of the security architecture (cf. ADV_ARC.1).

6.2.4 Identification and authentication (FIA)

6.2.4.1 FIA_UID.1Timing of dentification

Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_UID.1.1

The TSF shall allow
(1) Self test according to FPT_TST.1,

(2) Receiving DTBS
on behalf of the user to be performed before the user is identified.

FIA_UID.1.2

The TSF shall require each user to be successfully identified before allowing
any other TSkediated actions on behalf of that user.

PP application note ll<applied>

6.2.4.2 FIA_UAU.1 Timing of authentication

Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification.
FIA_ UAU.1.1

The TSF shall allow
(1) Self test according to FPT_TST.1,
(2) Identification of the user by means of TSF required by FIA_UID.1.
(3) Receiving DTBS
on behalf of the user to be performed before the useaghenticated.
FIA_UAU.1.2

The TSF shall require each user to be successfully authenticated before al-
lowing any other TSkediated actions on behalf of that user.

PP gplication note 12 <applied>

6.2.4.3 FIA_AFL.1 Authentication failure handling

Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication
FIA_AFL.1.1

20 [assignment: list of additional T@kediated actions]
21 [assignment: list of additional T@kediated actions]
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The TSF shall detect whan administrator configurable positive integer
within 2-1622 unsuccessful authentication attempts occur relatedctmn-
secutive failed authenticaon attempts.

FIA_AFL.1.2

When the defined number of unsuccessful auttieation attempts has
beenmet, the TSF shallock RAD

PP application note 13<applied>

Application note: This SFR is met by TSF_Auth. Note that TSF_Auth contains two configurable mechanisms
(cf. chapter 7) based on the standard ISO7816 Veoifiymand (for contact interface only) and on the PACE
protocol. The Verify command can be used to verify a PIN or biometric data.

6.2.5 Security management (FMT)

6.2.5.1 FMT_SMR.1 Security roles

Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing adentification.
FMT_SMR.1.1

The TSF shall maintain the roRs\dmin ad R.Sigy
FMT_SMR.1.2
The TSF shall be able to associate users with roles.

6.2.5.2 FMT_SMF.1 Security management functions

Hierarchical to: No other components.
Dependencies: No dependencis.
FMT_SMF.1.1

The TSF shall be capable of performing the following management func-
tions:

(1) Creation and modification of RAD,
(2) Enabling the signaturecreation function,

(3) Modification of the security attribute SCD/SVD management, SCD
operational,

(4) Change thalefault value of the security attribute SCD Identifier,
(5) none=
PP application note l4<applied>

6.2.5.3 FMT_MOF.1 Management of security functiohehaviour
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.$pecification of Management Functions.

22 [selection: [assignment: positive integer number], an administrator configurable positive integer within
[assignment: range of acceptable vadlie

2 [assignment: list of other security management functions to be provided by the TSF]
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FMT_MOF.1.1

The TSF shaltstrict the ability toenablethe functionssignature-creation
function to R.Sigy

6.2.5.4 FMT_MSA.1/Admin Management of security attributes

Hierarchical to:
Dependencies:

FMT_MSA.1.Kdmin

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enfie the SCD/SVD_Generation_StePrestrict the ability
to modify the security attributesSCD / SVD managentto R.Admin

6.2.5.5 FMT_MSA.1/Signatory Management of security attributes

Hierarchical to:
Dependencies:

FMT_MSA.1.8Bignatory

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enfee the Signature Creation SHB restrict the ability to
modify the secuity attributes SCD operidonal to R.Sigy

6.2.5.6 FMT_MSA.2 Secure security attributes

Hierarchical to:
Dependencies:

FMT_MSA.2.1

No other components.

[FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Securityles

The TSF shall ensure that only secure values are accept&Cfior/ SVD
Management and SCD operatiah

PP application note 15<applied>

Application note: The following values of the security attribute SCD/SVD Management are dectine
TOEand the TOE lifecycle Operational:

Subject Security Attribute SCD/SVD Managemen
S.Sigy No
S. Admin Yes
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6.2.5.7 FMT_MSA.3 Static attributaitialisation

Hierarchical to: No other components.
Dependencies: FMT_MSA.1 Management sécurity attributes
FMT_SMR.1 Security roles
FMT_MSA.3.1
The TSF shall enforetke SCD/SVD_Generation SFP, SVD_Transfer SFP
and Signature Creation SRB providerestrictivedefault values for security
attributes that are used to enforce the SFP.
FMT_MSA.3.2

The TSF shall allow thR Adminto specify alternative initial values to over-
ride the default values when an object or information is created.

6.2.5.8 FMT_MSA.4 Security attribetvalue inheritance
Hierarchical to: No other components.
Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_MSA.4.1

The TSF shall use the following rules to set the value of security attributes:

() If S.Admn successfully generates an SCD/SVD pair without S.Sigy
being authenticated the security attribzi S & { / 5
theSCBAKI ff 0SS aSd G2 ayzé

(2) If S.Sigy successfully generates an SCD/SVD pair the security at-
tribdzi S & {/ By B LIS N2 hallb&sbtto & § & ¢

gle operation.

PP aplication note 16 The TOE may not support generating an SVD/SCD pair by the Signhatory alone, in

which case rule (2) is not relevant.

6.2.5.9 FMT_MTD.1/Admin Management of TSF data
Hierarchical to No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1/Admin
The TSF shall restrict the abilitydeeatethe RADto R.Admin

6.2.5.10 FMT_MTD.1/Signatory Management of TSF data
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1/ Signatory
The TSF shall restrict the abilityrtedify the RADto R.Sigy

PP application note 17 No other operak 2y 0 S&ARSA& AY2RATEE

FMT_MTD.1/Signatory Managamenet of TSF data.

gl
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6.2.6 Protection of the TSF (FPT)

6.2.6.1 FPTEMS1 TOE Emanation

Hierarchical to: No other components.
Dependencies: No dependencies.
FPTEMS1.1

The TOE shall nemit variations in power consumptionelectromagnetic
radiation or timing during command executidd in excess ohon-useful
information?® enabling access tRADand SCD

FPTEMS1.2

The TSF shall ensuaey user# are unable to use théllowing interface:
smart card circuit contacts or contactless interféé¢o gain access tBAD
andSCD

PP aplication note 18 The TOE shall prevent attacks against the SCD and other secret data where the
attack is based on external observable physical phenomena of the TOE. Such attacks may be observable at
the interfaces of the TOE or may origin from internal operation of the ®0may origin by an attacker that

varies the physical environment under which the TOE operates. The set of measurable physical phenomena
is influenced by the technology employed to implement the TOE. Examples of measurable phenomena are
variations in thgpower consumption, the timing of transitions of internal states, electromagnetic radiation

due to internal operation, radio emission.

Due to the heterogeneous nature of the technologies that may cause such emanations, evaluation against
state-of-the-art attacks applicable to the technologies employed by the TOE is assumed. Examples of such
FOGaGroOla N8BT odzi FINB y20 tAYAGSR (23 S@lFfdad GdAz2y
(SPA), differential power analysis (DPA)irtgrattacks, etc.

6.2.6.2 FPT_FLS.1 Failure with preservation of secure state

Hierarchical to: No other components.
Dependencies: No dependencies.
FPT FLS.1.1
The TSF shall preserve a secure state when the following types of failures
occur:
(1) <elf-test accordingto FPT_TST fails,
(2) none*

PP application note 19<applied>

6.2.6.3 FPT_PHP.1 Passive detection of physical attack
Hierarchical to: No other components.
Dependencies: No dependencies.

24 [assignment: types of emissions]

25 [assignment: specified limits]

26 [assignment: type of users]

27 [assignment: type of connection]

28 [assignment: list of other typeof failures in the TSF]
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FPT_PHP.1.1

The TSF shall provide unambiguous detection of physiogbering that
might compromise the TSF.

FPT_PHP.1.2
The TSF shall provide the capability to determine whether physical tamper-
Ay3a gA0K GKS ¢{CQa RS@OAOSa 2N ¢{CQa

6.2.6.4 FPT_PHP.3 Resistance to physical attack

Hierarchical to: No other conponents.
Dependencies: No dependencies.
FPT_PHP.3.1

The TSF shall resggtysical manipulation and physical probiffgo the se-
curity 1G° by responding automatically such that the SFRs are always en-
forced.

PP application note 20The TOHENplement appropriate measures to continuously counter physical tam-
LISNAY 3 6KAOK YIFe& O2YLINRYAAS GKS {/5® ¢KS al dzi2 Yl
assuming that there might be an attack at any time and (ii) countermeasures are pravided time. Due

to the nature of these attacks the TOE can by no means detect attacks on all of its elements (e.g. the TOE is
destroyed). But physical tampering must not reveal information of the SCD. E.g. the TOE may be physically
tampered in powertoff date of the TOE (e.g. a smart card), which does not allow TSF for overwriting the
SCD but leads to physical destruction of the memory and all information therein about the SCD. In case of
physical tampering the TFS may not provide the intended functianS@D/SVD pair generation or signa-
ture-creation but ensures the confidentiality of the SCD by blocking these functions. The SFR FPT_PHP.1
requires the TSF to react on physical tampering in a way that the signatory is able to determine whether the
TOE waspysical tampered or not. E.g. the TSF may provide an appropriate message duriog statthe

guidance documentation may describe a failure of TOE-gfads indication of physical tampering.

6.2.6.5 FPT_TST.1 TSF testing

Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_TST.1.1

The TSF shall run a suite of geHtsduring initial startup 3! to demon-
strate the corect operation ofthe TSF

FPT_TST.1.2

The TSF shall proviéeithorised users with the capability to verify the in-
tegrity of TSF d&a.

FPT_TST.1.3

The TSF shall proviéaithorised users with the capabilityo verify the in-
tegrity of TSF

29 [assignment: physical tampering scenarios]
30 [assignment: list of TSF devices/elements]

31 [selection: during initial startip, periodically during normal operation, at the request of the authorised
user, at the conditions[assigment: conditions under which self test should occur]]
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PP appkation note 21 <applied>

6.3 TOE Security Assurance Requirements

Assurance Class

Assurance components

ADV: Development

ADV_ARC.1 Architectural Design with domain separation and
bypassability

ADV_FSP.5 Complete sdmimal functional specification with ad
ditional error information

ADV_IMP.1 Implementation representation of the TSF

ADV_TDS.4 Semiformal modular design

ADV_INT.2 Wedtructured internals

AGD: Guidance documents

AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ALC: Lifeeycle support

ALC_CMC.4 Production support, acceptance procedures and
mation

ALC_CMS.5 Development tools CM coverage

ALC_DEL.1 Delivery procedures

ALC_DVS&ufficiency of security measures

ALC_LCD.1 Developer defined-tifele model

ALC_TAT.2 Compliance with implementation standards

ASE: Security Target evaluation

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests

ATE_COV.2 Analysis of coverage

ATE_DPT.3 Testing: modular design

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testiggample

AVA: Vulnerability assessment

AVA _VAN.5 Advanced methodical vulnerability analysis

Tablell: Assurance Requirements: EAlLUgmMented with AVA_VANamd ALC_DVS.2
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6.4 Rationale

6.4.1 Security Requirements Rationale

6.4.1.1 Security Requirement Coverage

p

y
grity_TOH

que

gn

OT.SCD/SVIAuth_Gen
OT.Sig_Secure
OT.Sigy_SigF
OT.DTBS_Inte
OTEMS Desi
OT.Tamper_ID
OT.Tamper_Resistance

x| OT.SCD SVD Corres

x | OT.SCD_Uni

FCS_CKM.1

x| x| OT.SCD Secrec

FCS_CKM.4

x | x| x| OT.Lifecycle_Security

FCS_COP.1/SIG

FCS_COP.1/PACE X

FCS_RND.1 X

FDP_ACC.1/ SCD/SVD_Generation

FDP_ACC.1/ SVD_Transfer

FDP_ACC.1/Signatucesation

FDP_ACE/ SCD/SVD_Generation

FDP_ACE/ SVD_Transfer

X | X| X| X[ X]| X
x

FDP_ACEHE/Signaturecreation

FDP_RIP.1 X

x

FDP_SDI.2/Persistent X X X

FDP_SDI.2/DTBS

FIA_AFL.1

FIA_UAU.1 X

FIA_UID.1 X

X | X| X| X[ X

FMT_MOF.1

FMT_MSA.1/Admin

FMT_MSA.1/Signatory

FMT_MSA.2

FMT_MSA.3

FMT_MSA.4

FMT_MTD.1/Admin

FMT_MTD.1/Signatory

X| X| X[ X| X| X| X| X]| X
x| X
x

X | X| X[ X| X| X| X

FMT_SMR.1
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FMT_SMF.1 X X X
FPTEMS1 X X
FPT_FLS.1 X
FPT_PHP.1 X
FPT_PHP.3 X X
FPT_TST.1 X X X

Tablel2: Functional Requirement to TOE security objective mapping.

6.4.1.2 TOESecurity Requirements Sufficiency

OT.Lifecycle_SecuritfLifecycle security) is provided by the SFR for SCD/SVD gen&@sorCKM,. 5CD
usageFCS COP.1/sé@d SCD destruction FCS_CKM.4 ensure cryptographically secure lifecycle of the SCD.
The SCD/SVD meration is controlled by TSF according to FDP_ACC.1/SCD/SVD_Generation and
FDP_ACF.1/SCD/SVD_Generation. The SVD transfer for certificate generation is controlled by TSF according
to FDP_ACC.1/SVD_Transfer and FDP_ACF.1/SVD_Transfer. The SCD usaegt liy ercsess control
FDP_ACC.1/Signatucecation, FDP_ACE/Signaturecreation which is based on the security attribute se-

cure TSF management according to FMT_MOF.1, FMT_MSA.1/Admin, FMT_MSA.1/ Signatory, FMT_MSA.2,
FMT_MSA.3, FMT_MSA.4, FMT_MTD.1/Adfi] _MTD.1/Signatory, FMT_SMF.1 and FMT_SMR.1. The
test functions FPT_TST.1 provides failure detection throughout the lifecycle.

OT.SCD/SVIAuth_Gen(AuthorizedSCD/SVD generation) addresses that generation of a SCD/SVD pair re-
guires proper user authentication. The TSF specified by FIA_UID.1 and FIA_UAU.1 provide user identification
and user authentication prior to enabling access tauthorised functions. The SFR
FDP_ACC.1/SCD/SVD_Generation and FDP_ACF.1/SCD/SVD_Generation provide access control for the
SCD/SVD generation. The security attributes of the authenticated user are provided by FMT_MSA.1/Admin,
FMT_MSA.2, and FMT_MSA.3 for static attribnigalisation. The SFR FMT_MSA.4 defines rules for inher-
AlGlLyOS 2F GKS &aSOdaNARGE FdGNRAROdziS a{/5 2LISNIGA2YL §
OT.SCD_UniquéJniqueness of the signatwareation data) implements the requirement of practically

unique SCD as laid down|[Directive], Annexll, paragraph 1(apf [Directive] which is provided by the
cryptographic algorithms specified BCS CKM. 1

OT.SCD_SVD_Corrd§jprrespondence between SVD and SCD) addresses that the SVD corresponds to the
SCD implemented by the TOE. This is provided bglgwithms specified bifCS_CKMtb generate cor-
responding SVD/SCD pairs. The security functions specified by FDP_SDI.2/Persistent ensure that the keys
are not modified, so to retain the correspondence. Moreover, the SCD ldentifier allows the envirclmment
identify the SCD and to link it with the appropriate SVD. The management functions identified by
FMT_SMF.1 and by FMT_MSA. 4 allow R.Admin to modify the default value of the security attribute SCD
Identifier.

OT.SCD_Secre$ecrecy of signaturereationdata) is provided by the security functions specified by the
following SFRECS_CKM.énsures the use of secure cryptographic algorithms for SCD/SVD generation.
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Cryptographic quality of SCD/SVD pair shall prevent disclosure of SCD by cryptographiusitigcte

publicly known SVD. The security functions specified by FDP_RIP.1 and FCS_CKM.4 ensure that residual in-
formation on SCD is destroyed after the SCD has been use for signature creation and that destruction of
SCD leaves no residual information.

The security functions specified by FDP_SDI.2/Persistent ensure that no critical data is modified which could
alter the efficiency of the security functions or leak information of the SCD. FPT_TST.1 tests the working
conditions of the TOE and FPT_FLS.1 gtesa a secure state when integrity is violated and thus assures
that the specified security functions are operational. An example where compromising error conditions are
countered by FPT_FLS.1 is fault injection for differential fault analysis (DFA).

SFREPTEMSI and FPT_PHP.3 require additional security features of the TOE to ensure the confidentiality
of the SCD.

OT.Sig_SecuréCryptographic security of thelectronicsignature) is provided by the cryptographic algo-

rithms specified bfvCS_COP.1/SMghich ensures the cryptographic robustness of the signature algorithms.
FDP_SDI.2/Persistent corresponds to the integrity of the SCD implemented by the TOE and FPT_TST.1 en-
sure sehtests ensuring correct signatw@eation..

OT.Sigy_Sigfsignature creatiofunction for the legitimate signatory only) is provided by an SFR for iden-
tification authentication and access control.

FIA_UAU.1 and FIA_UID.1 ensure that no signature generation function can be invoked before the signatory
is identified and authenticated The security functions specified by FMT_MTD.1/Admin and
FMT_MTD.1/Signatory manage the authentication function. SFR FIA_AFL.1 provides protection against a
number of attacks, such as cryptographic extraction of residual information, or brute force atigainst
authentication. The security function specified by FDP_SDI.2/DTBS ensures the integrity of stored DTBS and
FDP_RIP.1 prevents misuse of any resources containing the SCD-aftecdtion (e.g. after the signature

creation process).

Thesecurity functions specified by FDP_ACC.1/Signaigration and FDP_ACF.1/Signatareation pro-

vide access control based on the security attributes managed according to the SFR FMT_MTD.1/Signatory,
FMT_MSA.2, FMT_MSA.3 and FMT_MSA.4. The SFR FMT_SM™MMITa8MR.1 list these management
functions and the roles. These ensure that the signature process is restricted to the signatory. FMT_MOF.1
restricts the ability to enable the signatucgeation function to the signatory. FMT_MSA.1/Signatory re-
stricts theability to modify the security attributes SCD operational to the signatory.

For varians with a contactless interface, FCS_COP.1/PACE and FCS_RND.1 secure the transmission of the
RAD (e.g. PIN) and the a1 of a secure messaging channel. These SFRstarequired for other variants
of the TOE.

OT.DTBS_IntegrityTOE (DTBS/R integrity inside the TOE) ensures that the DTBS/R is not altered by the TOE.
The integrity functions specified by FDP_SDI.2/DTBS require that the DTBS/R has not been altered by the
TOE.

OT.EMSEC_Desi@gRrovide physical emanations security) covers that no intelligible information is ema-
nated. This is provided by FFEEMS1.1.

OT.Tamper_I@Tamper detection) is provided by FPT_PHP.1 by the means of passive detection of physical
attacks

OT.Tamper_Resistan¢@amper resistance) is provided by FPT_PHP.3 to resist physical attacks.

6.4.2 Dependency Rationale for Security functional Requirements

The following table provides an overview how the dependencies of the security functional requirements
are solved and a justification why some dependencies are not being satisfied.
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Requirement

Dependencies

Fulfilled

FCS _CKM.1 [FCS_CKM.2 or FCS_COP.1/SIBCS _CKM.4
FCS_COR,FCS_CKM.

FCS _CKM.4 [FDP_ITC.1 or FDP_IT( FCS_CKM.1
or FCS_CKM.1]

FCS_COP.1/SIG [FDP_ITC.1 or FDP_IT{ FCS_CKM.1, FCS_CKM.4
or FCS_CKM.1],
FCS_CKM.4

FCS_COP.1/PACE [FDP_ITC.1 or FDP_IT( FCS_CKM.4
or FCS_CKM.1], See jusification No. 1 fomon-satisfied
FCS_CKM.4

dependencies

FCS RND.1 No dependencies n. a.

FDP_ACC.1/ SCD/SVD_Generatio| FDP_ACF.1 FDP_ACF.1/SCD/SVD_Generation
FDP_ACC.1/ Signaturesation FDP_ACF.1 FDP_ACE/SignatureCreation
FDP_ACC.1/ SVD_Transfer FDP_ACF.1 FDP_ACF.1/SVD_Transfer

FDP_ACF.1/ SCD/SVD_Generatiol

FDP_ACC.1, FMT_MS/

FDP_ACC.1/SCD/SVD_Generation,
FMT_MSA.3

FDP_ACF.1/ Signatucesation

FDP_ACC.1, FMT_MS/

FDP_ACC.1/Signatucesation,
FMT_MSA.3

FDP_ACF.1/ SVD_Transfer

FDP_ACC.1, FMT_MS/

FDP_ACC.1/SVD_Trangfer

FMT_MSA.3

FDR_RIP.1 No dependencies n. a.

FDP_SDI.2/Persistent No dependencies n. a.

FDP_SDI.2/DTBS No dependencies n. a.

FIA_AFL.1 FIA _UAU.1 FIA UAU.1

FIA_UID.1 No dependencies n.a.

FIA_ UAU.1 FIA _UID.1 FIA UID.1

FMT_MOF.1 FMT_SMR.1, FMT_SMR.1, FMT_SMF.1
FMT_SMF.1

FMT_MSA.1/ Admin [FDP_ACC.1 or FDP_ACC.1/SCD/SVD_Generation,
FDP_IFC.1], FMT_SMR.1, FMT_SMF.1
FMT_SMR.1,
FMT_SMF.1

FMT_MSA.1/ Signatory [FDP_ACC.1 or FDP_ACC.1/Signature_Creation SFH
FDP_IFC.1], FMT_SMR.1, FMT_SMF.1
FMT_SMR.1,
FMT_SMF.1

FMT_MSA.2 [FDP_ACC.1 or FDP_ACC.1/SCD/SVD_Generation,
FDP_IFC.1], FDP_ACC.%ignature_Creation SFP,
FMT_MSA.1, FMT_SMR.1, FMT_MSA.1/Admin,
FMT_SMR.1 FMT_MSA.1/Signatory

FMT_MSA.3 FMT_MSA.1, FMT_MSA.1/Admin,
FMT_SMR.1 FMT_MSA.1/Signatory, FMT_SMR.1
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Requirement Dependencies Fulfilled

FMT_MSA.4 [FDP_ACC.1 or FDP_ACC.1/SCD/SVD_Generation
FDP_IFC.1] FDP_ACC.1/ Signatureeation

FMT_MTD.1/ Admin FMT_SMR.1, FMT_SMR.1, FMT_SMF.1
FMT_SMF.1

FMT_MTD.1/ Signatory FMT_SMR.1, FMT_SMR.1, FMT_SMF.1
FMT_SMF.1

FMT_SMF.1 No dependencies n. a.

FMT_SMR.1 FIA_UID.1 FIA_UID.1

FPT_EMS.1 No dependencies n. a.

FPT FLS.1 No dependencies n. a.

FPT _PHP.1 No dependencies n. a.

FPT_PHP.3 No dependencies n. a.

FPT_TST.1 No dependencies n. a.

Tablel3: Functional Requirements Dependencies.

Justification for norsatisfied dependencies between the SFR for TOE:

W No. 1: The PAC&uthentication protocol uses specific RAD (e.g.lld) as equivalent of a crypto-
graphic key. Therefomeither a key generation (FCS_CKM.1) nor an import (FDP_ITC.1/2) is neces-
sary.

6.4.3 Rationale for EAL Bugmented

The assurance level for the protection profile [PP0059] is EAL4 augmeitteAVA VAN.5This security
target enhances the security level by clsomy EAL 5 augmented with AVA VAA_hE ALC_DVSdue to
market demands.

Augmentation results from the selection of:
AVA_VAN.5 Advanced methodical vulnerability analysis
ALC_DVS.gufficiency of security measures

The TOE is intended to function in a variety of signhature creation systems for qualified electronic signatures.
Due to the nature of its intended application, i.e., the TOE may be issued to users and may not be directly
under the control of trained and déchted administrators. As a result, it is imperative that misleading, un-
reasonable and conflicting guidance is absent from the guidance documentation, and that secure proce-
dures for all modes of operation have been addressed. Insecure states should lie damct.

The TOE shall be shown to be highly resistant to penetration attacks to meet the security objectives
OT.SCD_Secrecy, OT.Sigy_SigF and OT.Sig_Secure. The component AVA_VAN.5 has the following depenc
encies:

1 ADV_ARC.1 Architectural Design with damseparation and nebypassability
ADV_FSP.4 Complete functional specification

ADV_TDS.3 Basic modular design

ADV_IMP.1 Implementation representation of the TSF

AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ATE_DPT.1 Testing: badésign

=A =4 =4 4 4 =
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All of these dependencies are met or exceeded in the EAL5 assurance package.
The component ALC_DVS.2 has no dependencies.
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7 ¢h9 adzYYINEBE ALISOAFAOFGAZ2Y
7.1 Security Functionality

7.1.1 TSF_Access: Access rights

This security functionality manages the accesshijects (files, directories, data and secrets) stored in the
FLILJX SGQa FAES aeadSyo LG I asersOmlizatidhBahddpersoridlizatiéh | OO
data. Access control for initialization dupre-personalization in the preparation pse¢ while the actual

applet is not yet present is basedon platform functionality andon the card manager of the underlying
JCOP4.p71JavaCard platform

It allows among others the maintenance of different users (Administrator, Signafarggss is granted (or
denied) in accordance to access rights that depend on appropriate identification and authentication mech-
anisms.

TSF_Access covers the following SFRs:

1 FDP_ACC.1.1/SCD/SVD_Generation  requires that the TSF shall enforce the
SCD/SVD_Geration_SFmn the (1) subjects: S.User, the (2) objects: signature creation data (SCD),
signature verification data (SVD), and the (3) operations: generation of a SCD/S\A2qess to
these operationss realizetby TSF_Accegwhile user authentications performed byT SF_Auth

1 FDP_ACC.1.1/SVD_Transfer requires that the TSF shall enforce the SVD_BfiRsigil) sub-
jects: S.User, (2) objects: signature verification data (SVD), and (3) operations: Axpeds to
these operations is realized by TBEcess (while user authentication is performed by TSF_Auth).

1 FDP_ACC.1.1/Signatezeeation requires that the TSF shall enforce 8ignature Creation SR
(1) subjects: S.User, (2) objects: DTBS/R, signature creation data (SCD), and (3) opera#iens: sign
ture-creation. Access to these operations is realized by TSF_Access (while user authentication is
performed by TSF_Auth).

1 FDP_ACF.1.1/SCD/SVD_Generation  requires that the TSF shall enforce the
SCD/SVD_Generation_SFP to objects based on the followingse¢h&.User is associated with the
ASOdzNRGe | GG NR O dzi S Adbcéss 1 thése dperationy/is rAaizédShy TSF cAdress
(while user authentication is performed by TSF_Auth).

1 FDP_ACF.1.2/SCD/SVD_Generation_ SFP requires that the TSF shalihenfollowing rules to
detemine if an operation among controlled subjects and controlled objects is allowed: S.User with
GKS &aSOdzNARGe GiNROdziS dGduthdBiselds J &5 6t §HIBYBEG
SCD/SVD pairhis is realized bySF_Access and TSF_Auth.

1 FDP_ACF.1.3/SCD/SVD_Generation requires that the TSF shall eatlcitigyeaccess of subjects
to objects based on the following additional rules: nofidis is realized bySF_Access and
TSF_Auth.

1 FDP_ACF.1.4/SCD/SVD_Genenatguires that the TSF shall explicitly deny access of subjects to
26280(G4 o61a8R 2y (GKS F2ft26Ay3 I RRAGAZYFE NIz ¢
ageY Sy (i ¢ & Salthofizac G ¥ AG Y20 Ftf26S8R ( PhisBSedidtny 65 {/
TSF_Access and TSF_Auth.

1 FDP_ACF.1.1/ SVD_Transfer requires that the TSF shall enforce the SVD_Transfer_SFP to objects
based on the following: (1) the S.User is associated with the security attribute Role, and (2) the
signature verification data (SV.Ohis is realized bySF_Access and TSF_Auth.

1 FDP_ACF.1.2/ SVD_Transfer requires that the TSF shall enforce the following rules to determine if
an operation among controlled subjects and controlled objects is allowed: R.Aslrallowed to
export the sigature verification data (SVDJhis is realized byySF_Access and TSF_Auth.
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1 FDP_ACF.1.3/ SVD_Transfer requires that the TSF shall expltbitlsiseaccess of subjects to ob-
jects.This is realized byySF_Access and TSF_Auth.

1 FDP_ACF.1.4/SVD_Transfer iszpithat the TSF shall explicitly deny access of subjects to objects.
This is realized bySF_Access and TSF_Auth.

1 FDP_ACF.1.1/Signatutesation requires that the TSF shall enforce 8ignature Creation SF®
objects based on the following: (1) the & { @' aSNJ Aa aaz20AF SR 6AGK
FYR 6HUO (GKS aA3ayl idz2NB ONBIGAZ2Y RI Gl Toekdr@es & A G F
and attributes are controlled by TSF_Access and TSF_Auth.

1 FDP_ACF.1.2/Signaturesation requiresghat the TSF shall enforce the following rules to determine
if an operation among controlled subjects and controlled objects is allowed: R.Sigy is allowed to
createelectronicsignatures for DTBS/R with signature creation data (SCD) which securitytattribu
G{/5 2LISNI (A 2y IThese riled and &tiibutésZare Godt®lied sy TSF_Access and
TSF_Auth.

1 FDP_ACF.1.3/Signaturesation requires that the TSF shall explicilyhoriseaccess of subjects to
objects.This is realized bySF_Access andFT @wuth.

1 FDP_ACF.1.4/Signaturesation requires that the TSF shall explicitly deny access of subjects to ob-
jects based on the following additional rules: S.User is not allowed to cedat&onicsignatures
for DTBS/R with signature creation data (SCO) @K & SOdzNA & F GiONRodziS &
a y ZThese rules and attributes are controlled by TSF_Access and TSF_Auth.

1 FDP_RIP.1.1 requires that the TSF shall ensure that any previous information content of a resource
is made unavailable upon theeghllocation of the resource from the following objects: signature
creation data (SCDJhis is realized bySF_Access.

1 FIA_AFL.1.2 requires that when the defined number of unsuccessful authentication attempts has
been met, the TSF shall block the referemuithentication data (RADJhis is realized bySF_Auth
and TSF_Access.

1 FIA_UID.1.1 requires that the TSF shall allow (1) selatesirding to FPT_TST.1, and (2) receiving
DTBS on behalf of the user to be performed before the user is identified. is realized by
TSF_Access and TSF_Auth.

1 FIA_UID.1.2 requires that the TSF shall require each user to be successfully identifiecth@fer
ing any other TSkediated actions on behalf of that usefhis is realized by SF_Access and
TSF_Auth.

1 FIA_UAU.1.1 requires that the TSF shall allow (1) self test according to FPT_TST.1, (2) identification
of the user by means of TSF required By EIID.1and (3 receiving DTBS on behalf of the user to
be performed before the user is authenticatedhis is realized by SF_Access, TSF_Auth and
TSF_SecureMessaging.

1 FIA_UAU.1.2 requires that the TSF shall require each user to be successfully aatdetbidore
allowing any other TSiediated actions on behalf of that user. This is realizg@SF_Accessd
TSF_Auth

1 FMT_MOF.1.1 requires that the TSF shall restrict the ability to enable the functions sigrratane
tion function to R.Sigylhis is rebized byTSF_Access.

1 FMT_MSA.1.1/Admin requires that the TSF shall enforce the SCD/SVD_Generation_SFP to restrict
the ability to modify [assignment: other operations] the security attributes SCD / SVD management
to R.AdminThis is realized bySF_Access.

1 FMT_MSA.1.1/Signatory requires that the TSF shall enforc8igrature Creation SR restrict
the ability to modify the security attributes SCD operational to R.3hyg.is realized BySF_Access.

69of 84



NXP eDoc Suitet.0on JCOPS P71¢ SSCvith Key Generatiosecurity Targetite CryptO\/iSiOI’I

1 FMT_MTD.1.1/Admin requires that the TSF shall regtrectbility to create the reference authen-
tication data (RAD) to R.Admifhis is realized bySF_Access and TSF_Auth.

1 FMT_MTD.1.1/ Signatory requires that the TSF shall restrict the ability to modify [assignment: none]
the reference authentication dateR@AD, e.g. a PIN) to R.Sigkis is realized bySF_Access and
TSF_Auth.

1 FMT_SMR.1.1 requires that the TSF shall maintain the roles R.Admin andTRiSigyrealized by
TSF_Access and TSF_Admin.

7.1.2 TSF_Admin: Administration

This Security Functionality manages the storage of manufacturing datpepsenalization data and per-
sonalization data. This storage area is a woitdy-once area and write access is subject to Manufacturer or
Personalization Agent authentication. Mamsgent of manufacturing and prpersonalization data ithe
preparation phase& while the actual applet is not yet preseqis basedn platform functionality and on
the card manager of the underlyinfOP4.®71Java Qal platform. DuringOperational Use phase, read
access is only possible after successful authentication.

TSF_Admin covers the following SFRs:

1 FIA_AFL.1.1 requires that the TSF shall detect when an administoaifigurable positive integer
within [assignment: 416] unsuccedsl authentication attemps occur related to consecutive
failed authenticéion attempts. This is realized within TSF_Admin and TSF_Auth.

1 FMT_SMR.1.1 requires that the TSF shall maintain the roles R.Admin andTRiSigyrealized by
TSF_Access and TSém#.

1 FMT_SMR.1.2 requires that the TSF shall be able to associate users witimdds.realized by
TSF_Auth and TSF_Admin.

1 FMT_SMF.1.1 requires that the TSF shall be capable of performing the following management func-
tions: (1) Creation and modifidan of the reference authentication data (RAD), (2) Enabling the
signaturecreation function, (3) Modification of the security attribute SCD/SVD management, SCD
operational, (4) Change the default value of the security attribute SCD Identifier, (5) Thosés
realized byTSF_Admin.

1 FMT_MSA.3.1 requires that the TSF shall enforce the SCD/SVD_Generation_SFP, SVD_Transfer_SFF
andSignature Creation Sk®provide restrictive default values for security attributes that are used
to enforce the SFHhis is ralized byTSF_Admin

1 FMT_MSA.3.2 requires that the TSF shall allow the R.Admin to specify alternative initial values to
override the default values when an object or information is creatéus is realized bySF_Admin

1 FMT_MSA.4.1 requires that the T®BIsuse the following rules to set the value of security attrib-
utes: (1) if S.Admin successfully generates an SCD/SVD pair without S.Sigytheintgcated the

A80dNRGe FGEGNRGdziS 6{/5 2LISNI A2yl 2F GKS {/5
4dz00SaaFdzAZ te ISYSNridSa Iy {/5k{+£5 LI AN §KS &S
asSi G2 aeSa¢ | Bhisis realizadybfiIFSAdRINIBNISE EQpio D

7.1.3 TSF_Secret: Secret key management

This Security Functionality ensures secure management of secrets such as cryptographic keys. This covers
secure key storage, access to keys as well as secure key deletion. Trtiem$unake use of SIS6f the
underlyingJCOP4.B71Java Card OS.

TSF_Secret covers the following SFRs:
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1 FCS_CKMirkquires that the TSF shall generate an SCD/SVD (Signature creation data / signature
verification data) pair in accordance with specifiggptographic key generation algorithms and
specified cryptographic key siz&CDSA dRSA key generatiofmhis is realizedy TSF_Secret (also
usingTSF_OS

1 FCS_CKM.4.1 requires that the TSF shall destroy cryptographic keys in accordance with@ specifie
cryptographic key destruction method, i.e. overwrgithe key valueThis is realized by TSF_Secret
(also using TSF_0S).

7.1.4 TSF_Crypto: Cryptographic operations

This Security Functionality performs high level cryptographic operations. The implemensatiaseid on
the Security Functionalities provided by TSF_OS.

TSF_Crypto covers the following SFRs:

1 FCS_COP.1/PACE requires that for vemiaith acontactless interface the TOE must provide the
PACE authentication protocaith AESThis is covered by TSF_Crypto which itssdfs the crypto-
graphic mechanisms realizég TSF_OS.

1 FCS_COP.1.1/SIG requires that the TSF shall pesfectronicsignaturegeneration in accordance
with specified cryptographic key generation algorithms apelcsfied cryptographic key sizekhis
is covered by TSF_Crypto whitdelf uses the cryptographic mechanisms realized by TSF_OS.

1 FMT_MSA.4.1 requires that the TSF shall use the following rules to set the value of security attrib-
utes: (1) if S.Admin successfully generates an SCD/SVD pair without S.Sigy being authenticated the
daSOdzNRGe FFGONROdzGS a{/ 582 LBNI@VR21fa 21IF dAKSBI{ S 5

dz0O0S&aa¥fdzZ te ISYSNIGSa Iy {/5k{+5 LI AN §KS &S

u ¢

G2 a&Saé¢ +a | aray3atsS 2LISNF A2y d ¢KA& Aa NI

Q¢ Qx
(7))

7.1.5 TSF_ SecureMessaging: SecMessaging
This Security Functionality realizes a secure communication channel after successful authentication
TSF_SecureMessaging covers the following SFRs:

1 FIA_UAU.1.1 requires that the TSF shall allow (1) self test according to FPT_TST.1, (2) identification
of the user by means of TSF required by FIA_U#DdL(3 receiving DTBS on behalf of the user to
be performed before the user is authenticated. Thisrésmlized by TSF_SecureMessaging,
TSF_Access aiiéF_Auth.

7.1.6 TSF_Auth: Authentication protocols

This security function realizéle followingtwo configurable mechanisms based on the standard ISO7816
Verify_command and on the PACE protocol:

1 TSF_Auth_VERIFY

TSF_Auth_VERIFY performs the VERIFY authentication mechiacdsnid used either with a PIN
02N LI 23a62NROX 2N) gAU0K RFEGF RSNAOGSR FNRY | dza ¢

1 TSF_Auth_PACE

TSF_Auth_PACE provides an additional authentication mechanism bastb@ PACE protocol
[TRO311D It is used for secure PIN entry especially over contacitiésgface. To prevent denial of
service attacks on the PACE PIN (that could be performed unnoticed via contactless interface), the
suspend modas defined in TRO3DYTR0311Disused. After two consecutive unsucsiul PACE
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PIN verification attempts th@ ACEPIN will be suspended and can only be verified after successful
verification of an additional PIN (e.g. Card Access Number, CAN).

The aboveuthentication mechanisms cover the following SFRs:

I FCS_COP.1/PACE requires that for vaiaiththe contactless interface the TOE must provide the
PACE authentication protocol.

i FDP_ACC.1.1/SCD/SVD_Generation requires that the TSF shall enforce the
SCD/SD_Generation_SFP on the (1) subjects: S.User, the (2) objects: signature creation data (SCD),
signature verification data (SVD), and the (3) operations: generation of a SCD/SVD pair. This is real-
ized by TSF_Auth and TSF_Access.

i FDP_ACF.1.1/SCD/SVD_Gedimma requires that the TSF shall enforce the
SCD/SVD_Generation_SFP to objects based on the following: the user S.User is associated with the
aSOdzNR G& I GG NR O dzii S This{is/realized by5TSF Auh larill $SFSACdess.a ®

1 FDP_ACF.1.2/SCD/SVD_Gernanat SFP requires that the TSF shall enforce the following rules to
determine if an operation among controlled subjects and controlled objects is allowed: S.User with
GKS &aSOdzNRGe GONROdzGS dGduthobizedk J &5 6t g6 BRYBEG
SCD/SVD pair. This is realized by TSF_Auth and TSF_Access.

1 FDP_ACF.1.3/SCD/SVD_Generation requires that the TSF shall exypliwitigeaccess of subjects
to objects based on the following additional rules: none. This is realized by TSF_Auth and
TSF_Acess.

1 FDP_ACF.1.4/SCD/SVD_Generation requires that the TSF shall explicitly deny access of subjects to
20280Ga olFaSR 2y GKS F2ft2¢6Ay3 | RRAGAZ2Y I Nz ¢
F3SYSy ¢ amBhorize2 Acdy 202 (I lefate B@DESRD paR. ThiksSsyrealized by
TSF_Auth and TSF_Access.

1 FDP_ACC.1.1/SVD_Transfer requires that the TSF shall enforce the SVD_Transfer SFP on (1) sub-

jects: S.User, (2) objects: signature verification data (SVD), and (3) operations: exportrekiis is
ized by TSF_Auth and TSF_Access.

1 FDP_ACF.1.1/ SVD_Transfer requires that the TSF shall enforce the SVD_Transfer SFP to objects
based on the following: (1) the S.User is associated with the security attribute Role, and (2) the
signature verification da (SVD). This is realiZied TSF_Auth anbSF_Access.

1 FDP_ACF.1.2/ SVD_Transfer requires that the TSF shall enforce the following rules to determine if
an operation among controlled subjects and controlled objects is allowed: R.Asmailowed to
export the signature verification data (SVDhis is realized byySF_Access and TSF_Auth.

1 FDP_ACF.1.3/ SVD_Transfer requires that the TSF shall exqplibitsiseaccess of subjects to ob-
jects based on the following additional rules: noif&is is realized bySF_Access and TSF_Auth.

1 FDP_ACF.1.4/SVD_Transtaquires that the TSF shall explicitly deny access of subjects to objects
based on the following additional rules: none. This is realge@iSF_Auth and TSF_Access

1 FDP_ACC.1.1/Signatweeation requires that the TSF shall enforce 8ignature Creatio®FFRon
(1) subjects: S.User, (2) objects: DTBS/R, signature creation data (SCD), and (3) operations: signa-
ture-creation. This is realizday TSF_Auth and TSF_Access

1 FDP_ACF.1.1/Signatwee=zation requires that the TSF shall enforce 8ignature Creatio®SFRo
202S80Ga olFraSR 2y GKS F2tft2¢6Ay3aY om0 (GKS dzaSNI
FYR O0HO (GKS aA3ayl Gdz2NB ONBFGAZ2Y RFEGF o0{/50 @AlE
izedby TSF_Auth and TSF_Access

1 FDP_ACF.1.24»haturecreation requires that the TSF shall enforce the following rules to determine
if an operation among controlled subjects and controlled objects is allowed: R.Sigy is allowed to

720f 84



NXP eDoc Suitet.0on JCOPS P71¢ SSCvith Key Generatiosecurity Targetite CryptO\/iSiOI’l

createelectronicsignatures for DTBS/R with signature creation da@XS~hich security attribute

G{/5 2LISNIdA2ylf¢ AabydSFiAuth and DSE Récés® ¢ KA A A A NBI
1 FDP_ACF.1.3/Signatutesation requires that the TSF shall expli@dtiyhorizeaccess of subjects to

objects based on the following additionalesl none. This is realizég TSF_Auth and TSF_Access

1 FDP_ACF.1.4/Signatutesation requires that the TSF shall explicitly deny access of subjects to ob-
jects based on the following additional rules: S.User is not allowed to cesat&ronicsignatures
f2NJ 5¢. { kw gAGK AAIYIl G§dzZNBE ONBFdGA2y RFEGlF 6{/50
Gy 2é d ¢ KAbf TSK AutiNdBd TSR AcBe’s

1 FIA_UID.1.1 requires that the TSF shall allow (1) self test according to FPT_TST.1, and (2) receiving
DTB®n behalf of the user to be performed before the user is identified. This is rellyzZE8F_Auth
and TSF_Access

1 FIA_UID.1.2 requires that the TSF shall require each user to be successfully identified before allow-
ing any other TSfediated actions on beliaof that user. This is realizeoy TSF_Auth and
TSF_Access

1 FIA_UAU.1.1 requires that the TSF shall allow (1) self test according to FPT_TST.1, (2) identification
of the user by means of TSF required by FIA_U#DdL(3 receiving DTBS on behalf of theer to
be performed before the user is authenticated. This is realizgdl SF_AuthTSF_Access and
TSF_SecureMessaging.

1 FIA_UAU.1.2 requires that the TSF shall require each user to be successfully authenticated before
allowing any other TSiediated actims on behalf of that useiThis is realized by TSF_Auth and
TSF_Access.

1 FIA_AFL.1.1 requires that the TSF shall detect when an administrator configurable positive integer
within [assignment: 416] unsuccessful authentication attempts occur related to consecutive failed
authentication attempts. This is realiqy TSF_Admin an@dSF_Auth.

1 FIA_AFL.1.2 requires that when the defined number of unsuccessful authentication attempts has
been met, the TSF shall block the reference authentication data (RAD). This is tmali&fd Auth
and TSF_Access.

1 FMT_SMR.1.1 requires that the TS&llstmaintain the roles R.Admin and R.Sigy. This is redlized
TSF_Access and TSF_Admin.

1 FMT_SMR.1.2 requires that the TSF shall be able to associate users with roles. This isyealized
TSF_Auth and TSF_Admin.

1 FMT_MSA.2.1 requires that the TSF shalienthat only secure values are accepted for SCD / SVD
Management and SCD operational. This is realized by TSF_Auth.

1 FMT_MTD.1.1/Admin requires that the TSF shall restrict the ability to create the reference authen-
tication data (RAD) to R.Admin. This isliedby TSF_Auth and TSF_Access

1 FMT_MTD.1.1/ Signatory requires that the TSF shall restrict the ability to modify [assignment: none]
the reference authentication data (RAD, e.g. a PIN) to R.Sigy. This is regliZ&F_Auth and
TSF_Access

7.1.7 TSF_Integrit: Integrity protection

This Security Functionality protects the integrity of internal applet data like the Access control lists.
TSF_Integrity covers the following SFRs:

1 FDP_SDI.2.1/Persistent requires that the TSF shall monitor user data stored inesntantrolled
by the TSF for integrity error on all objects, based on the following attributes: integrity checked
stored data. This is realized by TSF_Integrity and TSF_OS.
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7.1.8

FDP_SDI.2.2/Persistent requires that upon detection of a data integrity eneil,$F shall (1) pro-
hibit the use of the altered data and (2) inform the S.Sigy about integrity error. This is realized by
TSF_Integrity and TSF_OS.

FDP_SDI.2.1/DTBS requires that the TSF shall monitor user data stored in containers controlled by
the TSFdr integrity error on all objects, based on the following attributes: integrity checked stored
DTBS. This is realized by TSF_Integrity and TSF_OS.

FDP_SDI.2.2/DTBS requires that upon detection of a data integrity error, the TSF shall (1) prohibit
the use d the altered data and (2) inform the S.Sigy about integrity error. This is realized by
TSF_Integrity and TSF_OS.

FPT_PHP.1.1 requires that the TSF shall provide unambiguous detection of physical tampering that
might compromise the TSF. This is realize@®_Integrity and TSF_OS.

FPT_PHP.1.2 requires that the TSF shall provide the capability to determine whether physical tam-
LISNAY 3 gAGK GKS ¢{CQa RSOAOSaE 2N ¢{CcQa StSYSy
TSF_OS.

TSF_OS: Javacdd$ security functions

The Javacard operation system (part of the TOE) features the following Security Functionalities. The
exact description can be found in the Javacard OS security target [ST_OS]; the realization is partly based
on the security functionsf the certified IC platform:

= =4 =4 4 -4 -4 -

T

Applet firewall(SH-irewall)

Secure overwriting of dat¢SHRIP

Atomicity and rollback mechanism for Global Platform management func{i®hRsRollbagk
Scure channel protocoléSF.SQP

Access control policy for Global Platform card management func{t®RsC

Secuity measures against physical tampering and leaK&g®hysical

Qyptographic services for appletSF.CS

Scure PIN compare functions aimdegrity protection of the PINSF.PIN)

Since the applet layer of the TOE is based on the Javacard OS, the realization of all TOE security functional-
ities and thus the fulfillment of all SFRs has dependencies to TSF_OS. The following items list all SFRs where
TSF_OS has an impact abthvis level:

1

FCS_CKM.1 requires that the TSF shall generate an SCD/SVD (Signature creation data / signature
verification data) pair in accordance with specified cryptographic key generation algorithms and
specified cryptographic key sizes. This is realigedSF_OS.

FCS_CKM.4.1 requires that the TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method. This is realized in the security functions provided by TSF_OS
(and TSF_Secret).

FCS_COP.1/PACE requires thavariants with the contactless interface the TOE must provide
the PACE authentication protocdlhis is realizedsing security functionality providday TSF_OS.

FCS_COP.1.1/SIG requires that the TSF shall perform elestgmaituregeneration in accorance
with specified cryptographic key generation algorithms and specified cryptographic keyTsiis
is realized byfSF_QOS

FCS_RND.1 requires that the TSF shprddide random numbers with a fiaed quality metric.
Thisis provided by TSF_OS.
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1 FDP_SDI.2.1/Persistent requires that the TSF shall monitor user data stored in containers controlled
by the TSF for integrity error on all objects, based on the following attributes: integrity checked
stored data. This is realized B%F _Integrity and TSF_OS.

1 FDP_SDI.2.2/Persistent requires that upon detection of a data integrity error, the TSF shall (1) pro-
hibit the use of the altered data and (2) inform the S.Sigy about integrity error. This is realized by
TSF_Integrity and TSF_OS.

1 FDP_SDI.2.1/DTBS requires that the TSF shall monitor user data stored in containers controlled by
the TSF for integrity error on all objects, based on the following attributes: integrity checked stored
DTBSThis is realized bySF _Integrity and TSF_OS.

1 FDP_SDI.2.2/DTBS requires that upon detection of a data integrity error, the TSF shall (1) prohibit
the use of the altered data and (2) inform the S.Sigy about integrity efituis is realized by
TSF_Integrity and TSF_OS.

1 FPTEMSL.1 requires that th& OE shall not variations in power consumptietectromagnetic ra-
diationor timing during command execution in excess of+useful informatiorenabling access to
RAD and SCDhis is mainly realized by appropriate measures in TStogéter with the strict
following of the security implementation guidelines of the Javacard platform.

1 FPTEMSL1.2 requires that the TS#hall ensure any useese unable to use the following interface:
smart card circuit contacts or contactless interfaoegain access to RAD and SThis is mainly
realized by appropriate measures in TSF_OS together with the strict following of the security imple-
mentation guidelines of the Javacard platform.

1 FPT_FLS.1.1 requires that the TSF shall preserve a secunstetatéhe following types of failures
occur: (1) seltest according to FPT_TST fails, or (2) exposure tofegnge operating conditions
where therefore a malfunction could occulhis is realized bySF_OS (together with and
TSF_Integrity).

1 FPT_PHP.1requires that the TSF shall provide unambiguous detection of physical tampering that

might compromise the TSF. This all is realized by TSF_OS, in parts due to the characteristics of the
hardware platform.

1 FPT_PHP.1.2 requires that the TSF shall proveleapability to determine whether physical tam-
LISNAY3 gA0GK GKS ¢{CQad RSOAOSaE 2NI ¢{CQa StSYSyl!
due to the characteristics of the hardware platform.

1 FPT_PHP.3.1 requires that the TSF shall resist physiogulation and physical probing to the TSF

by responding automatically such that the SFRs are always enforced. This all is realized by TSF_OS,
in parts due to the characteristics of the hardware platform.

1 FPT_TST.1.1 requires that the TSF shall ruiteac§ selftestsperiodically during normal operation
to demonstrate the correct operation of the T3His is realized bySF_OS.

1 FPT_TST.1.2 requires that the TSF shall prexitteorised users with the capability to verify the
integrity of TSF dataThis is realized bySFOS

1 FPT_TST.1.3 requires that the TSF shall prexitteorised users with the capability to verify the
integrity of TSFThis is realized bySFOS

7.2 TOE summary specification rationale

This summary specification shows that th8F and assurance measures are appropriate to fulfill the TOE
security requirements.
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7.2.1 Mapping of TOE Security Requiments and TOE Security Functionalities

Each TOE security functional requirement is implemented by at least one security fatittiorhe nap-
ping of TOE Security Requirents and TOE Security Functionaliiggiven in the following table. If itera-
tions of a TOE security requirement are covered by the same TOE security faligtitne mapping will
appear only once. The description of th8H'is given in sectiahl.

ging

grity

TSF_Access
TSF_Admin
TSF_Crypto
TSF_SecureMessal
TSF_Auth

TSF Inte

FCS_CKM.1
FCS_CKM.4
FCS_COP.1/SIG
FCS_COP.1/PACE X X
FCS_RND.1 X
FDP_ACC.1/SCD/SVD_Generation
FDP_ACC.1/SVD_Transfer
FDP_ACC.1/Signatucecation
FDP_ACE/SCD/SVD_Generation
FDP_ACE/SVD_Transfer
FDP_ACHE/Signaturecreation
FDP_RIP.1

FDP_SDI.2/Persistent X X
FDP_SDI.2/DTBS X X
FIA_AFL.1

FIA_UAU.1

FIA_UID.1
FMT_MOF.1
FMT_MSA.1/Admin
FMT_MSA.1/Signatory
FMT_MSA.2 X
FMT_MSA.3 X
FMT_MSA.4 X X
FMT_MTD.1/Admin X X
FMT_MTD.1/Signatory X X
FMT_SMR.1 X X X

x| x| TSF Secret

x| x| x| TSF_OS

x

X | X | X| X| X]| X

X | X| X| X| X[ X]| X

X | X| X| X[ X]| X
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FMT_SMF.1 X
FPTEMS1 X
FPT _FLS.1 X
FPT_PHP.1 X X
FPT_PHP.3 X
FPT_TST.1 X

Tablel4: Mapping of TOE Security Requirements and TOE Security Functionalities.
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In the following tables, the references used in this document are summarized.

Common Criteria

[CC_1] Common Criteria for Information Technology Security Evaluation, Part 1: Intr
tion and GenerbModel; Version 3.1, Revision&April2017; CCMR01704-001.
[CC_2] Common Criteria for Information Technology Security Evaluation, Part 2: Sg
Functional Requeéments; Version 3.1, Revision&pril2017; CCMR01704-002.
[CC_3] CommorCiriteria for Information Technology Security Evaluation, Part 3: Securi
surance Requimments; Version 3.1, RevisionApril2017; CCMR01704-003.
[CC_4] Common Methodology for Information Technology Security Evaluation, Evaly
Methodology; Ver®n 3.1, Revision 5, April 2017; CCGRIR 7-04-004.

Protection Profiles

[PP0059]

Protection profiles for secure signature creation degétart 2: Device with key gel
eration; English version EN 419222013, English translation of DIN EN921%
2:201312; PP Registration: BSCGPR00592009-MA-02; December 2013.

[PP_Javacald

Java Card SystenDpen Configuration Protectiorofile, December 2017, Versig
3.0.5, published by Oracle, Inc. &PR00992017).

[PP0006] Protection Profile Secure Signatu@zeation Device Type 3, registered and certif
by Bundesamt fur Sicherheit in der Informationstechnik (BSI) under the refe
BSIPR0O006-2002T, also short SS\RPs or CWA14169

[PP0084] Security IC Platform Protety t NB Uf SR NS AG@SMINA U SR

Sicherheit in der Informationstechnik (BSI) under the referenceCB8R0084
2014, Rev 1.0, 13 January 2014.

TOE andPlatform References

[ST_OF

NXP JCOPXP71 Security Target Lite for JCOPR¥1; Evaluation documentatio
Final,Rev. 1.5 27 October2022 NSCIBCG0313985

[Cert_O%

Certification Report JCOP54P71, Report number: NSGIE0313985CR, TU
Rheiand Nederland B.Y02 August 2022

with
Assurane Continuity Maintenance RepayCOP 4.5 P7Report number: NSGIBC
0313985MA, TUV Rheinland Nederland B.V., 04 January.2023

[ST_IC]

NXP Secure Smart Card Controller N7122 with IC Dedicated SoftwaCeygmolLi-
brary (R1/R2), Security Target, NXP Semiconductors, Release 1-402DP2

[Cert_IC]

Certification Report, NXP Secure Smart Cardr@iter N7122 with I@edicated Soft;
ware and Crypto Libray (R1) from NXP Semiconduct@srmany GmbH, BBISZ
CC11492022 30 June 2022

with
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Assurane Continuity Maintenance RepoBSIDSZCC11492022MA-01, NXP Se
cure Smart Card Controller N7122 withD€dicated Software and Crypto Librg
(R1/R2) 30 November 2022

[Guidance]

[Guidarce] consists of thredocuments:

(1) NXP eDoc Suitet.00n JCOP4.5cryptovision ePasslet SuiteJava Card Apple
Suite providing Electronic ID Documents applicati@sdance ManualDocument
Version 1.0.1, 20222-19.

(2) NXP eDoc Suitetl.0on JCOP4.5cryptovision ePasslet SuiteJava Card apple
configuration providing a Secu&ignature Cration Device apptiation with onchip
key generation / key import Preparation Guidance (AGD_PRE)cumentVersion
1.0.4, 202305-05.

(3) NXP eDoc Suitet.00n JCOP4.5cryptovision ePasslet SuiteJava Card apple
configuration providing a Secure &igure Creation Device appgfition with onrchip
key generation / key import Operational Guidance (AGD_ORBE)cumentVersion
1.0.5, 202305-05.

[AGD_PRE]

JCOP 4.5 P71, User manual for JCOP 4.%JB&1Guidance and Administratelan-
ual, NXP Semiconductors, Rev.d202210-13.

EU regulation

[Regulation]

REGULATION (EU) No 910/2014 OF THE EUROPEAN PARLIAMENT Al
COUNCIQf 23 July 2014n electronic identification and trust servicew flec-
tronic transactionsni the internal market andkpealing Directive 1999/93/EC

[Implementing]

COMMISSION IMPLEMENTING REGULATION (EU) 2015/1502 of 8 Septen
on setting out minimum technical specifications and procedures for assurance
for electronic identification meangursuant to Article 8(3) of Regulati(lE®U) No
910/2014 ofthe European Parliament and of the Council on electronic ident
tionand tust services for electronic transactianghe internal market

The DIRECTIVE

[Directive]

DIRECTIVE 1999/93/EC OF THE EUROPEAN PARLIAMENT AND OF THE C
December 1999 on a Community framework for electronic signatures

Application and Cryptographgtandards

[CADES]

ETSI Technical Specification 101 733, CMS Advé&teetlonic Signatures (CAdE
the latest version may be downloaded from the ETSI download
http://pda.etsi.org/pda/queryform.asp

[XADES]

ETSI Technical Specification 101 903, XML Advanced Electronic Signatures
the latest version may be dowrdded from the ETSI download pa
http://pda.etsi.org/pda/queryform.asp

[PADES]

ETSI Technical Specification 102 778: PDF Advanced Electronic Signatures (PA
latest version may be downloaded from the ETSI download |
http://pda.etsi.org/pda/quetyform.asp
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[TRO311Q Technical Guideline Advanced Security Mechanisms for Machine Readable
Documentsg Part 1, \Version 2.2, TR03110, Bundesamt flir Sicherheit in der Inf
mationstechnik (BSI)

[AIS20] Anwendungshinweise unthterpretationen zum Schema (AIS); AIS 20, Versiq
15.05.2013, Bundesamt fur Sicherheit in der Informationstechnik

[FIPS18@1] Federal Information Processing Standards Publication-4188ECURE HA|
STANDARD (SHS), U.S. DEPARTMENIMDFERCE/National Institute of Standa
and Technology, March 2012

[FIPS186] Digital Signature Standard (DSS)FIPS PUB 18 FEDERAL INFORMAT
PROCESSING STANDARDS PUBLICATION, June, 2009

[FIPS197] Federal Information Processing Standards Patitia 197, ADVANCED ENCRYP]
STANDARD (AES), U.S. DEPARTMENT OF COMMERCE/National Institute of
and Technology, November 26, 2001

[PKCE] PKCS #1: RSA Encryption Standad RSA Laboratories Technical Note
Version2.2

[TRO3111] Technical Guideline T/Ro MMM a9 f f ALWGAO / dzZNIBBS [/ NE
06-28.

[X9.62] ANSI X9.62005

[1SO148883] ISO/IEC 14888:2006

[[EEE P1363] | IEEE Std 1363000

[SEC1] Standards for Efficient Cryptography SEC 1: Elliptic Curve Cryptography, Certiq
Research, May 21, 2009, Version 2.0. http://www.secg.org/secpdf

[TR02102] Bundesamt flir Sicherheit in der Informationstechnik, Technische RichtKmygto-
graphischeverfahren: Empfehlungen und SchlussellangenJ@f8uar 2013, BSI
TR02102.

[AmendH] GlobalPlatform. GlobalPlatform Technology Executable Load File Upgradson
1.1, March 2018.
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The following glossary lists the maibbreviationsand gives terms and definitions. It includes the terms

NJ

cryptoVision

and definitions given in [PP0059], chapter 3.2.3 and 4.

Administrator

Advancedelectronic
seal

Advanced electronic
signature

Authentication data
Authentication

CA
CC
Certificate

Certificate info

Certificategeneration
application (CGA)

Certificate revocation
list

Certification service
provider (CSP

CGA

CRL

User who performs TOE initialisation, TOE personalisation, or other TOE .
istrative functions

Hectronic sealwhich nmeets the requirements set out in thelDASegulation
([Regulation]: 3.26).

Electronicsignature which meets specific requirements[irective]or in
the elDASregulation [Regulatiop Accordng to the Directive alectronic
signature qualifies as an electronic signature if it:

1 is uniquely linked to the signatory;
1 is capable of identifying the signatory;

9 is created using means that the signatory can maintagteatis sole
control, and

9 is linked to the data to which it relates in such a manner that
subsequent change of the data is detectable.

Information used to verify the claimed identity of a user

Authentication defines a procedure that verifies the identity of the commit
cation partner. The most elegant method is based on the use of so eiflec
tronic signatures.

Certification athority.
Common criteria.

Electronicsignature used as electronic attestation binding an SVD to a pe
confirming the identity of that person as legitimate sign@ifective} 2.9).

Information associated with a SCD/SVD pair that may be stored in a secL
nature creaton device. Certificate info is either

1 asigner's public key certificate or,

1 one or more hash values of a signer's public key certificate together
an identifier of the hash function used to compute the hash values.

Certificate info may beombined with information to allow the user to disti
guish between several certificates.

Collection of application components that receive the SVD from the SS
generate a certificate obtaining data to be inchatin the certificate and to cre
ate aelectronicsignature of the certificate

A list of revoked certificates issued by a certificate authority

Entity that issues certificates qrovides other services related to electronic ¢
natures [Directive} 2.11)

Certification generation application.
See Certificate Revocation List
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Data to be signed
(DTB%

All electronic data to be signed including a user messagesagrthture attrib-
utes

Data to be signed or its Data received by a secure signature creation device as input in a single

unigue representation
DTBS/R

DTBS
DTBS/R
EAL
ECC

Hash function

Integrity

IT
Javacard
Legitimate user

MAC

Non-repudiation

Notified body
PP
Private key

Pseudo random num-
ber

GdZNBTTONBF A2y 2LISNI A2y d b2GSY 5¢
1 a hashvalue of the data to be signed (DTBS), or

1 anintermediate haskvalue of a first part of the DTBS complemen
with a remaining part of the DTBS, or

1 the DTBS.
Data to be signed.
Data to be signed or its unique representation.
Evaluation assurance level.

(Elliptic Curv&ryptography) class of procedures providing an attractive alte
tive for the probably most popular asymmetric procedure, the RSA algoritt

A function which forms the fixedize result (the hash value) from an arbitr:
amount of data (which is the input). These functions are used to generat
electronic equivalent of a fingerprint. The significant factor is that it mus
impossible to geerate two entries which lead to the same hash value (so ¢
collisiors) or even to generate a matching message for a defineld alsie.

The test on the integrity of data is carried out by checking messages for ch
during the transmission by the receiver. Common test procedures employ |
functions, MACs (Message Authentication Code<)with additional function-
ality ¢ electronicsigratures.

Information technology.
A smart cardvith a Javacard operation system.

User of a secure signature creation device who gains possession of it fr
SSCiprovisioning service provider and who candghenticated by the SSC
as its signatory

Message Authentication Codalgorithm that expands the message by me
of a secret key by special redundant pieces of information, which are stor
transmitted together with the message. To prevent dtaeker from targeted
modification of the attached redundancy, requires its protection in a suit
way.

One of the objectives in the employment difjital signatura. It describes the
fact that the sender of a message is prevented from denying the preparati
the message. The problem cannot mgly solved with cryptographic routine
but the entire environment needs to be considered and respective frame!
conditions need to be provided by pertinent laws.

Organizational entity designated by a member state of the European Usi
responsible for accreditation and algorithms and algorithm parametis
rective] 1.1b and 3.4)

Protection profile.

Secret key only known to the receiver of a message, which is used in asynr
ciphers for encryption or generation efectronicsignatures

Many cryptographic mchanisms require random numbers (e.g. in key gen
tion). The problem, however, is that it is difficult to implement true rand
numbers in software. Therefore, so called psewdodom number generator
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Public key

Public key infrastruc-
ture (PKI)

Qualified certificate

Qualified electronic sig
nature

RAD
Random numbersi

Reference authentica-
tion data (RAD)

SCA
SCD
SCS
SDO
Secure messaging

Secure signaturecrea-
tion device (SSCD)

SFP
SFR
Spnatory

Signature attributes

Signature creation ap-
plication (SCA)

are used, which then should be initialized with alreandom element (the s
calledseed.

Publicly known key in aasymmetric ciphewhich is used for encryption ar
verification ofelectronicsignatures

Combination of hardware and software compomgrpolicies, and different prc
cedures used to managsectroniccertificates.

Public key certificate that meets the requirements laid dowfDimective], An-
nex| and that is provided by a CSP that fulfils the requirements laid dov
[Directive], Annex Il

advanced electronic signature that has been created with an SSCD with
certified with a qualified certificatgDirective]: 5.1).

Reference authentication data.

Many cryptographic algorithms or protocols require a random element, m
in form of a random numér, which is newly generated in each case. In tF
cases, the security of the procedure depends in part on the suitability of
random numbers. As the generation of real random numbers within comp
still imposes a problem (a source for real randexents can in fact only b
gained by exact observation of physical events, which is not easy to realiz
software), so called pseudo random numbers are used instead.

Data persistently stored by the TOE for authentication of a user as authc
for a particular role.

Signature creation application.
Signature creation data.
Signature creation system.
Signed data object.

Secure messaging using encryption and message authentication co
cording to ISO/IEC 78%6
Personalized device that meets the requirements laid dowWbirective], Anne»

Il by being evaluated according to a setyutarget conforming to this S{[Di-
rective} 2.5 and 2.6).

Security function policy.
Security functional requirement.

[ SIAGAYLFGS dzZaSNJ 2F |y {{/5
GSNAFAOIGAR2Y YR K2 A& | dzi
function (Directive} 2.3).

N -

Additional information that isigned together with a user message.

Application complementing an SSCD with a user interface with the purpc
create an electronic signature. Note: A signature creation application is sof
consisting of a coll¢ion of application components configured to:

1 present the data to be signed (DTBS) for review by the signatory,
9 obtain prior to the signature process a decision by the signatory,

9 if the signatory indicates by specific unambiguous input or action i
tent to sign send a DTBS/R to the TOE
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9 process the electronic signature generated by the SSCD as appro
e.g. as attachment to the DTBS.

Signature creation date Private cryptographic key stored in the SSCD under exclusive control by t

(SCD)

Signaturecreation sys-
tem (SCS)

Signature verification
data (SVD)

Smart card

SSCD

SSCrovisioning ser-
vice

ST

SVvD

TOE

Travel document

TSF
User

User Message
VAD

Verification authenti-
cation data (VAD)

X.509

natory tocreate an electronic signaturéirective} 2.4).
Complete system that creates an electronic signature consists of the SC
the SSCD.

Public cryptographic key that can be used to fyeain electronic signaturd@ji-
rective]2.7).

A smart card is a chip card which contains an internal micro controller with
volatile (RAM) and ncwmolatile (ROM, EEPROQMash memory, i.ewhich can
carry out its own calculations in contrast to a simple storage card. Sometil
smart card has a numerical coprocessor (NPU) to execute public key algc
efficiently. Smart cards have all of their functionality comprised on a single
(in contrast to chip cards, which contain several chips wired to each of
Therefore, such a smart card is ideal for use in cryptography as it is almc
possible to manipulate its internal processes.

Secure signature créan device.

Service to prepare and provide an SSCD to a subscriber and to support 1
natory with certification of generated keys and administrative functions of
SSCD.

Security target.
Signature verification data.
Target of ealuation.

A passport or other official document of identity issued by a State or ot
ization, which may be used by the rightful holder for international travel

TOE security functiciity.

Entity (human user or external IT entity) outside the TIGE interacts with
the TOE.

Data determined by the signatory as the correct input for signing.
SeeVerification authentication data.

Data provided as input to a secure signature creatlewice for authenticatior
byO23yAGA2Y 2NJ oé& RFEGF RSNAGSR FNI

Standard for certificates, CRLs and authentication services. It is part of the
standard of the ITU for realization of a worldwide distributetirectory service
realized with open system.
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