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About IDEMIA

OT-Morpho is now IDEMIA, the global leader in trusted identities for an increasingly
digital world, with the ambition to empower citizens and consumers alike to interact, pay,
connect, travel and vote in ways that are now possible in a connected environment.

Securing our identity has become mission critical in the world we live in today. By
standing for Augmented Identity, we reinvent the way we think, produce, use and protect
this asset, whether for individuals or for objects. We ensure privacy and trust as well as
guarantee secure, authenticated and verifiable transactions for international clients from
Financial, Telecom, Identity, Security and IoT sectors.

With close to U3bn in revenues, I DEMI A i s
(Oberthur Technologies) and Safran Identity & Security (Morpho). This new company
counts 14,000 employees of more than 80 nationalities and serves clients in 180

countries.

| For more information, visit www.idemia.com / Follow @IdemiaGroup on Twitter
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1 Security Target Introduction

1.1 ST ldentification

Title

TnD v5.1 on JCCP (EACConfiguration) - Public Security Target

ST Identification

FQR 550 0183Ed 1

CC Version

3.1 Revision 5

Assurance Level

EAL5 augmented with ALC_DVS.2 and AVA_VAN.5

ITSEF

Brightsight

Certification Body

NSCIB

Compliant to Protection
Profiles

PREAC [EAGPP]

1.2 TOE Reference

TOE Commercial Name

TnD v5.1 on COSMO J in EAC Configuration

Applet Code Version
(SAAAAR Code)

Please refer Table below

Platform Name

NXP JCOP 4 on P71 (N7121)

Platform Certificate

CG20-180212

Platform identification

Platform configuration: JCOP 4 v4.7 R1.01.4

ROMID: 2E5AD88409C9BADB

Platform ID:
4A335233353130323336333130343030DCE5C19CFE6DODCF
Patch ID: 00 00 00 00 00 00 00 01

IC R eference

NXP Smart Card Controller N7121 with IC Dedicated Software and
Crypto Library (R1/R2) certified by the German BSI certification body on
10-02-2021, number BSI-DSZCG1136-2021

IC Certificate

BSI-DSZCG1136-2021

Crypto Lib reference

Crypto Library V 0.7.6 on N7121. Certified under the IC certificate.
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The following table defines the configurations, which can exist in TOE as per the code compilation

options:
. . Description of the Content of the config
Configurations : . .
configurations (package/cap files)
SAAAAR + Version + Config of
TnD Java Applet on JCOP {config 05010000
0101
1}
. TnD Applet without | ¢\ s AAR + version + config of | 417651FF 01000000
Config 1 support for PACE Adapter Package config 1 0101
CAM and DB b g g
SAAAAR + version + config of 417641FF 01000000
Common Package {JCOP build}
SAAAAR + version + config of
TnD JavaApplet on JCOP {config 05010000
0201
2}
. TnD Appletwith | g\ AAAR + version + config of 417651FF 01000000
Config 2 support for PACE Adapter Package config 2 0201
CAM and DB P g g

SAAAAR + version + config of
Common Package {JCOP build}

417641FF 01000000

Note: In above table, for each row, SAAAAR code is denoted by first 4 bytes, Version is denoted by
next 4 bytes and Config is denoted by next 2 bytes.

10
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2 Technical Terms, Abbreviations and Associated

References

2.1 Technical Terms

Term Definition
Active Authentication | Security mechanism defined in [ICAO-9303] option by which means the
MRTD6s chip proves and the inspect
authenticity of the MRTD&s chip as

known State or Organization.

Audit records

Write-only-once non-volatile memory area of the mrtds chip to store the
Initialization Data and Pre-personalization Data.

(BAC)

Authenticity Ability to confirm the MRTD and it
created by the issuing State or Organization.
Basic Access Control | Security mechanism defined in [ICAO9 303] by whi ch mejg

chip proves and the inspection system protects their communication by
means of secure messaging with Document Basic Access Keys (see there).

Basic Inspection
System (BIS)

An inspection system which implements the terminals part of the Basic
Access Control Mechanism and aut he
using the Document Basic Access Keys derived from the printed MRZ data
for reading the logical MRTD.

Biographical data
(biodata)

The personalized details of the MRTD holder of the document appearing as
text in the visual and machine readable zones on the biographical data
page of a passport book or on a travel card or visa.

Biometric reference
data

Data stored for biometric authenti
chip as (i) digital portrait and (ii) optional biometric reference data.

Counterfeit

An unauthorized copy or reproduction of a genuine security document made
by whatever means.

Country Signing CA
Certificate (Ccsca)

Self-signed certificate of the Country Signing CA Public Key (kpucsca) issued
by CSCA stored in the inspection system.

Document Basic
Access Keys

Pair of symmetric (two-key) Triple-DES keys used for secure messaging
with encryption (key KENC) and message authentication (key KMAC) of
data transmitted between the MRTDO
drawn from the printed MRZ of the passport b ook to authenticate an entity
able to read the printed MRZ of the passport book.

Document Security

A RFC3369 CMS Signed Data Structure, signed by the Document Signer

Object (SOp) (DS). Carries the hash values of the LDS Data Groups. It is stored in the
MRTD&6s chi p. I't may carry the Docu
Eavesdropper A threat agent with Enhanced-Basic attack potential reading the

the MRTDO6s c
chip.

bet ween
MRTD©®O s

communi cati on
the data on the

11
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Control (EAC)

Term Definition
Enrolment The process of collecting biometric samples from a person and the
subsequent preparation and storage of biometric reference templates
representing that personébés identit
Extended Access Security mechanism identified in[EAGPP] by whi ch mean

(i) verifies the authentication of the inspection systems authorized to read
the optional biometric reference data, (ii) controls the access to the
optional biometric reference data and (iii) protects the confidentiality and
integrity of the optional biometric reference data during their transmission
to the inspection system by secure messaging. The Personalization Agent
may use the same mechanism to authenticate themselves with
Persoralization Agent Private Key and to get write and read access to the
logical MRTD and TSF data.

Extended Inspection
System (EIS)

A role of a terminal as part of an inspection system which is in addition to
Basic Inspection System authorized by the issuing State or Organization to
read the optional biometric reference data and supports the terminals part
of the Extended Access Control Authentication Mechanism.

Interoperability

Forgery Fraudulent alteration of any part of the genuine document, e.g.
Changes to the biographical data or the portrait.
Global The capability of inspection systems (either manual or automated) in

different States throughout the world to exchange data, to process data
received from systems in other States, and to utilize that data in inspection
operations in their respective States. Global interoperability is a major
objective of the standardized specifications for placement of both eye -
readable and machine readable data in all mrtds.

IC Dedicated
Support Software

That part of the IC Dedicated Software (refer to above) which provi des
functions after TOE Delivery. The usage of parts of the IC
Dedicated Software might be restricted to certain phases.

IC Dedicated Test
Software

That part of the IC Dedicated Software (refer to above) which is used to
test the TOE before TOE Delivery but which does not provide any
functionality thereafter.

IC Identification Data

The IC manufacturer writes a unique IC identifier to the chip to con trol the
IC as MRTD material during the IC manufacturing and the delivery process
to the MRTD manufacturer (i.e MRTD packaging responsible).

Impostor

A person who applies for and obtains a document by assuming a false
name and identity, or a person who alters his or her physical appearance to
represent himself or herself as another person for the purpose of using that
personds document .

Improperly document
person

A person who travels, or attempts to travel with: (a) an expired travel
document or an invalid visa; (b) a counterfeit, forged or altered travel
document or visa; (c) someone el se
travel document or visa, if required.

Initialisation

Process of writing Initialisation Data (see below) to the TOE.

Initialization Data

Any data defined by the TOE Manufacturer and injected into the nonvolatile
memory by the Integrated Circuits manufacturer (Phase 2). These data are

for instance used for traceability
material (IC identification data).

12
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Term

Definition

Inspection

The act of a State examining an MRTD presented to it by a traveler (the
MRTD holder) and verifying its authenticity.

Inspection System
(1S)

A technical system used by the border control officer of the receiving State
(i) examining an MRTD presented by the traveler and verifying its
authenticity and (i) verifying the traveler as MRTD holder.

Integrated Circuit
(IC)

Electronic component(s) designed to perform processing and/or memory
functions. The MRTDG6s chip is a in

Integrity

Ability to confirm the MRTD and it
not been altered from that created by the issuing State or Organization

Issuing Organization

Organization authorized to issue an official travel document (e.g. The United
Nations Organization, issuer of the Laissezpasser).

Issuing State

The Country issuing the MRTD.

Logical Data
Structure (LDS)

The collection of groupings of Data Elements stored in the optional capacity
expansion technology. The capacity expansion technology used is the
MRTDG6s chi p.

Logical MRTD

Data of the MRTD holder stored according to the Logical Data Structure, as
specified by ICAO on the contactless integrated circuit.
It presents contactless readable data including (but not limited to)

(1) Personal data of the MRTD holder,

(2) The digital Machine Readable Zone Data (digital MRZ data, EF.DG1)
3 The digitized portraits (EF.DG2),

(4) The biometric reference data of finger(s) (EF.DG3) or iris image(s)

(EF.DG4) or both and
(5) The other data according to LDS (EF.DG5 to EF.DG16).
(6)  EF.COM and EF.SOD

Logical travel
document

Data stored according to the Logical Data Structure as specified by ICAOin
the contactless integrated circuit including (but not limited to)

(1) Data contained in the machine-readable zone (mandatory),

(2) Digitized photographic image (mandatory) and

(3) Fingerprint image(s) and/or iris image(s) (optional).

Machine Readable
Travel Document
(MRTD)

Official document issued by a State or Organization which is used by the
holder for international travel (e.g. Passport, visa, official document of
identity) and which contains mandatory visual (eye readable) data and a
separate mandatory data summary, intended for global use, reflecting
essential data elements capable of being machine read.

Machine Readable Visa
(MRV)

A visa or, where appropriate, an entry clearance (hereinafter collectively
referred to as visas) conforming to the specifi cations contained herein,
formulated to improve facilitation and enhance security for the visa holder.
Contains mandatory visual (eye readable) data and a separate mandatory
data summary capable of being machine read. The MRV is normally a label
which is attached to a visa page in a passport.

Machine Readable
Zone (MRZ)

Fixed dimensional area located on the front of the MRTD or MRP Data Page
or, in the case of the TD1, the back of the MRTD, containing mandatory
and optional data for machine reading using OCR methods.

13
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Term

Definition

Machine-verifiable
biometrics feature

A unique physical personal identification feature (e.g. An iris pattern,
fingerprint or facial characteristics) stored on a travel document in a form
that can be read and verified by machine.

MRTD application

Non-executable data defining the functionality of the operating system on
the IC as the MRTDO6s chip. 1t incl
- The file structure implementing the LDS

The definition of the User Data, but does not include the User Data itself
(i.e. Content of EF.DGL1 to EF.DG14, EF.DG 16, EF.COM and EF.SOD) and
- The TSF Dataincluding the definition the authentication data but
except the authentication data itself.

MRTD Basic Access

Mutual authentication protocol followed by secure messaging between the

reference data

Control i nspection system and the MRTD6s ¢
seed and access condition to dat a

MRTD holder The rightful holder of the MRTD for whom the issuing State or Organization
personalized the MRTD.

MRTDG6s Chi p|Acontactless integrated circuit chip complying with ISO/IEC 14443 and
programmed according to the Logical Data Structure as specified by
ICAOT.

MRTD6s chi p/|Software embedded in a MRTDO6s chip

Embedded Software Designer. The MRTDO6s chip Embedded
embedded into the MRTDG6s c-byclp i n P

Optional biometric Data stored for biometric authenti

chip as (i) encoded finger image(s) (EF.DG3) or (ii) encoded iris image(s)

(EF.DG4) or (iii) both. Note that the European commission decided to use
only finger print and not to use i ris images as optional biometric reference
data.

Passive authentication

(i) verification of the digital signature of the Document Security Object and
(i) comparing the hash values of the read LDS data fields with the hash
values contained in the Document Security Object.

Personalization

The process by which the portrait, signature and biographical data are
applied to the document. This may also include the optional biometric data
coll ected during the AEnrol mento (

Personalization Agent

The agent acting on the behalf of the issuing State or Organization to
personalize the MRTD for the holder by (i) establishing the identity the
holder for the biographic data in the MRTD, (ii) enrolling the biometric
reference data of the MRTD holder i.e. The portrait, the encoded finger
image(s) or (iii) the encoded iris image(s) and (iv) writing these data on
the physical and logical MRTD for the holder.

Personalization
Agent Authentication
Information

TSF data used for authentication proof and verification of the
Personalization Agent.

Personalization Agent
Key

Symmetric cryptographic authentication key used (i) by the Personalization
Agent to prove their identity and get access to the logical MRTD and (ii) by
the MRTD6s chip to verify the auth
Personalization Agent according to the SFR FIA_UAU.4/BAC,
FIA_UAU.5/BAC and FIA_UAU.6/BAC.

14
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Term Definition
Physicaltravel Travel document in form of paper, plastic and chip using secure printing to
document present data including (but not limited to)

D) Biographical data,
(2 Data of the machine-readable zone, (3)
photographic image and (4) other data.

Pre-Personalisation

Process of writing Pre-Personalisation Data to the TOE including the
creation of the MRTD Application (Step 5)

Pre-personalization
Data

Any data that is injected into the non -volatile memory of the TOE by the
MRTD Manufacturer (i.e IC manufacturer) (Phase 2) for traceability of non -
personalized MRTD6s and/ or to secu
phases 2 and 3. It contains (but i s not limited to) the Active Authentication
Key Pair and the Personalization Agent Key Pair.

Pre-personalized MRTD6s chip equipped with an uniqu
MRTD®s c¢ hi p|Active Authentication Key Pair of the chip.

Primary Inspection An inspection system that contains a terminal for the contactless

System (PIS) communication with the MRTDG6és chip

part of the Basic Access Control Mechanism.

Random identifier

Random identifier used to establish a communication to the TOE in Phase 3
and 4 preventing the unique identification of the MRTD and thus
participates in the prevention of traceability.

Receiving State

The Country to which the Traveler is applying for entry.

Reference data

Data enrolled for a known identity and used by the verifier to check the
verification data provided by an entity to prove this identity in an
authentication attempt.

Secondary image

A repeat image of the hol der és

document by whatever means.

por

Secure messaging in
encrypted mode

Secure messaging using encryption and message authentication code
according to ISO/IEC 7816-4

Skimming

Imitation of the inspection system to read the logical MRTD or parts of it
via the contactless communication channel of the TOE without knowledge
of the printed MRZ data.

Travel document

A passport or other official document of identity issued by a State or
Organization, which may be used by the rightful holder for international
travel.

Traveler Person presenting the MRTD to the inspection system and claiming the
identity of the MRTD holder.
TSF data Data created by and for the TOE, that might affect the operation of the

TOE.

Unpersonalized

The MRTD that contains the MRTD Chip holding only Initialization Data and

MRTD Pre-personalization Data as delivered to the Personalisation Agent from the
Manufacturer.

User data Data created by and for the user, that does not affect the operation of the
TSF.

Verification The process of comparing a submitted biometric sample against the

biometric reference template of a single enrollee whose identity is being
claimed, to determine whet her it matches the
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Term

Definition

Verification data

Data provided by an entity in an authentication attempt to prove their
identity to the verifier. The verifier checks whether the verification data
match the reference data known for the claimed identity.
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2.2 Abbreviations

Acronym Definition

CcC Common Criteria

DBI Digital Blurring of Images

DES Data Encryption Standard

DF Dedicated File

DH Diffie Hellman

EAL Evaluation Assurance Level
EF Elementary File

EEPROM Electrically Erasable Programmable Read Only Memory
FID File identifier

GP Global Platform

IC Integrated Chip

ICC Integrated Chip card

IFD Interface Device

MAC Message Authentication code
PS Personalisation System

PIN Personal Identification Number
PKI Public Key Infrastructure

ROM Read Only Memory

RSA Rivest Shamir Adleman

RSA CRT Rivest Shamir Adlemani Chinese Remainder Theorem
SCP Secure Channel Procotol

SHA Secure Hashing Algorithm
TOE Target Of Evaluation
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2.3 References

Reference

Description

[AGD_OPE]

FOR 220 1496 Ed5 - COSMO J TnD V5.1 Operational User Guidance
(AGD_OPE)

[AGD_PRE]

FQR 220 1495 Ed8 - COSMO J TnD V5.1 Preparative Procedures
(AGD_PRE)

[BAGPP]

Common Criteria Protection Profile Machine ReadableTravel Document with
"ICAO Application”, Basic Access Control, BSICGPR0055-2009, Version 1.10,
25th March 2009

[EAGPP]

EACMachine readable travel document s

Access controlT BSIFPP0056 v1.10 25th march 2009

[EACV2PP]

Common Criteria Protection Profile Electronic Document implementing
Extended Access Control Version 2 defined in BSI TR03110, BSI-CGPR0086,
Version 1.01, May 20th, 2015, BSI

[PACEPP]

Machine Readable Travel Document using Standardinspection Procedure with
PACE, BSICGPR0068-V2-2011-MA-01, Version 1.01, 22 July 2014, BSI

[CC-1]

Common Criteria for Information Technology Security Evaluation, Part 1:
Introduction and general model. Version 3.1. Revision 5. April 2017. CCMB
2017-04-001.

[CC-2]

Common Criteria for Information Technology Security Evaluation, Part 2:
Security functional requirements. Version 3.1. Revision 5. April 2017. CCMB
2017-04-002.

[CC-3]

Common Criteria for Information Technology Security Evaluation, Part 3:
Security assurance requirements. Version 3.1. Revision 5. April 2017. CCMB
2017-04-003.

[CEM]

Common Methodology for Information Technology Security Evaluation,
Evaluation Methodology. Version 3.1. Revision 5. April 2017. CCMB2017-04-
004.

[ICAO-9303]

International Civil Aviation Organization, ICAO Doc 9303, Machine Readable
Travel Documentsi 7th edition, 2015

[TR-03110-1]

Technical Guideline TR03110-1, Advanced Security Mechanisms for Machine
Readable Travel Documentsi Part 17 eMRTDs with BAC/PACE¥and EACv1,
Version 2.10, 20.03.2012 by BSI

[TR-03110-2]

Technical Guideline TR03110-2, Advanced Security Mechanisms for Machine
Readable Travel Documentsi Part 21 Extended Access Control Version 2
(EACv2),Password Authenticated ConnectiorEstablishment (PACE),and
Restricted Identification (RI), Version 2.10, 20.03.2012 by BSI

[TR-03110-3]

TR-03110-3 Advanced Security Mechanisms for Machine Readable Travel
Documentsi Part 3: Common Specifications, version 2.10, 2012-03-07 by BSI

[1SO14443]

ISO/IEC 14443 Identification cards -- Contactless integrated circuit cards --
Proximity cards, 2008-11

[1SO15946-2]

ISO/IEC15946-2. Information technology i Security techniques’
Cryptographic techniques based on elliptic curvesi Part 2: Digital signatures,
2002.

[1SO15946-3]

ISO/IEC 15946: Information technology 0 Security techniques &
Cryptographic techniques based on elliptic curvesd Part 3: Key
establishment, 2002

[1SO18013-3]

ISO/IEC 18013-3: Information technology & Personal identification 8 1SO-
compliant driving licence. Part 3: Access control, authentication and integrity
validation, 2009-03-01

Including ISO/CEI 18013-3/AC1:2011, TECHNICAL CORRIGENDUM 1,
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Reference Description
Published 2011-12-01
[1SO7816] ISO/IEC 7816: Identification cards 0 Integrated circuit cards, Version Second
Edition, 2008
[1SO9796-2] ISO/IEC 9796-2: 2002, Information Technology - Security Techniques- Digital

Signature Schemes giving message recovery- Part 2: Integer factorization
based mechanisms

[1SO11770-2]

ISO/IEC 11770-2. Information Technology T Security techniquesi Key
management i part 2: Mechanisms using symmetric technigues, 1996

[JCAPI] Java Card Platform, Application Programming Interface, Classic Edition,
Version 3.0.4, 2011. Published by ORACLE.
[PLTEST] JCOP 4P71, Security Target for JCOP 4 P71 / SE050, Rev. 4.1, 202102-12.
[PLTRUM] JCOP 4 P71, User manual for JCOP 4 P71, Rev. 3.7, DocNo 469537,
20190531, NXP Semiconductors
[NIST-180-4] NIST. FIPS 1804, Secure Hash Standard, February 2011.
[NIST-186-3] NIST. Digital Signature Standard (DSS), FIPS 1863, 2009

[NIST-800-38B]

NIST. Recommendation for Block Cipher Modes of Operation: The CMAC
Mode for Authentication, Special Publication 800-38B, 2005

[RFG5639] Lochter, Manfred; Merkle, Johannes. Elliptic Curve Cryptography (ECC)
Brainpool Standard Curves and Curve Generation, RFC 5639, 2010
[RSAPKCS#3] PKCS #3: Diffie-Hellman Key-Agreement Standard, An RSA Laboratories
Technical Note, Version 1.4, Revised November 1, 1993
[ANSSFFRP256V1] | Avis relatif aux parametres de courbes elliptiques définis par I'Etat francais
NOR: PRMD1123151V (Le 18 avril 2012) ANSSI
[DH] Rescorla, Eric, RFC 2631: DiffieHellman key agreement method, 1999
[SIC-PP] Security IC Platform Protection Profile with Augmentation Packages Version
1.0, Registered and Certified by Bundesamt fur Sicherheit in der
Informationstechnik (BSI) under the reference BSI-CGPPR0084-2014.
[TR-03111] Bundesamt fiir Sicherheit in der Informationstechnik (BSI), Technical
Guideline TR03111 Elliptic Curve Cryptography, TR03111, Version 1.11,
17.04.2009
[ANSI_X9.31] "Digital Signatures using Reversible Public Key Cryptography for the Financial
Services Industry (rDSA)"
ANSI X9.31-1998, American Bankers Association
[[EEE_ 1363] IEEE Std 1363a2004 Standard Specification of PublicKey Cryptography
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3 TOE Overview

The TOE is applet named TnD v5.1 based on NXP JCOP 4 P71 Platform, which is used as an
ICAO/EAC eMRTD, as an official document of identity and may also be used as an I1SO
driving license, compliant to ISO/IEC 18013 or ISO/IEC TR 19446.

The TOE is a bare microchip with its external interfaces for communication. The physical
medium on which the microchip is mounted is not part of the target of evaluation because it
does not alter nor modify any security functions of the TOE.

The TOE may be used on several form factors (like Chip module, Chip modules on a reel,
Chip modules embedded in ID3 passport booklets, Chip modules embedded in ID1 cards or
ID3 holder pages, Chip modules embedded in antenna inlays, Passport booklet).

The TOE supports verification using Basic Access Control, Chip Authentication and Active
Authentication.

This product is loaded on the NXP JCOP Platform, for details see [PLTFST].

The TOE consists of:

T The MRTD®6s chip circuitry and the |1 C dedicated
(Hardware Platform and Hardware Abstraction Layer);

1 The IC embedded software running on the Smart Card Platform consisting of
o Java Card virtual machine, ensuring language-level security;

o Java Card runtime environment, providing additional security features for Java
card technology enabled devices;

o Java card API , providing access to cardés r
0 Global Platform Card Manager, responsible for management of Applets on the
card.

0 Crypto Library.
1 TnD v5.1 Applet along with Common package and Adapter package

The TOE described in this security target is the EAC TOE of the product, conformant to
Configuration in Bold in next table.

Different configurations of the TOE are under evaluation. This ST considers only EAC and AA
with Secure Messaging (DES + AES) on read DG3+DG4 after EAC.

Configuration PP Conformity Extensions

1 EAC PP0056v1 (EAC) AA
SM (DES + AES) on read
DG3+DG4 after EAC

2 ICAO/EAC with PACE PP 0068 (PACE) AA
eMRTD, Polymorphic LDS2 PACECAM
and Driver Licence PACECAM/TA without CA
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Configuration PP Conformity Extensions

PP0056v2 (EAC with PACE) | BAC deactivation

SM (DES + AES) on read
DG3+DG4 After EAC
LDS2

Polymorphism

3 BAC PP 0055 (BAC) AA + CA

Table 1 Configurations of the TnD application

The EAC TOE is instantiated during the application Prepersonalization with the creation of
the MF / DF required for this configuration.

Depending on its configuration during pre -personalisation and personalisation, the TOE can
be used as:

1 ICAO/EAC eMRTD and,

1 EUI/ISO Driving Licence.
The ICAO/EAC eMRTD and Driver Licence are installed as a separate application instances of
the applet having their own dedicated application identifiers and personalisation. The
following TOE configurations are covered within the scope of this Security Target:

Configuration at Personnalization ICAO/EAC eMRTD Driver licence
1 present -
2 - present

Table 2 TOE Configurations during Personalisation

The authentication protocols EAC, Chip authentication (CAv1), Active Authentication and
Terminal Authentication (TAv1) specified in [ICA0O-9303] and [TR-03110] have also been
referred to in 1ISO18013 for EU driving licences. The BAR1 protocol defined in ISO18013 is
equal to Basic Access Protocol (BAC) defined in [ICAG303]. As to the logical data structure,
the 1SO18013 uses the same concept of Passive Authentication definedin [ICAO-9303], but
specifies different 1ISO7816-4 elementary file identifiers for storing the ICAO defined content
of DG3, DG4 and DG15.

When an Issuing state is using the product as an ISO compliant Driving licence, the following
name mapping of roles, definitions, data groups and protocol is applicable within the scope
of this security target:

MRTD ISO Driving License
MRTD IDL
ICAO ISO/IEC
ICAO 9303 ISO/IEC 18013 or ISO/IEC TR 19446
BAC BAR1
DG3 DG7
DG4 DG8
DG15 DG13
MRZ MRZ or SAIl (Scanningarea identifier)
Traveler Holder

Table 3 eMRTD and IDL Terminology
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3.1 TOE Description

The TOE scope encompasses the following features:

MRTD EAQwith AA and CA in option

1 Personalisation phase including:

0 authentication protocol;

access control;
encryption mechanism involved in key loading;
initialisation of the LDS;
data loading;

0 phase switching;
Import and/or generation of CA keys in personalisation phase;
Import and/or generation of AA keys in personalisation phase;
Active Authentication
EAC
SM (DES + AES) on read DG3+DG4 after EAC
DBI

O O OO

E R

Nevertheless, the TOE in the TnD application embeds other secure functionalities they are
not in the scope of this evaluation and are in the scope of other evaluations.

In the use phase of the product, and for interoperability purposes, the MRTD will most likely
support BAC, PACE and EAC.

A If the terminal reads the content of the MRTD by performing BAC then EAC, the
security of the MRTD will be covered by the security evaluation of the TOE described
by the ST claiming compliance [PLTFST] and the TOE described by the ST claiming
compliance to PP EAC assuming PACE is not supported (as not used for the
inspection procedure).

A If the terminal reads the content of the MRTD by performing PACE then EAC, the
security of the MRTD will be covered by the security evaluation of the TOE described
by the ST claiming compliance to PP with PACE assuming BAC is not supported (as
not used for the inspection procedure).

A If the terminal reads the content of the MRTD by performing BAC, the security of the
MRTD will be covered by the security evaluation of the TOE described by the ST
claiming compliance to PP BAC assuming EAC and PACE are not supported (as not
used for the inspection procedure).

3.1.1 Physical scope

The TOE B a bare microchip with its external interfaces for communication. The physical
medium on which the microchip is mounted is not part of the target of evaluation because it
does not alter nor modify any security functions of the TOE.

The TOE may be used onseveral form factors within an inlay, or eCover; in a plastic card.

The physical form of the module is depicted in figure below. The cryptographic boundary of
the module is the surface and edges of the die and associated bond pads, shown as circles in
the following figure.
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Depiction of the Physical Form of the Module
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Figure 1 Physical Form

The contactless ports of the module require connection to an antenna. The module relies on
[1SO7816] and [ISO14443] card readers and antenna connections as input/output devices.
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Port Description Logical Interface Type
VCC, GND | ISO 7816: Supply Power (not available
voltage configurations)
RST ISO 7816:Reset Control i n (not available
configurations)
CLK ISO 7816: Clock Control in (not available in
contactless only configu
I/0 ISO 7816: Input/ Control in, Data in, Data out, Status out (not available
Output n
contactless only configu
LA, LB ISO 14443: Antenna | Power, Control in, Data in, Data out, Status out (Not

available in Contact onl

Table 4 Ports and Interfaces

The following guidance documents will be provided for the TOE:

Description Audience Form Factor of Deli  very
[AGD_PRE] Personalising Agent

[AGD OPE] End user of the TOE Electronic Version
[PLTF-UM] Application Developer

Table 5 TOE Guidance

This ST Lite will also be provided as a guidance document along with above mentioned

documents.

All the above mentioned guidance documents will be delivered via mail in a .pgp encrypted

format.

Form factor and Delivery Preparation:
1. As per the Software Development Process of IDEMIA, upon completion of development
activities, particular applet will be uploaded into PS in CAP file format. Before
uploading, the applet will be verified through Oracle verifier and IDEMIA verifier.

2.During Release for Sample as project mikstone, status of the applet in PS will be
i e udedfurthev fermaniufacturing samples.

cha

nged into

3. During Software Delivery Review as the final R&D project milestone, status of the
appletinP S wi | |
production.

be

changed into Al ndustri al

Refer Life Cycle chapter of this ST for more details regarding TOE delivery as per different

options.
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3.1.2 Logical Scope

The Target of Evaluation (TOE), addressed by the current security target, is an electronic
travel document representing a contactless/contact based smart card or passport
programmed according to Logical data structure (LDS). Electronic Passport is specified in
[ICAO-9303], additionally providing the Extended Access Control according to [TR-03110-1]
and [TR-03110-3] and Active Authentication according to [ICAO-9303]. The TOE may also be
used as an ISO driving license, compliant to ISO/IEC 18013 or ISO/IEC TR 19446. The
communication between terminal and chip shall be protected by Extended Access Control.

The TOE is composed of
9 the NXP JCOP 4P71, composed of

o the circuitry of the MRTD6s chip (NXP Sec
including IC Dedicated Software) with hardware for the contact and
contactless interface;

o the Crypto Library on P71;
o0 the IC Embedded Software (operating system): NXP JCOP 4;
9 The MRTD applicationTnD v5.1 loaded FLASH;
9 The associated guidance documentation in [AGD_PRE] and [AGD_OPE];

9 The Personalisation Agent Key set.

The TOE is a composition with the NXP JCOP 4 P71, whicthas been certified by the Dutch
NSCIB cetification body.

The TOE comprises of3 basic parts that work together to provide the functionality defined in
this Security Target. They are:
1.The TnD Applet

2. The Common Package

3. The Adapter Package

25



Adapter Package

CHIP

e e e e ====—=

Figure 2 Logical Scope of the TOE

3.2 Non-TOE hardware/software/firmware required by the TOE

There is no explicit non-TOE hardware, software or firmware required by the TOE to perform
its claimed security features. The TOE is defined to comprise the chip, the complete
operating system and application. Note, the inlay holding the chip as well as the antenna and
the booklet (holding the printed MRZ) are needed to represent a complete travel document.
Nevertheless, these parts are not inevitable for the secure operation of the TOE.

In order to be powered up and to be able to communicate, the TOE needs a card reader.

3.3 TOE usage and security features for operational use

A State or Organization issues MRTDs to be used by the holder for international travel. The

traveler presents a MRTD to the inspection system to prove his or her identity. The MRTD in

context of this Security Target contains (i) visual (eye readable) biographical data and

portrait of the holder, (ii)) a separate data summary (MRZ data) for visual and machi ne

reading using OCR methods in the Machine readable zone (MRZ) and (iii) data elements on

the MRTD6s chip according to LDS for contactl ess
traveler is based on (i) the possession of a valid MRTD personalised for a holder with the

claimed identity as given on the biographical data page and (ii) optional biometrics using the

reference data stored in the MRTD. The issuing State or Organization ensures the
authenticity of the data of eresssaigemene MRIDDf@s. The
issuing State or Organization.

The MRTD is viewed as unit of
a) the physical MRTD as travel document in form of paper, plastic and chip. It
presents visual readable data including (but not limited to) personal data of the
MRTD holder
i) the biographical data on the biographical data page of the passport book,
ii) the printed data in the Machine -Readable Zone (MRZ) and
iii) the printed portrait.
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b) the logical MRTD as data of the MRTD holder stored according to the Logical Data
Structure [ICAO_9303] as specified by ICAO on the contactless integrated circuit. It
presents contactless readable data including (but not limited to) personal data of the
MRTD holder
i) the digital Machine Readable Zone Data (digital MRZ data, EF.DG1),

i) the digitized portraits (EF.DG2),

iii) the optional biometric reference data of finger(s) (EF.DG3) or iris image(s)
(EF.DG4) or both

iv) the other data according to LDS (EF.DG5 to EF.DG16) and

v) the Document security object.

The issuing State or Organization implements security features of the MRTD to maintain the
authenticity and integrity of the MRTD and their data. The MRTD as the passport book and
the MRTDOs chip is uniquel mberrdenti fied by the Do

The physical MRTD is protected by physical security measures (e.g. watermark on paper,

security printing), l ogi cal (e. 0. aut henticati ol
security measures (e.g. control of materials, personalisation procedures) [ICAO_9303].
These security measures include the binding of t

The logical MRTD is protected in authenticity and integrity by a digital signature created by
the document signer acting for the issuing State or Organi zation and the security features of
the MRTDOs chip.

The ICAQO defines the baseline security methods Passive Authentication and the optional

advanced security methods Basic Access Control to the logical MRTD, Extended Access

Control to and the Data Encryption of additional sensitive biometrics as optional security
measure in the 61 CAO Doc 930386 [I CAO_9303]. The
the Data Encryption are performed completely and independently on the TOE by the TOE
environment.

This security target addresses the protection of the logical travel document (i) in integrity by
write-only-once access control and by physical means, and (ii) in confidentiality by the
Extended Access Control Mechanism. Also it addresses the Chip Authentication Versn 1
described in [TR_03110] as an alternative to the Active Authentication stated in
[ICAO_9303].

During the pre-personalisation and personalisation, the Personalisation Agent, once
authenticated, gets the rights (access control) for (1) reading and wri ting data,(2)
instantiating the application, and (4) writing of personalisation data. The Personalisation
Agent can so create the file structure (MF / ADF) required for this configuration.

The DBI feature is used as an additional layer of security during personalization. When the
DBI Activation process is performed, the biometric image of the card holder shall be
corrupted/blurred. After personalization, a specific terminal that has a de -blurring access
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rights will be used to deactivate or revert the image to its original state. If this step is not
performed, this means that the proper personalization up to issuance procedures were not
followed. The photo will remain blurred which will be noticeable when reading the contents
of the document. This will alert the agencies that the document has been compromised.

Mutatis mutandis , the TOE may also be used as an ISO driving license, compliant to

ISO/IEC 18013 or ISO/IEC TR 19446 supporting BAPL (the same protocol as BAC but used

in the context of driving licens e), AA and CA, as both applications (MRTD and IDL) share the

same protocols and data structure organization. Therefore, in the rest of the document, the

word AMRTDO MAY be understood either as a MRTD i
compliant to ISO/IEC 18013 or ISO/IEC TR 19446 depending on the targeted usage

envisioned by the issuer.

3.3.1 Security Features

3.3.1.1 Active Authentication (AA)

Active Authentication is an authentication mechanism ensuring the chip is genuine. It uses a
challenge-response protocol between the IS and the chip.

Active Authentication is realized with the INTERNAL AUTHENTICATE command. The

key and algorithms supported are the following:

RSA ISO/IEC 97962 with a key length of 1536, 1792, 2048, 2560, 3072, 3584 and 4096 bits
and hashing algorithm of SHA1 or SHA2.

ECDSA over prime field curves with hashing algorithm of SHAL1 or SHA2 and the key sizes
192 to 521.

3.3.1.2 Basic Access Control (BAC)

The protocol for Basic Access Control is specified by [BAGPP]. Basic Access Control checks
that the terminal has physical access to the MRTEL
the terminal to derive an authentication key from the optically read MRZ of the MRTD. The
protocol for Basic Access Control is based on[ISO11770-2] key establishment mechanism 6.
This protocol is also used to generate session keys that are used to protect the
confidentiality (and integrity) of the transmitted data.

The Basic Access Control (BAC) is a security feature that is supported by the TOE. The
inspection system

Reads the printed data in the MRZ (for MRTD),

Authenticates itself as inspection system by means of keys derived from MRZ data. After
successful 3DES based authentication, the TOE provides read access to data requiring BAC
rights by means of a private communication (secure messaging) with the inspection system.

The purpose of this mechanism is to ensure that the holder gives access to the IS to the
logical MRTD (data stored in the chip); It is achieved by a mutual authentication.

Once the mutual authentication is performed, a secure messaging is available to protect the
communication between the chip and the IS.

This table lists the supported configurations for BAC protocol:
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Configuration Key Algo Key Length | Hash Algo MAC Algo
BAC 3DES 2Key 16-bytes SHA1 Retail MAC

Table 6 BAC Configuration

3.3.1.3 Chip Authentication

The Chip Authentication Protocol is an ephemeraltstatic Diffie-Hellman key agreement
protocol that provides secure communication and unilateral authentication of the MRTD chip.

The protocol establishes Secure Messaging between an MRTD chip and a terminal based on
a static key pair stored on the MRTD chip. Chip Authentication is an alternative to the
optional ICAO Active Authentication, i.e. it enables the terminal to verify that the MRTD chip
is genuine but has two advantages over the original protocol:

Challenge Semantics are prevented because the transcripts produced by this protocol are
nontransferable.

Besides authentication of the MRTD chip this protocol also provides strong session keys.

The protocol in version 1 provides implicit authentication of both the MRTD chip itself and
the stored data by performing Secure Messaging using the new session keys.

3.3.1.4 Terminal Authentication

The Terminal Authentication Protocol is a two-move challenge-response protocol that
provides explicit unilateral authentication of the terminal.

This protocol enables the MRTD chip to verify that the terminal is entitled to access
sensitive data. As the terminal may access sensitive data afterwards, all further
communication MUST be protected appropriately. Terminal Authentication therefore also
authenticates an ephemeral public key chosen by the terminal that was used to set up
Secure Messaging with Chip Auhent i cati on. The MRTD <chip
access rights to Secure Messaging established by the authenticated ephemeral public key of
the terminal.

3.3.1.5 Extended Access Control (EAC)

EAC is an authentication protocol based on a PKI infrastructure. It further ensures that the
IS is authorized to read and/or update data stored in the applet. This authentication

mechanism generates a strong secure messaging session through the step of Chip
Authentication.

This mechanism is realized by the following steps:

1. Chip Authentication (CA)Chip Authentication is achieved by using a MANAGE
SECURITY ENVIRONMENT SET i Key Agreement Template (MSE SET KAT)
command or by using a MANAGE SECURITY ENVIRONMENTSET T Authentication
Template (MSE SET AT) command followed byGENERAL AUTHENTICATE command.

The Chip Authentication mechanism enables the authentication of the chip by using an
authenticated DH scheme. It may be realized in two ways:
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A Classical DH (DH EI Gamal) with key length 0f2048 bits
A DH over Elliptic curves over prime fields (ECDH) with the key length supported by the
underlying Java Card platform (minimum 192).

2. Certificate Chain Handling

The certificate chain is processed through a series of MANAGE SECURITY ENVIRONMENT
SET1 Digital Signature Template (MSE SET DST) and PERFORM SECURITY OPERATION
Verify Certificate (PSO VERIFY) commands.

The chain is done to extract a key from the IS certificate, the key which will be used in the
Terminal Authentication.

3. Terminal Authentication (TA)
Terminal Authentication is achieved by using an EXTERNAL AUTHENTICATE command.

The Terminal Authentication mechanism is an authentication of the IS based on a classical
challenge/response scheme. The signature scheme may be:

ECDSA SHAL, ECDSA SHA224, ECDSA SHA?56, ECDSASHA384, or ECDSA SHA512 on
elliptic curves over prime field with key length supported by the underlying Java Card
platform

RSA SHA1, SHA-256, or SHA512 (PKCS#1 v1.5 or PKCS#1 v2.1- PSS) with a key length of
1280, 1536, 1792, 2048, 2560, 3072, 3584 and 4096 bits.
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4 Life Cycle

The TOE life cycle in the following figure distinguishes stages for development, production,
preparation and operational use in accordance with the standard smart card life cycle [PP_IC].

(Stage 1 )
Development
e .y
e Ty
Stage 2
Production
o —y
(stage 3 h
Preparation
e 7
e ™
Stage 4
Operational
A y

Figure 3 Life cy cle Overview

4.1 Development Environment

In this environment, the following two phases take place:
1 Phase 1: IC Embedded Software Development (Java Card Open Platform components and
TnD v5.1 applet)
1 Phase 2: IC Development

The IC Embedded Software Developer & in charge of the specification, development and validation of
the software (Java Card Open Platform and TnD v5.1 applet).

The IC Developer designs the IC, develops the IC dedicated software and provides information,
software or tools to the IC embedded software developer.

Roles, actors, sites and coverage for this environment of the product life cycle are listed in the table
below:
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Role Actor Site Covered by
TnD v5.1 Applet Developer IDEMIA MANILA, ALC
JAKARTA,COURBEVOIE and
PESSAC R&D sites
Embedded Software Developer NXP Platform Developer ALC
(Java Card Open Platform) Refer to [PLTFST]
Redaction and Review of IDEMIA NOIDA and HAARLEMR&D ALC
Documents site
IC Developer NXP IC Manufacturer ALC
Refer to [PLTFST]

4.2 Production Environment

In this environment, the following two phases take place:
1 Phase 3: IC Manufacturing
1 Phase 4: Smart Card Loading

The TnD v5.1 Applet run time code, Common Package and Adapter Packageis integrated in FLASH of
the chip.

Depending on the intention:

(Option 1) the TnD v5.1 application with Common package and Adapter package is securely
delivered directly from the software developer ( IDEMIA R&D Audited Sitg to the IC manufacturer
(NXP Audited Site). The applet code will be integrated into FLASH by the IC marufacturer on top of
the platform already loaded by IC manufacturer (NXP), or

(Option 2) the TnD v5.1 application with Common package and Adapter package and the guidance
documentation are securely delivered directly from the software developer (IDEMIA R&D Audited Site)
to the travel document manufacturer ( IDEMIA Audited Production Sites or IDEMIA NorrAudited Sites)
for production. The applet code will be integrated into FLASH by the IDEMIA Audited Production Sites
or Non-Audited Sites on top of the platform already loaded by IC manufacturer (NXP), or

(Option 3) the TnD v5.1 application with Common package and Adapter package and the guidance
documentation are securely delivered directly from the software developer (IDEMIA R&D Audited Site)
to external authorized agent (other external sites) for productio n. The applet code will be integrated

into FLASH by the external authorized agent in external sites on top of the platform already loaded by

IC manufacturer (NXP) using guidance documents of the applet.

Severnal life cycles are available, depending when the Flash Code is loaded. The following tables
present roles, actors, sites and coverage for this for this environment of the product life -cycle and
describe for each of them the TOE delivery point.

Role Package to be Actor Site Covered
loaded by
IC manufacturer CAP file ofthe applet | Manufactur IC manufacturer ALC
and additional er production plants
packages [PLTFST]
Smart card loader - - - -

Table 7 CAP file of the applet and additional packages is loaded at IC manufacturer
(Option 1)
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Role Package to be Actor Site Covered
loaded by
IC manufacturer - - - R

CAP file ofthe IDEMIA IDEMIA Audited

_qpplet and Production Sites
Smart card loader additional packages (Shenzhen, Haarlem, ALCor
Vitré, Noida, Ostrava) AGD

and IDEMIA Non
Audited Sites

Table 8 CAP file of the applet and additional packages is loaded through the loader of the

IC (Option 2)
Role Package to be Actor Site Covered
loaded by
IC manufacturer - - - -
CAP file ofthe External
Smart card loader applet and Authorized External Sites AGD
additional packages Agent

Table 9 CAP file of the applet and additional packages is loaded through the loader of the
IC (Option 3)

4.3 Preparation Environment

In this environment, the following two phases take place:
1 Phase 5: Pre-personalisation of the applet
1 Phase 6: Personalisation

The preparation environment may not necessarily take place in a manufacturing site, but may be
performed anywhere. All along these two phases, the TOE is selfprotected as it requires the
authentication of the pre -personalisation agent or personalisation agent prior to any operation.

The TnD v5.1 applet is pre-personalised and personalised according to [AGD_PRE].

At the end of phase 6, the TOE is constructed. These two phases are covered by [AGD_PRE] tasks of
the TOE and [PLTFUM] tasks of [PLTFST].

4.4 Operational Environment

The TOE is used as a travel document's chip by the traveller and the inspection systems in the
iOperational Useod phase. The user data can be
State or Organisation and can be used according to the security policy of the issuing State but they
can never be modified for eMRTD application.

Note that applications can be loaded onto the JCOP platform during this phase.

During this phase, the TOE may be used as described in [AGD_OPE] of the TOE.

This phase is covered by [AGD_OPE] tasks of the TOE and [PLTUM] tasks of [PLTFST].
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5 Conformance Claim

5.1 CC Conformance claim

This security target claims conformance to the Common Criteria version 3.1, revision 5 ([CG

2] and [CG3)).

The conformance to the Common Criteria is claimed as follows:

CcC Conformance rationale
Conformance with the extended? part:
FAU_SAS. 1 AAudit Storageo
FCS_RND.1 AQuality metric for random
Part 2 FMT_LI M. 1 ALimited capabilitiesbo
FMT _LI M. 2 ALimited availabilityo
FPT EMS. Hmad®dHEi ono
FI A_API 1 AAut hentication Proof of |
Conformance to Part 3.
Part 3 The product claims conformance to EAL 5, augmented with:
ALC _DVS. 2 ASufficiency of security m
AVA_VAN.5 OAdvanced met hodical wvul ne

Table 10 Conformance Rationale

5.2 Protection Profile claims

The Security Target claims strict conformance to the following PP written in CC3.1 revision 2:

Machi ne Readabl e

5.3 Package Claim

Travel

Document s

wi t h

[EACPRIO Applicat

This ST is conforming to assurance package EAL5 augmented with ALC_DVS.2 and AVA_VAN.5

defined in CC part 3 [CG-3].

1 The rationale for SFR addition is described in the relative PP
2 This EAL and its augmentations correspond to an EAL5+ALC_DVS.2 where AVA_ VAN level is downgraded
to AVA_VAN.3 following constraint of [R10] about MRZ/keydoc entropy
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6 Security Problem Definition

6.1 Assets

Logical MRTD sensitive User Data
Sensitive biometric reference data (EF.DG3, EF.DG4)
Application Note.

Due to interoperability reasons the o061l CAO Doc

Inspection Systems must have access to logical MRTD data DG1, DG2, DG5 to DG16.
Note the BAC mechanisns may nhot resist attacks with high attack potential (cf.
[PP_BAC]).

Authenticity of the MRTD's chip

The authenticity of the MRTDO6s chip personali z

the MRTD holder is used by the traveler to prove his possession of a genuine MRTD.

6.2 Users / Subjects

Manufacturer

The generic term for the IC Manufacturer producing the integrated circuit and the MRTD
Manufacturer compl eting t hManufa@ureristhetdbfault UdeR T D6 s
of the TOE during the Phase 2 Manufacturing. The TOE does not distinguish between the

users IC Manufacturer and MRTD Manufacturer using this role Manufacturer.

Personalization Agent

The agent is acting on behalf of the issuing State or Organization to personalize the MRTD
for the holder by some or all of the following activities: (i) establishing the identity of the
holder for the biographic data in the MRTD, (ii) enrolling the biometric refer ence data of
the MRTD holder i.e. the portrait, the encoded finger image(s) and/or the encoded iris
image(s), (iii) writing these data on the physical and logical MRTD for the holder as
defined for global, international and national interoperability, (iv) writing the initial TSF
data and (v) signing the Document Security Object defined in [ICAO_9303].

Country Verifying Certification Authority

The Country Verifying Certification Authority (CVCA) enforces the privacy policy of the

issuing State or Organization with respect to the protection of sensitive biometric

reference data stored in the MRTD. The CVCA represents the country specific root of the
PKI of Inspection Systems and creates the Document Verifier Certificates within this PKI.

The updates of the public key of the CVCA are distributed in the form of Country Verifying

CA LinkCertificates.

Document Verifier

The Document Verifier (DV) enforces the privacy policy of the receiving State with respect
to the protection of sensitive biometric reference data to be handled by the Extended
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Inspection Systems. The Document Verifier manages the authorization of the Extended
Inspection Systems for the sensitive data of the MRTD in the limits provided by the
issuing States or Organizations in the form of the Document Verifier Certificates.

Terminal

A terminal is any technical system communicating with the TOE through the contactless
interface.

Inspection system (IS)

A technical system used by the border control officer of the receiving State (i) examining
an MRTD presented by the traveler and verifying its authenticity and (ii) verifying the
traveler as MRTD holder. The Basic Inspecton System (BIS) (i) contains a terminal for the
contactless communication with the MRTDOG6s chi p,
Basic Access Control Mechanism and (iii) gets the authorization to read the logical MRTD
under the Basic Access Contrd by optical reading the MRTD or other parts of the passport
book providing this information. The General Inspection System (GIS) is a Basic
Inspection System which implements additionally the Chip Authentication Mechanism. The
Extended Inspection System (EIS) in addition to the General Inspection System (i)
implements the Terminal Authentication Protocol and (ii) is authorized by the issuing State
or Organization through the Document Verifier of the receiving State to read the sensitive
biometric reference data. The security attributes of the EIS are defined of the Inspection
System Certificates.

MRTD Holder

The rightful holder of the MRTD for whom the issuing State or Organization personalized
the MRTD.

Traveler

Person presenting the MRTD to the inspection system and claiming the identity of the
MRTD holder.

Attacker

A threat agent trying (i) to manipulate the logical MRTD without authorization, (ii) to read
sensitive biometric reference data (i.e. EF.DG3, EF.DG4) or (iii) to forge a genuine MRTD.

Application Note:

Note that an attacker trying to identify and t
remotely (i.e. without knowing or optically reading the physical MRTD) is not considered

by this STsince this can only be averted by the BAC
Document Basic Access Keys that is covered by [PP_BAC]. The same holds for the
confidentiality of the user data EF.DG1, EF.DG2, EF.DG5 to EF.DG16 as well as EF.SOD

and EF.COM.

An impostor is attacking the inspection system as TOE IT environment independent on
using a genuine, counterfeit or forged MRTD. Therefore the impostor may use results of
successful attacks against the TOE but the attack itself is not relevant for the TOE.
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6.3 Threats

T.Read_Sensitive_Data
Adverse actiorr. An attacker tries to gain the sensitive biometric reference data through

the communication interface of the MRTDOs chij
similar to the threat T.Skimming (cf. [PP_BAC]) in respect of the attack path
(communication interface) and the motivation (1t

differs from those in the asset under the attack (sensitive biometric reference data vs.

digital MRZ, digitized portrait and other data), the opportunity (i.e. knowing Document

Basic Access Keys) and therefore the possible attack methods. Note, that the sensitive

bi ometric reference data are stored only on th
data whereas the MRZ data and the portrait are visually readable on the physical MRTD

as well.

Threat agent. having high attack potential, knowing the Document Basic Access Keys,
being in possession of a legitimate MRTD

Asset confidentiality of sensitive logical MRTD (i.e. biometric reference) data,

T.Counterfeit

Adverse actiorn. An attacker with high attack potential produces an unauthorized copy or
reproduction of a genuine MRTDO0s chip to be us
violates the authentici ty of the MRTDG6s chip used for auf
possession of a MRTD. The attacker may generate a new data set or extract completely

or partially the data from a genuine MRTDOs <ch
chiptoimitatethis genui ne MRTDO6s chip.

Threat agent. having high attack potential, being in possession of one or more legitimate
MRTDs

Asset authenticity of logical MRTD data,

T.Forgery

Adverse actiorr. An attacker alters fraudulently the complete stored logical MRTD or any

part of it including its security related data in order to deceive on an inspection system by

means of the changed MRTD hol derds identity ol
comprises several attack scenarios of MRTD forgery. The attacker may alter the

biographical data on the biographical data page of the passport book, in the printed MRZ

and in the digital MRZ to claim another identity of the traveler. The attacker may alter the

printed portrait and the digitized portrait to over come the visual inspection of the

inspection officer and the automated biometric authentication mechanism by face

recognition. The attacker may alter the biometric reference data to defeat automated

biometric authentication mechanism of the inspection system. The attacker may combine

data groups of different logical MRTDs to create a new forged MRTD, e.g. the attacker

writes the digitized portrait and optional biometric reference finger data read from the

l ogi cal MRTD of a tr av e lleaving thertdigital MRD un¢changed MRT D6 s
to claim the identity of the holder this MRTD. The attacker may also copy the complete

unchanged logical MRTD to another contactless chip.

Threat agent. having high attack potential, being in possession of one or more le gitimate
MRTDs

Asset authenticity of logical MRTD data,
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T.Abuse -Func

Adverse actiorr. An attacker may use functions of the TOE which shall not be used in
NfnOperational Used0 phase in order (i) (explore,mani pu
bypass, deactivate or change) security features or functions of the TOE or (iii) to disclose

or to manipulate TSF Data. This threat addresses the misuse of the functions for the

initialization and the personalization in the operational state aft er delivery to MRTD

holder.

Threat agent. having high attack potential, being in possession of a legitimate MRTD
Asset confidentiality and authenticity of logical MRTD and TSF data, correctness of TSF

T.Information_Leakage

Adverse actiorr. An attacker may exploit information which is leaked from the TOE during
its usage in order to disclose confidential TSF data. The information leakage may be
inherent in the normal operation or caused by the attacker. Leakage may occur throug h
emanations, variations in power consumption, I/O characteristics, clock frequency, or by
changes in processing time requirements. This leakage may be interpreted as a covert
channel transmission but is more closely related to measurement of operating parameters
which may be derived either from measurements of the contactless interface (emanation)
or direct measurements (by contact to the chip still available even for a contactless chip)
and can then be related to the specific operation being performed. Examples are the
Differential Electromagnetic Analysis (DEMA) and the Differential Power Analysis (DPA).
Moreover the attacker may try actively to enforce information leakage by fault injection
(e.g. Differential Fault Analysis).

Threat agent. having high attack potential, being in possession of a legitimate MRTD
Asset confidentiality of logical MRTD and TSF data

T.Phys -Tamper

Adverseaction. An attacker may perform physical probi
to disclose TSF Da# , or (ii) to disclose/reconstruct the
An attacker may physically modify the MRTDOs ct
or functions of the MRTDG6s <chip, (i) modi fy

Embedded Sotware, (iii) modify User Data or (iv) to modify TSF data. The physical
tampering may be focused directly on the disclosure or manipulation of TOE User Data
(e.g. the biometric reference data for the inspection system) or TSF Data (e.qg.

authenticationkeyof t he MRTD6s chip) or indirectly by pr
attack methods by modification of security features (e.g. to enable information leakage
through power analysis). Physi cal tampering re

chip internals. Techniqgues commonly employed in IC failure analysis and IC reverse
engineering efforts may be used. Before that, the hardware security mechanisms and
layout characteristics need to be identified. Determination of software design including

treatment of User Data and TSF Data may also be a prerequisite. The maodification may
result in the deactivation of a security function. Changes of circuitry or data can be

permanent or temporary.

Threat agent. having high attack potential, being in possession of a legitimate MRTD
Asset confidentiality and authenticity of logical MRTD and TSF data, correctness of TSF
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T.Malfunction

Adverse actior. An attacker may cause a mal function
Embedded Software by applying environmental stress in order to (i) deactivate or modify

security features or functions of the TOE or (ii) circumvent, deactivate or modify security
functions of the MRTD&ds chip Embedded Software.
t he MRTDO sde hti lpe orud rsma | operating conditions, €
chip Embedded Software or misusing administration function. To exploit these
vulnerabilities an attacker needs information about the functional operation.

Threat agent. having high attack potential, being in possession of a legitimate MRTD
Asset confidentiality and authenticity of logical MRTD and TSF data, correctness of TSF

6.4 Organisational Security Policies

P.BAC-PP

The issuing States or Organizations ensures that successfully authenticated Basic

Inspection Systems have read access to logical MRTD data DG1, DG2, DG5 to DG16 the
[ICAO_9303] as well as to the data groups Common and Security Data. The MRTD is

successfully evaluated and certified in accordance with the 6 Co mmon Cri teri a Pr
Profile Machine Readable Travel Document with
[PP_BAC] in order to ensure the confidentiality of standard user data and preventing the

traceability of the MRTD data.

Application Note.

The organizational security policy P.Personal_Data drawn from the 'lICAO Doc 9303
[ICAO_9303] is addressed by the [PP-BAC] (cf. P.BAGPP). The confidentiality of the
personal data other than EF.DG3 and EF.DG4 is ensured by the BAC mechanism. Note the
BAC medianisms may not resist attacks with high attack potential (cf. [PP -BAC]). The
TOE shall protect the sensitive biometric reference data in EF.DG3 and EF.DG4 against
attacks with high attack potential. Due to the different resistance the protection of
EF.DG3and EF.DG4 on one side and the other EF.SOD, EF.COM, EF.DG1, EF.DG2 and
EF.DG5 to EF.DG16 are addressed separated protection profiles, which is assumed to
result in technically separated evaluations (at least for classes ASE and VAN) and
certificates (cf. also to application note 1).

P.Sensitive_Data

The biometric reference data of finger(s) (EF.DG3) and iris image(s) (EF.DG4) are

sensitive private personal data of the MRTD holder. The sensitive biometric reference data

can be used only by inspection systems which are authorized for this access at the time

the MRTD is presented to the inspection system (Extended Inspection Systems). The

issuing State or Organization authorizes the Document Verifiers of the receiving States to

manage the authorization of inspection systems within the limits defined by the Document
Verifier Certificate. The MRTD6s chip shall pr
sensitive private personal data even during transmission to the Extended Inspection

System after Chip Authentication.

P.Manufact

The Initialization Data are written by the IC Manufacturer to identify the IC uniquely. The
MRTD Manufacturer writes the Prepersonalization Data which contains at least the
Personalizaton Agent Key.
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P.Personalization

The issuing State or Organization guarantees the correctness of the biographical data, the
printed portrait and the digitized portrait, the biometric reference data and other data of
the logical MRTD with respect to the MRTD holder. The personalization of the MRTD for
the holder is performed by an agent authorized by the issuing State or Organization only.

6.5 Assumptions

A.MRTD_Manufact

It is assumed that appropriate functiona lity testing of the MRTD is used. It is assumed
that security procedures are used during all manufacturing and test operations to
maintain confidentiality and integrity of the MRTD and of its manufacturing and test data
(to prevent any possible copy, modification, retention, theft or unauthorized use).

A.MRTD_Delivery

Procedures shall guarantee the control of the TOE delivery and storage process and
conformance to its objectives:

0 Procedures shall ensure protection of TOE material/ifformation under delivery and
storage.

o0 Procedures shall ensure that corrective actions are taken in case of improper
operation in the delivery process and storage.

0 Procedures shall ensure that people dealing with the procedure for delivery have
got the required skill.

A.Pers_Agent

The Personalization Agent ensures the correctness of (i) the logical MRTD with respect to
the MRTD holder, (ii) the Document Basic Access Keys, (iii) the Chip Authentication Public
Key (EF.DG14) if storedonthe MRTDO6s chi p, and (iv) the

Certificate (i f stored on the MRTDG6s chip).

Security Object. The Personalization Agent bears the Personalization Agent Authentication
to authenticate himself to the TOE by symmetric cryptographic mechanisms.

A.Insp_Sys

The Inspection System is used by the border control officer of the receiving State (i)
examining an MRTD presented by the traveler and verifying its authenticity and (ii)
verifying the traveler as MRTD holder. The Basic Inspection System for global
interoperability (i) includes the Country Signing CA Public Key and the Document Signer
Public Key of each issuing State or Organization, and (ii) implements the terminal part of
the Basic Access Control [ICAO_9303]. The Basic Inspection System reads the logical
MRTD under Basic Access Control and performs the Passive Authentication to verify the
logical MRTD. The General Inspection System in addition to the Basic Inspection System
implements the Chip Authentication Mechanism. The General Inspection System verifies
the authenticity of the MRTDO6s chip during
with keys established by the Chip Authentication Mechanism. The Extended Inspection
System in addition to the General Inspection System (i) supports the Terminal
Authentication Protocol and (ii) is authorized by the issuing State or Organization through
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the Document Verifier of the receiving State to read the sensitive biometric referenc e
data.

A.Signature_PKI

The issuing and receiving States or Organizations establish a public key infrastructure for
passive authentication i.e. digital signature creation and verification for the logical MRTD.
The issuing State or Organization runs a Certification Authority (CA) which securely
generates, stores and uses the Country Signing CA Key pair. The CA keeps the Country
Signing CA Private Key secret and is recommended to distribute the Country Signing CA
Public Key to ICAQ, dl receiving States maintaining its integrity. The Document Signer (i)
generates the Document Signer Key Pair, (i) hands over the Document Signer Public Key
to the CA for certification, (iii) keeps the Document Signer Private Key secret and (iv) uses
securely the Document Signer Private Key for signing the Document Security Objects of
the MRTDs. The CA creates the Document Signer Certificates for the Document Signer
Public Keys that are distributed to the receiving States and Organizations.

A.Auth_PKI

The issuing and receiving States or Organizations establish a public key infrastructure for
card verifiable certificates of the Extended Access Control. The Country Verifying
Certification Authorities, the Document Verifier and Extended Inspection Systems hold
authentication key pairs and certificates for their public keys encoding the access control
rights. The Country Verifying Certification Authorities of the issuing States or
Organizations are signing the certificates of the Document Verifier and the Document
Verifiers are signing the certificates of the Extended Inspection Systems of the receiving
States or Organizations. The issuing States or Organizations distribute the public keys of
their Country Verifying Certification Authorityto t hei r MRTD6s chi p.

A.Pers_Agent AA

Personalisation of the MR T D &lip (Active Authentication)  The Personalisation
Agent ensures the correctness of the Active Authentication Public Key (EF.DG15) if stored
on the MRTDG6s chip.
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7 Security Objectives

7.1 Security Objectives for the TOE

OT.AC_Pers

The TOE must ensure that the logical MRTD data in EF.DG1 to EF.DG16, the Document

security object according to LDS [ICAO_9303] and the TSF data can be written by

authorized Personalization Agents only. The logical MRTD data in EF.DG1 to EF.DG16 and

the TSF data may be written only during and cannot be changed after its personalization.
The Document security object can be updated by authorized Personalization Agents if
data in the data groups EF.DG3 to EF.DG16 are added.

Application Note:
The OT.AC_Pers implies that

(1) the data of the LDS groups written during personalization for MRTD holder (at least
EF.DG1 and EF.DG2) can not be changed by write access after personalization,

(2) the Personalization Agents may (i) add (fill) data into the LDS data groups not written
yet, and (ii) update and sign the Document Security Object accordingly. The support for

adding data in the AOperational Used phase is

OT.Data_Int

The TOE must ensure the integrity of the
physical manipulation and unauthorized writing. The TOE must ensure the integrity of the
logical MRTD data during their transmission to the General Inspection System after Chip
Authentication.

OT.Sens_Data_Conf

The TOE must ensure the confidentiality of the sensitive biometric reference data (EF.DG3
and EF.DG4) by granting read access only to authorized Extended Inspection Systems
The authorization of the inspection system is drawn from the Inspection System
Certificate used for the successful authentication and shall be a non-strict subset of the
authorization defined in the Document Verifier Certificate in the certificate chain to the
Country Verifier Certification Authority of the issuing State or Organization. The TOE must
ensure the confidentiality of the logical MRTD data during their transmission to the
Extended Inspection System. The confidentiality of the sensitive biometric reference data
shall be protected against attacks with high attack potential.

OT.ldentification

The TOE must provide means to store IC Identification and Pre-Personalization Data in its
nonvolatile memory. The IC Identificatio n Data must provide a unique identification of the

|l ogi c

| C during Phase 2 #fAManufacturingo and Phase

storage of the Pre- Personalization data includes writing of the Personalization Agent
Key(s).
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OT.Chip_Auth_Proof

The TOE must support the General Inspection Systems to verify the identity and
authenticity of the MRTDO6s chip as issued by t
by means of the Chip Authentication as defined in [TR_03110]. The authenticity proof
provided by MRTDO6s chip shall be protected agai

Application Note:

The OT. Chip_Auth_Proof implies the MRTDG6s chip
the MRTD6s Document N u nmdvve its ,idenfity ly )knowaledge éec a e t t o
private authentication key as TSF data. The TOE shall protect this TSF data to prevent

their misuse. The terminal shall have the reference data to verify the authentication
attempt of MRTD®&s c¢ hitpe Chip Authentication ePubtici Key thet e f or
mat ches the Chip Authentication Private Key o]
provided by (i) the Chip Authentication Public Key (EF.DG14) in the LDS [ICAO_9303] and

(ii) the hash value of the Chip Authenticat ion Public Key in the Document Security Object

signed by the Document Signer.

OT.Prot_Abuse -Func

After delivery of the TOE to the MRTD Holder, the TOE must prevent the abuse of test
and support functions that may be maliciously used to (i) disclose critical User Data, (ii)
manipulate critical User Data of the IC Embedded Software, (iii) manipulate Soft-coded IC
Embedded Software or (iv) bypass, deactivate, change or explore security features or
functions of the TOE. Details of the relevant attack scenarios depend, for instance, on the
capabilities of the Test Features provided by the IC Dedicated Test Software which are
not specified here.

OT.Prot_Inf_Leak

The TOE must provide protection against disclosure of confidential TSF data stored and/or
processed in the MRTDG6s chip

o0 by measurement and analysis of the shape and amplitude of signals or the time
between events found by measuring signals on the electromagnetic field, power
consumption, clock, or I/O lin es and

o0 by forcing a malfunction of the TOE and/or
0 by a physical manipulation of the TOE
Application Note:

This objective pertains to measurements with subsequent complex signal processing due
to normal operation of the TOE or operations enforced by an attacker. Details correspond
to an analysis of attack scenarios which is not given here.

OT.Prot_Phys -Tamper

The TOE must provide protection of the confidentiality and integrity of the User Data, the
TSF Dat a, and ip BmbeddddR Sobwéare. Thidincludes protection against
attacks with high attack potential by means of
0 measuring through galvanic contacts which is direct physical probing on the chips
surface except on pads being bonded (using standard tools for measuring voltage
and current) or
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0 measuring not using galvanic contacts but other types of physical interaction
between charges (using tools used in solid-state physics research and IC failure
analysis)

0 manipulation of the hardware and its security features, as well as

o controlled manipulation of memory contents (User Data, TSF Data)

with a prior
0 reverse-engineering to understand the design and its properties and functions.

OT.Prot_Malfunction

The TOE must ensure its correct operation. The TOE must prevent its operation outside
the normal operating conditions where reliability and secure operation has not been
proven or tested. This is to prevent errors. The environmental conditions may include
external energy (esp. electromagnetic) fields, voltage (on any contacts), clock frequency,
or temperature.

Application Note:

A malfunction of the TOE may also be caused using a direct interaction with elements on
the chip surface. This is considered as being a manipulation (refer to the objective
OT.Prot_Phys-Tamper) provided that detailed knowledge about the TOE’s internals.

OT.AA _Proof
The TOE must support the Inspection Systems to verify the identity and authenticity of
MRTD&s chip as issued by t hganizationebp meafsioktde i ssui r
Active Authentication as defined in [ICAO_9303]. The authenticity proof through AA
provided by MRTDO6s chip shall be protected agai
OT.DBI

The TOE shall support Digital Blurring of Images. The feature may be used to restrict the
access to the plain image data of particular EF(s). Enabling the feature will cause the
image data to be corrupted during the reading of the file contents until the blurring is
removed by an authorized terminal.

7.2 Security Objectives for the Operational Environment

7.2.1 Issuing State or Organization

OE.MRTD_Manufact

Appropriate functionality testing of the TOE shall be used in step 4 to 6. During all
manufacturing and test operations, security procedures shall be used through phases 4, 5
and 6 to maintain confidentiality and integrity of the TOE and its manufacturing and test
data.

OE.MRTD__ Delivery

Procedures shall ensure protection of TOE material/information under delivery including
the following objectives:

0 non-disclosure of any security relevant information,
o identification of the element under delivery,
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0 meet confidentiality rules (confidentiality level, transmittal form, reception

acknowledgment),
0 physical protection to prevent external damage,
oOosecure storage and handling procedures (incl

0 traceability of TOE during delivery including the following parameters:
A origin and shipment details,
A reception, reception acknowledgement,
A location material/information.

Procedures shall ensure that corrective actions are taken in case of improper operation in
the delivery process (including if applicable any non-conformance to the confidentiality
convention) and highlight all non -conformance to this process. Procedures shall ensure
that people (shipping department, carrier, reception department) dealing with the
procedure for delivery have got the required skill, training and knowledge to meet the
procedure requirements and be able to act fully in accordance with the above
expectations.

OE.Personalization

The issuing State or Organization must ensure that the Personalization Agents acting on
behalf of the issuing State or Organization (i) establish the correct identit y of the holder
and create biographical data for the MRTD, (ii) enroll the biometric reference data of the

MRTD holder i.e. the portrait, the encoded finger image(s) and/or the encoded iris

image(s) and (iii) personalize the MRTD for the holder together wi th the defined physical
and logical security measures to protect the confidentiality and integrity of these data.

OE.Pass_Auth_Sign

The issuing State or Organization must (i) generate a cryptographic secure Country
Signing CA KeyPair, (ii) ensure the secrecy of the Country Signing CA Private Key and
sign Document Signer Certificates in a secure operational environment, and (iii) distribute
the Certificate of the Country Signing CA Public Key to receiving States and Organizations
maintaining its authenticity and integrity. The issuing State or Organization must (i)
generate a cryptographic secure Document Signer Key Pair and ensure the secrecy of the
Document Signer Private Keys, (ii) sign Document Security Objects of genuine MRTDin a
secure operational environment only and (iii) distribute the Certificate of the Document
Signer Public Key to receiving States and Organizations. The digital signature in the
Document Security Object relates to all data in the data in EF.DG1 to EF.DGZ5 if stored in
the LDS according to [ICAO_9303].

OE.Auth_Key MRTD

The issuing State or Organization has to establish the necessary public key infrastructure

in order to (i) generate the MRTidgnhtsdstGratheg Aut he
Chip Authentication Public Key in the Chip Authentication Public Key data in EF.DG14 and

(iif) support inspection systems of receiving States or organizations to verify the
authenticity of the MRTDO6s chi patiomofetde Chip r genu
Authentication Public Key by means of the Document Security Object.
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OE.Authoriz_Sens_Data

The issuing State or Organization has to establish the necessary public key infrastructure

in order to limtthe access to sensitive biometric referenc
authorized receiving States or Organizations. The Country Verifying Certification Authority

of the issuing State or Organization generates card verifiable Document Verifier

Certificates for the authorized Document Verifier only.

OE.BAC_PP
It has to be ensured by the issuing State or Organization, that the TOE is additionally
successfully evaluated and certified in accord

Profile MachineReadabl e Travel Document with Al CAO App
[PP_BAC]. This is necessary to cover the BAC mechanism ensuring the confidentiality of

standard user data and preventing the traceability of the MRTD data. Note that due to the

differences within the assumed attack potential the addressed evaluation and certification

is a technically separated process.

7.2.2 Receiving State or Organization

OE.Exam_MRTD

The inspection system of the receiving State or Organization must examine the MRTD

presented by the traveler to verify its authenticity by means of the physical security

measures and to detect any manipulation of the physical MRTD. The Basic Inspection

System for global interoperability (i) includes the Country Signing CA Public Key and the

Document Signer Public Key of each issuing State or Organization, and (ii) implements the

terminal part of the Basic Access Control [ICAO_9303]. Additionally General Inspection

Systems and Extended Inspection Systems perform the Chip Autentication Protocol to

verify the Authenticity of the presented MRTDOSs

OE.Passive_Auth_Verif

The border control officer of the receiving State uses the inspection system to verify the
traveler as MRTD holder. The inspection systems must have successfully verified the
signature of Document Security Objects and the integrity data elements of the logical
MRTD before they are used. The receiving States and Organizations must manage the
Country Signing CA Public Key and the Document Signer Public Key maintaining their
authenticity and availability in all inspection systems.

OE.Prot_Logical MRTD

The inspection system of the receiving State or Organization ensures the confidentiality
and integrity of the data read from the logical MRTD. The inspection system will prevent
eavesdropping to their communication with the TOE before secure messaging is
successfully established based on the Chip Authentication Protocol.

Application Note:

The figure 2.1 in [TR_03110] supposes that the GIS and the EIS follow the order (i)

running the Basic Access Control Protocol, (ii) reading and verifying only those parts of
the logical MRTD that are necessary to know for the Chip Authentication Mechanism (i.e.
Document Security Object and Chip Authentication Public Key), (iii) running the Chip
Authentication Protocol, and (iv) reading and verifying the less-sensitive data of the
logical MRTD after Chip Authentication. The supposed sequence has the advantag that
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the less-sensitive data are protected by secure messaging with cryptographic keys based
on the Chip Authentication Protocol which quality is under control of the TOE. The
inspection system will prevent additionally eavesdropping to their communicati on with the
TOE before secure messaging is successfully established based on the Chip Authentication
Protocol. Note that reading the lesssensitive data directly after Basic Access Control
Mechanism is allowed and is not assumed as threat in this ST. But the TOE ensures that
reading of sensitive data is possible after successful Chip Authentication and Terminal
Authentication Protocol only.

OE.Ext_Insp_Systems

The Document Verifier of receiving States or Organizations authorizes Extended
Inspection Systems by creation of Inspection System Certificates for access to sensitive
biometric reference data of the logical MRTD. The Extended Inspection System
authenticates themselves to the MRTDO s chip
reference data with its private Terminal Authentication Key and its Inspection System
Certificate.

7.2.3 Additional Security Objectives for the Operational Environment

OE.AA_MRTD
Active Authentication - Inspection Systems

An Active Authentication (Basic, General or Extended) Inspection system performs all the
functions of the Basic, General and Extended Inspection System, and verifies the IC
authenticity with an RSA or ECDSA signature generated by the MRTD (if available).

OE.Activ_Auth_Sign

The issuing State or Organization has to establish the necessary public key infrastructure

in order to (i) generate the MRTDO6s Active Aut
Active Authentication Public Key in the Active Authentication Public Key data in EF.DG15

(if generated) and (iii) support inspection systems of receiving States or organizations to

verify the authenticity of the MRTDO&s chip use
Active Authentication Public Key by means of the Document Security Object.
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7.3 Security Objectives Rationale

7.3.1 Threats

T.Read_Sensitive Data The threat T. Read_ _Sensitive_ Data fR¢
reference datao i s -odbgwrcttdrveed Qbly. Stelmes _D@E a_Conf
sensitive biometric reference dataodo requiring
(containing the sensitive biometric reference data) is only granted to authorized
inspection systems. Furthermore it is required that the transmission of these data ensures
the datads confidentiality. The authorization I
by the issuing State or Organization as require
for use of sensitive biometric refhereeeivinge dat a
State has to authorize Extended Inspection Systems by creating appropriate Inspection
System certificates for access to the sensitive biometric reference data as demanded by
OE. Ext _I nsp_Systems fiAuthorization of Extended

This objective allows an issuing State or Organization to set a secure messaging level it
considers as sufficient to ensure a long term confidentiality of the sensitive biometric data
of its citizen when being read.

T.Counterfeit The threat T.ROCDWOrst erhfi piot afdMr esses the at't
copy or reproduction of the genuine MRTD chip. This attack is thwarted by chip an
identification and authenticity proof required
chip authenti cat i dioandkeyyparitonbg geaera@diby the issting State
or Organization. The Public Chip Authentication Key has to be written into EF.DG14 and
signed by means of Documents Security Objects as demanded by OE.Auth_Key MRTD
AMRTD Authentication Keyo.

This attack is also thwarted by Active Authentication proving the authenticity of the chip
as required by OT.AA_Proof using a authentication key pair to be generated by the
issuing State or Organization.

According to OE. Exam_MRTD #iExami nathe Generalo f t he
Inspection system has to perform the Chip Authentication Protocol to verify the
authenticity of the MRTDO6s chip.

OE.Activ_Auth_Sign and OE.AA_MRTD covers this threat enabling the possibility of
performing an Active Authentication which reinforce the security associated to the
communication.

The threat is also countered by OT.DBI that helps ensure that a counterfeit TOE is
identified because of the digitally blurred images.

T.Forgery The threat T.Forgery " For ger ystbeffraududenta on MI

alteration of the complete stored logical MRTD or any part of it. The security objective

OT. AC_Pers fAAccess Control for Personalization
the write access for the logical MRTD to the trustworthy Personalization Agent. The TOE

will protect the integrity of the stored logical MRTD according the security objective

OT.Data_Int "Integrity of personal data" and OT.Prot_Phys-Tamper "Protection against

Physical Tampering". The examination of the presented MRTD passport book according to
OE.Exam_MRTD "Examination of the MRTD passport book". The TOE environment will

detect partly forged logical MRTD data by means of digital signature which will be created

according to OE.Pass_Auth_Sign "Authentication of logich MRTD by Signature” and
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verified by the inspection system according to OE.Passive_Auth_Verif "Verification by
Passive Authentication”.

T.Abuse -Func The threat T.Abuse-Fu n c i Abuse of Functionalitybo
mi susing MRTDOG6s f hlenoc typassrihe ITSFs. yThetsecurity obgective for
the TOE OT.Prot_ AbuseFunc fAProtection against abuse of f
usage of functions which may not be used in tF
prevented. Therefore attacks intending to abuse functionality in order to disclose or
manipulate critical (User) Data or to affect the TOE in such a way that security features or

TOE6s functions may be bypassed, deactivated,
countered.

T.Informa tion_Leakage The threat T.I nformation_Leakage fl
MRTDOG6s chipo, is typical for integrated circui
high attack potential. The protection of the TOE against this threat is addressed by the
direct |y related security objective OT. Prot _Inf

Leakageo.

T.Phys-Tamper The threat T.Phys-T a mp e r APhysical Tamperingo is
circuits like smart cards under direct attack with high attack potential. The p rotection of
the TOE against this threat is addressed by the directly related security objective
OT.Prot PhysTamper M@AProtection against Physical Tamp

T.Malfuncton The threat T. Malfunction AMal function due
for integrated circuits like smart cards under direct attack with high attack potential. The
protection of the TOE against this threat is addressed by the directly related security
objective OT.Prot_Malfunction AProtection againrn

7.3.2 Organisational Security Policies
P.BAC-PP The OSP P.BAEPP is directly addressed by the OE.BAC_PP.

P.Sensitive Data The OSP P. Sensitive_ Data APrivacy of se
is fulfilled by the TOE-obj ect i ve OT. Sens_Data_Confiomét@onf i der
reference dat ao requiring that read access t
sensitive biometric reference data) is only granted to authorized inspection systems.
Further more it i s required t hat t he transmis:
confidentiality. The authorization bases on Document Verifier certificates issued by the
i ssuing State or Organization as required by
use of sensitive biometric referencengd®tate ao. Th
has to authorize Extended Inspection Systems by creating appropriate Inspection System
certificates for access to the sensitive biometric reference data as demanded by
OE. Ext I nsp_Systems AAuthorization of Extended

P.Manufact The OSP P. Manuf act AiManufacturing of t he
identification of the IC by means of the Initialization Data and the writing of the Pre -
personalization Data as being fulfilled by OT.Identification.
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P.Personalization The OSPP.Persnal i zati on fAPersonalization of |
or Organization onlyo addresses the (i) t he
Personalization Agent as described in the security objective for the TOE environment

OE. Personal i zataononoffi Pleoagiomall i MRTDO, and (ii) t
user data and TSF data as described by the seclt
for Personalization of |l ogi cal MRTDO . Note th
Personalization Agent Key6 ) according t o OT.l dentificat.i
Aut hentication of the TOEO. The security obje
Personalization of | ogical MRTDO | imits the ma

TSF to the Personalization Agent.

7.3.3 Assumptions

AMRTD_Manufact The assumption A. MRTD_Manufact AMRTD m

60 is covered by the security objective for t
AProtection of the MRTD Manufacturingonghat re
all manufacturing steps.

AMRTD_Delivery The assumption A. MRTD_ Delivery AMRTD d
covered by the security objective for the TOE ¢
of the MRTD deliveryo t hatedureedynng debvery steps ofu s e s e c
the MRTD.

A.Pers_Agent T h e assumption A. Pers_ Agent APersonal i z:
covered by the security objective for the TOE environment OE.Personalization
APersonalization of | ogi c ant, théMpdidotion witm didital di ng t |

signature and the storage of the MRTD holder personal data.

A.Insp_Sys The examination of the MRTD passport book addressed by the assumption

A.lnsp_Sys filnspection Systems for g | oritya | i nt e
objectives for the TOE environment OE. Exam_MRT
bookd which requires the inspection system to

Inspection System to implement the Basic Access Control, and the General Inspection
Systems and Extended Inspection Systems to implement and to perform the Chip

Aut henticati on Protocol to verify the Authent
security objectives for the TOE environment OFE
fromthe | ogi c al MRTDO require the I nspection Syste

during the transmission and the internal handling.

A.Signature_PKI Th e assumpti on A. Signatur e_PKI nPKI f o
directly covered by the security objective for the TOE environment OE.Pass_Auth_Sign
AAut hentication of |l ogi cal MRTD by Signaturebo

Country Signing CA Key Pair and the Document Signer Key Pairs. The implementation of
the signature verification proceduresiscover ed by OE. Exam_MRTD AExam
MRTD passport booko.

AAuth PKI The assumption A. Aut h_PKI iPKI for Il nspec
security objective for the TOE environment OE.
of sensitive biometric r ef erence dataodo requires the CVCA
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sensitive biometrics by issuing Document Verifier certificates for authorized receiving
States or Organizations only. The Document Verifier of the receiving State is required by
OE.Ext Insp_ Sy t e ms AAut hori zati on of Extended
Extended Inspection Systems by creating Inspection System Certificates. Therefore, the
receiving issuing State or Organization has to establish the necessary public key

infrastructure.

A.Pers_Agent AA The assumption A.Pers_Agent AA is directly covered by the security
objective for the TOE environment OE.Personalization including the enrolment, the
protection with digital signature and the storage of the MRTD holder personal data.

7.3.4 SPD and Security Objectives

Threats Security Objectives Rationale
T.Read Sensitive Data |OT.Sens Data Conf OE.Authoriz_Sens_Data Section 7.3.1
OE.Ext_Insp_Systems
T.Counterfeit OT.Chip_Auth Proof OE.Auth Key MRTD Section 7.3.1
OE.Exam MRTDOT.AA Proof
OE.Activ_Auth_Sign OT.DBI, OE.AA_MRTD
T.Forgery OT.AC Pers OT.Data Int, OT.Prot PhysTamper, |Section 7.3.1
OE.Pass_Auth_SignOE.Exam_ MRTD
OE.Passive Auth Verif
T.Abuse-Func OT.Prot_AbuseFunc Section 7.3.1
T.Information_Leakage |OT.Prot_Inf Leak Section 7.3.1
T.PhysTamper OT.Prot PhysTamper Section 7.3.1
T.Malfunction OT.Prot Malfunction Section 7.3.1
Table 11 Threats and Security Objectives - Coverage
Security Objectives Threats Rationale
OT.AC Pers T.Forgery
OT.Data Int T.Forgery

OT.Sens_Data_Conf
OT.Identification
OT.Chip_Auth_Proof
OT.Prot_AbuseFunc
OT.Prot_Inf_Leak
OT.Prot_PhysTamper
OT.Prot_Malfunction
OT.AA_Proof
OT.DBI

T.Read Sensitive Data

T.Counterfeit
T.Abuse-Func

T.Information Leakage

T.Forgery, T.PhysTamper

T.Malfunction
T.Counterfeit

T.Counterfeit
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OE.MRTD_Manufact
OE.MRTD Delivery

OE.Personalization
OE.Pass_Auth_Sign
OE.Auth_Key MRTD
OE.Authoriz_Sens_Data
OE.BAC_PP
OE.Exam_MRTD
OE.Passive_Auth_Verif
OE.Prot_Logical MRTD

OE.Ext_Insp_Systems
OE.AA_MRTD
OE.Activ_Auth_Sign

Organisational Security
Policies

P.BAGPP

P.Sensitive Data

T.Forgery
T.Counterfeit

T.Read Sensitive Data

T.Counterfeit, T.Forgery
T.Forgery

T.Read Sensitive Data

T.Counterfeit

T.Counterfeit

Table 12 Security Objectives and Threats - Coverage
Security Objectives Rationale
OE.BAC_PP Section 7.3.2
OT.Sens_Data_Conf OE.Authoriz_Sens_Data Section 7.3.2
OE.Ext_Insp_Systems
OT.lIdentification Section 7.3.2

P.Manufact

P.Personalization

Table 13 OSPs and Security Objectives

Security Objectives
OT.AC_Pers
OT.Data_Int
OT.Sens_Data_Conf
OT.Identification
OT.Chip_Auth_Proof
OT.Prot_AbuseFunc
OT.Prot_Inf_Leak
OT.Prot_PhysTamper
OT.Prot_Malfunction
OT.AA_Proof

OT.AC Pers OT.ldentification, OE.Personalization| Section 7.3.2

- Coverage

Organisational Security Policies Rationale

P.Personalization

P.Sensitive_Data

P.Manufact, P.Personalization
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OT.DBI
OE.MRTD_ Manufact
OE.MRTD Delivery

OE.Personalization P.Personalization
OE.Pass_Auth_Sign

OE.Auth_Key MRTD

OE.Authoriz_Sens_Data P.Sensitive_Data
OE.BAC_PP P.BAGPP
OE.Exam_MRTD

OE.Passive_Auth_Verif

OE.Prot_Logical_MRTD

OE.Ext_Insp_Systems P.Sensitive_Data
OE.AA_MRTD

OE.Activ_Auth_Sign

Table 14 Security Objectives and OSPs - Coverage

Assumptions Security Objectives for the Operational Environment Rationale

A.MRTD_Manufact OE.MRTD_Manufact Section 7.3.3
A.MRTD_Delivery |OE.MRTD_ Delivery Section 7.3.3
A.Pers_Agent OE.Personalization Section 7.3.3
A.Insp_Sys OE.Exam_MRTD OE.Prot_Logical_MRTD Section 7.3.3
A.Signature_PKI OE.Pass_Auth_SignOE.Exam_MRTD Section 7.3.3
A.Auth_PKI OE.Authoriz_Sens Data OE.Ext Insp Systems Section 7.3.3
A.Pers_Agent AA |OE.Personalization Section 7.3.3

Table 15 Assumptions and Security Objectives for the Operational Environment -

Coverage

Security Objectives for the Operational Assumptions Rationale
Environment
OE.MRTD_ Manufact A.MRTD Manufact
OE.MRTD _Delivery A.MRTD_Delivery
OE.Personalization A.Pers_Agent

A.Pers_Agent AA
OE.Pass Auth_Sign A.Signature PKI

OE.Auth_Key_MRTD
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OE.Authoriz_Sens Data A.Auth PKI
OE.BAC PP
OE.Exam MRTD A.Insp Sys A.Signature PKI

OE.Passive Auth Verif

OE.Prot_Logical MRTD A.Insp_Sys
OE.Ext_Insp_Systems A.Auth PKI
OE.AA MRTD

OE.Activ_Auth_Sign

Table 16 Security Objectives for the Operational Environment and Assumptions
Coverage
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8 Extended Requirements

8.1 Extended Families
8.1.1 Extended Family FPT_EMS - TOE Emanation

8.1.1.1 Description

The additional family FPT_EMS (TOE Emanation) of the Class FPT (Protection of the TSF) is
defined here to describe the IT security functional requirements of the TOE. The TOE shall
prevent attacks against the SCD and other secret data where the attack is based on external
observable physical phenomena of the TOE. Examples of such attacks are evaluation of
TOE?s electromagnetic radiation, simple power analysis (SPA), differential power analysis
(DPA), timing attacks, radio emanation etc. This family describes the functional requirements
for the limitation of intelligible emanations. The family FPT_EMS belongs to the Class FPT
because it is the class for TSF protection. Other families within the Class FPT do not cover
the TOE emanation.

8.1.1.2 Extended Components

Extended Component FPT EMS.1

Description
This family defines requirements to mitigate intelligible emanations.

FPT_EMS.1 TOE Emanation has two constituents:

1 FPT_EMS.1.1 Limit of Emissions requires to not emit intelligible emissions enabling
access to TSF data oruser data.

1 FPT_EMS.1.2 Interface Emanation requires to not emit interface emanation enabling
access to TSF data or user data.
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Definition

FPT_EMS.1 TOE Emanation

FPT_EMS.1.1 The TOE shall not emit [assignment: types of emissions] in excess of
[assignment: specified limits] enabling access to [assignment: list of types of TSF data]
and [assignment: list of types of user data).

FPT_EMS.1.2 The TSF shall ensure [assignment: type of users] are unable to use the
following interface [assignment: type of connection ] to gain access to [assignment: list of
types of TSF data] and [assignment: list of types of user data].

Dependencies: No dependencies.
8.1.2 Extended Family FMT_LIM - Limited capabilities

8.1.2.1 Description

The family FMT_LIM describes the functional requirements for the test features of the TOE.
The new functional requirements were defined in the class FMT because this class addresses
the management of functions of the TSF. The examples of the technical mechanism used in
the TOE show that no other class is appropriate to address the specific issues of preventing
abuse of functions by limiting the capabilities of the functions and by limiting their
availability.
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8.1.2.2 Extended Components

Extended Component FMT _LIM.1

Description

Definition

FMT_LIM.1 Limited capabilities

FMT_LIM.1.1 The TSF shall be designed in a manner that limits their capabilities so that in

conjunction wi t h OLIi mited availability (FMT_L

[assignment: Limited capability and availability policy]

Dependencies: (FMT_LM.2)

Extended Component FMT LIM.2

Description

Definition

FMT _LIM.2 Limited capabilities

FMT_LIM.2.1 The TSF shall be designed in a manner that limits their availability so that in

conjunction wi t h 6Li mited capabilitenboked ( FMT _ L

[assignment: Limited capability and availability policy]

Dependencies: (FMT_LIM.1)
8.1.3 Extended Family FAU_SAS - Audit data storage

8.1.3.1 Description

To define the security functional requirements of the TOE a sensitive family (FAU_SAS) of
the Class FAU (®curity Audit) is defined here. This family describes the functional
requirements for the storage of audit data. It has a more general approach than FAU_GEN,
because it does not necessarily require the data to be generated by the TOE itself and
because it does not give specific details of the content of the audit records.

8.1.3.2 Extended Components

Extended Component FAU SAS.1

Description

Requires the TOE to provide the possibility to store audit data.
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Definition

FAU_SAS.1 Audit storage

FAU_SAS.1.1 The TSF shall povide [assignment: authorized users] with the capability to
store [assignment: list of audit information] in the audit records.

Dependencies: No dependencies.
8.1.4 Extended Family FIA_API - Authentication Proof of Identity

8.1.4.1 Description

To describe the IT security functional requirements of the TOE a sensitive family (FIA_API)
of the Class FIA (ldentification and authentication) is defined here. This family describes the
functional requirements for the proof of the claimed identity for the authentication
verification by an external entity where the other families of the class FIA address the
verification of the identity of an external entity.

Application note 10: The other families of the Class FIA describe only the authentication
verification of users' identity performed by the TOE and do not describe the functionality of
the user to prove their identity. The following paragraph defines the family FIA_API in the

style of the Common Criteria part 2 (cf. [CC_3], chapter 'Explicitly stated IT security
requirements (APE_SRE)") from a TOE point of view.

8.1.4.2 Extended Components

Extended Component FIA API.1

Description

The following actions could be considered for the management functions in FMT:
Management of authentication information used to prove the claimed identit y.
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Definition

FIA_API.1 Authentication Proof of ldentity

FIA_APL.1.1 The TSF shall provide a [assignment: authentication mechanism] to prove the
identity of the [assignment: authorized user or role].

Dependencies: No dependencies.
8.1.5 Extended Family FCS_RND - Generation of random numbers

8.1.5.1 Description

This family defines quality requirements for the generation of random numbers intended to
be used for cryptographic purposes.

8.1.5.2 Extended Components

Extended Component FCS RND.1

Description

Generation of random numbers requires that random numbers meet a defined quality metric.

Definition

FCS_RND.1 Quality metric for random numbers

FCS _RND.1.1 The TSF shall provide a mechanism to generate random numbers that meet
[assignment: a defined quality metric ).

Dependencies: No dependencies.
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9 Security Requirements

9.1 Security Functional Requirements

9.1.1 Class FAU Security Audit

The TOE shalll me et t he requirement AAudit

(Common Criteria Part 2 extended).

FAU_SAS.1 Audit storage

FAU_SAS.1.1 The TSF shall providethe Manufacturer with the capability to store the IC
Identification  Data in the audit records.

9.1.2 Class FCS Cryptographic Support

FCS_CKM.1/CA Cryptographic key generation

FCS_CKM.1.1/CA The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [Cryptographic  Key Generation Algorithm]
and specified cryptographic key sizes [Cryptographic  Key Sizes] that meet the
following: [Stand ards]

Cryptographic Key Generation Algorithm Cryptographic Key |Standards
Sizes

Chip Authentication Protocol Version 1[TR- 192, 224, 256, 320, [TR-03111]
03110 -1] based on the ECDH protocol 384, 512 and 521
compliant to [TR-03111] in combination bits
with 112 bits 3DES or 128, 192 or 256 bits
AES
Chip Authentication Protocol Version 1[TR- 2048 bits [TR-03110 -1]
03110 -1] based on the DH protocol and [RSA-
compliant to [TR-03110 -1] in combination PKCS#3]
with 112 bits 3DES or 128, 192 or 256 bits
AES

Application Note:.

ISO-15946 defined in the protection profile has been replaced since Part 3 that dealt with
Key Management using Elliptic Curve has been withdrawn and instead revised by
[1ISO_11770]
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FCS_CKM.1/AA Cryptographic key gene ration

FCS_CKM.1.1/AA The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [Cryptographic  Key Generation Algorithm]
and specified cryptographic key sizes [Cryptographic  Key Sizes] that meet the
following: [Standards]

Cryptographic Key Generation |Cryptographic Key Sizes Standards

Algorithm

ECKeyP 192, 224, 256, 320, 384, 512 and |[IEEE_1363]
521

RSA 1536, 1792, 2048, 2560, 3072, [ANSI_X9.31]

3584 and 4096

FCS_CKM.4 Cryptographic key destruction

FCS_CKM.4.1 The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method physically overwriting the keys that meets the
following: none .

FCS_COP.1/SHA Cryptographic operation

FCS _COP.1.1/SHA The TSF shall perform hashing in accordance with a specified
cryptographic algorithm SHA-1, SHA-224, SHA-256, SHA-384 and SHA-512 and
cryptographic key sizesnone that meet the following: [FIPS_180_4]

FCS_COP.1/SYM Cryptographic operation

FCS_COP.1.1/SYM The TSF shall performsee table below in accordance with a specified
cryptographic algorithm see table below and cryptographic key sizes see table below
that meet the following: see table below

Cryptographic Operations Algorithms Key sizes Norms
secure messaging -encryption and |AESin CBC 128, 192 and [TR-
decryption mode 256 bits 03110]
secure messaging -encryption and |TDESin CBC 112 bits [TR-
decryption mode 03110]
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FCS_COP.1/MAC Cryptographic operation

FCS_COP.1.1/MAC The TSF shall performsee table below in accordance with a specified
cryptographic algorithm see table below and cryptographic key sizes see table below
that meet the following: see table below

Cryptographic  Operations Algorithms  |[Key sizes Standard
secure messaging - message AES CMAC |128, 192 and [TR-
authentication code 256 bits 03110]
secure messaging - message Retail MAC 112 bits [TR-
authentication  code 03110]

FCS_COP.1/SIG_VER Cryptographic operation

FCS_COP.1.1/SIG_VER The TSF shall perform see table below in accordance with a
specified cryptographic algorithm see table below and cryptographic key sizes see
table below that meet the following: see table below

Cryptographic Algorithm  |Key Sizes Standards
Operation
digital signature ECDSA 192, 224, 256, 320, ISO15946 -2 specified
verification 384, 512 and 521 bits in [1ISO15946 -2]
digital signature RSA 1280, 1536, 1792, PKCS#1 v1.5 and
verification 2048, 2560, 3072, 3584 PKCS#1 -PSS

and 4096

FCS_COP.1/AA Cryptographic operation

FCS_COP.1.1/AA The TSF shall perform [Cryptographic  Operation] in accordance with
a specified cryptographic algorithm [Cryptographic ~ Algorithm] and cryptographic key
sizes[Cryptographic  Key Sizes] that meet the following: [Standard]

Cryptographic Cryptographic Cryptographic  Key Standard

Operation Algorithm Sizes(bits)

Digital Signature |ECDSA 192 to 521 over [ISO_9796 -2],

Creation prime field curves [PKCS#3],
[FIPS_180_2] and
[X.92]

Digital Signature |RSA 1536, 1792, 2048, [ISO_9796 -2]
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Creation 2560, 3072, 3584
and 4096

FCS_RND.1 Quality metric for random numbers

FCS_RND.1.1 The TSF shall provide a mechanism to generate random numbers that meet
the deterministic random number generation specified by FCS_RNG.1 Quality
metric for random numbers of [PLTF-ST].

9.1.3 Class FIA Identification and Authentication

FIA_UID.1 Timing of identification

FIA_UID.1.1 The TSF shall allow
0 to establish the communication channel,

0 to read the Initialization Data if it is not disable by TSF according to
FMT_MTD.1/INI_DIS

0 to carry out the Chip Authentication Protocol
on behalf of the user to be performed before the user is identified.

FIA_UID.1.2 The TSF shall require each user to be successfully identified before allowing
any other TSFmediated actions on behalf of that user.

FIA_UAU.1 Timing of authentication

FIA_UAU.1.1 The TSF shall allow
0 to establish the communication channel,

0 to read the Initialization Data if it is not disabled by TSF according to
FMT_MTD.1/INI_DIS,

o to identify themselves by selection of the authentication key
0 to carry out the Chip Authent ication Protocol
on behalf of the user to be performed before the user is authenticated.

FIA_ UAU.1.2 The TSF shall require each user to be successfully authenticated before
allowing any other TSF-mediated actions on behalf of that user.
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FIA_UAU.4 Single -use authentication mechanisms

FIA_UAU.4.1 The TSF shall prevent reuse of authentication data related to
o Terminal Authentication Protocol,
0 Authentication Mechanism based on Triple -DES and AES.

Application Note:

The authentication mechanisms based on Triple-DES and AES is the authentication process
performed in phases 5 and 6

FIA_UAU.5/EAC Multiple authentication mechanisms

FIA_UAU.5.1/EAC The TSF shall provide
o Terminal Authentication Protocol,
0 Secure messaging in MAC-ENC mode,
o Symmetric Authentication Mechanism based on Triple -DES and AES
to support user authentication.

FIA_UAU.5.2/EAC The TSF shall authenticate any user's claimed identity according to the
following rules:

0 The TOE accepts the authentication attempt as Personalization Agent by
the Symmetric Authentication Mechanism with Personalization Agent
Key.

o After run of the Chip Authentication Protocol the TOE accepts only
received commands with correct message authentication code sent by
means of secure messaging with key agreed with the terminal by means
of the Chip Authentication Mechanism.

o0 The TOE accepts the authentication attempt by means of the Terminal
Authentication Protocol only if the terminal wuses the public key
presented during the Chip Authentication Protocol and the secure
messaging established by the Chip Authentication Mechanism .

FIA_UAU.6/EAC Re -authenticating

FIA_UAU.6.1/EAC The TSF shall reauthenticate the user under the conditions each
command sent to the TOE after successful run of the Chip Authentication
Protocol shall be verified as being sent by the GIS.
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FIA_API.1 Authentication Proof of Identity

FIA_APIL.1.1 The TSF shall provide a Chip Authentication Protocol according to
[TR_03110] to prove the identity of the TOE.

FIA_API.1/AA Authentication Proof of Identity

FIA_APIL.1.1/AA The TSF shall provide aActive Authentication to prove the identity of
the TOE.

9.1.4 Class FDP User Data Protection

FDP_ACC.1 Subset access control

FDP_ACC.1.1 The TSF shall enforce the Access Control SFP on terminals gaining
write, read and modification access to data in the EF.COM, EF.SOD, EF.DGL1 to
EF.DG16 of the logical MRTD.

FDP_ACF.1 Security attribute  based access control

FDP_ACF.1.1 The TSF shall enforce the Access Control SFP to objects based on the
following:

0 Subjects:
A Personalization Agent,
A Extended Inspection System
A Terminal,
o0 Objects:
A data EF.DG1, EF.DG2 and EF.DG5 to EF.DG16 of the logical MRTD,
A data EF.DG3 and EF.DG4 of the logical MRTD
A data in EF.COM,
A data in EF.SOD,
0 Security attributes:
A authentication status of terminals,
A Terminal Authorization

FDP_ACF.1.2 The TSF shall enforce the following rules to determine if an operation among
controlled subjects and controlled objects is allowed:

o the successfully authenticated Personalization Agent is allowed to write
and to read the data of the EF.COM, EF.SOD, EF.DG1 to EF.DG16 of the
logical MRTD,
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o the successfully authenticated Extended Inspection System with the
Read access to DG 3 (Fingerprint) granted by the relative certificate
holder authorization encoding is allowed to read the data in EF.DG3 of
the logical MRTD.

o the successfully authenticated Extended Inspection System with the
Read access to DG 4 (Iris) granted by the relative certificate holder
authorization  encoding is allowed to read the data in EF.DG4 of the
logical MRTD.

FDP_ACF.1.3 The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: none .

FDP_ACF.1.4 The TSF shall explicitly deny access of subjects to objects based on the
following additional rules: rule:

o A terminal authenticated as CVCA is not allowed to read data in the
EF.DG3,

o A terminal authenticated as CVCA is not allowed to read data in the
EF.DG4,

o A terminal authenticated as DV is not allowed to read data in the
EF.DG3,

o A terminal authenticated as DV is not allowed to read data in the
EF.DG4,

o A ny terminal is not allowed to modify any of the EF.DG1 to EF.DG16 of
the logical MRTD,

0 Any terminal not being successfully authenticated as Extended
Inspection System is not allowed to read any of the EF.DG3 to EF.DG4 of
the logical MRTD.

FDP_UCT.1/EAC Basic data exchange confidentiality

FDP_UCT.1.1/EAC [Editorially Refined] The TSF shall enforce the Access Control SFP
to transmit and receive user data in a manner protected from unauthorised disclosure
after Chip Authentication
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FDP_UIT.1/EAC Data exchange integrity

FDP_UIT.1.1/EAC [Editorially Refined] The TSF shall enforce the Access Control SFP
to transmit and receive user data in a manner protected from modification,
deletion, insertion and replay errors after Chip Authentication

FDP_UIT.1.2/EAC [Editorially Refined] The TSF shall be able to determine on receipt of
user data, whether modification, deletion, insertion and replay has occurred after
Chip Authentication

9.1.5 Class FMT Security Management

FMT_SMF.1 Specification of Management Functions

FMT_SMF.1.1 The TSF shall be capable of performing the following management functions:
o Initialization
0 Pre-personalization
0 Personalization
o Activate and deactivate DBI.

FMT_SMR.1 Security roles

FMT_SMR.1.1 The TSF shall maintain the roles

o Manuf acturer,

0 Personalization Agent,
Country Verifying Certification Authority,
Document Verifier,
domestic Extended Inspection System
foreign Extended Inspection System .

o O O O

FMT_SMR.1.2 The TSF shall be able to associate users with roles.

FMT_MTD.1/INI_ENA Management of TSF data

FMT_MTD.1.1/INI_ENA  The TSF shall restrict the ability to write the Initialization
Data and Prepersonalization Data to the Manufacturer

Application Note:.

Please refer to F.ACW for details of the data written by the manufacturer.
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FMT_MTD.1/INI_DIS Management of TSF data

FMT_MTD.1.1/INI_DIS The TSF shall restrict the ability to disable read access for
users to the Initialization  Data to the Personalization Agent .

FMT_MTD.1/CVCA_INI Management of TSF data

FMT_MTD.1.1/CVCA_INI  The TSF shall restrict the ability to write the
o initial Country Verifying Certification Authority Public Key,
o initial Country Verifying Certification Authority Certificate,
o initial Current Date
to the Personalization Agent .

FMT_MTD.1/CVCA_UPD Management of TSF data

FMT_MTD.1.1/CVCA_UPD The TSF shall restrict the ability to update the
o Country Verifying Certification Authority Public Key,
o Country Verifying Certifica tion Authority Certificate
to Country Verifying Certification Authority

FMT_MTD.1/DATE Management of TSF data

FMT_MTD.1.1/DATE The TSF shall restrict the ability to modify the current date to
o Country Verifying Certification Authori ty,
o Document Verifier,
0 domestic Extended Inspection System .

FMT_MTD.1/KEY_WRITE Management of TSF data

FMT_MTD.1.1/KEY_WRITE The TSF shall restrict the ability to write the Document
Basic Access Keys to the Personalization Agent .

FMT_MTD.1/CAPK Management of TSF data

FMT_MTD.1.1/CAPK The TSF shall restrict the ability to load or create the Chip
Authentication  Private Key to the Personalization agent .
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FMT_MTD.1/AAPK Managemento  f TSF data

FMT_MTD.1.1/AAPK The TSF shall restrict the ability to load or create the Active
Authentication  Private Key to the Personalization agent .

FMT_MTD.1/KEY_READ Management of TSF data

FMT_MTD.1.1/KEY_READ The TSF shall restrict the ability to read the
o0 Document Basic Access Keys,
0 Chip Authentication Private Key,
o Personalization Agent Keys
to none.

FMT_MTD.1/Activate_ DBl Management of TSF data

FMT_MTD.1.1/Activate_DBI The TSF shall restrict the ability to digitally blur the
images in EFDG 1 to EF DG 8 to personalisation agent .

Application Note:

Even though practically EF DG2, EF DG3 and EF DG 4 will be the files which will be directly
acted upon by the personalization agent but since the implementation is not restricted to
only these files, so EF DGL1 to EF DG 8 is also mentioned in above instantiation.

FMT_MTD.1/Deactivate DBl Management of TSF data

FMT_MTD.1.1/Deactivate_DBI The TSF dall restrict the ability to remove the blurring
on the digital images to the terminal whose name is set by the personalisation
agent .

FMT_MTD.1/DBI_Terminal Management of TSF data

FMT_MTD.1.1/DBI_Terminal The TSF shall restrict the ability to set the name (or
beginning of the name) of the terminal allowed to remove the digital blurring
in phase 7, and identifiers of these files to personalisation agent .
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FMT_MTD.3 Secure TSF data

FMT_MTD. 3.1 [Editorially Refined] The TSF shall ensure that only secure values of the
certificate chain are accepted for TSF data of the Terminal Authentication Protocol
and the Access Control .

Refinement:
The certificate chain is valid if and only if

o the digital signature of the Inspection System Certificate can be verified as correct
with the public key of the Document Verifier Certificate and the expiration date of
the Inspection System Certificate is not before the Current Date of the TOE,

o the digital signature of the Document Verifier Certificate can be verified as correct
with the public key in the Certificate of the Country Verifying Certification Authority
and the expiration date of the Document Verifier Certificate is not before the
Current Date of the TOE,

o the digital signature of the Certificate of the Country Verifying Certification
Authority can be verified as correct with the public key of the Country Verifying
Certification Authority known to the TOE and the expiration date of the Certificate
of the Country Verifying Certification Authority is not before the Current Date of
the TOE.

The Inspection System Public Key contained in the Inspection System Certificate in a valid
certificate chain is a secure value for the authentication reference data of the E xtended
Inspection System.

The intersection of the Certificate Holder Authorizations contained in the certificates of a
valid certificate chain is a secure value for Terminal Authorization of a successful
authenticated Extended Inspection System.

FMT_LIM.1 Limited capabilities

FMT_LIM.1.1 The TSF shall be designed in a manner that limits their capabilities so that in
conjunction wi t h 6Li mited availability ( FMT _L
Deploying Test Features after TOE Delivery does not allow,

0 User Data to be manipulated,

sensitive User Data (EF.DG3 and EF.DG4) to be disclosed,
TSF data to be disclosed or manipulated

software to be reconstructed and

substantial information about construction of TSF to be gathered which
may enable other attacks

o O O O
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FMT_LIM.2 Limited capabilities

FMT_LIM.2.1 The TSF shall be designed in a manner that limits their availability so that in

conjunction with oOoLi mited capabilities (FMT_L

Depl oying Test Features after TOE Delivery does not allow,
User Data to be manipulated,

sensitive User Data (EF.DG3 and EF.DG4) to be disclosed,
TSF data to be disclosed or manipulated

software to be reconstructed and

substantial information about construction of TSF to be gathered which
may enable other attacks

O O O O O

9.1.6 Class FPT Protection of the Security Functions

FPT_EMS.1 TOE Emanation

FPT_EMS.1.1 The TOE shall not emit power variations, timing variations and
electromagnetic  radiation during comm and execution in excess of non useful
information enabling access to Personalization Agent Key(s) and Chip
Authentication Private Key and

o0 Pre-personalization Agent Keys,
0 Secure Messaging Session Keys,
o Active Authentication: Private Key (AAK) .

FPT_EMS.1.2 The TSF shall ensureusers are unable to use the following interface smart
card circuit contacts to gain access to Personalization Agent Key(s) and Chip
Authentication  Private Key and

0 Pre-personalization Agent Keys,
0 Secure Messaging Session Keys
0 Active Authentication: Private Key (AAK) .

FPT_FLS.1 Failure with preservation of secure state

FPT_FLS.1.1 The TSF shall preserve a secure state when the following types of failures
occur:

0o Exposure to out-of-range operating conditions where theref ore a
malfunction could occur,

o failure detected by TSF according to FPT_TST.1.
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FPT_TST.1 TSF testing

FPT _TST.1.1 The TSF shall run a suite of self tests at the conditions
0 At reset, to demonstrate the correct operation of the TSF.

FPT_TST.1.2 The TSF shall provide authorised users with the capability to verify the
integrity of TSF data .

FPT _TST.1.3 The TSF shall provide authorised users with the capability to verify the
integrity of stored TSF executable code.

FPT_PHP.3 Resistance to physical attack

FPT_PHP.3.1 The TSF shall resistphysical manipulation and physical probing to the
TSF by responding automatically such that the SFRs are always enforced.

9.2 Security Assurance Requirements
The Evaluation Assurance Levéis EALS augmented with ALC_DVS.2 and AVA_VAN.5.

9.2.1 ADV Development

9.2.1.1 ADV_ARC Security Architecture
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ADV_ARC.1 Security architecture description

ADV_ARC.1.1D The developer shall design and implement the TOE so that the security
features of the TSF cannot be bypassed.

ADV_ARC.1.2D The developer shall design and implement the TSF so that it is able to
protect itself from tampering by untrusted active entities.

ADV_ARC.1.3D The developer shall provide a security architecture description of the TSF.

ADV_ARC.1.1C The security architecture description shall be at a level of detail
commensurate with the description of the SFR-enforcing abstractions described in the
TOE design document.

ADV_ARC.1.2C The security architecture description shall describe the security domains
maintained by the TSF consistently with the SFRs.

ADV_ARC.1.3C The security architecture description shall describe how the TSF
initialisation process is secure.

ADV_ARC.1.4C The security architecture description shall demonstrate that the TSF
protects itself from tampering.

ADV_ARC.1.5C The security architecture description shall demonstrate that the TSF
prevents bypass of the SFRenforcing functionality.

ADV_ARC.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

9.2.1.2 ADV_FSP Functional specification
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ADV_FSP.5 Complete semi -formal functional specification with additional error
information

ADV_FSP.5.1D The developer shall provide a functional specification.

ADV_FSP.5.2D The developer shall provide a tracing from the functional specification to
the SFRs.

ADV_FSP.5.1C The functional specification shall completely represent the TSF.

ADV_FSP.5.2C The functional specification shall describe the TSFI using a semi-formal
style.

ADV_FSP.5.3C The functional specification shall describe the purpose and method of use
for all TSFI.

ADV_FSP.5.4C The functional specification shall identify and describe all parameters
associated with each TSFI.

ADV_FSP.5.5C The functional specification shall describe all actions associated with each
TSFI.

ADV_FSP.5.6C The functional specification shall describe all direct error messages that may
result from an invocation of each TSFI.

ADV_FSP.5.7C The functional specification shall describe all error messages that do not
result from an invocation of a TSFI.

ADV_FSP.5.8C The functional specification shall provide a rationale for each error message
contained in the TSF implementation yet does not result from an invocation of a TSFI.

ADV_FSP.5.9C The tracing shall demonstrate that the SFRs trace to TSFls in the functional
specification.

ADV_FSP.5.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ADV_FSP.5.2E The evaluator shall determine that the functional specification is an accurate
and complete instantiation of the SFRs.

9.2.1.3 ADV_IMP Implementation representation
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ADV_IMP.1 Implementation representation of the TSF

ADV_IMP.1.1D The developer shdl make available the implementation representation for
the entire TSF.

ADV_IMP.1.2D The developer shall provide a mapping between the TOE design description
and the sample of the implementation representation.

ADV_IMP.1.1C The implementation representation shall define the TSF to a level of detall
such that the TSF can be generated without further design decisions.

ADV_IMP.1.2C The implementation representation shall be in the form used by the
development personnel.

ADV_IMP.1.3C The mapping between the TOE design description and the sample of the
implementation representation shall demonstrate their correspondence.

ADV_IMP.1.1E The evaluator shall confirm that, for the selected sample of the
implementation representation, the information provided meets all requirements for
content and presentation of evidence.

9.2.1.4 ADV_INT TSF internals

ADV_INT.2 Well -structured internals

ADV_INT.2.1D The developer shall design and implement the entire TSF such that it has
well-structured internals.

ADV_INT.2.2 D The developer shall provide an internals description and justification.

ADV_INT.2.1C The |justification shall describe the characteristics used to judge the
meaning of “well -structured".

ADV_INT.2.2C The TSF internals description shall demonstrate that the entire TSF is well-
structured.

ADV_INT.2.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ADV_INT.2.2E The evaluator shall perform an internals analysis on the TSF.

9.2.1.5 ADV_TDS TOE design
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ADV_TDS.4 Semiformal modular design

ADV_TDS.4.1D The developer shall provide the design of the TOE.

ADV_TDS.4.2D The developer shall provide a mapping from the TSFI of the functional
specification to the lowest level of decomposition available in the TOE design.

ADV_TDS.4.1C The design shall describe the structure of the TOE in terms of subsystems.

ADV_TDS.4.2C The design shall describe the TSF in terms of modules, designating each
module as SFRenforcing, SFRsupporting, or SFR-non-interfering.

ADV_TDS.4.3C The design shall identify all subsystems of the TSF.

ADV_TDS.4.4C The design shall provide a semiformal description of each subsystem of the
TSF, supported by informal, explanatory text where appropriate.

ADV_TDS.4.5C The design shall provide a description of the interactions among all
subsystems of the TSF.

ADV_TDS.4.6C The design shall provide a mapping from the subsystems of the TSF to the
modules of the TSF.

ADV_TDS.4.7C The design shall describe each SFRenforcing and SHR-supporting module
in terms of its purpose and relationship with other modules.

ADV_TDS.4.8C The design shall describe each SFRenforcing and SFRsupporting module
in terms of its SFR-related interfaces, return values from those interfaces, interaction wi th
other modules and called SFRrelated interfaces to other SFR-enforcing or SFRsupporting
modules.

ADV_TDS.4.9C The design shall describe each SFRnhon-interfering module in terms of its
purpose and interaction with other modules.

ADV_TDS.4.10C The mapping shall demonstrate that all TSFIs trace to the behaviour
described in the TOE design that they invoke.

ADV_TDS.4.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ADV_TDS.4.2E The evaluator shall determine that the design is an accurate and complete
instantiation of all security functional requirements.

9.2.2 AGD Guidance documents
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9.2.2.1 AGD_OPE Operational user guidance

AGD_OPE.1 Operational user guidance

AGD_OPE.1.1D The developer shall provide operational user guidance.

AGD_OPE.1.1C The operational user guidance shall describe, for each user role, the user-
accessible functions and privileges that should be controlled in a secure processing
environment, including appropriate warnings.

AGD_OPE.1.2C The operational user guidance shall describe, for each user role, how to
use the available interfaces provided by the TOE in a secure manner.

AGD_OPE.1.3C The operational user guidance shall describe, for each user role, the
available functions and interfaces, in particular all security parameters under the control
of the user, indicating secure values as appropriate.

AGD_OPE.1.4C The operational user guidance shall, for each user role, clearly present
each type of security-relevant event relative to the user-accessible functions that need to
be performed, including changing the security characteristics of entities under the control
of the TSF.

AGD_OPE.1.5C The operational user guidance shall identify all possible modes of operation
of the TOE (including operation following failure or operational error), their consequences
and implications for maintaining secure operation.

AGD_OPE.1.6C The operational user guidance shall, for each user role, describe the
security measures to be followed in order to fulfil the security objectives for the
operational environment as described in the ST.

AGD_OPE.1.7C The operational user guidance shall be clear and reasonable.

AGD_OPE.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

9.2.2.2 AGD_PRE Preparative procedures
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AGD_PRE.1 Preparative procedures

AGD_PRE.1.1D The developer shall provide the TOE including its preparative procedures.

AGD_PRE.1.1C The preparative procedures shall describe all the steps necessary for secure
acceptance of the delivered TOE in accordance with the developer's delivery procedures.

AGD_PRE.1.2C The preparative procedures shall describe all the steps necessary for secure
installation of the TOE and for the secure preparation of the operational environment in
accordance with the security objectives for the operational environment as described in
the ST.

AGD_PRE.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

AGD_PRE.1.2E The evaluator shall apply the preparative procedures to confirm that the
TOE can be prepared securely for operation.

9.2.3 ALC Life-cycle support

9.2.3.1 ALC_CMC CM capabilities
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