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1.1 STTOEIldentification

Title:

Document Version:

Origin:

Compliant to:

Product identification:

TOE identifiation:

Javacard OS platform:;

Security controller:

TOE documentation:

1.2 ST overview

{9/ hw!»x L5 - ! LILX SG / 2vB.508 Eryplodsibn ¢ A (i K
GmbH, version 1.@ Java Card applet configuration providiMachine
Readable Travel Documén ¢ A GK oL/ ! h | LHAGEeks@hbni A 2 y ¢
trol with PACE, Security Targetite

vli4
cv cryptovision GmbH

Common Criteria Protection ProfitdMachine Readable TraveI“Document
gAGK alL/!h I LILIX A O G A 2 yWith>PAGEE(HACYPRS R |
(BSICCPP0056v2) [PP0056Vv2]

{9/ hw!un L5 - 1L} SG [/ 28508 Eyptodsibn ¢ A i K
GmbH version 1.0
{9/ hw! »nw L5 - 1L} SG / 28508 Eyptodsibn ¢ A (i K

GmbH version 1.0¢ Java Card applet configuration providing Machine
Readable Travel Documé&n g A G K oL/ ! h | LHAGEeks@bni A 2 y ¢
trol with PACE

{ 9/ hw! vl.1(SBJ52GxAyyyzKISCIBCC0031318CRJCert_Secora
IFX_CCI_000018T_I{; BSIDSZCCG10792020v2
Administration and user guide [Guidance]

This document contains theecurity farget for MRTD chips based on thRTDEACapplication of the
{9/ hw!x L5
Applet Collection with ePasslI8tite v3.53y cryptovision GmbH, version is0a set of Javacard applications
intended to be used exclusively on tB&ECORK-X Javacard OS platfosnwhich icettified according to

CC EAL 5+¢@ Secorh{ 9/ hw! » L5 - | LILX S SuitevB.SoysSodyptdvigioh GambHI K St
version 1.0as well as theSECORID-X operating system are providesh a smartcard chip based on the

Infineon IFX_CCI_0010security controller, which is itself difed according to CC EAL 5€iCIC]

This Security Targelefines the security objectives and requirements for the contact based / contactless
smart card of machine readable travel documents based on the requirements and recommendations of the
International Civil Aviation Organization (ICAQ). It addresses trenads security methods Password Au-
thenticated Connection Establishment, Extended Access Control, and Chip Authentication similar to the Ac-
I dzii K Sy (54240 (diC2QDE yoo WL/ ! h

This security target clainsdrict conformanceo the Protection Préile Machine Readable Travel Document

0dADS

gAlK

aL/!h

I LILJ S G Sulted3.ByS§pioigtoyl GrabM (vétsiod 1094 shtwd (n L 5

I LILX A OF A 2wt PACED(EAT RBBICERP005EYE) $PREDS6VaRdy (| NE f

Protection ProfileMachine Readable Travel Document using Standard Inspection Procedure with PACE
(PACE PPBSICGPP-0068V2-2011-MA-01 [PFO068Vv2]

The main objectives of this ST are:
i tointroduce TOE and the MR&Ppplication,
9 to define the scope of the TOE and its security features,
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1 to describe the security environment of the TOE, including the assets to be protacteitie
threats to be countered by the TOE and its environment during the product developprent)c-
tion and usage.

9 to describe the security objectives of the TOE and its environment supporting in teiniegfty
and confidentiality of application datand programs and of protection of the TOE.

9 to specify the security requirements which includes the TOE security functeanaiements, the
TOE assurance requiments and TOE security functionalities

The assurance level for the TOE is CC EAL5 augmdgtiiel C_DVS.2 and AVA_VAN.5.

1.3 TORoverview

¢KS ¢h9 Aa I W@ /FNR 0{9/ hwSuite vRSy cryptovisidinJG8uH, / 2 f f
version 1.0 configured to provide a contactless integrated circuit chip containing components for a machine
readable travel document (MRTD chip). After instantiation and configuration as RTzofiguration it

can be programmedmongst others according to the Logical Data $tmec(LDS) defined in [[ICAODacil

additionally providingthe EXSY RSR | 00Saa /2y iNRf | OO2NRABIATRI2 (K
03110 [TRD3110], respetively.

The communication between terminal and chip shall be protected by Password Authenticated Connection
Establishment (PACE) according to Electrongs@at using Standard Inspection Procedure with PACE
(PACE PP), BSEPR0068V2-2011-MA-01 [PP0068v2].

1.4 TOE description

1.4.1 Overview of{ 9/ hw! v L5 - | LILJX S Suigetvs.3\Odiypt@vigiong A (i K
GmbH, version 1.0

{9/ hw!n L5 - | [thHePaSsieBuite2v8. bySptavidioyi Gmbk, version lida set of Java

Card applets for¢D document applications built upon an underlying core librdihe followingTablel

provides an overview of the individual applications includgd®/ hw! » L5 - | LJJ SG / 2¢€ f
Suite v3.5y cryptovision GmbH, version 1.0

Product / Application Specification Configuratior?

ICAO MRTD application with Ba&icess Con{ ICAO Doc 9303 ePassle3. YMRTDBAC
trol (BAC) and Supplemental Access Contro

(SAC)

ISO File System application ISO 7816 ePassle3.5ISOFS
ISO Driving License application with Basic A ISO 18013 ePassle3.5IDL-Basic

cess Protection (BABJ Supplemental Access
Control (SAC)

ISO Driving License application with Extend{ 1SO 18013 ePassle3.51DL-Extended
Access Protection (EA®) Extended Access
Control (EACv1)

L In comparison tdPP0056v2, which aims at assurance level EAL4 augmented, the higher evaluation assur-
ance level EALS is target of this evaluation. Thus, the augmentation ATE_DPT.2 of PP0056v2 is superseded
by ATE.DPT.3 of the EAL5 package.

2 The names of the configuratiomsflect that the TOE is based on version 3.5 of ePasslet suite.
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ICAO MRTD application with Extended Accg ICAO Doc 9303,R03110v1.11 ePassleé2.5 MRTDEAC

Control (EACv1)

Secure Signature Creation Device applicatig 1SO 7816PKCS#15 ePassle3.5/SSCD

supporting PKI utilization

Secure Signature Creation Device applicatig 1SO 7816PKCS#15 ePassle3.5SSCBMP

supporting PKI utilizatiog Device with key

import

EU Electronic Vehicle Registration applicatic EU Council Directive 1999/37/EC| ePassle3.5eVR

EU Electronic Health Insurance application | CWA 15974 ePassle3.5eHIC

German elD Document application ICAO Doc 9303 R03110v2.11, ePassle3.5GelD
TR03127 v1.15

Customizable elD Document application ICAO Doc 09303 and ePassle3.5GenlD
TR03110v2.11

EU Electronic Residence Permit application| TR03127 v1.15 ePassle3.5eRP

Tablel: Configurationsofthe 9/ hw! » L5 - | LILX S (Suite 23ty SyptavisianGmbHy (G K S

version 1.0Please note that not all configurations are certified according to Common Critedal OE of
this ST is marked in yellow

These configurabns are based on one or more predefined applets; different configurations might use the
same underlying applet.

The whole applet code resides in the Flash memadhg applets providing these different configuratis
are instantiated into Flash memarylultiple configurations (and hence support for different applications)
can be present at the same time by instantiating multiple applets wikir distinct configurationsSuch
additional functionality is independent of the functionality of the TOE as destiin this security target
and the guidance manuals. This is ensured by the isolation properties of the Java Card platform.

A common combination could be a6AO MRTRpplet and an ePKI applet providing a travel application
with LDS data and EAC authentication together with a signature application.

The following configurations are certified according to Common Criteria:
1 configuration providing Machine Readable Traveé? OdzY Sy & ¢ A ( K2 yad X ! .hl & LI IAC
Control (BAC); this TOE is defined in a separate security target;
f O2y FAIAzZNI GA2Y LINPOGARAY3A al OKAYS wS| RitendlddS ¢ NI @¢
Access Control with PACE; this is the TOE of thisigetarget;
9 configuration providing Secure Signature Creation Device with key genertitio T OE is defige
in a separate security target
9 configuration providing Secure Signature Creation Device with key import; this TOE is defined in a
separate sedaity target.
Combinations of certified and necertified applications are possible.

Via configuration the instanciated applets can be tied to the contactless and/or the contact interface, re-
spectively.

1.4.2 TOE definition

The Target of Evaluation (TOE) is tbatactless integrated circuit chip containing components for a ma-
chine readable travel document (MRTD chip). After instantiation and ecoafign of the{ 9/ hw! = L5
Applet Collection with ePassl8uite v3.5y cryptovision GmbH, version 1a8 MRTEEAQC:configuration it
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OFy 6S LINRPBAINIYYSR OO0O2NRAY3 G2 L/!'h ¢SOKYyAOFf wSlL
FoftS ¢NF @St 520dzySyidaé¢ wL/!'hy{!/ 8 686KAOK YSIya IY
(LDS) defined in [ICAODoc]) and adglittof f @ LINEGARAY3I (GKS 9EGSYRSR ! 008
520 ¢donoQ L/ 031B0FTEDB110], yeRoectiviely. Thé ommunication between terminal and

chip shall be protected by Password Authenticated Connection Establishment (PACdhgtodElectronic

Passport using Standard Inspection Procedure with PACE (PACE FEPB®I68V2-2011-MA-01
[PP0O068V2].

The TOE consists of
1 the circuitry of thechip (the integrated circuit, I@)cluding the contacbased interfacevith hard-

ware fa the contactless interfacmcluding contacts for thantenna, providingbasc cryptographic
functionalities

91 the platform with the Java Card operation syst&ECORA {0 SLI52GxAyyyz)ease refer to the
platform security target [ST_SECORA] for detdithis designation),

1 the guidance documentation of SECORXI(SLJI52GxAyyyzX) accordinfsil _SECORA], section
1.4.1.4,

T {9/ hw!un L5 - | LILIX S Suite3.DySQpiokigtoyf GrabM,vé¢sio I,dadad f S i
Card applet configuration provifid al OKAYS wSIFRIFI6ftS ¢NI @St 52 0dzy
Extended Access Control with PACE,

9 the associated Administrator and User Guidance [GuidandePF format

TOE boundary

Instantiated Other instantiated ap- 3rd party
Applet of the plet using ePasslet applet
ePasslet Suite Suite codgbytecode (bytecode
according to verified according to verified ac-
User Guidance User Guidnce) cording to

User Guid-
ance)

{9/ hw!nxw L5 - I LILX S
Suite v3.5y cryptovision GmbH, version 1.(
code in nonvolatile memory (Flash image)

Javacard Onafineon SECORA-}D

Hardware: InfineonFX_CCI_000010

Figurel: Schematic view on th€arget of EvaluationTOE and its boundaries.The TOE is based on
certified hardware and Javacard OS. Beside§tBe/ hw! v L5 - | LILX S (iSuite 23X5y
cryptovision GmbH, version :6de in mn-volatile memory and the applet instantiated from it which fo
the TOE of thisegurity target, it may also contain additional applethich are not part of the TOE.
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CKS ¢h9Qa Fdzy OlA2ylftAGe Of I hyvh8R9 ORW!IIK AIAS { -S OldANIRI & (
with ePassleBuite v3.90y cryptovision GmbH, version lirOthe MRTEEAGQ:onfiguration only

1.4.3 TOE package types and forms of delivery

The TOE can be delivered in the following forms:

9 Packaged as
0 contact based modules
0 dual interface modules
0 contactless modules
9 Packageless as sawn or unsawn wafer

The TOE supportsoil on Module antennas for dual interface moduig$_SECORA]

The delivery is carried out in the following form:

TOE component Delivered format Delivery method Comment
Underlying platform| Packaged as Postal tansfer incages | All materials are deliv
with{ 9/ hw! xu 1 contact based ered to distribution cen-
plet Collection modules ters in cagedpcked.
9 dual interface
modules
I contactless
modules

Packageless as sawn
unsawn wafer

All User Guidancdocu-| Personalized PDF SecureX transfer
ments including the
SECORA 1B guidance
documentation

1.4.4 TOE identification

Identification of the platform is performed by the procedure according to [AGD_PRE].

Once the platform is identified correctly, the correct versiotidk S WI @I OF NR f F @SNJ 2 7F
X Applet Collection with ePdesSuite v3.5y cryptovision GmbH, versi 1.0 can be verified as descibed
in [Guidance].

1.4.5 TOE usage and security features for operational use

This paragraph is directly based ¢retcorresponding paragraph in the protection profile [PP0O056v2].

A State or Organisation issues travel documents to be used by the holder for international travel. The trav-
eller presents a travel document to the inspection system to prove his or hertigenkie travel document

in context of this security target contains (i) visual (eye readable) biographical data and portrait of the
holder, (ii) a separate data summary (MRZ data) for visual and machine reading using OCR methods in the
Machine readablezdd 6 aw%0 YR O0AAA0 RIGF StSYSyida 2y GKS

80f 95



{9/ hw! % L5 - ! PRBOHSEA baseBetufitg Raigetie y cryptoVision

of contactless machine reading. The authentication of the traveller is based on (i) the possession of a valid
travel document personalised for a holder with the clainidehtity as given on the biographical data page

and (ii) biometrics using the reference data stored in the travel document. The issuing State or Organisation
ensures the authenticity of the data of genuine travel documents. The receiving State trustsregeavel
document of an issuing State or Organisation.

For this security target the travel document is viewed as unit of

() the physical part of the travel document in form of paper and/or plastic and chip. It presents vis-
ual readable data including (babt limited to) personal data of the travel document holder
(a) the biographical data on the biographical data page of the travel document surface,
(b) the printed data in the Machine Readable Zone (MRZ) and
(c) the printed portrait.
(i) the logical travel document as dabf the travel document holder stored according to the Logical
Data Structure as defined in [ICAODoc] as specified by ICAO on the contact based or contactless
integrated circuit. It presents contact based / contactless readable data including (but itetlim
to) personal data of the travel document holder
(a) the digital Machine Readable Zone Data (digital MRZ data, EF.DG1),
(b) the digitized portraits (EF.DG2),
(c) the biometric reference data of finger(s) (EF.DG3jisimage(s) (EF.DG4) or both
(d) the other data acording to LDS (EF.DG5 to EF.DG16) and
(e) the Document Security Object (SOD).
The issuing State or Organisation implements security features of the travel document to maintain the au-
t,henticity gnd intggfity of tpe trglvel dqcumpnt and tbeir data. The ptly:piaaivof:[he t,ravel docAunJent and o
UKS UNJ} @St R20dzyYSyuQa OKALI N ARSYUAFTFASR o0e UKS
The physical part of the travel document is pro:cecteAd by’physichAsecurity measures (e.g,. watermgrk, secu-
rity printing), logical (e.g. authentication keysiofK S G NJ} gSf R2O0OdzYSyidQa OKALJ
measures (€.g. control of materials, personalisation procedures) [ICAODoc]. These security measures can
AYyOf dzRS UKS OAYRAY3 2F U0UKS UN)F @St R20dzYSyuQa OKAL
The logical travel dagnent is protected in authenticity and integrity by a digital signature created by the

document signer acting for the issuing State or Organisation and the security features of the travel docu-
YSyiQa OKA LD

The ICAO defines the baseline security methodsiasaithentication and the optional advanced security
YSGK2R&a .FaAo ! 00Saa /2yiNRf (2 GKS f23A0If (NI @S
chip, Extended Access Control to and the Data Encryption of sensitive biometrics as optiarig} meas-

ure in the ICAO Doc 9303 [ICAODoc], and Password Authenticated Connection Establishment [ICAO_SAC].
The Passive Authentication Mechanism is performed completely and independently of the TOE by the TOE
environment.

This security target addressése protection of the logical travel document (i) in integrity by wattely-

once access control and by physical means, and (ii) in confidentiality by the Extended Access Control Mech-
anism. This security target addresses the Chip Authentication Versiesctibed in [TR3110] as an alter-

native to the Active Authentication stated in [ICAODoc].

If BAC is supported by the TOE, the travel document has to be evaluated and certified separately. This is
due to the fact that [PP0055] does only consider exterloiesic attack potential to the Basic Access Control
Mechanism (i.e. AVA_VAN.3).

The confidentiality by Password Authenticated Connection Establishment (PACE) is a mandatory security
FSIGdz2NBE 2F GKS ¢h9ao ¢KS (NI @St R2Cidra Srptéction Rrvfilet & G 1
al OKAYS wSIFRIFIofS ¢NI @St 520dzySyid dzaiy3a {iGFyRINR L
Note that [PP0068v2] considers high attack potential.

90f 95



{9/ hw! % L5 - ! PRBOHSEA baseBetufitg Raigetie y cryptoVision

For the PACE protocol according to [ICAO_SAC], the following sédidsesperformed:

0] the travel document's chip encrypts a nonce with the shared password, derived from the MRZ
resp. CAN data and transmits the encrypted nonce together with the domain parameters to
the terminal.

(i) The terminal recovers the nonce using siteared password, by (physically) reading the MRZ
resp. CAN data.

(iii) The travel document's chip and terminal computer perform esf@e-Hellmann key agree-
ment together with the ephemeral domain parameters to create a shared secret. Both parties
derive the sssion keys cand kncfrom the shared secret.

(iv) Each party generates an authentication token, sends it to the other party and verifies the re-
ceived token

After successful key negotiation the terminal and the travel document's chip provide pdeatsunica-
tion (secure messaging) [1R110], [ICAO_SAC].

The protection profile requires the TOE to implement the Extended Access Control as defined3aJUR

The Extended Access Control consists of two parts (i) the Chip Authentication Protoaoi Yensd (i) the
Terminal Authentication Protocol Version 1 (v.1). The Chip Authentication Protocol v.1 (i) authenticates the
0N St R20dzySyidiQa OKAL) (2 GKS AyalLlSOiAzyaegaiusSy Iy
minal Authentication v.Xo protect the confidentiality and integrity of the sensitive biometric reference

data during their transmission from the TOE to the inspection system. Therefore Terminal Authentication
v.1 can only be performed if Chip Authentication v.1 has been suotigssxecuted. The Terminal Authen-
tication Protocol v.1 consists of (i) the authentication of the inspection system as entity authorized by the
receiving State or Organisation through the issuing State, and (ii) an access control by the TOE to allow
reading the sensitive biometric reference data only to successfully authenticated authorized inspection sys-
tems. The issuing State or Organisation authorizes the receiving State by means of certification the authen-
tication public keys of Document Verifiers whi@ate Inspection System Certificates.

1.4.6 Major security features of the TOE

The TOE provides the following TOE security functionalities:
T ¢{Cy! O0Saa YIlyl3aSa GKS FI00Saa (G2 202S00a o0FAf S
file system. It alo controls write access of initialization, grersonalization and personalization
data.

1 TSF_Admin manages the storage of manufacturing datapgrsonalization data and personaliza-
tion data.

9 TSF_Secret ensures secure management of secrets such asgcappic keys. This covers secure
key storage, access to keys as well as secure key deletion. These mechanisms are mainly provided
by TSF_OS.

1 TSF_Crypto performs high level cryptographic operations. The implementation is mainly based on
the Security Funatinalities provided by TSF_OS. The main supported crypto mechanisms are:

0 hashing with SHA, SHA?24, SHAR56, SHA84 and SHA12,

o Diffie-Hellman (DH) key derivation protocol compliant with PKCS#3 a0@ TRwith pa-
rameter lengths of 1024 or 2048 bénd ECDiffie-Hellman (ECDH) key derivation protocol
compliant with ISO 15946 with cryptographic kegesiof 160, 192, 224, 25834, 512 and
521 bit with specific elliptic curves (domain parameters) for Chip Authentication

o digital signature verification ith ECDSA and cryptographic keaesiof 160, 192, 224, 256,
384, 512 and 521 bit with specified curves, and RSA antbgngphic key sizes with up to
2048hit,
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o0 key generation for theptional Active Authentication in accordance with RSA and crypto-
graphickey sizes of up to 2048 bidr ECDSA with key siz#fs160, 192, 224256,384, 512
and 521 bit

o digital signature generation for the optional Active Authentication in accordance with RSA
and cryptographikey sizes of up to 2048 bidr ECDSA with key siz#fs160, 192, 224, 256,
384, 512 and 521 hit

encryption and decryption with AES and cryptographic key sizes 128, 192, 256 bit,
encryption and decryption with 3DES and cryptographic key sizes 112 bit,
AES CMAC and cryptographic &es of 128, 192, 256 bit,
RetaitMAC with cryptographic key size of 112 bit (based on 3DES),
ECDH compliant to ISO 15946 with cryptographic ke ©if 160, 192, 224, 25834, 512
and 521 bit used for PACE, and
o PACE Authentication.
1 TSF_SecureMessagirgglizes a secure communication channel with MACs and encryption based
on AES (128, 192 or 256 bit key length) or 3DES (112 bit).

1 TSF_Auth realizes different authentication mechanisms: TSF_Auth_PACE (key lengths 160, 192, 224,
256,384, 512 and 52bit), TSF_Auth_Term (Terminal Authentication), TSF_Auth_Sym with AES
used for personalization and TSF_Auth_Chip to manage the capability of the TOE to authenticate
itself to the terminal using the Chip Authentication Protocol.

O O O o o©

1 TSF_Integrity protects the integyiof internal applet data like the Access control lists.

9 TSF_OS contains all security functionalities provided by the certified platform (IC, Javacard opera-
tion system). Besides some minor additions, the cryptographic operations are provided by this plat-
form.

1.4.7 TOE life cycle

The TOE life cycle is described in terms of the four life cycle phases. This paragraph is directly based on the
O2NNBaLRYRAY3I LI NIFINILK Ay (GKS LINRPGSOGAZ2Y LINBFALS
R2O0dzYSy il é&t dzi SRc ®y6 (GKS | {NRyeyYy daqaw¢5¢ Aa dzaSR dzyA

1.4.7.1 Phase 1. Development

(Step 1) The TOE is developed in phase 1. The IC developer develops the integrated circuit, the IC Dedicated
Software and the guidance documentation associated with these TOE cemison

(Step 2) The software developerses the guidance documentation for the integrated circuit and the guid-
ance documentation for relevant parts of the IC Dedicated Software and develops the IC Embedded Soft-
ware (operating system), the MRTD applicationl the guidance documentation associated with these TOE
components.

The manufacturing documentation of the IC including the IC Dedicated Software and the Embedded Soft-
ware in the nonvolatile nonprogrammable memories (ROM) is securely delivered toGhmanufacturer.

The IC Embedded Software in the nonvolatile programmable memories, the MRTD application, the initiali-
sation data and the guidance documentation is securely delivered to the MRTD manufacturer.

1.4.7.2 Phase 2: Manufacturing

3Please note that in this ST the role software developer of the protection profile is subdivided into two
separate roles: the operating system is developed by the OS software developereai®¥D application
by the (MRTD) software developer.
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(Step3) Inafirststep KS ¢h9 AYydiSaANI GSR OANDdzZAG A& LINRPRJIzOSR O;
FYR GKS LINIG& 2F (GKS awt¢s50a OKA LipragrdonsaBdrBeRroriés?2 i 4 |
(ROM). The IC manufacturer writes the IC Identification Data onto théabigmtrol the IC as MRTD mate-

rial during the IC manufacturing and the delivery process to the MRTD manufacturer. The IC is securely

delivered from the IC manufacturer to the MRTD manufacturer.

The TOE delivery according to CC is the delivery of the It (e application code in ROM) from the IC
manufacturer to the MRTD manufacturer.

If necessary the IC manufacturer adds the parts of the IC Embedded Software in thelatia program-
mable memories (for instance EEPROM).

(Step4 optional) The MRTD manetiarer combines the IC with hardware for the contact based / contactless
interface in the MRTD unless the travel document consists of the card only.

(Step5) The MRTD manufacturer (i) adds the IC Embedded Software or part of it in thelatde pro-
grammale memories (for instance EEPROM or FLASH) if necessary, (ii) creates the ePassport application,
YR OAAAU Sl dzA LJA -petsBnalzation®@a OKA LA 6AGK LINB

PP application notelCreation of the application implies applet instantiation.

In this stepthe final (but not yet personalized) MRTD is generated from the certified components accord-
ing to the binding initialization and prepersonalization guidelines provided in [Guidance].

The prepersonalized MRTD together with the IC Identifier is secureliyeted fromthe MRTD manufac-
turer to the Personalization Agent. The MRTD manufacturer also provides the relevant parts of the guidance
documentation to the Personalization Agent.

1.4.7.3 Phase 3: Personalisation of the MRTD

(Step 6) The personalization of the WMRincludes (i) the survey of the MRTD holder biographical data, (ii)

the enrolment of the MRTD holder biometric reference data (i.e. the digitized portraits and the optional
biometric reference data), (iii) the printing of the visual readable data oneophysical MRTD and their

secure transfer to the personalisation agent, (iv) the writing of the TOE User Data and TSF Data into the
logical MRTD and (v) the writing the TSF Data into the logical MRTD and configuration of the TSF if necessary.
The step (iv)s performed by the Personalisation Agent and includes but is not limited to the creation of (i)

the digital MRZ data (DG1), (ii) the digitised portrait (DGZ2), and (iii) the Document security object.

The signing of the Document security object by theudeent signer [ICAODaoc] finalizes the personalization
of the genuine MRTD for the MRTD holder. The personalized MRTD (together with appropriate guidance
for TOE use if necessary) is handed over to the MRTD holder for operational use.

PP and PP0068v2 apmiiton note 2The TSF data (data created by and for the TOE, that might affect the
operation of the TOE) comprise the Personalisation Agent Authentication Key(s), the Terminal Authentica-
tion trust anchor, the effective date and the Chip Authentication Reivey.

PP and PP0068v2 application note Bhis ST distinguishes between the Personalisation Agent as entity
known to the TOE and the Document Signer as entity in the TOE IT environment signing the Document
security object as described in [ICAODoc]. appoach allows but does not enforce the separation of these
roles.

1.4.7.4 Phase 4: Operational use

0{GSLI 70 ¢KS ¢h9 A& dzaASR la aw¢5Qa OKALI o0& GKS @
134S¢ LKFaS® ¢KS dza SNJ RI G lrity@dligy of é& IsshiilyyISRte dr OrQahikaRokh y 3 (i
and used according to the security policy of the Issuing State but they can never be modified.

PP and PP0068v2 application note®he intention of the underlying PP [PP0056v2] is to consider at least
the phases 1 and parts of phase 2 (i.e. Stepl to Step3) as part of the evaluation and therefore to define the

4PP0056v2 and PP0068v2 application note 1.
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TOE delivery according to CC after this phase. Since specific production steps of phase 2 are of minor security
relevance (e. g. booklet manufacturingchantenna integration) these are not part of the CC evaluation
under ALC. Nevertheless the decision about this has to be taken by the certification body resp. the national
body of the issuing State or Organization. In this case the national body othegsState or Organization

is responsible for these specific production steps.

Note that the personalization process and its environment may depend on specific security needs of an
issuing State or Organization. All production, generation and instaillatiocedures after TOE delivery up

G2 GKS ahLISNIGA2YyIFE | aS¢é¢ O6LKFIAS no KFE@S G2 0SS 02
assurance class.

Some production steps, e.g. Step 4 in Phase 2 may also take place in the Phase 3.

Remark:This STonsiders only phase 1 and parts of phase 2 (stef® &s part of CC evaluation under ALC.

1.4.8 Non-TOE hardware/software/firmware required by the TOE

There is no explicit neMOE hardware, software or firmware required by the TOE to perform its claimed
secuity features. The TOE is defined to comprise the chip and the complete operating system and applica-
tion. Note, the inlay holding the chip as well as the antenna and the booklet (holding the printed MRZ) are
needed to represent a complete MRTD, neverthgli®se parts are not inevitable for the secure operation

of the TOE.

PP0068v2 application note % terminal shall always start a communication session using PACE. If success-
fully, it should then proceed with passive authentications. If the trial withEPfafled, the terminal may try
to establish a communication session using other valid options as described above.
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2.1 CC conformance

This security target claims conformance to:
1 Common Criteria for Information Technology Security Evaluafart,1: Introduction and Gendra
Model; Version 3.1, RevisionApril 2017; CCMB017-04-001,[CC_1],
1 Common Criteria for Information Technology Security Evaluation, Part 2: Security Functional Re-
guirements;Version 3.1, Revision Bpril 2017; CCMR017-04-002,[CC_2],
1 Common Criteria for Information Technology Security Evaluation, Part 3: Security Assurance Re-
qguirements; Version 3.1, Revision&pril 2017; CCMR017-04-003, [CC_3],
as follows:
1 Part 2 extended,
1 Part 3 conformant
1 Package conformant to EB augmented with ALC_DVS.2 and AVA VAN.5 defined in CC part 3
[CC_3].
The
T Common Methodology for Information Technology Security Evaluation, Evaluatiorotitgth
ogy; Version 3.1, RevisionApril 2017; CCMB017-04-004, [CC_4]
has to be taken into account

The requirements for the evaluation of the TOE and its development and operating environment are those
takenfrom the

Evaluation Assurance Level 5 (EALS5)
and augmented by taking the following components:
ALC_DVS.@2ndAVA_VAN.5

2.2 PP Claim

This securityarget claims strict conformance to
| the Protection Profila  OKAYy S wSIFRIF6ftS ¢NF @St 520dzySyid oAFk
cess Contralith PACE (EAC RBBICCPP0056v2) [PP0056v2],
1 the Protection ProfiléMachine Readable Travel Document using &ath Inspection Procedure
with PACE (PACE)PPSICGPR0068V2-2011-MA-01 [PP0068V2].
This Security Target has been extended to include Active Authentication according to [ICAODoc].
The evaluation of the TOE uses the result of the CC evaluation of ifhelatform claiming conformance
to the PP [PP_Javacard]. The hardware part of the composite evaluation isccbyettee certification re-

port [Certl_C]. In addition, the evaluation of the TOE uses the result of the CC evaluation of the Javacard
OS. The Jacard OS part of the composite evaluation is covered byehfication reports [€rt_Secord.
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2.3 Statement ofCompatibility concerning Composite Security Target

2.3.1 Assessment of the Platform TSFs

The following table lists all Security Functionalities ofuhderlying Platform ST and shows, which Security
Functionalities of the Platform ST are relevant for this Composite ST and which are irrelevant. The first col-
umn addresses specific Security Functionality of the underlying platform, which is assignaatity Sanc-
tionalities of the Composite ST in the second column. The last column provides additional information on
the correspondence if necessary.

>

t £ 1 GF23ENNR oelf C | 2NNBaLRYRSYO wSTFSNBYyOSakwSYl
SF.Firewall b2 O2NNBSLRVYC¢KAAE aSOdzNR G ey Td
WI @ OF NRP YSO I LILI SGD FTAINBK I If £IL
¢h9 Ydzad KIF&S 08
.@0S02RS +£SNATAS
O2NNBOG F LILX SiG A
SF.RIP ¢c{Cuy{ SONB I ¢tKAa aSOdAXaEaNG &
AaSyamyinmoeyt A2y
gratloftS I FGSNI
GKSY 6A0GK 1 SNRaA
SF.Rollback b2 O2NNBalLRRyR¢KAa aSOdANXIieS ¥4
WI @ OF NR YSO2YAOAGE YR NRff
Df 20 £ t fl 13STr280MD

A ®ya
SF.SCP t{LCHPOdzNBFa Saal |[¢KS ¢h9 AYLI SY$¥
¢C{Cy/ NBLIi2 ONLINR(G202fta& I O02NR
aSaal3IAay3ao OKF LJI S NUIN@niiag OreKisa
{/tno I NB &dzLlLi2 N
SF.CM ¢ Cy! 00Saas ¢{¢KAa aSOdMNMRAESYSy
I 00Saa O2yidNRt L
F2NY OFNR Y|l y2 @3
O2NRAY PHiDB > MiKgp

phodc @
SF.Physical ¢{CyYLYyGSaANRGE¢KAA aSOdINNEBSARS
YSEya (2 LINE LK@
Ot GF YLSNAYy I |
SFCS ¢{ Cy/ NB LI 2 ¢ KAa aSOdZMNE@mFH
ONE LJi 2 3INF LIKA O cﬁ

Table2: Relevant platform TSjfoups and their correspondence

2.3.2 Assessment of the Platform SFRs

The followingtable provides an assessmeat all Platform SFRs. The Platform SFRs are listed in the order

used within the security target of the platforrT_Secola

Platform SFR

Correspondence in this ST

References/Remarks

CoreG_LC Securityriational Requirements (chapter 7.driplatform ST)
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Platform SFR

Correspondence in this ST

References/Remarks

FDP_ACC.2/FIREWALL

No correspondence

Out of scope (internal Java Card Fi
wall). The resulting requirements f¢
applets are reflected in the Usé
Guidance of the TOE. No contrad
tion to this ST.

FDP_ACF.1/FIREWALL

No correspondence

Outof scope (internal Java Card Fi
wall). The resulting requirements fg
applets are reflected in the Use
Guidance of the TOE. No contrad
tion to this ST.

FDP_IFC.1/JCVM

No correspondence

Out of scope (internal Java Virtu
Machine). No contradiction tohis
ST.

FDP_IFF.1/JCVM

No correspondence

Out of scope (internal Java Virtu
Machine). No contradiction to thi
ST.

FDP_RIP.1/OBJECTS

No correspondence.

Out of scope (internal Java Card Fi
wall). No contradiction to this ST.

FMT_MSA.1/JCRE

No correspondence

Out of scope (internal Java Card Fi
wall). No contradiction to this ST.

FMT_MSA.1/JCVM

No correspondence

Out of scope (internal Java Card Fi
wall). No contradiction to this ST.

FMT_MSA.2/FIREWAILCVM

No correspondence

Out of scope (intmal Java Card Fire
wall). The resulting requirements fq
applets are reflected in the Use
Guidance of the TOE. No contrad
tion to this ST.

FMT_MSA.3/FIREWALL

No correspondence

Out of scope (internal Java Card Fi
wall). The resulting requirements fg
applets are reflected in the Use
Guidance of the TOE. No contrad
tion to this ST.

FMT_MSA.3/JCVM

No correspondence

Out of scope (internal Java Card Fi
wall). No contradiction to this ST.

FMT_SMF.1 No correspondence Out of scope (internal Java Céiide-
wall). No contradiction to this ST.

FMT_SMR.1 No correspondence Out of scope (internal Java Card Fi
wall). No contradiction to this ST.

FCS_CKM.1 FCS_CKMAA The requirement in this ST is equi

(FCS_CKM.1.1/RSA,
FCS_CKML1/EG
FCS_CKM.1.1/AES,
FCS_CKM.1.1/TDES

FCS_CKM.1/DPACE
FCS_CKM.1/CA

lent to parts of the platform ST.

FCS_CKM.1/AK realized based o
FCS_CKM.1ICAPRSASIG and
FCS_CKM.1JICAPI/ECDSAG of
the platform ST.

FCS_CKM.1/BPACE an(
FCS_CKM.1Are realized based o
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Platform SFR

Correspondence in this ST

References/Remarks

FG_CKM.1.1/JCAPI/ECDH é
FCS_CKM.1.1/JCAPI/EEMC of the
platform ST.

There are p contradictiors to this
ST.

FCS_CKM.2 No correspondence Out of scope (managed within Ja
Card OS). No contradiction to this §

FCS_CKM.3 No correspondence Out of scop (managed within Jay|
Card OS). No contradiction to this §

FCS_CKM.4 FCS _CKM.4 The requirements are compatibl
(clearKey method,physically over
writing the keys).

FCS_COP.1 FCS_COP.1/PACE_ENC The platform requiremerts are nec-

(FCS_COP.1ICAP|
FCS_COP.1SCP
FCS_COP.1SM)

FCS_COP.1/PACE_MAC
FCS_COP.1/CA_ENC
FCS_COP.1/CA_MAC
FCS_COP.1/SIG_VER
FCS_COP.1/SIG_GEN
FCS_CKM.1/CA

essary to fulfill the requirements ¢
this ST:

FCS_COP.1/PACE_ERthis ST cor-
responds to the platform SER
FCS_COP.1.1/JCAPI/ARE and
FCS_COP.1.1/JCAPI/TEES.

FCS_COP.1/PACE_MAGIs ST
corresponds to the platform SFR
FCS_COP.1IZAPKESMACand
FCS_COP.1IZAPI/DESMAC

FCS_COP.1/CA _EbKGhis ST corre
sponds to the platform SER
FCS_COP.1IZAPRESENC ang
FCS_COP.1.1/JJCABIEEENC

FCS _COP.1/CA_M#a&his ST corre
sponds to the platform SER
FCS_COP.1ICAPKESMAC and
FCS_COP.1.1/JCABEBMVAC

FCS_COP.1/SIG_\M#ERhis STcorre-
sponds to the platform SFR
FCS_COP.1IZAPECDSA/ER and
FGS_COP.1.1/JCAPI/R@ER

FCS_COP.1/SIG_GHhhis STcorre-
sponds to the platform SF
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Platform SFR

Correspondence in this ST

References/Remarks

FCS_COP.1IZAPI/RS8IG
FCS_COP.1JCAPI/ECDSAG

FCS_COP.1IZAPHASH of the plat
form is used within Active Authent
cation, PACE, Chip and Terminal
thentication:

1 FCS_COP.1/SIG_VER

 FCS _COP.1/SIG_GEN

1 FCS_CKM.1/CA

1 FIA_API1

1 FIA_APL1/AA.

and

FCS_COP.1IZAPRSADEC is use
for the implementation of the Diffie
Hellman calculation i
FCS_CKM.1/CA.

No contradictions to this ST.

FDP_RIP.1/ABORT

FDP_RIP.1

Implicitly used for this STNo contra-
diction to this ST.

FDP_RIP.1/APDU

No correspondence.

Out of scope (internal Java Card fu
tionality). No contradiction to this S

FDP_RIP.1/bArray FDP_RIP.1 Implicitly used for this SNo contra-
diction to this ST.
FDP_RIPIKEYS FDP_RIP.1 Implicitly used for this SNo contra-

diction to this ST.

FDP_RIP.1/TRANSIENT

No correspondence.

Out of scope (internal Java Card fu
tionality). No contradiction to this S

FDP_ROL.1/FIREWALL

No correspondence.

Out of scope (internalava Card Firg
wall). The resulting requirements f¢
applets are reflected in the Uség
Guidance of the TOE. No contrad
tion to this ST.

FAU_ARP.1

FPT_FLS.EPT_PHP.3

Not directly corresponding, but pla
form SFR is basis of fulfilment
FPT _FLS.1 ardPT _PHP.3. Intern
counter for security violations con
plement Java Card OS mechanisi
No contradiction to this ST.

FDP_SDI.2

FPT_FLS.EPT_PHP.3

Not directly corresponding, but pla
form SFR is basis of fulfillment
FPT _FLS.1 and FPT_PHP.3cdn
tradiction to this ST.

FPR_UNO.1

FPT_EMS.1

Not directly corresponding, but relg
vant for the fullfillment of
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Platform SFR

Correspondence in this ST

References/Remarks

FPT_EMS.1. No contradiction to tk
ST.

FPT_FLS.1

FPT_FLS.1

The fulfillment of the platform SFR
part of the basis of the fulfillment g
the SFR of this ST. Internal count
measures for detecting security vi
lations complement Java Card (
mechanisms. No contradiction {
this ST.

FPT_TDC.1

No correspondence

Out of scope (internal Java Card fut
tionality). No contradiction to this S

FIA_ATD.1/AID

No correspondence.

Out of scope (internal Java Card fur
tionality). No contradiction to this ST

FIA_UID.2/AID

No correspondence

Out of scope (internal Java Card fur
tionality). No contradiction to this S

FIA_USB.1/AID

No correspondence

Out of scope (internal Java Card fur
tionality). No contradiction to this S

FMT_MTD.1/JCRE

No correspondence

Out of scope (internal Java Card fur
tionality). No contradiction to this ST

FMT_MTD.3/JCRE

No correspondence

Out of scope (internal Java Cdndic-
tionality). No contradiction to this S

INSTG Security fetional Requirements (chapter 7.2r2platform ST)
This group consists of the SFRs related to the installation of the applets, which addresses security

outside the runtime.

FDP_[T@/Installer

No correspondence

Out of scope (internal Java Card fur
tionality). No contradiction to this S

FMT_SMR.1/Installer

No correspondence

Out of scope (internal Java Card fur
tionality). No contradiction to this S’

FPT_RCV.3/Installer

No correspondence

Out of scope (internal Java Card fur
tionality). No contradiction to this S’

FPT_FLS.1/Installer

No correspondence

Out of scope (internal Java Card fur
tionality). No contradiction to this S

ADELG Security kational Requirements (chag@t 7.2.3in platform ST)

This group consists of the SFRs related to the deletion of applets and/or packages, enforcing the
deletion manager (ADEL) policy on security aspects outside the runtime.

FDP_ACC.2/ADEL

No correspondence

Out of scopdinternal Java Card fun
tionality). No contradiction to this S

FDP_ACF.1/ADEL

No correspondence

Out of scope (internal Java Card fut
tionality). No contradiction to this S’

FDP_RIP.1/ADEL

No correspondence

Out of scope (internal Java Cdndic-
tionality). No contradiction to this S

FMT_MSA.1/ADEL

No correspondence

Out of scope (internal Java Card ful
tionality). No contradiction to this S
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Platform SFR

Correspondence in this ST

References/Remarks

FMT_MSA.3/ADEL

No correspondence

Out of scope (internal Java Card fut
tionality). No contradictiorto this ST

FMT_SMF.1/ADEL

No correspondence

Out of scope (internal Java Card fur
tionality). No contradiction to this S’

FMT_SMR.1/ADEL

No correspondence

Out of scope (internal Java Card fut
tionality). No contradiction to this S

FPT_FLS.1/ADEL

No correspondence

Out of scope (internal Java Card fut
tionality). No contradiction to this S

ODELG Security Functional Requireméctiapter 7.2.4n platform ST)

The following requirements concern the object deletion mechanism. This mechanism is tidyetee
applet that owns the deleted objects by invoking a specific APl method.

FDP_RIP.1/ODEL FDP_RIP.1 Implicitly used for this SNo contra-
diction to this ST.
FPT_FLS.1/ODEL FPT FLS.1 The fulfillment of the platform SFR

part of the basis of théulfillment of
the SFR of this ST. Internal count
measures for detecting security vi
lations complement Java Card (
mechanisms. No contradiction {
this ST.

CARG Security Fuimmal Requirements (chapter 7Z2in platform ST)

This group includes requimgents for preventing the installation of packages that has not been byte
verified, or that has been modified after bytecode verificatidii. SFRs of the platform are mapped to S

in CMGRG.

CMGR Security Fuimmal Requirements (chapter 7.2.6phatform ST)

FDP_UIT.1/avi

No correspondence

Out of scope (internal Java Card fur
tionality). No contradiction to this S’

FDP_ROL.1/CCM

No correspondence

Out of scope (internal Java Card fur
tionality). No contradiction to this S’

FTP_ITC/ECM

No correspondence

Out of scope (internal Java Card fur
tionality). No contradiction to this S

FPT_FLS.1/CCM

No correspondence

Out of scope (internal Java Card fur
tionality). No contradiction to this S’

FCS_COP.1/DAP

No correspondence

Out of scope (intaral Java Card func
tionality). No contradiction to this S’

FDP_ACC.1/SD

No correspondence

Out of scope (internal Java Card fur
tionality). No contradiction to this S

FDP_ACF.1/SD

No correspondence

Out of scope (internal Java Card fut
tionality). Nocontradiction to this ST

FMT_MSA.1/SD

No correspondence

Out of scope (internal Java Card fur
tionality). No contradiction to this S

FMT_MSA.3/SD

No correspondence

Out of scope (internal Java Card ful
tionality). No contradiction to this S
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Platform SFR

Correspondence in this ST

References/Remarks

FMT_SMF/BD

No correspondence

Out of scope (internal Java Card fut
tionality). No contradiction to this S

FMT_SMR.1/SD

No correspondence

Out of scope (internal Java Card fur
tionality). No contradiction to this S’

FTP_ITC.8C

No correspondence

Out of scopdinternal Java Card fun
tionality). No contradiction to this S

FCO_NRO.2/SC

No correspondence

Out of scope (internal Java Card fut
tionality). No contradiction to this S

FDP_IFC.2/SC No correspondence Out of scope (internal Java Card ful
tionality). No contradiction to this ST
FDP_IFF.1/SC No correspondence Out of scope (internal Java Card ful

tionality). No contradiction to this S

FMT_MSA.1/SC

No correspondence

Out of scope (internal Java Card fut
tionality). No contradiction to this S

FMT_MSA.3/SC

No correspondence

Out of scope (internal Java Card fur
tionality). No contradiction to this S’

FMT_SMF.1/SC

No correspondence

Out of scope (internal Java Card fur
tionality). No contradiction to this S

FIA_UID.1/SC No correspondence Out o scope (internal Java Card fur
tionality). No contradiction to this ST

FIA_UAU.1/SC No correspondence Out of scope (internal Java Card fur
tionality). No contradiction to this S’

FIA_UAU.4/SC No correspondence Out of scope (internal Java Cédudic-

tionality). No contradiction to this S

SCPG Security Ftional Requirements (chapter 72in platform ST)

The group SCPG contains the security requirements from the underlying platform. The following S
taken from [ST_IC]. Their exact defom will not be repeated here.

For details, please see [ST_IC].

FPT_PHP.3 FPT_PHP.3 The fulfillment of the SFR in this ST
FPT_EMS.1 bgsed or.1.the platform SFR (togeth
with additional countermeasures).
FPT_TST.1 FPT TST.1 Selftesting is directly provided by
the Jara Card platform
FCS_RNG.1 FCS_RND.1 In this ST, random numbgraccord-

ing to AlS20 class PT@re required.
The platform generates randor
numbers with a defiad quality met-
ric that can be used directly.

Table3: Assessment of the platform SFRs.

2.3.3 Assessment of the Platform Objectives

The followingable provides an assessment of all relevant Platform objectives.
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tfFdGF2NY hoas

/| 2NNBaLR2yRSYyOS

WSFSNBYOSakwSYl |

ho{ L5 No correspondence Out of scope.No contradiction to
this ST.
hoeCLw92! [] No correspondence Out of scope. No contradiction t

this ST.

®D[ h. !'[ ¢! ww!

OT.DataConfidentiality

No contradiction to this ST.

heD[ h. ! [ ¢! ww!

OT.Datantegrity

No contradiction to this ST.

hedb! ¢L£9

No correspondence

Out of scope. No contradiction t
this ST.

®dht Ow! ¢9

No correspondence

Out of scope. No contradiction t
this ST.

dwo! [[h/ ! ¢LAN

No correspondence

Out of scope. No contradiction t
this ST.

dw9{ h| w/ 9{

No correspondence

Out of scope. No contradiction t
this ST.

ho! [ wa No correspondence Out of scope. No contradiction t
this ST.

hao/ Lt 9w No correspondence Indirectly relevant for the correc
function of the TOE of this ST, but
corresponding objectives for th
TOE of this B No contradictions.

h ®¥Ye®h D¢ No correspondence Out of scope.No contradiction to
this ST.

h ®&treLlbD ¢ No correspondence Out of scope. No contradiction t
this ST.

ho¢w! b{! / ¢L hB Nocorrespondence Out of scope. No contradiction t

this ST.

®hd M 9¢Lhb

No correspondence

Out of scope. No contradiction t
this ST.

®59[9¢Lhb

No correspondence

Out of scope. No contradiction t
this ST.

ho[ h! 5 No correspondence Out of scope. No contradiction t
this ST.

hoLb{c¢![] No correspondence Out of scope. No contradiction t
this ST.

h®/ mawbb ! D9 a9 b| No correspondence Out of scope. No contradiction t

this ST.

®/ haa, bL/ ! ¢L

OT.Prot_Phy3amper

The objectives are related. No co
tradiction to this ST.

ho{/t oL/ OT.Prot_Malfunction The objectivesare related. No con
tradiction to this ST.
ho{/ t dw9/ h £ 9 w No correspondence Out of scope. No contradiction t

this ST.
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tfFdGF2NY hoas

/| 2NNBaLR2yRSYyOS

WSFSNBYOSakwSYl |

ho{/td{!tthwo

No correspondence

Out of scope. No contradiction t
this ST.

ho{/ tdwbD

No correspondence

Out of scope. No contradictioto
this ST.

Table4: Assessment of the platform objectives.

2.3.4 Assessment of Platform Threats

The following table provides an assessment of all relevant Platform threats.

tfFdF2NY ¢ KNBI G

/| 2NNBEaLR2YyRSYyO

WSTSNBYyOSakwsS

¢/ htt CLrF!LCE !

No correspondence

Out of scope. No contradictio
to this ST.

¢ o/ h V{55 9

No correspondence

Out of scope. No contradictio
to this ST.

¢/ h DVCE 5 ¢ !

T.Information_Leakage

No contradiction to this ST.

¢ ®L btctoti hL5 9

No correspondence

Out of scope. No contradictio
to this ST.

¢ OL bECtOtB N5 9 [ h! 5

No correspondence

Out of scope. No contradictio
to this ST.

¢ OL bt¢toum !L¢ !

T.Forgery

No contradiction to this ST.

¢ DL bIetotE ILe ! ®[ h

I'5 No correspondence

Out ofscope. No contradictior
to this ST.

¢ PL bve/R{D 5 9

No correspondence

Out of scope. No contradictio

to this ST.

¢ L bve/BD ¢! No correspondence Out of scope. No contradictio
to this ST.

CP{ L5dDPm No correspondence Out of scope. No contradictio
to this ST.

¢CP{ L5DPH No correspondence Out of scope. No contradictio
to this ST.

¢ PY-h95 9 dm No correspondence Out of scope. No contradictio
to this ST.

¢ PYt-h95 9 dH No correspondence Out of scope. No contradictio
to this ST.

¢CPb! ¢cL 9 No correspondence Out of scope. No contradictio
to this ST.

ChPwo{ h} w/ 9{ No correspondence Out of scope. No contradictio
to this ST.

CP59[ 9¢cLhbD No correspondence Out of scope. No contradictio
to this ST.
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tfFGF2NY ¢CKNBIG |/ 2NNBaLR2YyRSYO|wSTFSNByOSakwsS

ChPLb{ ¢! [] No correspondence Out of scope. No contradictio
to this ST.

¢d/ haa; bL/!"¢LhbD No correspondence Out of scope. No contradictio
to this ST.

¢Pd} b! | ¢l hwlL %95 ¢/ | No correspondence Out of scope. No contradictio
to this ST.

chP[ LCOWYW/ , /9 ¢ Pt IR ELIS NJ No contradiction to this ST.

¢Ph5.9W 9¢Lhb No correspondence Out of scope. No contradictio
to this ST.

cpt I, { L/ No correspondence Out of scope. No contradictio
to this ST.

¢ dwb D No correspondence Out of scope. No contradictio
to this ST.

Table5: Threats of the platforn$T.
2.3.5 Assessment of Platform Organisational Security Policies

¢KS hNBIFIYAalIGAZ2YFE {SOdzNAGe t2ftA0& aGh{t d+x9wlLC
which is fulfilled by the TOE of this ST since the applet is loaded secured by platform security
measures into the flash memory. This policy does not contradict to the policies of this ST.

2.3.6 Assessment of Platform Operational Environment

2.3.6.1 Assessment of Platform Assumptions

In the first column, the following table lists all assumptions of the PlatfornTi¥last column provides an
explanation of relevance for the Composite TOE.

tf T GF2NY ! aadzy|wSt S@FyOS F2NI/ 2YLRaAasS {¢

I ®l tt[9¢ IOl tt[9¢ adl G5a 0MKaadd ¥ ﬁs A
GAPS YSGHK2ZRAD ¢KAA | &a &OUI DY

dzi SNJ 3dzA R yOS @wDdzA Rl yOS#8 q:
| ®+9WLCL/ ! ¢Lhb|¢CKAA FaadzyLIWiAz2Yy uINJEISué 0KS n

Adadd yOos t2FHRAY3I 2F GKANR L}

LINELINAFGS RANBOGAGSE Ay (KS g
Table6: Assumptions of the Platform ST.

2.3.6.2 Assessment of Platform Objectives for the Operational Environment
There are the following Platform Objectives for the Operational Environment that have to be considered.

Platform Objective forthe Environment wSt S@IFyOS FT2NJ/ 2YL2aA
hodltt[9¢C The platform objective for the environment stats
that applets loaded posssuance do not contai
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native methods. This objective for the envirg
ment leads to appropriate directives in the us
guidancgGuidance].

h9d+t9wLCL/ ! ¢LhbD

The platform objective for the environment ta
gets the applet code verification. This is fulfilled
the TOE of this ST; regarding thpdrty-code, this
objective for the environment leads to approp
ate directives in the ser guidance [Guidance
There it is stated that all applets loaded to the T
have to be verified.

hod/BER59b/ 9

The platform objective for the environment focu
ses on application code loaded pigsuance of
postissuance. It has to be ensured thaetlvaded
application has not been changed since the ¢
verification. This objective for the environme
leads to appropriate directives in the user gu
ance [Guidance].

Table7: Platform Security Objectives and SFRs foOgmerational Environment
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3 {SOdzNAG& LINRPOfSY RSTAYAGAZY

This chapter has been takérom [PP00582] and [PP0068vakith only minor modifications

3.1 Introduction

3.1.1 Assets

¢tKS 3da8Ga G2 6S LINRPGSOGSR o6& GKS ¢h9 AyOfdzRS (GKS
ferred between the TOE and the terminal, and travel document tracing data from the claimed PACE PP
[PP0O068v2]chap 3.1.

PP00682 application note 6:Please note that user data being referred tdRP0068v2] include, amongst

other, individualrelated (personal) data of the travel document holder which atetuide hissensitive i e.

biometric) data. Hence, the general security potitsosecurestheS§ & LISOAFA O G NI} 9SSt R2 Od
as stated in the table above.

PP00682 application note 7:Since the travel document does not support any secret travel document hold-
erauthentication data and the latter may reveal, if necessary, his or her védfiozalues of thd?ACE pass-
word to an authorised person or device, a successful PACE authentication of a teloeisaot unambig-
uously mean that the travel document holder is using TOE.

PP00682 application note 8: Travel document communication estaliliment authorisation data aresp-
resented by two different entities: (i) reference information being persistently stored in theahQKii)
verification information being provided as input for the TOE byigan user as aauthorisation attempt.

The TOE ¢lil secure the reference information as well @asogether with the terminal conneetd¢ the
BSNAFAOIGAZ2Y AYF2NXI GA2Y ithagto bekrSnsfaheht@thFOE. @ISasidvhate | £ Q
that PACE passwords are not to be send to the TOE.

3.1.1.1 Logical MRTD sensitive User Data
Sensitive biometric reference data (EF.DG3, EF.DG4)

PP application note55 dzS (2 Ay G SNRLISNI 6 At A EEAODBredutes that BaiS WL /
Inspection Systems may have access to logical travel documenD&itaDG2, DG5 to DG16. The TOE is

not in certified mode, if it is accessed using BAEADDo Note that the BAC mechanism cannot resist
attacks with high attack potential (cfPP005). If supported, it is therefore recommended to used PACE
instead ofBACIf nevertheless BAC has to be used, it is recommended to perform Chip Authentication v.1
before getting access to data (except DG14), as this mechanism is resistant to high potential attacks

A sensitive asset is the following more general one.

3112 Autheni AOA (& 2F GKS aw¢5Qa OKAL]

¢CKS dziKSydAaOAdte 2F GKS GNFX @St R20dzrSyidiQa OKALI L
travel document holder is used by the traveller to prove his possession of a genuine travel document.

Due to strictconformarce to PACE PP, this security targeb includes all assets listed#P0068v2]chap

3.1, namely the primary assets user data stored on the TOE (object 1), user data transferred between the
TOE and the terminal connected (object 2), travel documentingadata (object 3), and the secondary

assets accessibility to the TOE functions and data only for authorised subjects (object 4) Genuineness of the
TOE (object 5), TOE intrinsic secret cryptographic keys (object 6), TOE intrinsic non secret cryptographic
material (object 7), and travel document communication establishment authorisation data (object 8). Due

to identical names and definitions these are not repeated here.
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3.1.2 Subjects

This Security Targetconsiders the following subjects additionally to those idedl in the PACE PP
[PP0O068V2]

3.1.2.1 Country Verifying Certification Authority

The Country Verifying Certification Authority (CVCA) enforces the privacy policy of the &siengr Or-

ganization with respect to the protection of sensitive rietric reference data stored ithe MRTD. The
CVCA represents the country specific root & BKI of Inspection Systems amdates the Document Ver-
ifier Certificates within this PKI. Thedates of the public key of th€VCA are distributed in the forni o
Country Verifying CA Litertificates.

3.1.2.2 Document Verifier

The Document Verifier (DV) enforces the privacy policy of the receiving State with respecptotédwtion

of sensitive biometric reference data to be handled by the Extended InspeStisttmsThe Document
Verifier manages the authorization of the Extended Inspection Systemsfor the sensitive data of the MRTD
in the limits provided by the issng States or Organizationstime form of the Document Verifier Certifi-
cates.

3.1.2.3 Terminal

A terminal is any technical system communicating it TOE througlhe contact interface or through
the contactless interface.

3.1.2.4 Inspection system (IS)

A technical system used by the border control officer of the receiving State (i) examining an trawakdb
presented by the traveller and verifying its authenticity and (ii) verifying the traveller as travel document
holder.

The Extended Inspection System (EIS) perform#&tvanced Inspection Proceduind therefore (i) con-

tains a terminal forthe comazy A OF G A2y A GK GKS GNI @St R20dzySyidQa
of PACE and/or BAC,; (iii) gets the authorization to read the logical travel document either under PACE or
BAC by optical reading the travel document providing this informatighiroplements the Terminal Au-
thentication and Chip Authentication Protocols both Version 1 according to [5] and (v) is authorized by the
issuing State or Organisation through the Document Verifier of the receiving State to read the sensitive
biometric rekrence data. Security attributes of the EIS are defined by means of the Inspection System Cer-
tificates. BAC may only be used if supported by the TOE. If both PACE and BAC are supported by the TOE
and the BIS, PACE must be used.

PP Application note 6For cfinition of Basic Inspection System (BIS) resp. Basic Inspection System with
PACE (BIBACE) see PACE[PP0068v2]

3.1.2.5 Attacker

Additionally to the definition from PACE FP0068v2]chap 3.1 the definition of an attacker is refined as
followed: A threatagent trying (i) to manipulate the logical travel document without authorization, (ii) to
read sensitive biometric reference data (i.e. EF.DG3, EF.DGA4), (iii) to forge a genuine travel document, or
(iv) to trace a travel document.

PP Application note 7Animpostor is attacking the inspection system as TOE IT environment independent
on using a genuine, counterfeit or forged travel document. Therefore the impostor may use results of suc-
cessful attacks against the TOE but the attack itself is not relevatiiddrOE.

PP00682 application note 9:Since the TOE does not use BAC, a Bagpedtion System with BAC (BIS
BAC) cannot be recognised by the TOE.
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This ST includes all subjects from the PACE Protection PR&DO68v2]chap 3.1, namely Manufacturer,
Personalisation Agent, Basic Inspection System (with PACE), Document Signer (DS), and Country Signing
Certification Authority (CSCA), Travel Document Holder and Travel Document Presenter (traveller). Due to
identical definitions and names they are not reped here.

3.2 Assumptions

The assumptions describe the security aspects of the environment in which the TOE will log issed
tended to be used.

3.2.1 A.Insp_Sysdnspection Systems for global interoperability

The Extended Inspection System (EIS) for globalopégability (i) includes the Country Signing CA Public

Key and (ii) implenms the terminal part of PAQEEAO_SAGIhd/or BACPP005% BAC may only be used

if supported by the TOE. If both PACE and BAC are supported by the TOE and the 1S, PACEedust be us
The EIS reads the logical travel document under PACE or BAC and performs the Chip Authentication v.1 to
verify the logical travel document and establishes secure messaging. EIS supports the Terminal Authentica-
tion Protocol v.1 in order to ensure accasmtrol and is authorized by the issuing State or Organisation
through the Document Verifier of the receiving State to read the sensitive biometric reference data.

Justification The assumption A.Insp_Sys does not confine the security objectives [FROE68v2hs it
repeats the requirements of P.Terminal and adds only assumptions for the Inspection Systems for handling
the the EAC functionality of the TOE.

3.2.2 A.Auth_PKI PKI for Inspection Systems

The issuing and receiving States or Organizations estadblgullic key infrastructure for carderifiable
certificates of the Extended Access Control. Toantry Verifying CertificatioAuthorities, the Document
Verifier and Extended Inspecti@ystems hold authentication k@wirs and certificates for theiryblic keys
encoding the access control rightThe Country/erifying Certification Authorities of the issuing States o
Organizations are signing tloertificates of the Document Verifier and the Document Verifaes signing
the certificates ofthe Extemled Inspection Systems of the receiving States or Gzgtans. The issuing
States orOrganizations distribute the public keys of their Country Y Certification Authority toheir
aw¢50a OKALI®

This ST includes the assumption from the PAQEPF®8v2] chap 3.4, namely A.Passive_Auth.

3.3 Threats

This section describes the threats to be averted by the TOE independently or in collaboratidts With
environment. These threats result from the TOEthod of use in the operationanvironment and the
assets stored in or protected by the TOE.

The TOE in collaboration with its IT environment shall avert the threats as specified below.

3.3.1 T.Read_Sensitive_Data Read the sensitive biometric reference data

Adverse action: An attacker tries to gain the sensitiometric reference data through the com-
Ydzy AOF GA2Yy AYGSNFIFOS 2F (GKS (NI} @St R2O0dz
The attack T.Read_Sensitive_Data is similar to the threat T.SkimmirRP@DFH

in respect of the attack path (communication interface) and the motivatiorgéto
RIFIGF &ad2NBR 2y (KS GNI} @St R20dzyrSyiQa OK.
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the attack (sensitive biometric reference data vs. digital MRZ, digitized portrait and

other data), the opportunity (i.e. knowing the PACE Password) and therefore the
possible attack methods. Note, that the sensitive biometric reference data are
a02NBR 2yfeée 2y (GKS UGN} @St R20dzvrSyidQa
whereas the MRZ data and the portrait are visually readable on the physical part of

the travel docunent as well.

Threat agent: having high attack potential, knowing the PACE Password, being in possession of a
legitimate travel document

Asset: confidentiality of logical travel document sensitive user data (i.e. biometric refer-
ence)

332 ¢/ 2dzy G SNEHPA G awe5Qa

Adverse action: An attacker with high attack potential produces an unauthorized copy orreproduc-
GA2y 27F | 3Sy dauged aspavtdfa CointeddtRT ThiLviolates
theauthentid G & 2 F (G KS a walthetiatidh K taleldzyPpBsses-2 NJ
sion of a MRTD.

The attacker may generate a new data set or&sttcompletely or partially thdata

FNRBY | 3ASydzAi yS a ket briadother ppropridte/cRip iQitatele G
GKA& 3ISydzAiyS awe5Qa OKA LD
Threat agent: having high attackotential, being in posssion of one or more legitimatédRTDs
Asset: authenticity of user data stored on the TOE

ThisSTincludes all threats from the PACE[PP0068v2]chager 3.2, namely T.Skimming, T.Eavesdropping,
T.Tracing, T.Abudeunc, T.Irdrmation_Leakage, T.Phyamper, and T.Malfunction. Due to identical defi-
nitions and names they are not repeated here as well.

PRO068v2application notes 10; 19:<informational only>

PP Application note 8 T.Forgery from the PACE PP0068v2] iextended by the Extended Inspection
System additionally to the PACE authenticatedBAEE being outsmarted by the attacker.

3.3.3 T.Forgery Forgery of Data

Adverseaction: An attacker fraudulently alters theser Dataor/and TSFdata stored on thdravel
docunentor/andexchanged between the TOE and the terminal connectedin or-
derto outsmart the PACE authenticated BISCEr the Extended Inspection Sys-
temo& YSFIya 2F OKFIYy3ISROINI @St R20dzYSyiKz2f R
ographicor biometric data). Thettacker does it in such a way that the terminal con-
nectedperceives these modifiedata as authentic one.

Threat agent: having high attack potential
Asset: integrity of the travel document
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3.4 Organizational security policies

The TOE shall comply with the felimg Organizational Security Policies (OSP) as seaudsy procedures,
practices, or guidelines imposed by an organization upon its operations (see C{p@artll, sectio.2).

3.4.1 P.Sensitive_Data Privacy of sensitive biometric reference data

The biometic reference data of finger(s) (EF.DG3) and iris image(s) (EF.DG4) are gansitiegoersonal
data of the MRTD holder. The sensitive biometric reference data can beonsetly inspection systems
which are authorized for this access at the time thRMD ipresented to the inspection system (Extended
InspectionSystems). The issuing State@nganization authorizes the Document Verifiers of theeiving
States to manage thauthorization of inspection systems within the limitsfithed by the Documen¥erifier

/| SNIAFAOIGS® ¢KS awe¢s50Qa Odudintdgrtykof thefsenditiMBviats g@isondl K S
data even during transmission to the Extexdnspection System after CijpthenticationVersion 1

3.4.2 P.Personalization Personalizatiaf the MRTD by issuing State or Organizatiomy

The issuing State or Organization guarantees the correctness bfdgeaphical data, the printegdortrait
and the digitized portrait, the biometric reference daaind other data of the logicMRTD with espect to
the MRTD holder. The personalizatiof the MRTD for the holder performed by an agent authorized by
the issuing State or Organization only.

This ST includes all OSPs from the PAQEABR68Vv2]chager 3.3, namely P.Pr®perational, P.Card_PKI,
P.Trustworthy PKI, P.Manufact and P.Terminal. Due to identical definitions and names they are also not
repeated here.

PRO068v2application note 20<informational only>
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4 { SOdzNAG& hoe2SOiA@Sa

This chapter describeéble security objectives for the TOE and the security objectives for theem@&n-
ment. The security objectives for the TOE environment are separated into semyjdttives for the devel-
opment and production environment and security objectives fordperational environment.

4.1 Security Objectives for the TOE

This section describes the security objectives for the TOE addressing the aspects of idantifitsdto be
countered by the TOE and organizational security policies to be met by the TOE.

4.1.1 OT.Sens_&a_Conf Confidentiality of sensitive biometric reference data

The TOE must ensure the confidentiality of the sensitive biometric reference data (EF.DG3 andEF.DG4) by
granting read access only to authorized Extended Inspection Systemaufflogization ofthe inspection

system is drawn from the Inspection System Certificate used forthe successful authentication and shall be
a nonstrict subset of the authorization defined in theDocument Verifier Certificate in the certificate chain

to the Country VerifieCertificationAuthority of the issuing State or Organization. The TOE must ensure the
confidentiality of thelogical MRTD data during their transmission to Erdended Inspection System. The
confidentiality of the sensitive biometric reference data shallprotected against attacks witigh attack
potential.

412 he¢ d/ KALW! dzi Kyt NP2F t NRP2F 2F aw¢5Q3a OKAL +d

¢CKS ¢h9 Ydzad &dzLI2 NI GKS DSYSNIf LyalLlSOGAz2y {@&ads
chip as issued by the identified issuirgt® or Organization by means of the CAgthentication as defined
iN[TRO3110p ¢ KS | dzi KSYy G4 A OA (& LINE 2 FprolettcB hAindtSaacks with high ¢ 5 Q a
attack potential.

PP application noted: ¢ KS h ¢ @/ KA LJY! dzi K¢t BEhp To haver()Ja dnigue idénitySas a w ¢ 5
IAOSY o6& (GKS awt¢5Qa 520dzYSyid bdzYoSNE O6AA0 | &aSONJ
thentication key as TSF data. The TOE shall protect this TSF data to prevent their misuse. The terminal shall
haS GKS NBEFSNBYOS RIGF (G2 GSNATFE (GKS FdzikKSyadaOk da
L dzi KSYGAOFGA2Y tdzoftAO YSeé GKFG YIFGOKSa GKS /[ KAL) !
icate is provided by (i) the Chip Authentiicat Public Key (EF.DG14) in the LDS [ICAODoc] and (ii) the hash
value of the Chip Authentication Public Key in the Document Security Object signed by the Document Signer.

This ST includes all Security Objectives for the TOE from the PABPORB8v2] chap 4.1, namely
OT.Data_Integrity, OT.Data_Authenticity, OT.Data_Confidentiality, OT.Tracing, OT.ProFuum)se
OT.Prof_Inf_Leak, OT.Prot_Pfiymnper, OT.ldentification, OT.AC_Pers and OT.Prot_Malfunction. Due to
identical definitions and names they aretrrepeated here as well.

PRO068v2application notes 21¢ 23: <informational only>

The following Security Objective for the TOE is defined in addition to the objectives given by the Protection
Profiles to cover the Active Authentication mechanism.

413 OTActBS P! dz KYt N22F t NRP2F 2F (NI @St R20dzYSyiac

The TOE shall support the Basic Inspection Systems to verify the identity and authenticity of the travel doc-
dzYSyiQa OKALI a A&dadzSR o0& GKS A RSy (i AtiveM8tientitadich dzA y 3
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4 RSTAYSR Ay wL/ ! h5208d ¢KS IdziKSyiAOAidGe LINRB2TF
against attacks with high attack potential.

4.2 Security Objectives for the Operational Environment

4.2.1 Issuing State or Organization

The issing State or Organization will implement the following security objectives of theem@©nment.

4.2.1.1 OEAuth_Key_Travel_Document Travel documehiithentication Key

The issuing State or Organisation has to establish the necessary public key infrastruotdes to (i) gen-

SNI GS GKS (NY @St R20dzyYSyiQa /KAL) ! dziKSYGAOlFGAZ2Y Y
Key in the Chip Authentication Public Key data in EF.DG14 and (iii) support inspection systems of receiving
States or Organisatiois2 @JSNAFe& (GKS [ dziKSyadAoOAaide 2F GKS (NI @S
ument by certification of the Chip Authentication Public Key by means of the Document Security Object.

Justification This security objective for the operational envirormhés needed additionally to those from
[PP0O068v2in order to counter the Threat T.Counterfeit as it specifies therprpiisite for the Chip Authen-
tication Protocol Version 1 which is one of the additional featurfethe TOE described only in tReotec-
tion Profile [PP0056v2] and not in [PP0068v2]

4.2.1.2 OE.Authoriz_Sens_Data Authorization for Use of Sensitive Biometric Reference Data

The issuing State or Organisation has to establish the necessary public key infrastructure in order to limit
the access to seits/e biometric reference data of travel document holders to authorized receiving States
or Organisations. The Country Verifying Certification Authority of the issuing State or Organisation gener-
ates card verifiable Document Verifier Certificates for théharized Document Verifier only.

Justification This security objective for the operational environment is needed additionally to those from
[PP0O068v2in order to handle the Threat T.Read_Sensitive_Data, the Organisational Security Policy P.Sen-
sitive_Dah and the Assumption A.Auth_PKI as it specifies thequaisite for the Terminal Authentication
Protocol v.1 as it concerns the need of an PKI for this protocol and the responsibilities of its root instance.
The Terminal Authentication Protocol v.1 iseasf the additional features of the TOE descriloadly in the
Protection Profile [PP0056vahd nd in [PP0068v2]

4.2.2 Receiving State or Organization

The receiving State or Organization will implement the following security objectives of thenv®an-
ment.

4.2.2.1 OE.Exam_Travel Document Examination of the travel docunmagsport book

The inspection system of the receiving State or Organisation must examine the travel document presented
by the traveller to verify its authenticity by means of the physical securigisures and to detect any ma-
nipulation of the physical part of the travel document. The Basic Inspection System for global interoperabil-
ity (i) includes the Country Signing CA Publicdtelythe Document Signer Public Key of each issuing State
or Organisabn, and (ii) implements the terminal part of PAGEAO_SAG&@nd/or the Basic Access Control

[6]. Extended Inspection Systems perform additionally to these points the Chip Authentication Protocol Ver-
sion 1 to verify the Authenticity of the presented trdve R2 OdzY Sy & Q& OKA LJ®

Justification This security objective for the operational environment is needed additionally to those from
[PP0068v2in order to handle the Threat T.Counterfeit and the Assumption A.Insp_Sys by demanding the
Inspection System to perfor the Chip Authentication protocol v.1. OE.Exam_Travel Document also re-
peats partly the requirements from OE.Termina[R®P0068v2hnd therefore also counters T.Forgery and
A.Passive_Auth froffPP0068v2]This is done because a new type of Inspeclgstem is introduced in the
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protection profile [PP0056\2as the Extended Inspection System is needed to handle the additional fea-
tures of a travel document with Extended Access Control.

4.2.2.2 OE.Prot_Logical_Travel _Documedntotection of data from the logicatravel document

The inspection system of the receiving State or Organisation ensures the confidentiality and integrity of the
data read from the logical travel document. The inspection system will prevent eavesdropping to their com-
munication with the TOEdfore secure messaging is successfully established based on the Chip Authenti-
cation Protocol Version 1.

Justification This security objective for the operational environment is needed additionally to those from
[PP0068v2]n order to handle the Assumptiofl.Insp_Sys by requiring the Inspection System to perform
secure messaging based on the Chip Authentication Protocol v.1.

4.2.2.3 OE.Ext_Insp_SystemAuthorization of Extended Inspection Systems

The Document Verifier of receiving States or Organisations autlsdeizeended Inspection Systems by cre-

ation of Inspection System Certificates for access to sensitive biometric reference data of the logical travel
R20dzyYSyido ¢KS 9EGSYRSR LyalwLlSoOiAazy {eadSy |daikSyid.
access tdhe sensitive biometric reference data with its private Terminal Authentication Key and its Inspec-

tion System Certificate.

Justification This security objective for the operational environment is needed additionally to those from
[PP0O068v2in order to handle the Threat T.Read_Sensitive_Data, the Organisational Security Policy P.Sen-
sitive_Data and the Assumption A.Auth_PKI as it specifies theeqtasite for the Terminal Authentication
Protocol v.1 as it concerns the responsibilities of the Documerifideinstance and the Inspection Sys-
tems.

This ST includes all Security Objectives of the TOE environment from the PIREBFE3v2]chap. 4.2,
namely OE.Legislative_Compliance, OE.Passive_Auth_Sign, OE.Personalisation, OE.Terminal, and
OE.Travel_Docuemt_Holder. Due to identical definitions and names they are not repeated here.

PRO068v2application note 24 <informational only>

The following objective for the environment was added:

4.2.2.4 OE.Active_Auth_Key MRTD:

The inspection system of the receiving StatéDrganisation mustarry out Active Authenticatioto verify
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Justification This security objective for the operational environment is needed additionally to those from
[PP0O068v2]and [PP0O056vA]order to handle the Threat Tounterfeit It neither mitigates a threat meant

to be addressed by security objectives for the T@s is achieved by chip authentication alomeor fulfils
an OSP meant to be addressed by security objectives for the TO

4.3 Security Objective Rationale

The following table provides an overview for security objectives coverage.
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