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1 LƴǘǊƻŘǳŎǘƛƻƴ 

1.1 ST/TOE Identification 

Title: {9/hw!ϰ L5 · !ǇǇƭŜǘ /ƻƭƭŜŎǘƛƻƴ ǿƛǘƘ ŜtŀǎǎƭŜǘ {ǳƛǘŜ v3.5 by cryptovision 
GmbH, version 1.0 ς Java Card applet configuration providing Machine 
Readable Travel Documenǘ ǿƛǘƘ αL/!h !ǇǇƭƛŎŀǘƛƻƴέΣ 9ȄǘŜƴŘŜŘ Access Con-
trol with PACE ς Security Target Lite 

Document Version:  v1.4 

Origin:    cv cryptovision GmbH 

Compliant to:   Common Criteria Protection Profile - Machine Readable Travel Document 
ǿƛǘƘ αL/!h !ǇǇƭƛŎŀǘƛƻƴέΣ 9ȄǘŜƴŘŜŘ !ŎŎŜǎǎ /ƻƴǘǊƻƭ with PACE (EAC PP) 
(BSI-CC-PP0056v2) [PP0056v2] 

Product identification:  {9/hw!ϰ L5 · !ǇǇƭŜǘ /ƻƭƭŜŎǘƛƻƴ ǿƛǘƘ ŜtŀǎǎƭŜǘ {ǳƛǘŜ v3.5 by cryptovision 
GmbH, version 1.0 

TOE identification: {9/hw!ϰ L5 · !ǇǇƭŜǘ /ƻƭƭŜŎǘƛƻƴ ǿƛǘƘ ŜtŀǎǎƭŜǘ {ǳƛǘŜ v3.5 by cryptovision 
GmbH, version 1.0 ς Java Card applet configuration providing Machine 
Readable Travel Documenǘ ǿƛǘƘ αL/!h !ǇǇƭƛŎŀǘƛƻƴέΣ 9ȄǘŜƴŘŜŘ Access Con-
trol with PACE 

Javacard OS platform:  {9/hw!ϰ L5 · v1.1 (SLJ52GxAyyyzX), NSCIB-CC-0031318-CR2 [Cert_Secora] 

Security controller:  IFX_CCI_000010 [ST_IC], BSI-DSZ-CC-1079-2020-v2 

TOE documentation:  Administration and user guide [Guidance] 

1.2 ST overview 

This document contains the security target for MRTD chips based on the MRTD-EAC application of the 
{9/hw!ϰ L5 · !ǇǇƭŜǘ /ƻƭƭŜŎǘƛƻƴ ǿƛǘƘ ŜtŀǎǎƭŜǘ Suite v3.5 by cryptovision GmbH, version 1.0. {9/hw!ϰ L5 · 
Applet Collection with ePasslet Suite v3.5 by cryptovision GmbH, version 1.0 is a set of Javacard applications 
intended to be used exclusively on the SECORA ID-X Javacard OS platforms, which is certified according to 
CC EAL 5+ [Cert_Secora]. {9/hw!ϰ L5 · !ǇǇƭŜǘ /ƻƭƭŜŎǘƛƻƴ ǿƛǘƘ ŜtŀǎǎƭŜǘ Suite v3.5 by cryptovision GmbH, 
version 1.0 as well as the SECORA ID-X operating system are provided on a smart card chip based on the 
Infineon IFX_CCI_000010 security controller, which is itself certified according to CC EAL 5+ [Cert_IC]. 

This Security Target defines the security objectives and requirements for the contact based / contactless 
smart card of machine readable travel documents based on the requirements and recommendations of the 
International Civil Aviation Organization (ICAO). It addresses the advanced security methods Password Au-
thenticated Connection Establishment, Extended Access Control, and Chip Authentication similar to the Ac-
ǘƛǾŜ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ ƛƴ ΨL/!h 5ƻŎ фолоΩ ώICAODoc]. 

This security target claims strict conformance to the Protection Profile Machine Readable Travel Document 
ǿƛǘƘ άL/!h !ǇǇƭƛŎŀǘƛƻƴέΣ 9ȄǘŜƴŘŜŘ !ŎŎŜǎǎ /ƻƴǘǊƻƭ with PACE (EAC PP) (BSI-CC-PP0056v2) [PP0056v2] and 
Protection Profile Machine Readable Travel Document using Standard Inspection Procedure with PACE 
(PACE PP), BSI-CC-PP-0068-V2-2011-MA-01 [PP0068v2]. 

The main objectives of this ST are: 

¶ to introduce TOE and the MRTD application, 

¶ to define the scope of the TOE and its security features, 
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¶ to describe the security environment of the TOE, including the assets to be protected and the 
threats to be countered by the TOE and its environment during the product development, produc-
tion and usage. 

¶ to describe the security objectives of the TOE and its environment supporting in terms of integrity 
and confidentiality of application data and programs and of protection of the TOE. 

¶ to specify the security requirements which includes the TOE security functional requirements, the 
TOE assurance requirements and TOE security functionalities. 

The assurance level for the TOE is CC EAL5 augmented with ALC_DVS.2 and AVA_VAN.5.1 

1.3 TOE overview 

¢ƘŜ ¢h9 ƛǎ ŀ WŀǾŀ /ŀǊŘ ό{9/hw!ϰ L5 · !ǇǇƭŜǘ /ƻƭƭŜŎǘƛƻƴ ǿƛǘƘ ŜtŀǎǎƭŜǘ Suite v3.5 by cryptovision GmbH, 
version 1.0) configured to provide a contactless integrated circuit chip containing components for a machine 
readable travel document (MRTD chip). After instantiation and configuration as MRTD-EAC configuration it 
can be programmed amongst others according to the Logical Data Structure (LDS) defined in [ICAODoc] and 
additionally providing the ExǘŜƴŘŜŘ !ŎŎŜǎǎ /ƻƴǘǊƻƭ ŀŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ΨL/!h 5ƻŎ фолоΩ ώL/!h5ƻŎϐ ŀƴŘ BSI TR-
03110 [TR-03110], respectively.  

The communication between terminal and chip shall be protected by Password Authenticated Connection 
Establishment (PACE) according to Electronic Passport using Standard Inspection Procedure with PACE 
(PACE PP), BSI-CC-PP-0068-V2-2011-MA-01 [PP0068v2]. 

1.4 TOE description 

1.4.1 Overview of {9/hw!ϰ L5 · !ǇǇƭŜǘ /ƻƭƭŜŎǘƛƻƴ ǿƛǘƘ ŜtŀǎǎƭŜǘ Suite v3.5 by cryptovision 
GmbH, version 1.0 

{9/hw!ϰ L5 · !ǇǇƭŜǘ /ƻƭƭŜŎǘƛƻƴ ǿƛth ePasslet Suite v3.5 by cryptovision GmbH, version 1.0 is a set of Java 
Card applets for e-ID document applications built upon an underlying core library. The following Table 1 
provides an overview of the individual applications included in {9/hw!ϰ L5 · !ǇǇƭŜǘ /ƻƭƭŜŎǘƛƻƴ ǿƛǘƘ ŜtŀǎǎƭŜǘ 
Suite v3.5 by cryptovision GmbH, version 1.0: 

 

Product / Application Specification Configuration2 

ICAO MRTD application with Basic Access Con-
trol (BAC) and Supplemental Access Control 
(SAC) 

ICAO Doc 9303 ePasslet3.5/MRTD-BAC 

ISO File System application ISO 7816 ePasslet3.5/ISO-FS 

ISO Driving License application with Basic Ac-
cess Protection (BAP) or Supplemental Access 
Control (SAC) 

ISO 18013 ePasslet3.5/IDL-Basic 

ISO Driving License application with Extended 
Access Protection (EAP) or Extended Access 
Control (EACv1) 

ISO 18013 ePasslet3.5/IDL-Extended 

                                                           
1 In comparison to PP0056v2, which aims at assurance level EAL4 augmented, the higher evaluation assur-
ance level EAL5 is target of this evaluation. Thus, the augmentation ATE_DPT.2 of PP0056v2 is superseded 
by ATE.DPT.3 of the EAL5 package. 

2 The names of the configurations reflect that the TOE is based on version 3.5 of ePasslet suite. 
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ICAO MRTD application with Extended Access 
Control (EACv1) 

ICAO Doc 9303, TR03110v1.11 ePasslet3.5/MRTD-EAC 

Secure Signature Creation Device application 

supporting PKI utilization 

ISO 7816, PKCS#15 ePasslet3.5/SSCD 

Secure Signature Creation Device application 
supporting PKI utilization ς Device with key 
import 

ISO 7816, PKCS#15 ePasslet3.5/SSCD-IMP 

EU Electronic Vehicle Registration application EU Council Directive 1999/37/EC ePasslet3.5/eVR 

EU Electronic Health Insurance application CWA 15974 ePasslet3.5/eHIC 

German eID Document application ICAO Doc 9303, TR03110v2.11, 
TR03127 v1.15 

ePasslet3.5/GeID 

Customizable eID Document application ICAO Doc 09303 and 
TR03110v2.11 

ePasslet3.5/GenID 

EU Electronic Residence Permit application TR03127 v1.15 ePasslet3.5/eRP 

Table 1: Configurations of the {9/hw!ϰ L5 · !ǇǇƭŜǘ /ƻƭƭŜŎǘƛƻƴ ǿƛǘƘ ŜtŀǎǎƭŜǘ Suite v3.5 by cryptovision GmbH, 
version 1.0. Please note that not all configurations are certified according to Common Criteria. The TOE of 
this ST is marked in yellow. 

 

These configurations are based on one or more predefined applets; different configurations might use the 
same underlying applet.  

The whole applet code resides in the Flash memory; the applets providing these different configurations 
are instantiated into Flash memory. Multiple configurations (and hence support for different applications) 
can be present at the same time by instantiating multiple applets with their distinct configurations. Such 
additional functionality is independent of the functionality of the TOE as described in this security target 
and the guidance manuals. This is ensured by the isolation properties of the Java Card platform. 

A common combination could be an ICAO MRTD applet and an ePKI applet providing a travel application 
with LDS data and EAC authentication together with a signature application. 

The following configurations are certified according to Common Criteria: 

¶ configuration providing Machine Readable Travel 5ƻŎǳƳŜƴǘ ǿƛǘƘ αL/!h !ǇǇƭƛŎŀǘƛƻƴέΣ .ŀǎƛŎ !ŎŎŜǎǎ 

Control (BAC); this TOE is defined in a separate security target; 

¶ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǇǊƻǾƛŘƛƴƎ aŀŎƘƛƴŜ wŜŀŘŀōƭŜ ¢ǊŀǾŜƭ 5ƻŎǳƳŜƴǘ ǿƛǘƘ αL/!h !ǇǇƭƛŎŀǘƛƻƴέΣ 9Ȅtended 

Access Control with PACE; this is the TOE of this security target; 

¶ configuration providing Secure Signature Creation Device with key generation; this TOE is defined 

in a separate security target, 

¶ configuration providing Secure Signature Creation Device with key import; this TOE is defined in a 

separate security target. 

Combinations of certified and non-certified applications are possible. 

Via configuration the instanciated applets can be tied to the contactless and/or the contact interface, re-
spectively. 

1.4.2 TOE definition 

The Target of Evaluation (TOE) is the contactless integrated circuit chip containing components for a ma-
chine readable travel document (MRTD chip). After instantiation and configuration of the {9/hw!ϰ L5 · 
Applet Collection with ePasslet Suite v3.5 by cryptovision GmbH, version 1.0 as MRTD-EAC configuration it 
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Ŏŀƴ ōŜ ǇǊƻƎǊŀƳƳŜŘ ŀŎŎƻǊŘƛƴƎ ǘƻ L/!h ¢ŜŎƘƴƛŎŀƭ wŜǇƻǊǘ ά{ǳǇǇƭŜƳŜƴǘŀƭ !ŎŎŜǎǎ /ƻƴǘǊƻƭ ŦƻǊ aŀŎƘƛƴŜ wŜŀŘπ
ŀōƭŜ ¢ǊŀǾŜƭ 5ƻŎǳƳŜƴǘǎέ ώL/!hψ{!/ϐ όǿƘƛŎƘ ƳŜŀƴǎ ŀƳƻƴƎǎǘ ƻǘƘŜǊǎ ŀŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ [ƻƎƛŎŀƭ 5ŀǘŀ {ǘǊǳŎǘǳǊŜ 
(LDS) defined in [ICAODoc]) and additioƴŀƭƭȅ ǇǊƻǾƛŘƛƴƎ ǘƘŜ 9ȄǘŜƴŘŜŘ !ŎŎŜǎǎ /ƻƴǘǊƻƭ ŀŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ΨL/!h 
5ƻŎ фолоΩ ώL/!h5ƻŎϐ ŀƴŘ .{L ¢w-03110 [TR-03110], respectively. The communication between terminal and 
chip shall be protected by Password Authenticated Connection Establishment (PACE) according to Electronic 
Passport using Standard Inspection Procedure with PACE (PACE PP), BSI-CC-PP-0068-V2-2011-MA-01 
[PP0068v2].  

The TOE consists of 

¶ the circuitry of the chip (the integrated circuit, IC) including the contact-based interface with hard-
ware for the contactless interface including contacts for the antenna, providing basic cryptographic 
functionalities, 

¶ the platform with the Java Card operation system SECORA ID-X (SLJ52GxAyyyzX; please refer to the 
platform security target [ST_SECORA] for details of this designation), 

¶ the guidance documentation of SECORA ID-X (SLJ52GxAyyyzX) according to [ST_SECORA], section 

1.4.1.4., 

¶ {9/hw!ϰ L5 · !ǇǇƭŜǘ /ƻƭƭŜŎǘƛƻƴ ǿƛǘƘ ŜtŀǎǎƭŜǘ Suite v3.5 by cryptovision GmbH, version 1.0 ς Java 

Card applet configuration  providiƴƎ aŀŎƘƛƴŜ wŜŀŘŀōƭŜ ¢ǊŀǾŜƭ 5ƻŎǳƳŜƴǘ ǿƛǘƘ αL/!h !ǇǇƭƛŎŀǘƛƻƴέΣ 

Extended Access Control with PACE,  

¶ the associated Administrator and User Guidance [Guidance] in PDF format. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Hardware: Infineon IFX_CCI_000010 

Javacard OS: Infineon SECORA ID-X 

{9/hw!ϰ L5 · !ǇǇƭŜǘ /ƻƭƭŜŎǘƛƻƴ ǿƛǘƘ ŜtŀǎǎƭŜǘ 
Suite v3.5 by cryptovision GmbH, version 1.0 
code in non-volatile memory (Flash image) 

Instantiated 
Applet of the 
ePasslet Suite 
according to 

User Guidance 

3rd party 
applet 

(bytecode 
verified ac-
cording to 
User Guid-

ance) 

Other instantiated ap-
plet using ePasslet 

Suite code (bytecode 
verified according to 

User Guidance) 

TOE boundary 

Figure 1: Schematic view on the Target of Evaluation (TOE) and its boundaries. The TOE is based on the 
certified hardware and Javacard OS. Besides the {9/hw!ϰ L5 · !ǇǇƭŜǘ /ƻƭƭŜŎǘƛƻƴ ǿƛǘƘ ŜtŀǎǎƭŜǘ Suite v3.5 by 
cryptovision GmbH, version 1.0 code in non-volatile memory and the applet instantiated from it which forms 
the TOE of this security target, it may also contain additional applets which are not part of the TOE. 
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¢ƘŜ ¢h9Ωǎ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ŎƭŀƛƳŜŘ ōȅ ǘƘƛǎ {ŜŎǳǊƛǘȅ ¢ŀǊƎŜǘ ƛǎ ǊŜŀƭƛȊŜŘ by the {9/hw!ϰ L5 · !ǇǇƭŜǘ /ƻƭƭŜŎǘƛƻƴ 
with ePasslet Suite v3.5 by cryptovision GmbH, version 1.0 in the MRTD-EAC configuration only. 

1.4.3 TOE package types and forms of delivery 

The TOE can be delivered in the following forms: 

¶ Packaged as 

o contact based modules 

o dual interface modules 

o contactless modules 

¶ Packageless as sawn or unsawn wafer 

The TOE supports Coil on Module antennas for dual interface modules [ST_SECORA]. 

 

The delivery is carried out in the following form: 

TOE component Delivered format Delivery method Comment 

Underlying platform 
with {9/hw!ϰ L5 · !Ǉπ
plet Collection  

Packaged as 

¶ contact based 

modules 

¶ dual interface 

modules 

¶ contactless 

modules 

Packageless as sawn or 
unsawn wafer 

Postal transfer in cages All materials are deliv-
ered to distribution cen-
ters in cages, locked. 

All User Guidance docu-
ments including the 
SECORA ID-X guidance 
documentation 

Personalized PDF SecureX transfer  

 

1.4.4 TOE identification 

Identification of the platform is performed by the procedure according to [AGD_PRE]. 

Once the platform is identified correctly, the correct version of ǘƘŜ WŀǾŀ ŎŀǊŘ ƭŀȅŜǊ ƻŦ ǘƘŜ ¢h9 ό{9/hw!ϰ L5 
X Applet Collection with ePasslet Suite v3.5 by cryptovision GmbH, version 1.0) can be verified as descibed 
in [Guidance]. 

1.4.5 TOE usage and security features for operational use 

This paragraph is directly based on the corresponding paragraph in the protection profile [PP0056v2]. 

A State or Organisation issues travel documents to be used by the holder for international travel. The trav-
eller presents a travel document to the inspection system to prove his or her identity. The travel document 
in context of this security target contains (i) visual (eye readable) biographical data and portrait of the 
holder, (ii) a separate data summary (MRZ data) for visual and machine reading using OCR methods in the 
Machine readable zonŜ όaw½ύ ŀƴŘ όƛƛƛύ Řŀǘŀ ŜƭŜƳŜƴǘǎ ƻƴ ǘƘŜ ǘǊŀǾŜƭ ŘƻŎǳƳŜƴǘΩǎ ŎƘƛǇ ŀŎŎƻǊŘƛƴƎ ǘƻ [5{ ƛƴ ŎŀǎŜ 
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of contactless machine reading. The authentication of the traveller is based on (i) the possession of a valid 
travel document personalised for a holder with the claimed identity as given on the biographical data page 
and (ii) biometrics using the reference data stored in the travel document. The issuing State or Organisation 
ensures the authenticity of the data of genuine travel documents. The receiving State trusts a genuine travel 
document of an issuing State or Organisation. 

For this security target the travel document is viewed as unit of 

(i) the physical part of the travel document in form of paper and/or plastic and chip. It presents vis-

ual readable data including (but not limited to) personal data of the travel document holder 

(a) the biographical data on the biographical data page of the travel document surface, 

(b) the printed data in the Machine Readable Zone (MRZ) and 

(c) the printed portrait. 

(ii) the logical travel document as data of the travel document holder stored according to the Logical 

Data Structure as defined in [ICAODoc] as specified by ICAO on the contact based or contactless 

integrated circuit. It presents contact based / contactless readable data including (but not limited 

to) personal data of the travel document holder 

(a) the digital Machine Readable Zone Data (digital MRZ data, EF.DG1), 

(b) the digitized portraits (EF.DG2), 

(c) the biometric reference data of finger(s) (EF.DG3) or iris image(s) (EF.DG4) or both 

(d) the other data according to LDS (EF.DG5 to EF.DG16) and 

(e) the Document Security Object (SOD). 

The issuing State or Organisation implements security features of the travel document to maintain the au-
thenticity and integrity of the travel document and their data. The physical part of the travel document and 
ǘƘŜ ǘǊŀǾŜƭ ŘƻŎǳƳŜƴǘΩǎ ŎƘƛǇ ŀǊŜ ƛŘŜƴǘƛŦƛŜŘ ōȅ ǘƘŜ 5ƻŎǳƳŜƴǘ bǳƳōŜǊΦ 

The physical part of the travel document is protected by physical security measures (e.g. watermark, secu-
rity printing), logical (e.g. authentication keys of ǘƘŜ ǘǊŀǾŜƭ ŘƻŎǳƳŜƴǘΩǎ ŎƘƛǇύ ŀƴŘ ƻǊƎŀƴƛǎŀǘƛƻƴŀƭ ǎŜŎǳǊƛǘȅ 
measures (e.g. control of materials, personalisation procedures) [ICAODoc]. These security measures can 
ƛƴŎƭǳŘŜ ǘƘŜ ōƛƴŘƛƴƎ ƻŦ ǘƘŜ ǘǊŀǾŜƭ ŘƻŎǳƳŜƴǘΩǎ ŎƘƛǇ ǘƻ ǘƘŜ ǘǊŀǾŜƭ ŘƻŎǳƳŜƴǘΦ 

The logical travel document is protected in authenticity and integrity by a digital signature created by the 
document signer acting for the issuing State or Organisation and the security features of the travel docu-
ƳŜƴǘΩǎ ŎƘƛǇΦ 

The ICAO defines the baseline security methods Passive Authentication and the optional advanced security 
ƳŜǘƘƻŘǎ .ŀǎƛŎ !ŎŎŜǎǎ /ƻƴǘǊƻƭ ǘƻ ǘƘŜ ƭƻƎƛŎŀƭ ǘǊŀǾŜƭ ŘƻŎǳƳŜƴǘΣ !ŎǘƛǾŜ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ ƻŦ ǘƘŜ ǘǊŀǾŜƭ ŘƻŎǳƳŜƴǘΩǎ 
chip, Extended Access Control to and the Data Encryption of sensitive biometrics as optional security meas-
ure in the ICAO Doc 9303 [ICAODoc], and Password Authenticated Connection Establishment [ICAO_SAC]. 
The Passive Authentication Mechanism is performed completely and independently of the TOE by the TOE 
environment. 

This security target addresses the protection of the logical travel document (i) in integrity by write-only-
once access control and by physical means, and (ii) in confidentiality by the Extended Access Control Mech-
anism. This security target addresses the Chip Authentication Version 1 described in [TR-03110] as an alter-
native to the Active Authentication stated in [ICAODoc]. 

If BAC is supported by the TOE, the travel document has to be evaluated and certified separately. This is 
due to the fact that [PP0055] does only consider extended basic attack potential to the Basic Access Control 
Mechanism (i.e. AVA_VAN.3). 

The confidentiality by Password Authenticated Connection Establishment (PACE) is a mandatory security 
ŦŜŀǘǳǊŜ ƻŦ ǘƘŜ ¢h9Φ ¢ƘŜ ǘǊŀǾŜƭ ŘƻŎǳƳŜƴǘ ǎƘŀƭƭ ǎǘǊƛŎǘƭȅ ŎƻƴŦƻǊƳ ǘƻ ǘƘŜ Ψ/ƻƳƳon Criteria Protection Profile 
aŀŎƘƛƴŜ wŜŀŘŀōƭŜ ¢ǊŀǾŜƭ 5ƻŎǳƳŜƴǘ ǳǎƛƴƎ {ǘŀƴŘŀǊŘ LƴǎǇŜŎǘƛƻƴ tǊƻŎŜŘǳǊŜ ǿƛǘƘ t!/9 όt!/9 ttύΩ ώttллсуǾнϐΦ 
Note that [PP0068v2] considers high attack potential. 
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For the PACE protocol according to [ICAO_SAC], the following steps shall be performed: 

(i) the travel document's chip encrypts a nonce with the shared password, derived from the MRZ 

resp. CAN data and transmits the encrypted nonce together with the domain parameters to 

the terminal. 

(ii) The terminal recovers the nonce using the shared password, by (physically) reading the MRZ 

resp. CAN data. 

(iii) The travel document's chip and terminal computer perform a EC-Diffie-Hellmann key agree-

ment together with the ephemeral domain parameters to create a shared secret. Both parties 

derive the session keys KMAC and KENC from the shared secret. 

(iv) Each party generates an authentication token, sends it to the other party and verifies the re-

ceived token. 

After successful key negotiation the terminal and the travel document's chip provide private communica-
tion (secure messaging) [TR-03110], [ICAO_SAC]. 

The protection profile requires the TOE to implement the Extended Access Control as defined in [TR-03110]. 
The Extended Access Control consists of two parts (i) the Chip Authentication Protocol Version 1 and (ii) the 
Terminal Authentication Protocol Version 1 (v.1). The Chip Authentication Protocol v.1 (i) authenticates the 
ǘǊŀǾŜƭ ŘƻŎǳƳŜƴǘΩǎ ŎƘƛǇ ǘƻ ǘƘŜ ƛƴǎǇŜŎǘƛƻƴǎȅǎǘŜƳ ŀƴŘ όƛƛύ ŜǎǘŀōƭƛǎƘŜǎ ǎŜŎǳǊŜ ƳŜǎǎŀƎƛƴƎ ǿƘƛŎƘ ƛǎ ǳǎŜŘ ōȅ ¢ŜǊπ
minal Authentication v.1 to protect the confidentiality and integrity of the sensitive biometric reference 
data during their transmission from the TOE to the inspection system. Therefore Terminal Authentication 
v.1 can only be performed if Chip Authentication v.1 has been successfully executed. The Terminal Authen-
tication Protocol v.1 consists of (i) the authentication of the inspection system as entity authorized by the 
receiving State or Organisation through the issuing State, and (ii) an access control by the TOE to allow 
reading the sensitive biometric reference data only to successfully authenticated authorized inspection sys-
tems. The issuing State or Organisation authorizes the receiving State by means of certification the authen-
tication public keys of Document Verifiers who create Inspection System Certificates. 

1.4.6 Major security features of the TOE 

The TOE provides the following TOE security functionalities: 

¶ ¢{Cψ!ŎŎŜǎǎ ƳŀƴŀƎŜǎ ǘƘŜ ŀŎŎŜǎǎ ǘƻ ƻōƧŜŎǘǎ όŦƛƭŜǎΣ ŘƛǊŜŎǘƻǊƛŜǎΣ Řŀǘŀ ŀƴŘ ǎŜŎǊŜǘǎύ ǎǘƻǊŜŘ ƛƴ ǘƘŜ ŀǇǇƭŜǘΩǎ 
file system. It also controls write access of initialization, pre-personalization and personalization 
data. 

¶ TSF_Admin manages the storage of manufacturing data, pre-personalization data and personaliza-
tion data.  

¶ TSF_Secret ensures secure management of secrets such as cryptographic keys. This covers secure 
key storage, access to keys as well as secure key deletion. These mechanisms are mainly provided 
by TSF_OS. 

¶ TSF_Crypto performs high level cryptographic operations. The implementation is mainly based on 
the Security Functionalities provided by TSF_OS. The main supported crypto mechanisms are: 

o hashing with SHA-1, SHA-224, SHA-256, SHA-384 and SHA-512, 

o Diffie-Hellman (DH) key derivation protocol compliant with PKCS#3 and TR-03110 with pa-
rameter lengths of 1024 or 2048 bit, and EC-Diffie-Hellman (ECDH) key derivation protocol 
compliant with ISO 15946 with cryptographic key sizes of 160, 192, 224, 256, 384, 512 and 
521 bit with specific elliptic curves (domain parameters) for Chip Authentication, 

o digital signature verification with ECDSA and cryptographic key sizes of 160, 192, 224, 256, 
384, 512 and 521 bit with specified curves, and RSA and cryptographic key sizes with up to 
2048 bit, 
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o key generation for the optional Active Authentication in accordance with RSA and crypto-
graphic key sizes of up to 2048 bit, or ECDSA with key sizes of 160, 192, 224, 256, 384, 512 
and 521 bit, 

o digital signature generation for the optional Active Authentication in accordance with RSA 
and cryptographic key sizes of up to 2048 bit, or ECDSA with key sizes of 160, 192, 224, 256, 
384, 512 and 521 bit, 

o encryption and decryption with AES and cryptographic key sizes 128, 192, 256 bit, 

o encryption and decryption with 3DES and cryptographic key sizes 112 bit, 

o AES CMAC and cryptographic key sizes of 128, 192, 256 bit, 

o Retail-MAC with cryptographic key size of 112 bit (based on 3DES), 

o ECDH compliant to ISO 15946 with cryptographic key sizes of 160, 192, 224, 256, 384, 512 

and 521 bit used for PACE, and 

o PACE Authentication. 

¶ TSF_SecureMessaging realizes a secure communication channel with MACs and encryption based 
on AES (128, 192 or 256 bit key length) or 3DES (112 bit). 

¶ TSF_Auth realizes different authentication mechanisms: TSF_Auth_PACE (key lengths 160, 192, 224, 
256, 384, 512 and 521 bit), TSF_Auth_Term (Terminal Authentication), TSF_Auth_Sym with AES 
used for personalization and TSF_Auth_Chip to manage the capability of the TOE to authenticate 
itself to the terminal using the Chip Authentication Protocol. 

¶ TSF_Integrity protects the integrity of internal applet data like the Access control lists. 

¶ TSF_OS contains all security functionalities provided by the certified platform (IC, Javacard opera-
tion system). Besides some minor additions, the cryptographic operations are provided by this plat-
form. 

1.4.7 TOE life cycle 

The TOE life cycle is described in terms of the four life cycle phases. This paragraph is directly based on the 
ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǇŀǊŀƎǊŀǇƘ ƛƴ ǘƘŜ ǇǊƻǘŜŎǘƛƻƴ ǇǊƻŦƛƭŜ ώttллрсǾнϐΤ ƛƴǎǘŜŀŘ ƻŦ ǘƘŜ ǘŜǊƳǎ άŜtŀǎǎǇƻǊǘέ ŀƴŘ άǘǊŀǾŜƭ 
ŘƻŎǳƳŜƴǘέ ǳǎŜŘ ƛƴ ώttллрсǾнϐ ǘƘŜ ŀƪǊƻƴȅƳ άaw¢5έ ƛǎ ǳǎŜŘ ǳƴƛŦƻǊƳƭȅ ƘŜǊŜΦ 

1.4.7.1 Phase 1: Development 

(Step 1) The TOE is developed in phase 1. The IC developer develops the integrated circuit, the IC Dedicated 
Software and the guidance documentation associated with these TOE components.  

(Step 2) The software developer3 uses the guidance documentation for the integrated circuit and the guid-
ance documentation for relevant parts of the IC Dedicated Software and develops the IC Embedded Soft-
ware (operating system), the MRTD application and the guidance documentation associated with these TOE 
components. 

The manufacturing documentation of the IC including the IC Dedicated Software and the Embedded Soft-
ware in the non-volatile non-programmable memories (ROM) is securely delivered to the IC manufacturer. 
The IC Embedded Software in the nonvolatile programmable memories, the MRTD application, the initiali-
sation data and the guidance documentation is securely delivered to the MRTD manufacturer. 

1.4.7.2 Phase 2: Manufacturing 

                                                           
3Please note that in this ST the role software developer of the protection profile is subdivided into two 
separate roles: the operating system is developed by the OS software developer, and the MRTD application 
by the (MRTD) software developer. 
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(Step 3) In a first step ǘƘŜ ¢h9 ƛƴǘŜƎǊŀǘŜŘ ŎƛǊŎǳƛǘ ƛǎ ǇǊƻŘǳŎŜŘ ŎƻƴǘŀƛƴƛƴƎ ǘƘŜ aw¢5Ωǎ ŎƘƛǇ 5ŜŘƛŎŀǘŜŘ {ƻŦǘǿŀǊŜ 
ŀƴŘ ǘƘŜ ǇŀǊǘǎ ƻŦ ǘƘŜ aw¢5Ωǎ ŎƘƛǇ 9ƳōŜŘŘŜŘ {ƻŦǘǿŀǊŜ ƛƴ ǘƘŜ ƴƻƴǾƻƭŀǘƛƭŜ ƴƻƴ-programmable memories 
(ROM). The IC manufacturer writes the IC Identification Data onto the chip to control the IC as MRTD mate-
rial during the IC manufacturing and the delivery process to the MRTD manufacturer. The IC is securely 
delivered from the IC manufacturer to the MRTD manufacturer. 

The TOE delivery according to CC is the delivery of the IC (with the application code in ROM) from the IC 
manufacturer to the MRTD manufacturer. 

If necessary the IC manufacturer adds the parts of the IC Embedded Software in the non-volatile program-
mable memories (for instance EEPROM). 

(Step4 optional) The MRTD manufacturer combines the IC with hardware for the contact based / contactless 
interface in the MRTD unless the travel document consists of the card only. 

(Step5) The MRTD manufacturer (i) adds the IC Embedded Software or part of it in the non-volatile pro-
grammable memories (for instance EEPROM or FLASH) if necessary, (ii) creates the ePassport application, 
ŀƴŘ όƛƛƛύ ŜǉǳƛǇǎ ǘƘŜ aw¢5Ωǎ ŎƘƛǇǎ ǿƛǘƘ ǇǊŜ-personalization Data. 

PP application note1: Creation of the application implies applet instantiation.4 

In this step the final (but not yet personalized) MRTD is generated from the certified components accord-
ing to the binding initialization and pre-personalization guidelines provided in [Guidance]. 

The pre-personalized MRTD together with the IC Identifier is securely delivered fromthe MRTD manufac-
turer to the Personalization Agent. The MRTD manufacturer also provides the relevant parts of the guidance 
documentation to the Personalization Agent.  

1.4.7.3 Phase 3: Personalisation of the MRTD 

(Step 6) The personalization of the MRTD includes (i) the survey of the MRTD holder biographical data, (ii) 
the enrolment of the MRTD holder biometric reference data (i.e. the digitized portraits and the optional 
biometric reference data), (iii) the printing of the visual readable data onto the physical MRTD and their 
secure transfer to the personalisation agent, (iv) the writing of the TOE User Data and TSF Data into the 
logical MRTD and (v) the writing the TSF Data into the logical MRTD and configuration of the TSF if necessary. 
The step (iv) is performed by the Personalisation Agent and includes but is not limited to the creation of (i) 
the digital MRZ data (DG1), (ii) the digitised portrait (DG2), and (iii) the Document security object.  

The signing of the Document security object by the Document signer [ICAODoc] finalizes the personalization 
of the genuine MRTD for the MRTD holder. The personalized MRTD (together with appropriate guidance 
for TOE use if necessary) is handed over to the MRTD holder for operational use.  

PP and PP0068v2 application note 2:The TSF data (data created by and for the TOE, that might affect the 
operation of the TOE) comprise the Personalisation Agent Authentication Key(s), the Terminal Authentica-
tion trust anchor, the effective date and the Chip Authentication Private Key. 

PP and PP0068v2 application note 3: This ST distinguishes between the Personalisation Agent as entity 
known to the TOE and the Document Signer as entity in the TOE IT environment signing the Document 
security object as described in [ICAODoc]. This approach allows but does not enforce the separation of these 
roles. 

1.4.7.4 Phase 4: Operational use 

ό{ǘŜǇ тύ ¢ƘŜ ¢h9 ƛǎ ǳǎŜŘ ŀǎ aw¢5Ωǎ ŎƘƛǇ ōȅ ǘƘŜ ǘǊŀǾŜƭƭŜǊ ŀƴŘ ǘƘŜ ƛƴǎǇŜŎǘƛƻƴ ǎȅǎǘŜƳǎ ƛƴ ǘƘŜ άhǇŜǊŀǘƛƻƴŀƭ 
¦ǎŜέ ǇƘŀǎŜΦ ¢ƘŜ ǳǎŜǊ Řŀǘŀ Ŏŀƴ ōŜ ǊŜŀŘ ŀŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ǎŜŎǳrity policy of the Issuing State or Organization 
and used according to the security policy of the Issuing State but they can never be modified. 

PP and PP0068v2 application note 4: The intention of the underlying PP [PP0056v2] is to consider at least 
the phases 1 and parts of phase 2 (i.e. Step1 to Step3) as part of the evaluation and therefore to define the 

                                                           
4PP0056v2 and PP0068v2 application note 1. 
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TOE delivery according to CC after this phase. Since specific production steps of phase 2 are of minor security 
relevance (e. g. booklet manufacturing and antenna integration) these are not part of the CC evaluation 
under ALC. Nevertheless the decision about this has to be taken by the certification body resp. the national 
body of the issuing State or Organization. In this case the national body of the issuing State or Organization 
is responsible for these specific production steps.  

Note that the personalization process and its environment may depend on specific security needs of an 
issuing State or Organization. All production, generation and installation procedures after TOE delivery up 
ǘƻ ǘƘŜ άhǇŜǊŀǘƛƻƴŀƭ ¦ǎŜέ όǇƘŀǎŜ пύ ƘŀǾŜ ǘƻ ōŜ ŎƻƴǎƛŘŜǊŜŘ ƛƴ ǘƘŜ ǇǊƻŘǳŎǘ ŜǾŀƭǳŀǘƛƻƴ ǇǊƻŎŜǎǎ ǳƴŘŜǊ !D5 
assurance class. 

Some production steps, e.g. Step 4 in Phase 2 may also take place in the Phase 3. 

Remark: This ST considers only phase 1 and parts of phase 2 (steps 1 - 3) as part of CC evaluation under ALC. 

1.4.8 Non-TOE hardware/software/firmware required by the TOE 

There is no explicit non-TOE hardware, software or firmware required by the TOE to perform its claimed 
security features. The TOE is defined to comprise the chip and the complete operating system and applica-
tion. Note, the inlay holding the chip as well as the antenna and the booklet (holding the printed MRZ) are 
needed to represent a complete MRTD, nevertheless these parts are not inevitable for the secure operation 
of the TOE. 

PP0068v2 application note 5: A terminal shall always start a communication session using PACE. If success-
fully, it should then proceed with passive authentications. If the trial with PACE failed, the terminal may try 
to establish a communication session using other valid options as described above. 
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2 /ƻƴŦƻǊƳŀƴŎŜ ŎƭŀƛƳǎ 

2.1 CC conformance 

This security target claims conformance to: 

¶ Common Criteria for Information Technology Security Evaluation, Part 1: Introduction and General 

Model; Version 3.1, Revision 5, April 2017; CCMB-2017-04-001, [CC_1], 

¶ Common Criteria for Information Technology Security Evaluation, Part 2: Security Functional Re-

quirements; Version 3.1, Revision 5, April 2017; CCMB-2017-04-002, [CC_2], 

¶ Common Criteria for Information Technology Security Evaluation, Part 3: Security Assurance Re-

quirements; Version 3.1, Revision 5, April 2017; CCMB-2017-04-003, [CC_3], 

as follows: 

¶ Part 2 extended, 

¶ Part 3 conformant 

¶ Package conformant to EAL5 augmented with ALC_DVS.2 and AVA_VAN.5 defined in CC part 3 

[CC_3]. 

The 

¶ Common Methodology for Information Technology Security Evaluation, Evaluation Methodol-

ogy; Version 3.1, Revision 5, April 2017; CCMB-2017-04-004, [CC_4] 

has to be taken into account. 

 

The requirements for the evaluation of the TOE and its development and operating environment are those 
takenfrom the 

Evaluation Assurance Level 5 (EAL5) 

and augmented by taking the following components: 

ALC_DVS.2 and AVA_VAN.5. 

2.2 PP Claim 

This security target claims strict conformance to 

¶ the Protection Profile aŀŎƘƛƴŜ wŜŀŘŀōƭŜ ¢ǊŀǾŜƭ 5ƻŎǳƳŜƴǘ ǿƛǘƘ άL/!h !ǇǇƭƛŎŀǘƛƻƴέΣ 9ȄǘŜƴŘŜŘ !Ŏπ

cess Control with PACE (EAC PP) (BSI-CC-PP0056v2) [PP0056v2], 

¶ the Protection Profile Machine Readable Travel Document using Standard Inspection Procedure 

with PACE (PACE PP), BSI-CC-PP-0068-V2-2011-MA-01 [PP0068v2]. 

This Security Target has been extended to include Active Authentication according to [ICAODoc]. 

The evaluation of the TOE uses the result of the CC evaluation of the chip platform claiming conformance 
to the PP [PP_Javacard]. The hardware part of the composite evaluation is covered by the certification re-
port [CertI_C]. In addition, the evaluation of the TOE uses the result of the CC evaluation of the Javacard 
OS. The Javacard OS part of the composite evaluation is covered by the certification reports [Cert_Secora]. 
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2.3 Statement of Compatibility concerning Composite Security Target 

2.3.1 Assessment of the Platform TSFs 

The following table lists all Security Functionalities of the underlying Platform ST and shows, which Security 
Functionalities of the Platform ST are relevant for this Composite ST and which are irrelevant. The first col-
umn addresses specific Security Functionality of the underlying platform, which is assigned to Security Func-
tionalities of the Composite ST in the second column. The last column provides additional information on 
the correspondence if necessary. 

 

tƭŀǘŦƻǊƳ ¢{CπƎǊƻǳǇ /ƻǊǊŜǎǇƻƴŘŜƴŎŜ ƛƴ ǘƘƛǎ {¢ wŜŦŜǊŜƴŎŜǎκwŜƳŀǊƪǎ 

SF.Firewall bƻ ŎƻǊǊŜǎǇƻƴŘŜƴŎŜΣ ƛƴǘŜǊƴŀƭ 
WŀǾŀ ŎŀǊŘ ƳŜŎƘŀƴƛǎƳΦ 

¢Ƙƛǎ ǎŜŎǳǊƛǘȅ ŦǳƴŎǘƛƻƴ ǇǊƻǾƛŘŜǎ ŀƴ 
ŀǇǇƭŜǘ ŦƛǊŜǿŀƭƭΦ 9ŀŎƘ ŀǇǇƭŜǘ ƻƴ ǘƘŜ 
¢h9 Ƴǳǎǘ ƘŀǾŜ ōŜŜƴ ǇŀǎǎŜŘ ǘƘŜ 
.ȅǘŜŎƻŘŜ ±ŜǊƛŦƛŜǊ ƛƴ ƻǊŘŜǊ ǘƻ ŜƴǎǳǊŜ 
ŎƻǊǊŜŎǘ ŀǇǇƭŜǘ ƛǎƻƭŀǘƛƻƴΦ 

SF.RIP ¢{Cψ{ŜŎǊŜǘ ¢Ƙƛǎ ǎŜŎǳǊƛǘȅ ŦǳƴŎǘƛƻƴ ŜƴǎǳǊŜǎ ǘƘŀǘ 
ǎŜƴǎƛǘƛǾŜ ƛƴŦƻǊƳŀǘƛƻƴ ŀǊŜ ƳŀŘŜ ǳƴŀπ
ǾŀƛƭŀōƭŜ ŀŦǘŜǊ ǳǎŀƎŜ ōȅ ƻǾŜǊǿǊƛǘƛƴƎ 
ǘƘŜƳ ǿƛǘƘ ȊŜǊƻǎ ƻǊ ǊŀƴŘƻƳ ǾŀƭǳŜǎΦ 

SF.Rollback bƻ ŎƻǊǊŜǎǇƻƴŘŜƴŎŜΣ ƛƴǘŜǊƴŀƭ 
WŀǾŀ ŎŀǊŘ ƳŜŎƘŀƴƛǎƳǎΦ 

¢Ƙƛǎ ǎŜŎǳǊƛǘȅ ŦǳƴŎǘƛƻƴ ƛƳǇƭŜƳŜƴǘǎ ŀǘπ
ƻƳƛŎƛǘȅ ŀƴŘ ǊƻƭƭōŀŎƪ ƳŜŎƘŀƴƛǎƳ ŦƻǊ 
Dƭƻōŀƭ tƭŀǘŦƻǊƳ ƳŀƴŀƎŜƳŜƴǘ ŦǳƴŎπ
ǘƛƻƴǎΦ 

SF.SCP ¢{Cψ{ŜŎǳǊŜaŜǎǎŀƎƛƴƎΣ 
¢{Cψ/ǊȅǇǘƻ όǊŜƎŀǊŘƛƴƎ {ŜŎǳǊŜ 
aŜǎǎŀƎƛƴƎύ 

¢ƘŜ ¢h9 ƛƳǇƭŜƳŜƴǘǎ ǎŜŎǳǊŜ ŎƘŀƴƴŜƭ 
ǇǊƻǘƻŎƻƭǎ ŀŎŎƻǊŘƛƴƎ ǘƻ ώDtψǾноϐΣ 
ŎƘŀǇǘŜǊ млΦ ¢ƘŜ ǇǊƻǘƻŎƻƭǎ {/tлн ŀƴŘ 
{/tло ŀǊŜ ǎǳǇǇƻǊǘŜŘΦ 

SF.CM ¢{Cψ!ŎŎŜǎǎΣ ¢{Cψ!ŘƳƛƴ ¢Ƙƛǎ ǎŜŎǳǊƛǘȅ ŦǳƴŎǘƛƻƴ ƛƳǇƭŜƳŜƴǘǎ ŀƴ 
ŀŎŎŜǎǎ ŎƻƴǘǊƻƭ ǇƻƭƛŎȅ ŦƻǊ Dƭƻōŀƭ tƭŀǘπ
ŦƻǊƳ ŎŀǊŘ ƳŀƴŀƎŜƳŜƴǘ ŦǳƴŎǘƛƻƴǎ ŀŎπ
ŎƻǊŘƛƴƎ ǘƻ ώDtψǾноϐΣ ŎƘŀǇǘŜǊǎ фΦо ς 
фΦсΦ 

SF.Physical ¢{CψLƴǘŜƎǊƛǘȅΣ ¢{Cψ{ŜŎǊŜǘ 

 

¢Ƙƛǎ ǎŜŎǳǊƛǘȅ ŦǳƴŎǘƛƻƴ ǇǊƻǾƛŘŜǎ 
ƳŜŀƴǎ ǘƻ ǇǊƻǘŜŎǘ {Cwǎ ŀƎŀƛƴǎǘ ǇƘȅǎƛπ
Ŏŀƭ ǘŀƳǇŜǊƛƴƎ ŀƴŘ ƭŜŀƪŀƎŜΦ 

SF.CS ¢{Cψ/ǊȅǇǘƻ ¢Ƙƛǎ ǎŜŎǳǊƛǘȅ ŦǳƴŎǘƛƻƴ ǇǊƻǾƛŘŜǎ ǘƘŜ 
ŎǊȅǇǘƻƎǊŀǇƘƛŎ ǎŜǊǾƛŎŜǎ ŦƻǊ ŀǇǇƭŜǘǎΦ 

Table 2: Relevant platform TSF-groups and their correspondence 

2.3.2 Assessment of the Platform SFRs 

The following table provides an assessment of all Platform SFRs. The Platform SFRs are listed in the order 
used within the security target of the platform [ST_Secora]. 

 

Platform SFR Correspondence in this ST References/Remarks 

CoreG_LC Security Functional Requirements (chapter 7.2.1 in platform ST) 
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Platform SFR Correspondence in this ST References/Remarks 

FDP_ACC.2/FIREWALL No correspondence Out of scope (internal Java Card Fire-
wall). The resulting requirements for 
applets are reflected in the User 
Guidance of the TOE. No contradic-
tion to this ST. 

FDP_ACF.1/FIREWALL No correspondence Out of scope (internal Java Card Fire-
wall). The resulting requirements for 
applets are reflected in the User 
Guidance of the TOE. No contradic-
tion to this ST. 

FDP_IFC.1/JCVM No correspondence Out of scope (internal Java Virtual 
Machine). No contradiction to this 
ST. 

FDP_IFF.1/JCVM No correspondence Out of scope (internal Java Virtual 
Machine). No contradiction to this 
ST. 

FDP_RIP.1/OBJECTS No correspondence. Out of scope (internal Java Card Fire-
wall). No contradiction to this ST. 

FMT_MSA.1/JCRE No correspondence Out of scope (internal Java Card Fire-
wall). No contradiction to this ST. 

FMT_MSA.1/JCVM No correspondence Out of scope (internal Java Card Fire-
wall). No contradiction to this ST. 

FMT_MSA.2/FIREWALL-JCVM No correspondence Out of scope (internal Java Card Fire-
wall). The resulting requirements for 
applets are reflected in the User 
Guidance of the TOE. No contradic-
tion to this ST. 

FMT_MSA.3/FIREWALL No correspondence Out of scope (internal Java Card Fire-
wall). The resulting requirements for 
applets are reflected in the User 
Guidance of the TOE. No contradic-
tion to this ST. 

FMT_MSA.3/JCVM No correspondence Out of scope (internal Java Card Fire-
wall). No contradiction to this ST. 

FMT_SMF.1 No correspondence Out of scope (internal Java Card Fire-
wall). No contradiction to this ST. 

FMT_SMR.1 No correspondence Out of scope (internal Java Card Fire-
wall). No contradiction to this ST. 

FCS_CKM.1 

(FCS_CKM.1.1/RSA, 
FCS_CKM.1.1/EC, 
FCS_CKM.1.1/AES, 
FCS_CKM.1.1/TDES) 

FCS_CKM.1/AA 

FCS_CKM.1/DH-PACE 

FCS_CKM.1/CA 

The requirement in this ST is  equiva-
lent to parts of the platform ST. 

FCS_CKM.1/AA is realized based on 
FCS_CKM.1.1/JCAPI/RSA-SIG and 
FCS_CKM.1.1/JCAPI/ECDSA-SIG of 
the platform ST.  

FCS_CKM.1/DH-PACE and 
FCS_CKM.1/CA are realized based on 
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Platform SFR Correspondence in this ST References/Remarks 

FCS_CKM.1.1/JCAPI/ECDH and 
FCS_CKM.1.1/JCAPI/RSA-ENC  of the 
platform ST.   

There are no contradictions to this 
ST. 

FCS_CKM.2 No correspondence Out of scope (managed within Java 
Card OS). No contradiction to this ST. 

FCS_CKM.3 No correspondence Out of scope (managed within Java 
Card OS). No contradiction to this ST. 

FCS_CKM.4 FCS_CKM.4 The requirements are compatible 
(clearKey method, physically over-
writing the keys). 

FCS_COP.1 

(FCS_COP.1.1/JCAPI, 
FCS_COP.1.1/SCP, 
FCS_COP.1.1/SM) 

 

FCS_COP.1/PACE_ENC 

FCS_COP.1/PACE_MAC 

FCS_COP.1/CA_ENC 

FCS_COP.1/CA_MAC 

FCS_COP.1/SIG_VER 

FCS_COP.1/SIG_GEN 

FCS_CKM.1/CA    

The platform requirements are nec-
essary to fulfill the requirements of 
this ST:  

FCS_COP.1/PACE_ENC of this ST cor-
responds to the platform SFRs 
FCS_COP.1.1/JCAPI/AES-ENC and 
FCS_COP.1.1/JCAPI/TDES-ENC. 

FCS_COP.1/PACE_MAC of this ST 
corresponds to the platform SFR 
FCS_COP.1.1/JCAPI/AES-MAC and 
FCS_COP.1.1/JCAPI/TDES-MAC. 

FCS_COP.1/CA_ENC of this ST corre-
sponds to the platform SFRs-
FCS_COP.1.1/JCAPI/AES-ENC and 
FCS_COP.1.1/JCAPI/TDES-ENC.   

FCS_COP.1/CA_MAC of this ST corre-
sponds to the platform SFRs-
FCS_COP.1.1/JCAPI/AES-MAC and 
FCS_COP.1.1/JCAPI/TDES-MAC. 

FCS_COP.1/SIG_VER of this ST corre-
sponds to the platform SFRs 
FCS_COP.1.1/JCAPI/ECDSA-VER and 
FCS_COP.1.1/JCAPI/RSA-VER. 
FCS_COP.1/SIG_GEN of this ST corre-
sponds to the platform SFR 
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Platform SFR Correspondence in this ST References/Remarks 

FCS_COP.1.1/JCAPI/RSA-SIG and 
FCS_COP.1.1/JCAPI/ECDSA-SIG. 

FCS_COP.1.1/JCAPI/HASH of the plat-
form is used within Active Authenti-
cation, PACE, Chip and Terminal Au-
thentication: 

¶ FCS_COP.1/SIG_VER 

¶ FCS_COP.1/SIG_GEN 

¶ FCS_CKM.1/CA 

¶ FIA_API.1 

¶ FIA_API.1/AA. 

FCS_COP.1.1/JCAPI/RSA-DEC is used 
for the implementation of the Diffie-
Hellman calculation in 
FCS_CKM.1/CA. 

No contradictions to this ST. 

FDP_RIP.1/ABORT FDP_RIP.1 Implicitly used for this ST. No contra-
diction to this ST. 

FDP_RIP.1/APDU No correspondence. Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FDP_RIP.1/bArray FDP_RIP.1 Implicitly used for this ST. No contra-
diction to this ST. 

FDP_RIP.1/KEYS FDP_RIP.1 Implicitly used for this ST. No contra-
diction to this ST. 

FDP_RIP.1/TRANSIENT No correspondence. Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FDP_ROL.1/FIREWALL No correspondence. Out of scope (internal Java Card Fire-
wall). The resulting requirements for 
applets are reflected in the User 
Guidance of the TOE. No contradic-
tion to this ST. 

FAU_ARP.1 FPT_FLS.1, FPT_PHP.3 Not directly corresponding, but plat-
form SFR is basis of fulfillment of 
FPT_FLS.1 and FPT_PHP.3. Internal 
counter for security violations com-
plement Java Card OS mechanisms- 
No contradiction to this ST. 

FDP_SDI.2 FPT_FLS.1, FPT_PHP.3 Not directly corresponding, but plat-
form SFR is basis of fulfillment of 
FPT_FLS.1 and FPT_PHP.3. No con-
tradiction to this ST. 

FPR_UNO.1 FPT_EMS.1 Not directly corresponding, but rele-
vant for the fullfillment of 
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Platform SFR Correspondence in this ST References/Remarks 

FPT_EMS.1. No contradiction to this 
ST. 

FPT_FLS.1 FPT_FLS.1 The fulfillment of the platform SFR is 
part of the basis of the fulfillment of 
the SFR of this ST. Internal counter-
measures for detecting security vio-
lations complement Java Card OS 
mechanisms. No contradiction to 
this ST. 

FPT_TDC.1 No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FIA_ATD.1/AID No correspondence. Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FIA_UID.2/AID No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FIA_USB.1/AID No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FMT_MTD.1/JCRE No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FMT_MTD.3/JCRE No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

INSTG Security Functional Requirements (chapter 7.2.2 in platform ST) 

This group consists of the SFRs related to the installation of the applets, which addresses security aspects 
outside the runtime. 

FDP_ITC.2/Installer No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FMT_SMR.1/Installer No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FPT_RCV.3/Installer No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FPT_FLS.1/Installer No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

ADELG Security Functional Requirements (chapter 7.2.3 in platform ST) 

This group consists of the SFRs related to the deletion of applets and/or packages, enforcing the applet 
deletion manager (ADEL) policy on security aspects outside the runtime. 

FDP_ACC.2/ADEL No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FDP_ACF.1/ADEL No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FDP_RIP.1/ADEL No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FMT_MSA.1/ADEL No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 
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Platform SFR Correspondence in this ST References/Remarks 

FMT_MSA.3/ADEL No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FMT_SMF.1/ADEL No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FMT_SMR.1/ADEL No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FPT_FLS.1/ADEL No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

ODELG Security Functional Requirements (chapter 7.2.4 in platform ST) 

The following requirements concern the object deletion mechanism. This mechanism is triggered by the 
applet that owns the deleted objects by invoking a specific API method. 

FDP_RIP.1/ODEL FDP_RIP.1 Implicitly used for this ST. No contra-
diction to this ST. 

FPT_FLS.1/ODEL FPT_FLS.1 The fulfillment of the platform SFR is 
part of the basis of the fulfillment of 
the SFR of this ST. Internal counter-
measures for detecting security vio-
lations complement Java Card OS 
mechanisms. No contradiction to 
this ST. 

CARG Security Functional Requirements (chapter 7.2.5 in platform ST) 

This group includes requirements for preventing the installation of packages that has not been bytecode 
verified, or that has been modified after bytecode verification. All SFRs of the platform are mapped to SFRs 
in CMGRG. 

CMGR Security Functional Requirements (chapter 7.2.6 in platform ST) 

FDP_UIT.1/CCM No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FDP_ROL.1/CCM No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FTP_ITC.2/CCM No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FPT_FLS.1/CCM No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FCS_COP.1/DAP No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FDP_ACC.1/SD No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FDP_ACF.1/SD No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FMT_MSA.1/SD No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FMT_MSA.3/SD No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 
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Platform SFR Correspondence in this ST References/Remarks 

FMT_SMF.1/SD No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FMT_SMR.1/SD No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FTP_ITC.1/SC No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FCO_NRO.2/SC No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FDP_IFC.2/SC No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FDP_IFF.1/SC No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FMT_MSA.1/SC No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FMT_MSA.3/SC No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FMT_SMF.1/SC No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FIA_UID.1/SC No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FIA_UAU.1/SC No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

FIA_UAU.4/SC No correspondence Out of scope (internal Java Card func-
tionality). No contradiction to this ST. 

SCPG Security Functional Requirements (chapter 7.2.7 in platform ST) 

The group SCPG contains the security requirements from the underlying platform. The following SFRs are 
taken from [ST_IC]. Their exact definition will not be repeated here. For details, please see [ST_IC]. 

FPT_PHP.3 FPT_PHP.3  

FPT_EMS.1 

The fulfillment of the SFR in this ST is 
based on the platform SFR (together 
with additional countermeasures). 

FPT_TST.1 FPT_TST.1  Self-testing is directly provided by 
the Java Card platform. 

FCS_RNG.1 FCS_RND.1 In this ST, random numbers accord-
ing to AIS20 class PTG.3 are required. 
The platform generates random 
numbers with a defined quality met-
ric that can be used directly. 

Table 3: Assessment of the platform SFRs. 

2.3.3 Assessment of the Platform Objectives 

The following table provides an assessment of all relevant Platform objectives. 
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tƭŀǘŦƻǊƳ hōƧŜŎǘƛǾŜ /ƻǊǊŜǎǇƻƴŘŜƴŎŜ ƛƴ ǘƘƛǎ {¢ wŜŦŜǊŜƴŎŜǎκwŜƳŀǊƪǎ 

hΦ{L5 No correspondence Out of scope. No contradiction to 
this ST. 

hΦCLw9²![[ No correspondence Out of scope. No contradiction to 
this ST. 

hΦD[h.![ψ!ww!¸{ψ/hbCL5 OT.Data-Confidentiality No contradiction to this ST. 

hΦD[h.![ψ!ww!¸{ψLb¢9D OT.Data-Integrity No contradiction to this ST. 

hΦb!¢L±9 No correspondence Out of scope. No contradiction to 
this ST. 

hΦht9w!¢9 No correspondence Out of scope. No contradiction to 
this ST. 

hΦw9![[h/!¢Lhb No correspondence Out of scope. No contradiction to 
this ST. 

hΦw9{h¦w/9{ No correspondence Out of scope. No contradiction to 
this ST. 

hΦ![!wa No correspondence Out of scope. No contradiction to 
this ST. 

hΦ/LtI9w No correspondence Indirectly relevant for the correct 
function of the TOE of this ST, but no 
corresponding objectives for the 
TOE of this ST. No contradictions. 

hΦY9¸πabD¢ No correspondence Out of scope. No contradiction to 
this ST. 

hΦtLbπabD¢ No correspondence Out of scope. No contradiction to 
this ST. 

hΦ¢w!b{!/¢Lhb No correspondence Out of scope. No contradiction to 
this ST. 

hΦh.Wπ59[9¢Lhb No correspondence Out of scope. No contradiction to 
this ST. 

hΦ59[9¢Lhb No correspondence Out of scope. No contradiction to 
this ST. 

hΦ[h!5 No correspondence Out of scope. No contradiction to 
this ST. 

hΦLb{¢![[ No correspondence Out of scope. No contradiction to 
this ST. 

hΦ/!w5πa!b!D9a9b¢ No correspondence Out of scope. No contradiction to 
this ST. 

hΦ/haa¦bL/!¢Lhb OT.Prot_Phys-Tamper The objectives are related. No con-
tradiction to this ST. 

hΦ{/tΦL/ OT.Prot_Malfunction The objectives are related. No con-
tradiction to this ST. 

hΦ{/tΦw9/h±9w¸ No correspondence Out of scope. No contradiction to 
this ST. 
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tƭŀǘŦƻǊƳ hōƧŜŎǘƛǾŜ /ƻǊǊŜǎǇƻƴŘŜƴŎŜ ƛƴ ǘƘƛǎ {¢ wŜŦŜǊŜƴŎŜǎκwŜƳŀǊƪǎ 

hΦ{/tΦ{¦tthw¢ No correspondence Out of scope. No contradiction to 
this ST. 

hΦ{/tΦwbD No correspondence Out of scope. No contradiction to 
this ST. 

Table 4: Assessment of the platform objectives. 

 

2.3.4 Assessment of Platform Threats 

The following table provides an assessment of all relevant Platform threats. 

 

tƭŀǘŦƻǊƳ ¢ƘǊŜŀǘ /ƻǊǊŜǎǇƻƴŘŜƴŎŜ ƛƴ ǘƘƛǎ {¢ wŜŦŜǊŜƴŎŜǎκwŜƳŀǊƪǎ 

¢Φ/hbCL5π!tt[Lπ5!¢! No correspondence Out of scope. No contradiction 
to this ST. 

¢Φ/hbCL5πW/{π/h59 No correspondence Out of scope. No contradiction 
to this ST. 

¢Φ/hbCL5πW/{π5!¢! T.Information_Leakage No contradiction to this ST. 

¢ΦLb¢9Dπ!tt[Lπ/h59 No correspondence Out of scope. No contradiction 
to this ST. 

¢ΦLb¢9Dπ!tt[Lπ/h59Φ[h!5 No correspondence Out of scope. No contradiction 
to this ST. 

¢ΦLb¢9Dπ!tt[Lπ5!¢! T.Forgery No contradiction to this ST. 

¢ΦLb¢9Dπ!tt[Lπ5!¢!Φ[h!5 No correspondence Out of scope. No contradiction 
to this ST. 

¢ΦLb¢9DπW/{π/h59 No correspondence Out of scope. No contradiction 
to this ST. 

¢ΦLb¢9DπW/{π5!¢! No correspondence Out of scope. No contradiction 
to this ST. 

¢Φ{L5Φм No correspondence Out of scope. No contradiction 
to this ST. 

¢Φ{L5Φн No correspondence Out of scope. No contradiction 
to this ST. 

¢Φ9·9π/h59Φм No correspondence Out of scope. No contradiction 
to this ST. 

¢Φ9·9π/h59Φн No correspondence Out of scope. No contradiction 
to this ST. 

¢Φb!¢L±9 No correspondence Out of scope. No contradiction 
to this ST. 

¢Φw9{h¦w/9{ No correspondence Out of scope. No contradiction 
to this ST. 

¢Φ59[9¢Lhb No correspondence Out of scope. No contradiction 
to this ST. 



 {9/hw!ϰ L5 · !ǇǇƭŜǘ /ƻƭƭŜŎǘƛƻƴ / PP0056v2 based Security Target Lite 

 

 

24 of 95 

tƭŀǘŦƻǊƳ ¢ƘǊŜŀǘ /ƻǊǊŜǎǇƻƴŘŜƴŎŜ ƛƴ ǘƘƛǎ {¢ wŜŦŜǊŜƴŎŜǎκwŜƳŀǊƪǎ 

¢ΦLb{¢![[ No correspondence Out of scope. No contradiction 
to this ST. 

¢Φ/haa¦bL/!¢Lhb No correspondence Out of scope. No contradiction 
to this ST. 

¢Φ¦b!¦¢IhwL½95ψ/!w5ψabD¢ No correspondence Out of scope. No contradiction 
to this ST. 

¢Φ[LC9ψ/¸/[9 ¢ΦtƘȅǎπ¢ŀƳǇŜǊ No contradiction to this ST. 

¢Φh.Wπ59[9¢Lhb No correspondence Out of scope. No contradiction 
to this ST. 

¢ΦtI¸{L/![ No correspondence Out of scope. No contradiction 
to this ST. 

¢ΦwbD No correspondence Out of scope. No contradiction 
to this ST. 

Table 5: Threats of the platform ST. 

2.3.5 Assessment of Platform Organisational Security Policies 

¢ƘŜ hǊƎŀƴƛǎŀǘƛƻƴŀƭ {ŜŎǳǊƛǘȅ tƻƭƛŎȅ άh{tΦ±9wLCL/!¢Lhbέ ŦƻŎǳǎŜǎ ƻƴ ǘƘŜ ƛƴǘŜƎǊƛǘȅ ƻŦ ƭƻŀŘŜŘ ŀǇǇƭŜǘǎΣ 
which is fulfilled by the TOE of this ST since the applet is loaded secured by platform security 
measures into the flash memory. This policy does not contradict to the policies of this ST. 

2.3.6 Assessment of Platform Operational Environment 

2.3.6.1 Assessment of Platform Assumptions 

In the first column, the following table lists all assumptions of the Platform ST. The last column provides an 
explanation of relevance for the Composite TOE. 

 

tƭŀǘŦƻǊƳ !ǎǎǳƳǇǘƛƻƴ wŜƭŜǾŀƴŎŜ ŦƻǊ /ƻƳǇƻǎƛǘŜ {¢ 

!Φ!tt[9¢ !Φ!tt[9¢ ǎǘŀǘŜǎ ǘƘŀǘ ŀǇǇƭŜǘǎ ƭƻŀŘŜŘ ǇƻǎǘπƛǎǎǳŀƴŎŜ Řƻ ƴƻǘ Ŏƻƴǘŀƛƴ ƴŀπ
ǘƛǾŜ ƳŜǘƘƻŘǎΦ ¢Ƙƛǎ ŀǎǎǳƳǇǘƛƻƴ ƭŜŀŘǎ ǘƻ ŀǇǇǊƻǇǊƛŀǘŜ ŘƛǊŜŎǘƛǾŜǎ ƛƴ ǘƘŜ 
ǳǎŜǊ ƎǳƛŘŀƴŎŜ ώDǳƛŘŀƴŎŜϐΦ 

!Φ±9wLCL/!¢Lhb ¢Ƙƛǎ ŀǎǎǳƳǇǘƛƻƴ ǘŀǊƎŜǘǎ ǘƘŜ ŀǇǇƭŜǘ ŎƻŘŜ ǾŜǊƛŦƛŎŀǘƛƻƴΦ wŜƎŀǊŘƛƴƎ Ǉƻǎǘπ
ƛǎǎǳŀƴŎŜ ƭƻŀŘƛƴƎ ƻŦ ǘƘƛǊŘ ǇŀǊǘȅ ŀǇǇƭŜǘǎΣ ǘƘƛǎ ŀǎǎǳƳǇǘƛƻƴ ƭŜŀŘǎ ǘƻ ŀǇπ
ǇǊƻǇǊƛŀǘŜ ŘƛǊŜŎǘƛǾŜǎ ƛƴ ǘƘŜ ǳǎŜǊ ƎǳƛŘŀƴŎŜ ώDǳƛŘŀƴŎŜϐΦ 

Table 6: Assumptions of the Platform ST. 

2.3.6.2 Assessment of Platform Objectives for the Operational Environment 

There are the following Platform Objectives for the Operational Environment that have to be considered.  

 

Platform Objective for the Environment wŜƭŜǾŀƴŎŜ ŦƻǊ /ƻƳǇƻǎƛǘŜ {¢ 

h9Φ!tt[9¢ The platform objective for the environment states 
that applets loaded post-issuance do not contain 
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native methods. This objective for the environ-
ment leads to appropriate directives in the user 
guidance [Guidance]. 

h9Φ±9wLCL/!¢Lhb 

 

The platform objective for the environment tar-
gets the applet code verification. This is fulfilled by 
the TOE of this ST; regarding third-party-code, this 
objective for the environment leads to appropri-
ate directives in the user guidance [Guidance]. 
There it is stated that all applets loaded to the TOE 
have to be verified. 

h9Φ/h59π9±L59b/9 The platform objective for the environment focus-
ses on application code loaded pre-issuance or 
post-issuance. It has to be ensured that the loaded 
application has not been changed since the code 
verification. This objective for the environment 
leads to appropriate directives in the user guid-
ance [Guidance]. 

Table 7: Platform Security Objectives and SFRs for the Operational Environment 
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3 {ŜŎǳǊƛǘȅ ǇǊƻōƭŜƳ ŘŜŦƛƴƛǘƛƻƴ 

This chapter has been taken from [PP0056v2] and [PP0068v2] with only minor modifications. 

3.1 Introduction 

3.1.1 Assets 

¢ƘŜ ŀǎǎŜǘǎ ǘƻ ōŜ ǇǊƻǘŜŎǘŜŘ ōȅ ǘƘŜ ¢h9 ƛƴŎƭǳŘŜ ǘƘŜ ¦ǎŜǊ 5ŀǘŀ ƻƴ ǘƘŜ ǘǊŀǾŜƭ ŘƻŎǳƳŜƴǘΩǎ ŎƘƛǇΣ ǳǎŜǊ Řŀǘŀ ǘǊŀƴǎπ
ferred between the TOE and the terminal, and travel document tracing data from the claimed PACE PP 
[PP0068v2], chap 3.1. 

PP0068v2 application note 6: Please note that user data being referred to in [PP0068v2] include, amongst 
other, individual-related (personal) data of the travel document holder which also include his sensitive (i.e. 
biometric) data. Hence, the general security policy also secures thesŜ ǎǇŜŎƛŦƛŎ ǘǊŀǾŜƭ ŘƻŎǳƳŜƴǘ ƘƻƭŘŜǊΩǎ Řŀǘŀ 
as stated in the table above. 

PP0068v2 application note 7: Since the travel document does not support any secret travel document hold-
erauthentication data and the latter may reveal, if necessary, his or her verification values of the PACE pass-
word to an authorised person or device, a successful PACE authentication of a terminal does not unambig-
uously mean that the travel document holder is using TOE. 

PP0068v2 application note 8: Travel document communication establishment authorisation data are rep-
resented by two different entities: (i) reference information being persistently stored in the TOE and (ii) 
verification information being provided as input for the TOE by a human user as an authorisation attempt. 

The TOE shall secure the reference information as well as ς together with the terminal connectedς the 
ǾŜǊƛŦƛŎŀǘƛƻƴ ƛƴŦƻǊƳŀǘƛƻƴ ƛƴ ǘƘŜ Ψ¢h9 ҭ ǘŜǊƳƛƴŀƭΩ ŎƘŀƴƴŜƭΣ ƛŦ it has to be transferred to the TOE. Please note 
that PACE passwords are not to be send to the TOE. 

3.1.1.1 Logical MRTD sensitive User Data 

Sensitive biometric reference data (EF.DG3, EF.DG4). 

PP application note5: 5ǳŜ ǘƻ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǊŜŀǎƻƴǎ ǘƘŜ ΨL/!h 5ƻŎ фолоΩ ώICAODoc] requires that Basic 
Inspection Systems may have access to logical travel document data DG1, DG2, DG5 to DG16. The TOE is 
not in certified mode, if it is accessed using BAC [ICAODoc]. Note that the BAC mechanism cannot resist 
attacks with high attack potential (cf. [PP0055]). If supported, it is therefore recommended to used PACE 
instead of BAC. If nevertheless BAC has to be used, it is recommended to perform Chip Authentication v.1 
before getting access to data (except DG14), as this mechanism is resistant to high potential attacks. 

A sensitive asset is the following more general one. 

3.1.1.2 AuthenǘƛŎƛǘȅ ƻŦ ǘƘŜ aw¢5Ωǎ ŎƘƛǇ 

¢ƘŜ ŀǳǘƘŜƴǘƛŎƛǘȅ ƻŦ ǘƘŜ ǘǊŀǾŜƭ ŘƻŎǳƳŜƴǘΩǎ ŎƘƛǇ ǇŜǊǎƻƴŀƭƛǎŜŘ ōȅ ǘƘŜ ƛǎǎǳƛƴƎ {ǘŀǘŜ ƻǊ hǊƎŀƴƛǎŀǘƛƻƴ ŦƻǊ ǘƘŜ 
travel document holder is used by the traveller to prove his possession of a genuine travel document. 

Due to strict conformance to PACE PP, this security target also includes all assets listed in [PP0068v2], chap 
3.1, namely the primary assets user data stored on the TOE (object 1), user data transferred between the 
TOE and the terminal connected (object 2), travel document tracing data (object 3), and the secondary 
assets accessibility to the TOE functions and data only for authorised subjects (object 4) Genuineness of the 
TOE (object 5), TOE intrinsic secret cryptographic keys (object 6), TOE intrinsic non secret cryptographic 
material (object 7), and travel document communication establishment authorisation data (object 8). Due 
to identical names and definitions these are not repeated here. 
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3.1.2 Subjects 

This Security Target considers the following subjects additionally to those defined in the PACE PP 
[PP0068v2]: 

3.1.2.1 Country Verifying Certification Authority 

The Country Verifying Certification Authority (CVCA) enforces the privacy policy of the issuing State or Or-
ganization with respect to the protection of sensitive biometric reference data stored in the MRTD. The 
CVCA represents the country specific root of the PKI of Inspection Systems and creates the Document Ver-
ifier Certificates within this PKI. The updates of the public key of the CVCA are distributed in the form of 
Country Verifying CA Link-Certificates. 

3.1.2.2 Document Verifier 

The Document Verifier (DV) enforces the privacy policy of the receiving State with respect to the protection 
of sensitive biometric reference data to be handled by the Extended Inspection Systems. The Document 
Verifier manages the authorization of the Extended Inspection Systemsfor the sensitive data of the MRTD 
in the limits provided by the issuing States or Organizations in the form of the Document Verifier Certifi-
cates. 

3.1.2.3 Terminal 

A terminal is any technical system communicating with the TOE through the contact interface or through 
the contactless interface. 

3.1.2.4 Inspection system (IS) 

A technical system used by the border control officer of the receiving State (i) examining an travel document 
presented by the traveller and verifying its authenticity and (ii) verifying the traveller as travel document 
holder. 

The Extended Inspection System (EIS) performs the Advanced Inspection Procedure  and therefore (i) con-
tains a terminal for the commǳƴƛŎŀǘƛƻƴ ǿƛǘƘ ǘƘŜ ǘǊŀǾŜƭ ŘƻŎǳƳŜƴǘΩǎ ŎƘƛǇΣ όƛƛύ ƛƳǇƭŜƳŜƴǘǎ ǘƘŜ ǘŜǊƳƛƴŀƭǎ ǇŀǊǘ 
of PACE and/or BAC; (iii) gets the authorization to read the logical travel document either under PACE or 
BAC by optical reading the travel document providing this information. (iv) implements the Terminal Au-
thentication and Chip Authentication Protocols both Version 1 according to [5] and (v) is authorized by the 
issuing State or Organisation through the Document Verifier of the receiving State to read the sensitive 
biometric reference data. Security attributes of the EIS are defined by means of the Inspection System Cer-
tificates. BAC may only be used if supported by the TOE. If both PACE and BAC are supported by the TOE 
and the BIS, PACE must be used. 

PP Application note 6: For definition of Basic Inspection System (BIS) resp. Basic Inspection System with 
PACE (BIS-PACE) see PACE PP [PP0068v2]. 

3.1.2.5 Attacker 

Additionally to the definition from PACE PP [PP0068v2], chap 3.1 the definition of an attacker is refined as 
followed: A threat agent trying (i) to manipulate the logical travel document without authorization, (ii) to 
read sensitive biometric reference data (i.e. EF.DG3, EF.DG4), (iii) to forge a genuine travel document, or 
(iv) to trace a travel document. 

PP Application note 7: An impostor is attacking the inspection system as TOE IT environment independent 
on using a genuine, counterfeit or forged travel document. Therefore the impostor may use results of suc-
cessful attacks against the TOE but the attack itself is not relevant for the TOE. 

PP0068v2 application note 9: Since the TOE does not use BAC, a Basic Inspection System with BAC (BIS-
BAC) cannot be recognised by the TOE. 
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This ST includes all subjects from the PACE Protection Profile [PP0068v2], chap 3.1, namely Manufacturer, 
Personalisation Agent, Basic Inspection System (with PACE), Document Signer (DS), and Country Signing 
Certification Authority (CSCA), Travel Document Holder and Travel Document Presenter (traveller). Due to 
identical definitions and names they are not repeated here. 

3.2 Assumptions 

The assumptions describe the security aspects of the environment in which the TOE will be used or is in-
tended to be used. 

3.2.1 A.Insp_Sys Inspection Systems for global interoperability 

The Extended Inspection System (EIS) for global interoperability (i) includes the Country Signing CA Public 
Key and (ii) implements the terminal part of PACE [ICAO_SAC] and/or BAC [PP0055]. BAC may only be used 
if supported by the TOE. If both PACE and BAC are supported by the TOE and the IS, PACE must be used. 
The EIS reads the logical travel document under PACE or BAC and performs the Chip Authentication v.1 to 
verify the logical travel document and establishes secure messaging. EIS supports the Terminal Authentica-
tion Protocol v.1 in order to ensure access control and is authorized by the issuing State or Organisation 
through the Document Verifier of the receiving State to read the sensitive biometric reference data. 

Justification: The assumption A.Insp_Sys does not confine the security objectives of the [PP0068v2] as it 
repeats the requirements of P.Terminal and adds only assumptions for the Inspection Systems for handling 
the the EAC functionality of the TOE. 

3.2.2 A.Auth_PKI PKI for Inspection Systems 

The issuing and receiving States or Organizations establish a public key infrastructure for card verifiable 
certificates of the Extended Access Control. The Country Verifying Certification Authorities, the Document 
Verifier and Extended Inspection Systems hold authentication key pairs and certificates for their public keys 
encoding the access control rights. The Country Verifying Certification Authorities of the issuing States or 
Organizations are signing the certificates of the Document Verifier and the Document Verifiers are signing 
the certificates of the Extended Inspection Systems of the receiving States or Organizations. The issuing 
States or Organizations distribute the public keys of their Country Verifying Certification Authority to their 
aw¢5Ωǎ ŎƘƛǇΦ 

 

This ST includes the assumption from the PACE PP [PP0068v2], chap 3.4, namely A.Passive_Auth. 

3.3 Threats 

This section describes the threats to be averted by the TOE independently or in collaboration with its IT 
environment. These threats result from the TOE method of use in the operational environment and the 
assets stored in or protected by the TOE. 

The TOE in collaboration with its IT environment shall avert the threats as specified below. 

3.3.1 T.Read_Sensitive_Data Read the sensitive biometric reference data 

Adverse action:  An attacker tries to gain the sensitive biometric reference data through the com-
ƳǳƴƛŎŀǘƛƻƴ ƛƴǘŜǊŦŀŎŜ ƻŦ ǘƘŜ ǘǊŀǾŜƭ ŘƻŎǳƳŜƴǘΩǎ ŎƘƛǇΦ 

The attack T.Read_Sensitive_Data is similar to the threat T.Skimming (cf. [PP0055]) 
in respect of the attack path (communication interface) and the motivation (to get 
Řŀǘŀ ǎǘƻǊŜŘ ƻƴ ǘƘŜ ǘǊŀǾŜƭ ŘƻŎǳƳŜƴǘΩǎ ŎƘƛǇύ ōǳǘ ŘƛŦŦŜǊǎ ŦǊƻƳ ǘƘƻǎŜ ƛƴ ǘƘŜ ŀǎǎŜǘ ǳƴŘŜǊ 
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the attack (sensitive biometric reference data vs. digital MRZ, digitized portrait and 
other data), the opportunity (i.e. knowing the PACE Password) and therefore the 
possible attack methods. Note, that the sensitive biometric reference data are 
ǎǘƻǊŜŘ ƻƴƭȅ ƻƴ ǘƘŜ ǘǊŀǾŜƭ ŘƻŎǳƳŜƴǘΩǎ ŎƘƛǇ ŀǎ ǇǊƛǾŀǘŜ ǎŜƴǎƛǘƛǾŜ ǇŜǊǎƻƴŀƭ Řŀǘŀ 
whereas the MRZ data and the portrait are visually readable on the physical part of 
the travel document as well. 

Threat agent:  having high attack potential, knowing the PACE Password, being in possession of a 
legitimate travel document 

Asset:  confidentiality of logical travel document sensitive user data (i.e. biometric refer-
ence) 

3.3.2 ¢Φ/ƻǳƴǘŜǊŦŜƛǘ aw¢5Ωǎ chip 

Adverse action:  An attacker with high attack potential produces an unauthorized copy orreproduc-
ǘƛƻƴ ƻŦ ŀ ƎŜƴǳƛƴŜ aw¢5Ωǎ ŎƘƛǇ ǘƻ ōe used as part of a counterfeit MRTD. This violates 
the authenticƛǘȅ ƻŦ ǘƘŜ aw¢5Ωǎ ŎƘƛǇ ǳǎŜŘ ŦƻǊ authentication of a traveler by posses-
sion of a MRTD. 

The attacker may generate a new data set or extract completely or partially the data 
ŦǊƻƳ ŀ ƎŜƴǳƛƴŜ aw¢5Ωǎ ŎƘƛǇ ŀƴŘ ŎƻǇȅ ǘhem on another appropriate chip to imitate 
ǘƘƛǎ ƎŜƴǳƛƴŜ aw¢5Ωǎ ŎƘƛǇΦ 

Threat agent:   having high attack potential, being in possession of one or more legitimate MRTDs 

Asset:    authenticity of user data stored on the TOE 

 

 

This ST includes all threats from the PACE PP [PP0068v2], chapter 3.2, namely T.Skimming, T.Eavesdropping, 
T.Tracing, T.Abuse-Func, T.Information_Leakage, T.Phys-Tamper, and T.Malfunction. Due to identical defi-
nitions and names they are not repeated here as well. 

 

PP0068v2 application notes 10 ς 19:<informational only> 

 

PP Application note 8: T.Forgery from the PACE PP [PP0068v2] is extended by the Extended Inspection 
System additionally to the PACE authenticated BIS-PACE being outsmarted by the attacker. 

3.3.3 T.Forgery Forgery of Data 

Adverse action: An attacker fraudulently alters the User Data or/and TSF-data stored on the travel 
documentor/andexchanged between the TOE and the terminal connectedin or-
derto outsmart the PACE authenticated BIS-PACE or the Extended Inspection Sys-
tem ōȅ ƳŜŀƴǎ ƻŦ ŎƘŀƴƎŜŘǘǊŀǾŜƭŘƻŎǳƳŜƴǘƘƻƭŘŜǊΩǎ ǊŜƭŀǘŜŘ ǊŜŦŜǊŜƴŎŜ Řŀǘŀ όƭƛƪŜ ōƛπ
ographicor biometric data).The attacker does it in such a way that the terminal con-
nected perceives these modified data as authentic one. 

Threat agent:  having high attack potential 

Asset:   integrity of the travel document 
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3.4 Organizational security policies 

The TOE shall comply with the following Organizational Security Policies (OSP) as security rules, procedures, 
practices, or guidelines imposed by an organization upon its operations (see CCpart 1 [CC_1], section 3.2). 

3.4.1 P.Sensitive_Data Privacy of sensitive biometric reference data 

The biometric reference data of finger(s) (EF.DG3) and iris image(s) (EF.DG4) are sensitive private personal 
data of the MRTD holder. The sensitive biometric reference data can be used only by inspection systems 
which are authorized for this access at the time the MRTD is presented to the inspection system (Extended 
Inspection Systems). The issuing State or Organization authorizes the Document Verifiers of the receiving 
States to manage the authorization of inspection systems within the limits defined by the Document Verifier 
/ŜǊǘƛŦƛŎŀǘŜΦ ¢ƘŜ aw¢5Ωǎ ŎƘƛǇ ǎƘŀƭƭ ǇǊƻǘŜŎǘ ǘƘŜ ŎƻƴŦƛŘŜƴǘƛŀƭƛǘȅ and integrity of the sensitive private personal 
data even during transmission to the Extended Inspection System after Chip Authentication Version 1. 

3.4.2 P.Personalization Personalization of the MRTD by issuing State or Organization only 

The issuing State or Organization guarantees the correctness of the biographical data, the printed portrait 
and the digitized portrait, the biometric reference data and other data of the logical MRTD with respect to 
the MRTD holder. The personalization of the MRTD for the holder is performed by an agent authorized by 
the issuing State or Organization only. 

 

This ST includes all OSPs from the PACE PP [PP0068v2], chapter 3.3, namely P.Pre-Operational, P.Card_PKI, 
P.Trustworthy_PKI, P.Manufact and P.Terminal. Due to identical definitions and names they are also not 
repeated here. 

PP0068v2 application note 20:<informational only> 
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4 {ŜŎǳǊƛǘȅ hōƧŜŎǘƛǾŜǎ 

This chapter describes the security objectives for the TOE and the security objectives for the TOE environ-
ment. The security objectives for the TOE environment are separated into security objectives for the devel-
opment and production environment and security objectives for the operational environment. 

4.1 Security Objectives for the TOE 

This section describes the security objectives for the TOE addressing the aspects of identified threats to be 
countered by the TOE and organizational security policies to be met by the TOE. 

4.1.1 OT.Sens_Data_Conf Confidentiality of sensitive biometric reference data 

The TOE must ensure the confidentiality of the sensitive biometric reference data (EF.DG3 andEF.DG4) by 
granting read access only to authorized Extended Inspection Systems. The authorization of the inspection 
system is drawn from the Inspection System Certificate used forthe successful authentication and shall be 
a non-strict subset of the authorization defined in theDocument Verifier Certificate in the certificate chain 
to the Country Verifier Certification Authority of the issuing State or Organization. The TOE must ensure the 
confidentiality of the logical MRTD data during their transmission to the Extended Inspection System. The 
confidentiality of the sensitive biometric reference data shall be protected against attacks withhigh attack 
potential. 

4.1.2 h¢Φ/ƘƛǇψ!ǳǘƘψtǊƻƻŦ tǊƻƻŦ ƻŦ aw¢5Ωǎ ŎƘƛǇ ŀǳǘƘŜƴǘƛŎƛǘȅ 

¢ƘŜ ¢h9 Ƴǳǎǘ ǎǳǇǇƻǊǘ ǘƘŜ DŜƴŜǊŀƭ LƴǎǇŜŎǘƛƻƴ {ȅǎǘŜƳǎ ǘƻ ǾŜǊƛŦȅ ǘƘŜ ƛŘŜƴǘƛǘȅ ŀƴŘ ŀǳǘƘŜƴǘƛŎƛǘȅ ƻŦǘƘŜ aw¢5Ωǎ 
chip as issued by the identified issuing State or Organization by means of the Chip Authentication as defined 
in [TR-03110]Φ ¢ƘŜ ŀǳǘƘŜƴǘƛŎƛǘȅ ǇǊƻƻŦ ǇǊƻǾƛŘŜŘ ōȅ aw¢5Ωǎ ŎƘƛǇ ǎƘŀƭƭ ōŜ protected against attacks with high 
attack potential. 

PP application note 9: ¢ƘŜ h¢Φ/ƘƛǇψ!ǳǘƘψtǊƻƻŦ ƛƳǇƭƛŜǎ ǘƘŜ aw¢5Ωs chip to have (i) a unique identity as 
ƎƛǾŜƴ ōȅ ǘƘŜ aw¢5Ωǎ 5ƻŎǳƳŜƴǘ bǳƳōŜǊΣ όƛƛύ ŀ ǎŜŎǊŜǘ ǘƻ ǇǊƻǾŜ ƛǘǎ ƛŘŜƴǘƛǘȅ ōȅ ƪƴƻǿƭŜŘƎŜ ƛΦŜΦ ŀ ǇǊƛǾŀǘŜ ŀǳπ
thentication key as TSF data. The TOE shall protect this TSF data to prevent their misuse. The terminal shall 
havŜ ǘƘŜ ǊŜŦŜǊŜƴŎŜ Řŀǘŀ ǘƻ ǾŜǊƛŦȅ ǘƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ŀǘǘŜƳǇǘ ƻŦ aw¢5Ωǎ ŎƘƛǇ ƛΦŜΦ ŀ ŎŜǊǘƛŦƛŎŀǘŜ ŦƻǊ ǘƘŜ /ƘƛǇ 
!ǳǘƘŜƴǘƛŎŀǘƛƻƴ tǳōƭƛŎ YŜȅ ǘƘŀǘ ƳŀǘŎƘŜǎ ǘƘŜ /ƘƛǇ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ tǊƛǾŀǘŜ YŜȅ ƻŦ ǘƘŜ aw¢5Ωǎ ŎƘƛǇΦ ¢Ƙƛǎ ŎŜǊǘƛŦπ
icate is provided by (i) the Chip Authentication Public Key (EF.DG14) in the LDS [ICAODoc] and (ii) the hash 
value of the Chip Authentication Public Key in the Document Security Object signed by the Document Signer. 

 

This ST includes all Security Objectives for the TOE from the PACE PP [PP0068v2], chap 4.1, namely 
OT.Data_Integrity, OT.Data_Authenticity, OT.Data_Confidentiality, OT.Tracing, OT.Prot_Abuse-Func, 
OT.Prof_Inf_Leak, OT.Prot_Phys-Tamper, OT.Identification, OT.AC_Pers and OT.Prot_Malfunction. Due to 
identical definitions and names they are not repeated here as well. 

 

PP0068v2 application notes 21 ς 23: <informational only> 

The following Security Objective for the TOE is defined in addition to the objectives given by the Protection 
Profiles to cover the Active Authentication mechanism. 

4.1.3 OT.ActiǾŜψ!ǳǘƘψtǊƻƻŦ tǊƻƻŦ ƻŦ ǘǊŀǾŜƭ ŘƻŎǳƳŜƴǘΩǎ ŎƘƛǇ ŀǳǘƘŜƴǘƛŎƛǘȅ 

The TOE shall support the Basic Inspection Systems to verify the identity and authenticity of the travel doc-
ǳƳŜƴǘΩǎ ŎƘƛǇ ŀǎ ƛǎǎǳŜŘ ōȅ ǘƘŜ ƛŘŜƴǘƛŦƛŜŘ ƛǎǎǳƛƴƎ {ǘŀǘŜ ƻǊ hǊƎŀƴƛǎŀǘƛƻƴ ōȅ ƳŜŀƴǎ ƻŦ ǘƘŜ !Ŏtive Authentication 
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ŀǎ ŘŜŦƛƴŜŘ ƛƴ ώL/!h5ƻŎϐΦ ¢ƘŜ ŀǳǘƘŜƴǘƛŎƛǘȅ ǇǊƻƻŦ ǇǊƻǾƛŘŜŘ ōȅ ǘǊŀǾŜƭ ŘƻŎǳƳŜƴǘΩǎ ŎƘƛǇ ǎƘŀƭƭ ōŜ ǇǊƻǘŜŎǘŜŘ 
against attacks with high attack potential. 

4.2 Security Objectives for the Operational Environment 

4.2.1 Issuing State or Organization 

The issuing State or Organization will implement the following security objectives of the TOE environment. 

4.2.1.1 OE.Auth_Key_Travel_Document Travel document Authentication Key 

The issuing State or Organisation has to establish the necessary public key infrastructure in order to (i) gen-
ŜǊŀǘŜ ǘƘŜ ǘǊŀǾŜƭ ŘƻŎǳƳŜƴǘΩǎ /ƘƛǇ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ YŜȅ tŀƛǊΣ όƛƛύ ǎƛƎƴ ŀƴŘ ǎǘƻǊŜ ǘƘŜ /ƘƛǇ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ tǳōƭƛŎ 
Key in the Chip Authentication Public Key data in EF.DG14 and (iii) support inspection systems of receiving 
States or Organisations ǘƻ ǾŜǊƛŦȅ ǘƘŜ ŀǳǘƘŜƴǘƛŎƛǘȅ ƻŦ ǘƘŜ ǘǊŀǾŜƭ ŘƻŎǳƳŜƴǘΩǎ ŎƘƛǇ ǳǎŜŘ ŦƻǊ ƎŜƴǳƛƴŜ ǘǊŀǾŜƭ ŘƻŎπ
ument by certification of the Chip Authentication Public Key by means of the Document Security Object. 

Justification: This security objective for the operational environment is needed additionally to those from 
[PP0068v2] in order to counter the Threat T.Counterfeit as it specifies the pre-requisite for the Chip Authen-
tication Protocol Version 1 which is one of the additional features of the TOE described only in the Protec-
tion Profile [PP0056v2] and not in [PP0068v2]. 

4.2.1.2 OE.Authoriz_Sens_Data Authorization for Use of Sensitive Biometric Reference Data 

The issuing State or Organisation has to establish the necessary public key infrastructure in order to limit 
the access to sensitive biometric reference data of travel document holders to authorized receiving States 
or Organisations. The Country Verifying Certification Authority of the issuing State or Organisation gener-
ates card verifiable Document Verifier Certificates for the authorized Document Verifier only. 

Justification: This security objective for the operational environment is needed additionally to those from 
[PP0068v2] in order to handle the Threat T.Read_Sensitive_Data, the Organisational Security Policy P.Sen-
sitive_Data and the Assumption A.Auth_PKI as it specifies the pre-requisite for the Terminal Authentication 
Protocol v.1 as it concerns the need of an PKI for this protocol and the responsibilities of its root instance. 
The Terminal Authentication Protocol v.1 is one of the additional features of the TOE described only in the 
Protection Profile [PP0056v2] and not in [PP0068v2]. 

4.2.2 Receiving State or Organization 

The receiving State or Organization will implement the following security objectives of the TOE environ-
ment. 

4.2.2.1 OE.Exam_Travel_Document Examination of the travel document passport book 

The inspection system of the receiving State or Organisation must examine the travel document presented 
by the traveller to verify its authenticity by means of the physical security measures and to detect any ma-
nipulation of the physical part of the travel document. The Basic Inspection System for global interoperabil-
ity (i) includes the Country Signing CA Public Key and the Document Signer Public Key of each issuing State 
or Organisation, and (ii) implements the terminal part of PACE [ICAO_SAC] and/or the Basic Access Control 
[6]. Extended Inspection Systems perform additionally to these points the Chip Authentication Protocol Ver-
sion 1 to verify the Authenticity of the presented traveƭ ŘƻŎǳƳŜƴǘΩǎ ŎƘƛǇΦ 

Justification: This security objective for the operational environment is needed additionally to those from 
[PP0068v2] in order to handle the Threat T.Counterfeit and the Assumption A.Insp_Sys by demanding the 
Inspection System to perform the Chip Authentication protocol v.1. OE.Exam_Travel_Document also re-
peats partly the requirements from OE.Terminal in [PP0068v2] and therefore also counters T.Forgery and 
A.Passive_Auth from [PP0068v2]. This is done because a new type of Inspection System is introduced in the 
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protection profile [PP0056v2] as the Extended Inspection System is needed to handle the additional fea-
tures of a travel document with Extended Access Control. 

4.2.2.2 OE.Prot_Logical_Travel_Document Protection of data from the logical travel document 

The inspection system of the receiving State or Organisation ensures the confidentiality and integrity of the 
data read from the logical travel document. The inspection system will prevent eavesdropping to their com-
munication with the TOE before secure messaging is successfully established based on the Chip Authenti-
cation Protocol Version 1. 

Justification: This security objective for the operational environment is needed additionally to those from 
[PP0068v2] in order to handle the Assumption A.Insp_Sys by requiring the Inspection System to perform 
secure messaging based on the Chip Authentication Protocol v.1. 

4.2.2.3 OE.Ext_Insp_Systems: Authorization of Extended Inspection Systems 

The Document Verifier of receiving States or Organisations authorizes Extended Inspection Systems by cre-
ation of Inspection System Certificates for access to sensitive biometric reference data of the logical travel 
ŘƻŎǳƳŜƴǘΦ ¢ƘŜ 9ȄǘŜƴŘŜŘ LƴǎǇŜŎǘƛƻƴ {ȅǎǘŜƳ ŀǳǘƘŜƴǘƛŎŀǘŜǎ ǘƘŜƳǎŜƭǾŜǎ ǘƻ ǘƘŜ ǘǊŀǾŜƭ ŘƻŎǳƳŜƴǘΩǎ ŎƘƛǇ ŦƻǊ 
access to the sensitive biometric reference data with its private Terminal Authentication Key and its Inspec-
tion System Certificate. 

Justification: This security objective for the operational environment is needed additionally to those from 
[PP0068v2] in order to handle the Threat T.Read_Sensitive_Data, the Organisational Security Policy P.Sen-
sitive_Data and the Assumption A.Auth_PKI as it specifies the pre-requisite for the Terminal Authentication 
Protocol v.1 as it concerns the responsibilities of the Document Verifier instance and the Inspection Sys-
tems. 

 

This ST includes all Security Objectives of the TOE environment from the PACE PP [PP0068v2], chap. 4.2, 
namely OE.Legislative_Compliance, OE.Passive_Auth_Sign, OE.Personalisation, OE.Terminal, and 
OE.Travel_Document_Holder. Due to identical definitions and names they are not repeated here. 

PP0068v2 application note 24: <informational only> 

 

The following objective for the environment was added: 

4.2.2.4 OE.Active_Auth_Key_MRTD:  

The inspection system of the receiving State or Organisation must carry out Active Authentication to verify 
ǘƘŜ !ǳǘƘŜƴǘƛŎƛǘȅ ƻŦ ǘƘŜ ǇǊŜǎŜƴǘŜŘ ǘǊŀǾŜƭ ŘƻŎǳƳŜƴǘΩǎ ŎƘƛǇΦ 

Justification: This security objective for the operational environment is needed additionally to those from 
[PP0068v2]and [PP0056v2] in order to handle the Threat T.Counterfeit. It neither mitigates a threat meant 
to be addressed by security objectives for the TOE ς this is achieved by chip authentication alone - nor fulfils 
an OSP meant to be addressed by security objectives for the TOE. 

 

4.3 Security Objective Rationale 

The following table provides an overview for security objectives coverage. 

 
















































































































