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1 PP introduction

1.1 PP Identification

Title : Smart Card 1C with Multi-Application Secure Platform
Verson: V2.0, issue November 2000
Regigration: registered a French Certification Body under the number PP/0010
Registration Verson number Common Criteria
PP/0010 V2.0 verson 2.1

A glossay of termsused in the PPisgivenin annex A

The Smart Card is considered as a functional object made of hardware and software designed to
run on a specific hardware platform compliant with the * Smart Card Integrated Circuit Protection
Profile Ref : PP/9806 Version 2.0” .

A Security Target compliant with this PP shal claim the compliance to the PP/9806. Indeed, this
PP shdl not be used independently.

For the sake of clarification, items which are common with PP/9806 will be indicated by a “*” in
this PP. In case of discrepancy the component described in this PP/9806 shal be considered as the
reference.

A product compliant with this PP may dso offer additiona security functiond requirements,
depending on the Native or Loaded-A pplication types.
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1.2 PP overview

Evolution of Smart Cards toward Multi-Application platform as well as multi-layer architecture
leads to additiond requirements. This PP is upwardly compatible with the PP/9806 and PP/9911

but provides extensons based on the following:

The dedicated Software acts as an hardware/software secure interface between the IC and the

Operating system

The Loaded-Application System Interface acts as an interface between the Operating system

and Loaded-Application Software

The IC can be designed concurrently with an Operating System and Loaded-Application

System Interface.

The integrated circuit with its Dedicated Software ensures secure exchange of information with

the Operating System

The IC with its Dedicated Software, its Operating System and its Loaded-Application System
Interface ensures secure exchange of information with the Loaded-Applications

This Protection Profile results from the work of the Eurosmart Security working group and advice' s
from IT Security Evaluation and Certification Bodies. This group was composed of the following

participants:

ATMEL Smart Card ICs
BULL

GEMPLUS

GIESECKE & DEVRIENT
HITACHI
MICROELECTRONICA Espaiiola
MOTOROLA - SPS

NEC Electronics
OBERTHUR Card Systems
ODS

ORGA

PHILIPS
SCHLUMBERGER
INFINEON Semiconductors
ST Microdectronics

November 2000
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Theintent of this Protection Profile is to specify functiond and assurance requirements applicable to a
functional Smart Card 1C with its embedded software dedicated to multi-gpplication.

The Platform can receive Loaded-Application software at different stages of its life cycle corresponding
to different adminidtrators. Loaded-Applications can be ether independent or cooperatives. The
Platform provide tools for either atota firewalling between Loaded-Applications or to have controlled
communications between them

The main objectives of this Protection Profile are :

to describe the Target of Evduation (TOE) as a functiond product. This PP focuses on the
development and use of the Multi-Application Secure Platform built in a Smart integrated circuit. It
is consdered that the purpose of this platform developed during phase 1 isto control the operation
of the Smart Card during phase 4 to 7 (operationa phases) and to support severa Loaded-
Application software .

to describe the security environment of the TOE including the assets to be protected and the threats
to be countered by the TOE and by the environment during the development and the operationa
phases of the card.

to describe the security objectives of the TOE and its supporting environment in terms of integrity
and confidentiglity of Loaded-Application data and programs, protection of the TOE and
associated documentation during the devel opment phase.

to specify the security requirements which includes the TOE Security functiond requirements and
the TOE security assurance requirements.

The assurance levd for this PP is EAL4 augmented. The minimum drength leve for the TOE
security functionsis*® SOF high ” (Strength of Functions High).
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2 TOE Description

This part of the PP describes the TOE as an ad to the understanding of its security requirements
and addresses the product type, the intended usage and the generd festures of the TOE.

2.1 Producttype
The Target of Evaluation (TOE) is the Smart Card Integrated Circuit with Embedded Software in
operation, independent of the physicd interface, the way it is packaged and any other security
device supported by the physicd card base. The Embedded Software comprises the Multi-
Application Platform and eventualy integrated gpplications. Generdly, a Smart Card product may

include other dements (such as specific hardware components, batteries, capacitors, antennae,
holograms, magnetic gtripes, security printing...) but these are not in the scope of this Protection

Profile.
A multi-gpplication Smart Card is composed of hardware and software components, such as.
|C hardware
Dedicated Software
Operating system
Loaded-Application system Interface
Loaded-Application layer

November 2000 PP/0010 Version 2.0 Page 9 of 78
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Fig 1: Typical IC with Multi-Application Platform model

Thetypica TOE is composed of

IC hardware layer including a processing unit, volatile and non-volatile memories with the ES,
I/O ports and security components.

|C Dedicated software designed and manufactured by the 1C designer/manufacturer. This
software (o known as firmware) is often used for testing purpose during |C manufacturing,
but may dso include additiond services.

Operating Sysem which includes:
At afirg leve: I/O driver, RAM ROM and EEPROM 1/O, and hardware drivers.

At a second levd: 1/0O handlers and protocols, memory manager, file manager, crypto-
server and related services found in alibrary.
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Native-Applications, if they exist, which access directly to the Operating sysem. Native
goplications can be embedded directly by the IC manufacturer (during phase 3), or can be
integrated later a the personaisation phase.

Loaded-Application System Interface which may be composed of the following components.
The Loader
One or severd Virtud Machines
Context Manager

Evenif this PP does not specificdly address Native Applications, the Security Target claming this
PP must include the Native-Applications and & least mandate a demonstration that they do not
degrade the security level of the Smart Card IC Multi-Application Secure Platform. If Native-
Applications are integrated during the Persondisation phase, the Security Target will have to
include this phase.

NOTE: Even if the Native-Applications have no specific security requirements, the assurance
requirements must prove that they do not degrade the Integrated Circuit with Multi-Application
Fatform security. The assurance level of this proof must be at least equd to that required by the
PP. Note that thisis aso required to conform to the Common Criteria.

Asamatter of fact, the actud layering depends on the considered TOE and will be precisely
described in the ST.

This Protection profile adds (grayed part of fig. 1) to the PP/9806:

- therequirements of the Operating System software embedded in the Smart Card Integrated
Circuit, (same as PP/9911)
necessary requirements to assure the security of the Smart Card 1C with Multi-Application
Fatform and mostly of the Loaded-Application system interface.

NOTE: The term Embedded Software defines the software developed by the smart card software
developer and sent to the 1C manufacturing for embedding. This software may be in any part of the
non-volatile memory.

Embedded software is composed of Operating System and Loaded-Application Interface, but can
aso include Native-Applications.
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2.2 Smart Card Product Life-cycle

The Smart Card product life-cycle is decomposed into 7 phases, according to the “ Smart Card
Integrated Circuit protection Profile ”

A .
IC Pre - personalisation Smartcard embedded Phasel
requirements* software
g ~ _J
S N
g Embedded software C sensitive information
%_ Pre- personalisation dmaﬂ software, tools
T | IC Design | | ICDedicated software | z
3 o
o =
8]
o 2
=
o 7
0 z
o]
S Smartcard 1 C 8]
o 3
database construction 18}
2
o) . 5
o
Q_ IC Pre - personalisation IC Photomask g
o requirements* Fabrication Phase2
(%
s
c
2
s
18 IC Testing and
o Prepersonalisation
Phase3 }
v
Phase4
w
[©]
b
Phase5 =]
—
8]
2
[a)
o
o
a
L oaded
Software
Phase6
Legend : martcard product
% Optional components End-Usage
5 il
E‘E Trusted delivery and
=) verification procedures End of life process Phase7 j

Figure 2. Smart Card IC with Multi-Application Platform life-cycle.
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The limits of the protection profile correspond to phases 1, 2 and 3, including the ddivery of the
TOE to the packaging manufacturer. Procedures concerning phases 4, 5, 6, 7 and Loaded-
Application development are outside the scope of this PP.

The purpose of the Platform designed during phase 1 is to control and protect the TOE during
phase 4 to 7 (product usage). The globa security requirements of the TOE are such that it is
mandatory during the development phase, to anticipate the security threets of the other phases. This
iswhy this PP addresses the functions used in phases 4 to 7 but developed during phase 1.

Note: The scope of this PP covers phases one to three. The TOE at the end of phase 3 is not a
finished product, s0 it is highly recommended that the ST claming this PP includes security
requirements which cover the assumptions on phases 4, 5 and on phase 6 up to the desabling of the
Native-Application integration facility if it exigts.
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The following table complements the table of paragraph 2.2 Smartcard Product Life-cycle of PP/9806
where it is necessary for Multi-Application Platform.

Phase 1 Smart Card Software The Smart Card software developers arein charge
Deve opment of the Basic Software, the Operating system, the
Loaded-Application System Interface
development and the pecification of Initidization
requirements. The developers are dso responsible
for the development of potentia Native-

Applications.
Phase 3 IC manufacturing and The IC manufacturer is responsible for producing
testing the IC including the ES,

Personalisation keys are |oaded.

OS, Loaded-Application management system
(VM, Loader, Context Manager) may beinitiaized

during this phase
Phase 6 Smart card The Persondiser is responsible for the Smart card
Persondization persondisation and find tests.

The Persondiser is dso respongble for integrating
Native-Applications delivered by the Smart Card
Software Developers and which are not part of the
ES (embedded during phase 3) and then disabling
the integration feature.

OS, Loaded-Application system (VM, Loader,
Context Manager) isinitidized (if not dready
done)

Smart card Loaded-Application Software and
data provided by the Loaded-A pplication Provider
may be loaded onto the chip at the persondisation
process.

Phase 7 Smart card end-usage The Loaded-Application Provider is responsible
for supplying Loaded-A pplication data or user
data or programs to be remotely or not
downloaded into the TOE

Dedicated Software, Operating System and L oaded-A pplication System Interface may be designed
a different dtes ; procedures on the delivery process of the TOE must exist and be applied for
every delivery within this phase or between phases. This includes any kind of delivery performed
from phase 1 to 6, including :

intermediate ddivery of the TOE or the TOE under congtruction within a phase

November 2000 PP/0010 Version 2.0 Page 14 of 78
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ddivery of the TOE or the TOE under congtruction from one phase to the next.

2.3 Loaded-Application life cycle

L oaded-Applications have adigtinct life cycle from thet of the platform. The life cycle can aso be lit
into different life phases.

Phase Al Loaded-Application This phase precedes loading of the Loaded-
Deve opment Application. If thisis repected, it can bein
pardld with any of the Smart Card IC with

Multi-Application Platform life phases.

Phase A2 Loaded-Application loading Corresponds to phase 6 or to phase 7
Phase A3 L oaded-Application end usage Thisisincluded in 7. It can cometo an end

before phase 7 does if the Loaded-Application
IS removed.

2.4 TOE Environment
Consdering the TOE, the environment is defined as follows:

Development environment corresponding to phase 1 and 2

Production environment corresponding to phase 3 including the integration of the ES in the IC
and the test operations

Packaging of the TOE and finishing operations corresponding to phases 4 and 5.

Personalisation environment corresponding to persondisation and testing of the Smart Card with
the user data (phase 6 or 7). Downloading of Loaded-A pplication software can occur during this
phase. Native-Applications can also be integrated.

User environment corresponding to downloading of Loaded-Application software and related

data (phase 7)

2.4.1 TOE Development Environment

To assure security, the environment in which the devel opment takes place must be made secure with
controllable accesses having traceability. Furthermore, it isimportant that dl authorized personnel be
involved to fully understand the importance and the rigid implementation of defined security

procedures.

The devdopment begins with the TOE's specification. All parties in contact with sendtive
information are required to abide by Non-Disclosure Agreement’s.

Desgn and development of the ES then follow. The engineer uses a secure computer system
(preventing unauthorized access) to make his design, implementation and test performances.

November 2000
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Sengtive documents, databases on tapes, disks and diskettes are stored in appropriately locked
cupboard/safe. Also of paramount importance is the disposa of unwanted data (complete eectronic
erasures) and documents (e.g shredding)

Tedting, programming and deliveries of the TOEs then take place. When these are done off-gite,
they must be transported and worked in a secure environment with accountability and tracesbility of
all (good and bad) products.

During the transfer of sendtive data dectronically, procedures must be established to ensure that the
data arrives only at the destination and is not accessible at intermediate stages (e.g. stored on a
buffer server where system administrators make backup copies)

2.4.2 TOE Production environment

The production environment is defined in Smart card IC PP.

2.4.3 TOE User environment

Phase 4 and 5:

During phases 4 and 5, the TOE is used in the IC Packaging, Smart Card Finishing process and the
test environments. Everyone involved in such operations shdl fully understand the importance of
security procedures.

Moreover the environment in which these operations take place must be secured. Sendtive
information (tapes, disks or diskettes) are stored in appropriately locked cupboard/safe. Also of
paramount importance is the digposd of unwanted data (complete eectronic erasures) and
documents (e.g shredding).

Phase 6:

Sinceit is commonplace to produce high volumes of Smart Cards, adequate control procedures are
necessary to account for al products at al stages.

They must be trangported and manipulated in a secure environment with accountability and trace of
all (good and bad) products.

During this phase, Loaded-Applications can be loaded on the platform, and Native-Applications
integrated.

Phase 7:
This End-User environment is defined in Smart Card IC PP.

During this phase, Loaded-Applications can be loaded on the platform in an insecure environment..

2.5 TOE logical phases

During its congtruction usage, the TOE may be under severd logica phases. These phases are
sorted under a logica controlled sequence. The change from one phase to the next shall be under
the TOE control.
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2.6 TOE intended usage

The TOE isa Smart Card |C with Multi-Application platform. Several Loaded-Applications coexist
in the same Smart card. Some examples of Loaded-A pplications are presented hereafter:

banking and finance market for credit / debit cards, dectronic purse (stored vaue cards) and
€lectronic commerce.

network based transaction processing such a mobile phones (GSM SIM cards), pay TV
(subscriber and pay-per-view cards), communication highways (Internet access and transaction
processing).

trangport and ticketing market (access control cards).

governmenta cards (ID-cards, hedth cards, driver license etc...).

multimedia commerce and Intdllectud Property Rights protection.

During the phase 1, 2 and 3 the TOE is being developed and produced. The actors are the
following :

The IC desgner

The OS devel oper

The Loaded-Application System Interface software devel oper
the Native-Application Software devel oper

The 1C manufacturer

During the phases 4 to 7 the users of the TOE are the following:
Phase 4

|C packaging manufacturer (adminigtrator)
Phase 5:

The Smart card product manufacturer (administrator)
Phase 6:

The persondiser (adminigtrator)

The Smart card I ssuer

The Loaded-Application Provider(s)
Phase 7:

The Smart card issuer (adminigtrator)

The Smart card end-user

The Loaded-Application Provider(s)
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2.7 General IT features of the TOE

The TOE security functiondity conssts in the maintenance of:
Integrity and confidentidity of Native and or Loaded Applications. Thisto assure that the
gpplications correspond to their expectations, and that know-how and existing security
mechanisms are not revealed.
Prevention of encroachment of loading and unloading of applications on Loaded-Applications
Maintaining secure Domain separation of Loaded-Applications
Integrity and confidentiaity of Native and Loaded-Application TSF data

Integrity and/or confidentidity of End User Data which have been stored on the TOE when it is
required. (For example result of health check-up, audit tracks of financid transactions...),

Correct operation of arithmetical functions (e.g. incrementing counters in electronic purses,
caculating currency conversation in eectronic purses...) which are part of the security chain of
the sysem using the TOE.
Correct operation of gpplication cryptographic functions when required (e.g. €ectronic signature
for legd recognition , e-commerce...) which are part of the security chain of the system using the
TOE.
Contribution to secure data communication,

Ciphering and/or stamping of exported data

Deciphering and/or origin verification of imported data
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3 TOE Security Environment

This section describes the security aspects of the environment in which the TOE is intended to be
used and addresses the description of the assets to be protected, the threats, the organizational
security policies and the assumptions.

3.1 Assets
Assats are security relevant eements of the TOE that include

Assts linked to the 1C with Multi-Application Secure Platform itself

The I1C specifications, design, development tools

The IC Dedicated software,

Multi-Application Platform Software

Multi-Application Platform specifications, implementation, test programs and related
documentation,

The TSF data (such as1C and Multi-Application Platform specific data, Initidization
data, 1C pre-persondisation requirements and persondisation data,).

Assats linked to the eventua Integrated Applications
Native-Application software.
Native-Application TSF data such as keys and identification data.

Assets are dso linked to Loaded-A pplications on the platform.

Application provider User Data.:
L oaded-A pplication software loaded on the platform.
Loaded-Application SF data. (SF data for the eventual Loaded Application
Security Functions)

The TOE resources
Card resources. memory space and computation power made availableto a
Loaded-Application and its security functions.

Assets are d o linked to end user, card holder and application provider.

End User Data for users of Native Applications
End User Data for users of Loaded Applications.

NOTE: even if the PP scope does not include the applications, the TOE must provide security
mechanisms such that Native or Loaded Applications can protect the Ed User data when required.

Assets have to be protected in terms of confidentidity, authenticity and control of their origin.
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3.2 Assumptions

Security always concerns the whole system: the weskest eement of the chain determines the total
system security. Assumptions described heresfter have to be considered for a secure system using
Smart Card products:

3.2.1 Assumptions on the TOE delivery process (phases 4 to 7)

Procedures shall guarantee the control of the TOE delivery and storage process and conformance
to its objectives as described in the following assumptions:

A.DLV_PROTECT* Procedures shdl ensure protection of TOE materid/information
under delivery and storage.
A.DLV_AUDIT* Procedures shdl ensure that corrective actions are taken in case of

Improper operation in the ddivery process and storage.

A.DLV_RESP* Procedures shdl ensure that people dealing with the procedure for
ddivery have got the required skill.

3.2.2 Assumptions on phases 4to 6

A.USE TEST* It is assumed that appropriate functiondity testing of the TOE is
used in phases 4, 5 and 6.

A.USE_PROD* It is assumed that security procedures are used during al
manufacturing and test operations through phases 4, 5, 6 to
maintain confidentiaity and integrity of the TOE and of its
manufacturing and test data (to prevent any possible copy,
modification, retention, theft or unauthorized use).

3.2.3 Assumption on phase 7

A.USE DIAG* It is assumed that secure communication protocols and
procedures are used between Smart Card and terminal.

3.2.4 Assumption on Loaded-Application development (phase Al)
A.APPLI_CONT Whenever a L oaded-Application isto be loaded on the
platform, it is assumed that its development and production
follow the Adminisirator Guidance.
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3.3 Threats

The TOE as defined in chapter 2 is required to counter the threats described heresfter. A threat
agent wishes to abuse the assets either by functiona attacks or by environmental manipulation, by
specific hardware manipulation, by a combination of hardware and software manipulations or by
any other type of attacks.

Threats have to be split in:
- Thregts against which specific protection within the TOE is required (class|),

- Threets againgt which specific protection within the environment is required (class 1).

3.3.1 Unauthorized full or partial cloning of the TOE

T.CLON* Functiond cloning of the TOE (full or partid) appearsto be rdlevant to
al phases of the TOE life-cycle, from phase 1 to phase 7, but only
phases 1 and 4 to 7 are considered here, since functiond cloning in
phases 2 and 3 are puredly in the scope of Smart Card IC PP. Generdly,
this threet is derived from specific threats combining unauthorized
disclosure, modification or theft of assets at different phases. This threst
addresses User Data and potentially TSF data.

3.3.2 Threats on phase 1
During phase 1, three types of threats have to be considered:

a) Threats on the Smart Card Embedded Software and its development environment, such as
unauthorized disclosure, modification or theft of the Smat Card Embedded Software and/or
initidization data

b) Threats on the assets transmitted from the IC designer to the Smart Card software developer
during the Smart Card ES devel opment.

¢) Threats on the Smart Card Embedded Software and initidization data transmitted during the
delivery process from the Smart Card software developer to the IC designer.
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Unauthorized disclosure of assats

This type of threat covers unauthorized disclosure of assets by attackers who may possess a wide
range of technicad skills, resources and motivation. Such attackers may aso have technical

awareness of the product.

T.DIS_INFO* Unauthorized disclosure of the assets delivered by the IC designer to

(typeb) the Smart Card Embedded Software developer, such as sengitive
information on |C specification, design and technology, software and
toolsif gpplicable.

T.DIS DEL* Unauthorized disclosure of the Asset Smart Card Embedded

(typec) Software and any additiona application data (such asIC pre-
persondisation requirements) during the delivery to the IC designer.

NOTE application data means TSF data

T.DIS ES1 Unauthorized disclosure of ES (technica or detailed specifications,

(type d) implementation code) and/or TSF data (such as secrets, or control
parameters for protection system, specification and implementation
for security mechanisms).

T.DIS TEST_ES Unauthorized disclosure of the Smart Card ES test programs or any

(typeaand c) related informetion.

Theft or unauthorized use of assets

Potentia attackers may gain access to the TOE and perform operations for which they are not
authorized. For example, such an attacker may persondise, modify or influence the product in order
to gain access to the Smart Card application system.

T.T_DEL* Theft of the Smart Card Embedded Software and any additional
(typec) application data (such as pre- persondisation requirements) during
the delivery process to the IC designer.
NOTE application data means TSF data

T.T_TOOLS Theft or unauthorized use of the Smart Card ES devel opment tools
(typeaand b) (such as PC, development software, data bases).
T.T_SAMPLE2 Theft or unauthorized use of TOE samples (e.g. bond-out chips with
(typea) the Embedded Software).
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unauthorized modification of assets

The TOE may be subjected to different types of logica or physical attacks which may compromise
security. Due to the intended usage of the TOE (the TOE environment may be hogtile), the TOE
Security may be bypassed or compromised reducing the integrity of the TOE security mechanisms
and disabling ther ability to manage the TOE security. This type of threats includes the
implementation of malicious Trojan horses.

T _MOD_DEL*
(typec)

NOTE
T.MOD
(type )

Unauthorized modification of the Smart Card Embedded Software
and any additiond application data (such as IC pre-persondisation
requirements) during the ddivery process to the IC designer.

application data means TSF data

Unauthorized modification of ES and/or TSF dataor any related
information (technical specifications).

3.3.3 Threats on delivery for/from phase 1 to phases 4to 6

Threats on data transmitted during the delivery process from the Smart Card developer to the IC
packaging manufacturer, the Finishing process manufacturer or the Persondliser.

These threats are described heresfter:

T.DIS DEL1

T.DIS DEL2

T.MOD_DEL1

T.MOD_DEL2

Unauthorized disclosure of Native-Application and ES
personndisation Data during ddivery to the |C Packaging
manufacturer, the Finishing process manufacturer or the Personaliser
Unauthorized disclosure of Native-Application and ES
personnalisation Data ddlivered to the |C Packaging manufacturer, the
Finishing process manufacturer or the Persondiser

Unauthorized modification of Native-Application and ES
personndisation Data during ddivery to the |C Packaging
meanufacturer, the Finishing process manufacturer or the Personaliser.
Unauthorized modification of Native-Application and ES
personndization Data delivered to the | C Packaging manufacturer, the
Finishing process manufacturer or the Persondiser.
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3.3.4 Threats on phases 4to 7
During these phases, the assumed threats could be described in four types:

Unauthorized disclosure of assets,

Theft or unauthorized use of assats,

Unauthorized modification of assats.

Threats on Native-Applications and on Loaded-Applications

Unauthorized disclosure of assets

This type of threat covers unauthorized disclosure of assets by attackers who may possess awide range
of technica skills, resources and motivation. Such attackers may aso have technical awareness of the
product.

T.DIS ES2 Unauthorized disclosure of ES, Native-Application, and L oaded-
Application TSF Data (such as data protection system, memory

partitioning, cryptographic programs and keys).

Theft or unauthorized use of assats

Potentia attackers may gain access to the TOE and perform operation for which they are not alowed.
For example, such attackers may personalise the product in an unauthorized manner, or try to gain
fraudulently access to the Smart Card system

TTES Unauthorized use of TOE. (e.g. bond out chips with embedded
software).

T.T_CMD Unauthorized use of ingtructions or commands or sequence of
commands sent to the TOE.
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Unauthorized modification of assats

The TOE may be subjected to different types of logica or physical attacks which may compromise
security. Due to the intended usage of the TOE (the TOE environment may be hogtile), the TOE
Security parts may be bypassed or compromised reducing the integrity of the TOE security mechanisms
and disabling their ability to manage the TOE security. Thistype of threat includes the implementation of
malicious Trojan horses, Trapdoors, downloading of viruses or unauthorized programs.

T.MOD_TSF Unauthorized modification or destruction of TOE Security Function
Data. (By any mean including probing, eectronic perturbation etc.)
T.MOD_LOAD Unauthorized loading of Native Applications. Thisincludes dso illegd

modification of eventua Native Applications. As the TOE described
in a Security Target claming this PP must include eventud Native
Applications, their loading or modification must be blocked during the
usage phase. The threat includes bypassng this blocking.
T.MOD_EXE Unauthorized execution of Platform or gpplication software.

T.MOD_SHARE Unauthorized modification of Platform or gpplication behavior by
interaction of different programs.

T.MOD_SOFT* Unauthorized modification of Smart Card Embedded Software and
data.

3.3.5 Threats on phases6to 7
Threats on assets linked to L oaded-Applications

These thrests are gpecific to the Multi-Application Platform, and thus do not appear in PP/9911. They
are centered on thrests to loading/unloading of Loaded-Applications and to threats using a L oaded-
Application to attack another.

T.LOAD_MAN Loading an gpplication on the platform bypassing the Adminigirator.
This threat could lead to undue usage of card resources, and for
unverified gpplication to attack on other Loaded-Application or Native-
Application TSF or User data.

T.LOAD_APP Loading an application that purports to be another Loaded-Application.
This attacks card resources and end user data.
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T.LOAD_OTHER Loading the software representation of a Loaded-A pplication intended
for a specific platform domain onto other platform domains, thus taking
from the L oaded-Application representation the security feature of
being confined to a specific domain. Thisis an atack on Loaded-
Application User Data.

T.LOAD_MOD Intercepting gpplication load units and dtering code or data without the
permission of the Loaded-Application Provider. This attacks
gpplication provider user data.

T.APP_DISC I ntercepting agpplication load units and gaining access to confidentia
code or data Thisis an attack on application provider user data's
confidentidity and know how.

T.APP_CORR Loading an gpplication thet partialy or completely overwrites other
Loaded-Applications, either corrupting or gaining access to code or
data. Thisisan attack on Application Provider user data.

T.APP_REMOVE Removing a Loaded -Application without the involvement of the
Adminigtrator. Thisis an attack on Application Provider user data.

T.ERR_ REMOVE Removing a Loaded-Application leaving confidentia data and/or code
in memory which can be examined Thisis an attack on Application
Provider user data

T.DEL_REMOVE Removing a Loaded-Application at the same time ddeting part or al of
another Loaded-Application. Thisis an attack on Application Provider

user data.

T.APP_READ Using aloaded application to read confidential data or code belonging
to another Loaded-Application. This attacks the confidentidity of User
Data.

T.APP_MOD Using a Loaded-Application to modify data or code belonging to

another Loaded-Application without it's authorization. Thisis an attack
on Application Provider user data (and also end user data).
T.RESOURCES Totd or partial destruction of card resources ddivered by the platform.

NOTE: T.APP_DISC isas0 present during phase A1

3.3.6 Threats on phase 7
Unauthorized disclosure of assets

T.DIS DATA Unauthorized disclosure of User (gpplication provider and end user)
data and TSF data.

Unauthorized modification of assats

T.MOD_DATA Unauthorized modification or destruction of User ((gpplication provider
and end user) Data and TSF data.
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The table 3.1 given below indicates the rel ationship between the phases of the Smart Card life cycle, the
threats and the type of the threats:

Threats Phasel | Phase Al |Phase 4 Phase5 | Phase6 | Phase7
T.CLON* Classli Class| Class| Class| Class|
T.DIS INFO* Class||
T.DIS DEL* Classl|
T.DIS DEL1 Classl| Classl| Classl| Classli
T.DIS DEL2 Classll Classll |Classli
T.DIS ES1 Classli
T.DIS TEST ES |Classll
T.DIS ES2 Class| Class| Class| Class|
T.T _DEL* Classl|
T.T_TOOLS Class ||
T.T SAMPLE2 Classl|
TTES Class| Class| Class| Class|
T.T CMD Class| Class| Class| Class|
T.MOD_DEL* Classli
T.MOD DEL1 Classl| Classl| Classl| Classli
T.MOD DEL?2 Classli Classll |Classli
T.MOD Classl|
T.MOD_TSF Class| Class| Class| Class|
T.MOD_SOFT* Class| Class| Class| Class|
T.MOD_LOAD Class| Class| Class| Class|
T.MOD _EXE Class| Class| Class| Class|
T.MOD_SHARE Class| Class| Class| Class|
T.DIS DATA Class|
T.MOD DATA Class|
T.LOAD MAN Class| Class|
T.LOAD APP Class| Class|
T.LOAD OTHER Class| Class|
T.LOAD_MOD Classl/Il | Classi/li
T.APP DISC Class || Classl/Il | Classl/II
T.APP_CORR Class| Class|
T.APP_REMOVE Class| Class|
T.ERR REMOVE Class| Class|
T.DEL_REMOVE Class| Class|
T.APP_READ Class| Class|
T.APP_MOD Class| Class|
T.RESOURCES Class| Class|

Table 3.1: relationship between phases and threats
Note: Phases 2 and 3 are covered in the scope of Smart Card IC PP.
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3.4 Organizational Security policies

No organizational security policy has been defined in the scope of this PP since such specifications
depend essentidly on the Loaded-Applications in which the TOE is incorporated.

Nevertheless Organizationa Security Policies OSPs may have to be defined, that will depend on the
type of smart card IC with multi-gpplication platform to be evauated, and especidly on the security
services that it will provide to gpplications. Indeed, these services can only be evaluated through the
platform evauation, as loaded (or native) applications will rely upon them. The defined OSPs would
then possibly introduce new security objectives and new security requirements for the TOE.
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4 Security objectives
The security objectives of the TOE cover principdly the following aspects.

- integrity and confidentidity of assets,

- protection of the TOE and associated documentation and environment during development and
production phases.

4.1 Security Objectives for the TOE

The TOE shdl achieve the following IT security objectives, and for that purpose, when IC physica
security features are used, the specification of those IC physical security features shal be respected.
When IC physica security features are not used, the Security Objectives shdl be achieved in other
ways.

O.TAMPER _ES The TOE must prevent tampering with its security critica parts.
Security mechanisms have especidly to prevent the unauthorized
change of functiond parameters, security attributes and secrets
such as the life cycle sequence flags and cryptographic keys.

O.SIDE The ES mugt be designed to avoid interpretations of eectrica
signds from the hardware part of the TOE

O.CLON* The TOE functiondity must be protected from cloning.

O.OPERATE* The TOE must ensure continued correct operation of its security
functions.

O.FLAW* The TOE must not contain flaws in design, implementation or
operation.

0.DIS MECHANISM2 The TOE shdl ensure that the ES security mechanisms are
protected against unauthorized disclosure.

O.DIS MEMORY* The TOE shdl ensure that sengtive information stored in

memoriesis protected againgt unauthorized disclosure.

NOTE sensitive information means User Data and TSF data
O.MOD_MEMORY* The TOE shdl ensure that sensitive information stored in
memoriesis protected againgt any corruption or unauthorized
modification.

NOTE sensitive information means User Data and TSF data

The following security objectives are necessary to meet the new threats specific to Multi-Application
Platforms. Thisiswhy these objectives are new and not present in PP/9911.
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O.ROLLBACK

O.RESOURCE

O.LOAD

O.SECURITY

O.EFFECT_L

O.REMOVE

O.EFFECT_R

O.SEGREGATE

The TOE mugt be in awdl-defined vaid sate before aloading of
an gpplication, even in case of fallure of the previous loading or
removdl.. A failure must not hinder the resources that the TOE can
deliver. A rollback operation can be achieved ether through
gpecific commands or autometicaly.

The TOE must provide the means of controlling the use of

resources by its users and subjects so asto prevent permanent
unauthorized denid of service.

(for example it must prevent a Loaded-A pplication from taking
control of the whole permanent memory (EEPROM) thus
prohibiting other Loaded-Applications from using it)

L oaded-Applications are only to be loaded on to a platform with the
permission of the adminigrator

The gpplication load process must be able to guarantee, when
required, the integrity, confidentiaity, and to verify the clamed origin
of the Loaded-A pplication code and data;

Loading an application must have no effect on the code and data of
existing Loaded-Applications,

Removad of aLoaded-Application and consequent reuse of the

L oaded-A pplication space are only to be performed with the
authorization of the administrator. The space must not hold any
information relative to data or code linked to the removed Loaded-
Application;

Remova of a L oaded-Application must have no effect on the code
and data of the remaining independent Loaded-Applications,
Loaded-Applications are to be segregated from other Loaded-
Applications. A Loaded-Application may not read from or write to
another Loaded-Application’s code or data without its authorization
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4.2 Security objectives for the environment

4.2.1 Objectives on phase 1

O.DEV_TOOLS* The Smart Card ES shal be designed in a secure manner, by using
exclusively software development tools (compilers assemblers,
linkers, smulators, etc.) and software-hardware integration testing
tools (emulators) that will result in the integrity of program and data.

O.DEV_DIS ES The Embedded Software devel oper shal use established procedures
to control storage and usage of the classified development tools and
documentation, suitable to maintain the integrity and the confidentidity
of the assets of the TOE.

It must be ensured that tools are only delivered and accessible to the
parties authorized personndl.

It must be ensured that confidentia information on defined assets are
only delivered to the parties authorized personnel on a need to know
bass

O.SOFT_DLV* The Embedded Software must be delivered from the Smart Card
software developer (Phase 1) to the IC designer through atrusted
ddlivery and verification procedure that shal be able to maintain the
integrity of the software and its confidentidity, if applicable

NOTE: :Inthis PP it will be always considered applicable.
O.INIT_ACS Initidization Data shdl be accessible only by authorized personnd

(physical, personnd, organizationd, technica procedures).

O.SAMPLE_ACS  Samplesused to run tests shall be accessble only by authorized
personnel.
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4.2.2 Objectives on the TOE delivery process (phases 4 to 7)

O.DLV_PROTECT*

O.DLV_AUDIT*

O.DLV_RESP*

Procedures shdl ensure protection of TOE materia/information
under delivery including the following objectives :
non-disclosure of any security relevant information,
identification of the dement under ddlivery,
meet confidentiality rules (confidentidity leve, transmitta form,
reception acknowledgment),
physical protection to prevent externa damage
secure storage and handling procedures (including rejected
TOE')
tracesbility of TOE during ddivery including the following
parameters:
origin and shipment details
reception, reception acknowledgement,
location materid/informetion.

Procedures shall ensure that corrective actions are taken in case of
improper operation in the delivery process (including if applicable
any non-conformance to the confidentiaity convention) and
highlight al non-conformance to this process.

Procedures shall ensure that people (shipping department, carrier,
reception department) dealing with the procedure for delivery have
got the required kill, training and knowledge to meet the
procedure requirements and be able to act fully in accordance with
the above expectations.

4.2.3 Objectives on delivery from phase 1to phases 4,5 and 6

O.DLV_DATA

Native-Application and ES data must be delivered from the Smart
Card embedded software devel oper (phase 1) either to the IC
Packaging manufacturer, the Finishing Process manufacturer or the
Persondliser through atrusted delivery and verification procedure
that shdl be able to maintain the integrity and confidentidity of the
Native-Application Data.

(Note: some gpplication data are not required for embedding and
are then delivered directly to phases 4 to 6.

November 2000

PP/0010 Version 2.0 Page 32 of 78



Smart Card IC with Multi-Application Secure Platform

4.2.4 Objectives on phases 4t0 6

O.TEST_OPERATE* Appropriate functionality testing of the TOE shdl be used in
phases 4 to 6.
During dl manufacturing and test operations, security
procedures shdl be used through phases 4, 5 and 6 to maintain
confidentidity and integrity of the TOE and its manufacturing and
test data.

4.2.5 Objectives on phase 7

O.USE DIAG* Secure communication protocols and procedures shal be used
between the Smart Card and the termindl.

4.2.6 Objectives on Loaded-Application development and loading (phase Al and
A2)

This Objective is specific to Loaded-Application development in the Smart Card 1C with Multi-
Application Platform environment.

O.APPLI_DEV The L oaded-Application provider must:
follow the Administrator Guidance and
provide trusted delivery channd so that the integrity and origin of
the Loaded-Application can be veified and that its
confidentidity can be maintained.
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5 TOE Security functional requirements

This chapter defines the functiona requirements for the TOE using only functiond requirement
components drawn from the CC part 2.

The assurance levd for this PP is EAL4 augmented. The minimum drength leve for the TOE
security functionsis® SOF-high ” (Strength of Functions High).

The permitted operations such as iteration, assgnment, selection, refinement will have to be defined
in a Security Target, compliant with this PP.

Functiond reguirements which are necessary to fulfill the security objectives of this PP are given
below.

5.1 Security audit automatic response (FAU_ARP)

5.1.1 FAU_ARP.1 Security Alarms

FAU ARP.1.1 The TSF shdl take [assignment: list of the least disruptive actions]
upon detection of a potentia security violation.

5.2 Security audit analysis (FAU_SAA)

5.2.1 FAU_SAA.1 Potential violation analysis

FAU SAA.11 The TSF shdl be able to apply aset of rulesin monitoring the audited
events and based upon these rules indicate a potentid violation of the
TSP.

FAU _SAA.12 The TSF shdl enforce the following rules for monitoring audited
events

a) Accumulation or combination of [assgnment: subset of defined
auditable events] known to indicate a potential security violation;
b) [assgnment: any other rules).
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5.3 Cryptographic key management (FCS_CKM)

5.3.1 FCS_CKM.3 Cryptographic key access

FCS CKM.3.1

The TSF shdl perform [assgnment : type of cryptographic key access]
in accordance with a specified cryptographic key access method, [
assgnment : cryptographic key access method] that meets the
falowing : [assignment : list of standards).

5.3.2 FCS_CKM.4 Cryptographic key destruction

FCS CKM 4.1

The TSF shdl destroy cryptographic keys in accordance with a
specified cryptographic key destruction method, [assgnment :
cryptographic key destruction method] that meets the following :
[assgnment : list of standards].

5.4 Cryptographic operations (FCS_COP)

5.4.1 FCS_COP.1 Cryptographic operations

FCS COP.11

The TSF shdl perform [assignment : list of cryptographic operations]
in accordance with a specified cryptographic agorithm [assgnment :
cryptographic algorithm] and cryptographic key sizes [assgnment :
cryptographic key sizes| that meet the following [assgnment : list of
standards].

5.5 Access Control Policy (FDP_ACC)

5.5.1 FDP_ACC.2 Complete Access control

FDP_ACC.21 The TSF shdl enforce the [assgnment : access control S-P] on
[assgnment : list of subjects and objects], and dl operations among
subjects and objects covered by the SFP.

FDP_ACC.2.2 The TSF shdl ensure that dl operations between any subject in the
TSC and any object within the TSC are covered by an access control
SFP.
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5.6 Access Control Functions (FDP_ACF)

5.6.1 FDP_ACF.1 Security attribute based access control

FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.14

The TSF shdl enforce the [assgnment : access control SFP] to
objects based on [assignment : security attributes, named groups of
security attributes).

The TSF shdl enforce the following rules to determine if an operation
among controlled subjects and controlled objectsis dlowed
[assgnment : rules governing access among controlled subjects and
controlled objects using controlled operations on controlled
objectg.

The TSF shdl explicitly authorize access of subjects to objects based
on the following additiond rules : [assgnment : rules, based on
security attributes, that explicitly authorize access of subjects to
objectg.

The TSF shdl explicitly deny access of subjects to objects based on
the [assgnment : rules, based on security attributes, that explicitly
deny access of subjects to objectg.

5.7 Data Authentication (FDP_DAU)

5.7.1 FDP_DAU.1 Basic Data Authentication

FDP _DAU.1.1 The TSF shdl provide a capability to generate evidence that can be
used as a guarantee of the validity of [assgnment : list of objects or
information types] .
FDP_DAU.1.2 The TSF shdl provide [assgnment : list of subjects] with the ability to
verify evidence of the vdidity of the indicated information.
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5.8 Exportto outside TSF control (FDP_ETC)

5.8.1 FDP_ETC.1 Export of User Data without Security Attributes

FDP _ETC.1.1 The TSF shdl enforce the [assgnment : access control SFP(s) and/or
information flow control SFP(s)] when exporting user data,
controlled under the SFP(s), outside of the TSC.

FDP_ETC.1.2 The TSF shall export the user data without the user data's associated
security attributes.

5.9 Import from Outside TSF Control (FDP_ITC)

5.9.1 FDP_ITC.1 Import of User Data without Security Attributes

FDP_ITC.1.1 The TSF shdl enforce the [assgnment : access control S-P and/or
information flow control SFP] when importing user data, controlled
under the SFP, from outside of the TSC.

FDP_ITC.1.2 The TSF shdl ignore any security attributes associated with the user data
when imported from outside the TSC..
FDP_ITC.1.3 The TSF shdl enforce the following rules when importing user data

controlled under the SFP from outside the TSC :
[assgnment : additional importation control rules].

5.10 Residual Information protection(FDP_RIP)

5.10.1 FDP_RIP.1 Subset residual information protection

FDP_RIP.1.1 The TSF shdl ensure that any previous information content of a
resource is made unavailable upon the [selection : allocation of the
resource to, de-allocation of the resource from] the following
objects ;[assgnment : list of objectq.
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5.11 Rollback (FDP_ROL)

5.11.1 FDP_ROL.1 Basic rollback

FDP_ROL.1.1 The TSF shdl enforce [assgnment: access control SFP(s)
and/or information flow control SFP(s)] to permit the rollback of the
[assgnment: list of operations] on the [assgnment: list of objecty.

FDP_ROL.1.2 The TSF shdl permit operations to be rolled back within the
[assgnment: boundary limit to which rollback may be performed]

5.12 Stored data integrity (FDP_SDI)

5.12.1 FDP_SDI.2 Stored data integrity monitoring and action

FDP_SDI.2.1 The TSF shal monitor user data stored within the TSC for [assgnment :
integrity errors] on al objects, based on the following
attributes :[assgnment : user data attributes].

FDP_SDI.2.2 Upon detection of a detaintegrity error, the TSF shdl [assgnment :
action to be taken].

November 2000 PP/0010 Version 2.0 Page 38 of 78



Smart Card IC with Multi-Application Secure Platform

5.13 Authentication failures (FIA_AFL)

5.13.1 FIA_AFL.1 Authentication failure handling

FIA_AFL.1.1 The TSF shdl detect when [ assgnment : number] unsuccessful
authentication attempts occur related to [assignment :list of
authentication events.

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has
been met or surpassed, the TSF shdl [assgnment : list of actions].

5.14 User attribute definition (FIA_ATD)

5.14.1 FIA_ATD.1 User attribute definition

FIA_ATD.1.1 The TSF shdl maintain the following list of security attributes belonging
to individud users: [assgnment : list of security attributes).

5.15 User Authentication (FIA_UAU)

5.15.1 FIA_UAU.1 Timing of authentication

FIA_UAU.11 The TSF dhdl dlow [assgnment : list of TSF mediated actions] on
behdf of the user to be performed before the user is authenticated.

FIA_UAU.1.2 The TSF shdl require each user to be successfully authenticated before
alowing any other TSFmediated actions on behdf of that user.
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5.15.2 FIA_UAU.4 Single-use Authentication Mechanisms

FIA_UAU.A.1 The TSF shdl prevent reuse of authentication data related to
[assgnment : identified authentication mechanism(s)].

5.16 User identification (FIA_UID)

5.16.1 FIA_UID.1 Timing of identification

FIA_UID.1.1 The TSF shdl dlow [assgnment: list of TSF-mediated actions] on
behdf of the user to be performed before the user is identified.

FIA_UID.1.2 The TSF shal require each user to be succesfully identified before
alowing any other TSFmediated actions on behdf of that user.

5.17 User-subject Binding (FIA_USB)

5.17.1 FIA_USB.1 User-subject binding

FIA_USB.1.1 The TSF shdl associate the gppropriate user security attributes with
subjects acting on behaf of that user

5.18 Management of function in the TSF (FMT_MOF)

5.18.1 FMT_MOF.1 Management of security functions behavior

FMT_MOF.1.1 The TSF shdll redtrict the ability to [sdection: determine the behavior
of, disable, enable, modify the behavior of] the functions[ assgnment :
list of functiong] to [ assgnment : the authorized identified roles
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5.19 Management of security attributes (FMT_MSA)

5.19.1 FMT_MSA.1 Management of security attributes

FMT_MSA.11 The TSF shdl enforce the [assignment : access control SFP,
information flow control SFP] to redtrict the ability to [selection :
change_default, query, modify, delete [assgnment : other
operations]] the security attributeg assgnment : list of security
attributes] to [assgnment : the authorized identified roles).

5.19.2 FMT_MSA.2 Secure security attributes

FMT_MSA.21 The TSF shdl ensure that only secure values are accepted for security
attributes.

5.19.3 FMT_MSA.3 Static attribute initialization

FMT_MSA.3.1 The TSF shdl enforcethe [assignment : access control SFP,
information flow control S-P] to provide [selection : restrictive,
permissive, other property] default values for security attributes that are
used to enforce the SFP.

FMT _MSA.3.2 The TSF shdl dlow the [assgnment : the authorized identified roles]
to pecify dterndive initid vauesto override the default values when an
object or information is created.

5.20 Management of TSF data (FMT_MTD)

5.20.1 FMT_MTD.1 Management of TSF data

FMT MTD.1.1 The TSF shdl redtrict the ahility to [ selection: change_default, query,
modify, delete, clear [ assgnment : other operations]] the
assgnment : list of TSF data] to [assgnment : the authorized
identified roles|.
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5.20.2 FMT_MTD.2 Management of limits on TSF data

FMT_MTD.2.1 The TSF shdl redtrict the specification of the limits for [assgnment: list
of TSF data] to [ assgnment : the authorized identified roles).

FMT_MTD.2.2 The TSF shdl take the following actions, if the TSF data are &, or
exceed , the indicated limits. [ assgnment : actions to be taken).

5.21 Security management roles (FMT_SMR)

5.21.1 FMT_SMR.1 Security roles

FMT_SMR.1.1 The TSF shdl maintain the roles [assgnment : the authorized identified
roles.
FMT_SMR.1.2 The TSF shdl be able to associate users with roles.
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5.22 Class FMT : Actions to be taken for management :

Function Actions Function Actions Function Actions
FAU ARP.1 a) FIA UAU.1 a) FPT_RCV .4 NM
FAU SAA.1 NA FIA UAUA4 NM FPT RVM.1 NM
FCS CKM.3 |a) FIA _UID.1 NA FPT_SEP.1 NM
FCS CKM.4 |a) FIA_UID.2 a) FPT TDC.1 |NM
FCS COP.1 NM FIA USB.1 a) FPT TST.1 NA
FDP ACC.2 |NM FMT MOF.1 |a) FRU RSA.1 |a)
FDP ACF.1 a) FMT MSA.1 |a)

FDP DAU.1 a) FMT MSA.2 |NM
FDP ETC.1  |NM FMT MSA.3 |a)
FDP ITC.1 a) FMT MTD.1 |a)
FDP RIP.1 NA FMT MTD.2 |a)
FDP ROL.1  |b) FMT SMR.1 |NA
FDP SDI.2 NA FPR_UNO.1 NA
FIA_ AFL.1 a) FPT FLS.1 NM
FIA_ ATD.1 a) FPT_PHP.3 NA

Table 5.1 : Management activity versus functional requirements
legend :

the letter refers to the respective management defined in part 2 of CC V2.1
NM :No Management activity

NA : Not Applicable

5.23 Unobservability (FPR_UNO)

5.23.1 FPR_UNO.1 Unobservability

FPR_UNO.1.1 The TSF shdl ensure that [assignment: list of users and/or

subjects] are unable to observe the operation [assgnment: list of
operations] on [assgnment: list of objects] by [assgnment : list of
protected users and/or subjecty.

The functional requirement must be understood in the sense of protection against
observation of the mechanisms and TSF data used and of User data manipulated during
the operation. The intent is to protect against side channel attacks.

November 2000 PP/0010 Version 2.0 Page 43 of 78



Smart Card IC with Multi-Application Secure Platform

5.24 Fail secure (FPT_FLS)

5.24.1 FPT_FLS.1 Failure with preservation of secure state

FPT _FLS11 The TSF shdl preserve a secure state when the following types of
failures occur :[assgnment : list of types of failuresin the TSF ].

5.25 TSF Physical protection (FPT_PHP)

5.25.1 FPT_PHP.3 Resistance to physical attack

FPT_PHP.3.1 The TSF shdl resst [assgnment : physical tampering scenarios] to

the [assgnment: list of TSF deviceselements] by responding
automaticaly such that the TSP is not violated.

5.26 Trusted recovery (FPT_RCV)

5.26.1 FPT_RCV.4 Function recovery

FPT_RCV.4.1 The TSF shdl ensure that [assgnment : list of S=sand failure
scenarios] have the property that the SF either completes successtully,
or for the indicated failure scenarios, recoversto a consistent and
secure state.

5.27 Reference mediation (FPT_RVM)

5.27.1 FPT_RVM.1 Non-bypassability of the TSP

FPT_RVM.1.1 The TSF shdl ensure that TSP enforcement functions are invoked and
succeed before each function within the TSC is alowed to proceed.
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5.28 Domain separation (FPT_SEP)

5.28.1 FPT_SEP.1 TSF Domain separation

FPT_SEP.1.1 The TSF shdl maintain a security domain for its own execution thet
protectsit from interference and tampering by untrusted subjects.

FPT_SEP.1.2 The TSF shadl enforce separation between the security domains of
subjectsinthe TSC.

5.29 Inter-TSF TSF data consistency (FPT_TDC)

5.29.1 FPT_TDC.1 Inter-TSF basic TSF data consistency

FPT _TDC.1.1 The TSF shdl provide the capability to consgtently interpret [
assgnment : list of TSF data types] when shared between the TSF
and another trusted I T product.

FPT _TDC.1.2 The TSF shdl use [assgnment : list of interpretation rulesto be
applied by the TSF] when interpreting the TSF data from another
trusted I T product.

5.30 TSF self test (FPT_TST)

5.30.1 FPT_TST.1 TSF Testing

FPT _TST.11 The TSF shdl run asuite of sdf tests [selection: during initial start-
up, periodically during normal operation, at the request of the
authorized user, at the conditions [ assgnment : conditions under
which self test should occur]] to demonstrate the correct operation of
the TSF.
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5.31 Resource allocation (FRU_RSA)

5.31.1 FRU_RSA.1 Maximum quotas

FRU RSA.1.1 The TSF shdl enforce maximum quotas of the following resources.
[assgnment : controlled resources] that [sdlection: individual user,
defined group of users, subjecty can use [sdection: simultaneoudly,
over a specified period of time].
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6 TOE Security Assurance Requirements

The Assurance requirement is EAL 4 augmented with additional assurance components listed in the

following section.

These components are hierarchica ones to the components specified in EALA4.

6.1 ADV_IMP.2: Implementation of the TSF

Developer action elements:

ADV_IMP.2.1D

The developer shdl provide the implementation representation
for theentire TSF.

Content and presentation of evidence elements:

ADV_IMP.2.1C

ADV_IMP.2.2C
ADV_IMP.2.3C

Evaluator action € ements:

The implementation representation shal unambiguoudy define
the TSF to alevd of detall such that the TSF can be generated
without further design decisons.

The implementation representation shal be internaly congstent.
The implementation representation shal describe the
relationships between al portions of the implementation.

ADV_IMP.2.1E The evauator shal confirm that the information provided meets
al requirements for content and presentation of evidence.
ADV_IMP.2.2E The evauator shdl determine that the implementation
r epresentation is an accurate and complete ingtantiation of the
TOE security functiona requirements.
Dependencies:
ADV_LLD.1 Descriptive low-level design
ADV_RCR.1 Informal correspondence demongiration
ALC TAT.1 Wl defined development tools
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6.2 ALC DVS.2: Sufficiency of security measures

Developer action elements:
ALC_DVS21D The developer shdl produce development security documentation.

Content and presentation of evidence elements:

ALC Dvs21C The devel opment security documentation shal describe al the physicd,
procedura, personne, and other security measures that are necessary to protect the confidentiality and
integrity of the TOE design and implementation in its development environment.

ALC _DVS22C The development security documentation shall provide evidence that these
security measures are followed during the devel opment and maintenance of the TOE.

ALC _DVS23C The evidence shdl judtify that the security measures provide the necessary level
of protection to maintain the confidentiaity and integrity of the TOE.

Evaluator action elements:

ALC DVS21E The evduator shal confirm that the information provided meets dl requirements
for content and presentation of evidence.

ALC DVS22E The evduator shdl confirm that the security measures are being gpplied.

Dependencies:
No dependencies.
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6.3 AVA_VLA.4 Highly resistant

Developer action elements:

AVA VLA.4.1D The developer shdl perform and document an andysis of the TOE ddiverables
searching for ways in which a user can violate the TSP.

AVA VLA.42D The developer shal document the dispogition of identified vulnerabilities.

Content and presentation of evidence elements:

AVA VLA.4.1C The documentation shdl show, for dl identified vulnerabilities, that the
vulnerability cannot be exploited in the intended environment for the TOE.

AVA VLA .4.2C The documentation shdl judtify that the TOE, with the identified vulnerabilities, is
resistant to obvious penetration attacks.

AVA VLA.43C The evidence shal show that the search for vulnerabilitiesis systematic.

AVA VLA.44C The andys's documentation sl provide ajudtification thet the analys's
completely addresses the TOE dedliverables.

Evaluator action elements:

AVA VLAALE The evduator shdl confirm that the information provided meets dl requirements
for content and presentation of evidence.

AVA VLAA2E The evduator shal conduct penetration testing, building on the devel oper
vulnerability analys's, to ensure the identified vulnerabilities have been addressed.

AVA VLA A3E The evduator shdl perform an independent vulnerability andysis.

AVA VLA44E The evauator shdl perform independent penetration testing, based on the
independent vulnerability analysis, to determine the exploitability of additiond identified vulnerabilitiesin
the intended environment.

AVA VLA.A5E The evaluator shall determine that the TOE is resistant to penetration attacks
performed by an attacker possessing a high attack potentid.

Dependencies:

ADV_FSP.1 Informa functiond specification
ADV_HLD.2 Security enforcing high-level design
ADV_IMP.1 Subset of the implementation of the TSF
ADV_LLD.1 Destriptive low-levd design
AGD_ADM .1 Adminigtrator guidance

AGD_USR.1 User guidance
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7 PP Application Note

This PP gpplication note does not add information but regroups important statements for the
comprehension of the document.

An ST cdlaming this PP shdl dso clam the Smart Card IC PP (* Smart Card Integrated Circuit
Protection Profile”) PP/9806. (The Smart card |C with Embedded Software PP also referred as Smart
card PP PP/9911 isincluded in this PP). The TOE is then the Smart Card Integrated Circuit with
Embedded Software in operation, and the scope of the evaluation comprises at least phases 1 to 3 of
the Smart Card life cycle. As amatter of fact, the TOE isthe Smart Card IC with Multi-Application
Matform able to support one or saverd Loaded-A pplications software possibly loaded during phases 6
or7.

The Smart Card 1C PP is dedicated to phases 2 and 3 and to IC design and redlization including
software manipulaion and embedding.

The Smart card Integrated Circuit with Embedded Software PP is an addendum dedicated to software
development during phase 1. When the TOE is mentioned, it comprises the Smart Card 1C with its
Embedded Software.

This PP comprises an addendum, comparable to Smart Card Integrated Circuit with Embedded
Software PP, which adds to the Smart card Integrated Circuit the content of PP/9911 and the
coverage of the Multi-Application Platform characterigtics: loading and remova of Loaded-Application
and isolation of private features of Loaded-Applications.

When Assets, Assurance Requirements, Security Objectives are common to the PP/9806, they are
mentioned in this PP with an asterisk “*”. In this case, the definition of the Smart Card IC PP holds.

Sincethe TOE only exigts after the end of phase 3, the security objectives for the TOE can only come
into play at this stage to counteract the thregts.

November 2000 PP/0010 Version 2.0 Page 50 of 78



Smart Card IC with Multi-Application Secure Platform

8 Rationale

8.1 Introduction

This chapter presents the evidence used in the PP evauation. This evidence supports the clams that the
PP isacomplete and consstent set of requirements and that a conformant TOE would provide an
effective set of 1T security countermeasures within the security environment.

8.2 Security objectives rationale

This section demondtrates that the Stated specific security objectives address dl security environment
aspects identified. Each specific security objective being correlated to at least one threet or one
assumption.

8.2.1 Threats and security objectives
The following tables show which security objectives counter which thrests phase by phase.

During phase 1, the Smart Card ES is being developed and the pre-persondisation and
persondlisation requirements are specified for al other phases.

The Target of Evauation (TOE) is a functiond product designed during phase 1, consdering that
the only purpose of the Embedded Software is to control and protect the operation of the Smart
Card during phase 4 to 7(operational phases). The globa security requirements of the TOE
mandate to consder, during the development phase, the security threats of the other phases. Thisis
why the PP addresses the functions used in phases 4 to 7 but developed during phase 1.Then, the
limit of the TOE corresponds to phase 1 including the TOE delivery to the IC manufacturer.

T.CLON
The TOE being congtructed can be cloned, but aso the congtruction tools and
document can help cloneit. During phase 1, snce the product does not exis, it
cannot contribute to countering the threst. For the remaining phases 4 to 7, TOE
participates to countering the threats.
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T.DIS_INFO

T.DIS DEL

T.DIS DEL1

T.DIS DEL?2

T.DIS ESL

T.DIS ES2

T.DIS TEST ES

TT DEL

T.T_TOOLS

T.T_SAMPLE2

This threat addresses disclosure of specification, design and development tools
concerning the 1C and ddlivered to the software developer (during phase 1) in
order to meet with the overal security objectives of the TOE. Thisthrest is
countered by development environment.

This threat addresses disclosure of specifications, test programs, related
documents, ES and data which is ddlivered from phase 1 to phase 2 for software
embedding. Asthe TOE does not yet exig, the threet can only be countered by
development environmenta procedures.

This threat addresses disclosure of software or Native-Application and ES Data
during delivery from phase 1 to phases 4 to 6. As the datais not yet implemented
in the TOE, the threat can only be countered by environmental procedures

This threat addresses disclosure of software or data which has been ddlivered,
from phase 1, to phases 4 to 6. Asthe datais not yet implemented in the TOE,
the threat can only be countered by environmenta procedures

The ES and accompanying documents are created and used during phase 1. As
during this phase the product does not yet exigt, it cannot contribute to countering
the threat which must be countered by development environment.

Disclosure of ES and TSF data can compromise security. During phases 4 to 7,
the TOE must counter the unauthorized disclosure of the ES and the L oaded-
Application Data.

Tests concerning the embedded software or software to be embedded is carried
out in phase 1. Thisthreat is countered by environmental development
procedures, of which the tests themselves are part.

The threat addresses the theft of software or ES and Native-Application Data
which is delivered for software embedding, from phase 1 to phase 2. Asthe data
isnot yet implemented in the TOE, the threat can only be countered by
developmental environmenta procedures.

TOE development tools are used only during phase 1, so thisthreat can only exist
during phase 1. Asthe TOE is not yet manufactured, this threat is countered by
environmenta procedures.

TOE samples are used only during phase 1, so thisthreat can only exist during
phase 1. The theft or unauthorized use of samples are countered by environmentd
procedures.
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T.MOD_DEL
Thisthreat addresses modification of software or TSF data which is ddlivered for
software embedding, in phase 1. As the TOE does not exist during this phase, the
threat must be countered by development procedures.

T.MOD_DEL1
Thisthreat addresses modification of Native-Application Data during ddlivery
from embedded software developer, phase 1, to the IC packaging manufacturer,
phase 4, the finishing process manufacturer, phase 5, and for the Personaiser,
phase 6. Asthe dataiis not yet loaded on the TOE, the threat can only be
countered by environmental procedures.

T.MOD_DEL?2
Thisthreat addresses modification of Native-Application Data which is delivered
to the 1C packaging manufacturer, phase 4, the finishing process manufacturer,
phase 5, and for the Personaliser, phase 6. Asthe datais not yet loaded on the
TOE, the threat can only be countered by environmenta procedures.

T.MOD
Modification of ES and TSF Data can be done during ES design in phase 1.
Since the product does not exi<t, the threat can only be countered by environment
procedures.

T.MOD_SOFT
Once present on the TOE, the software and Application data can be modified in
an unauthorized way during any phases from 4 to 7. Thisthreat is countered by
the TOE.

TT ES
Thisthreat covers the unauthorized use of cards during the different phases of the
card life cycle as wdl as the misappropriation of rights of Smart Cards. Thisthrest
covers phases 4 to 7 and is countered by the TOE.

T.T_CMD
Thisthreat includes the diverson of the hardware or the software, or both, in
order to execute non authorized operations. Thisthrest covers phases 4 to 7 and
is countered by the TOE.

T.MOD_LOAD, TMOD_EXE, TMOD_SHARE
Theloading of Native Applications, execution and modification of software can
endanger the security of the TOE, and especidly create interference between
applications. Thisthrest covers phases 4 to 7 and is countered by the TOE.

New thrests not specific to Multi-Application platforms
T.MOD_TSF

Modification of TOE Security function can only gppear when the TOE exids, thus
only during phases 4 to 7. This threet is countered by the TOE.
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T.DIS DATA

T_MOD_DATA

Threats on end user data can only appear after the data has been created, thusin
usage phase 7. Thisthreet is countered by the TOE.

Threats on end user data can only appear after the data has been created, thusin
usage phase 7 This threat is countered by the TOE.

New Threats specific to Multi-Application platforms
These thregts are present during phases 6 to 7 depending when the Loaded-Applications are loaded. It
can be supposed that Loaded-Applications are mostly used during phase 7.

T.LOAD_MAN

T.LOAD_APP

T.LOAD_OTHER

T.LOAD_MOD

T.APP_DISC

T.APP_CORR

T.APP_REMOVE

Thisthrest comes from illegal loading of Loaded-Applications which can for
example clone lega Loaded-Applications on other cards. Loading can be donein
phases 6 and 7. Thisthregt is countered by the TOE.

Thisthreat is acomplement to the precedent one. In this case, an illegd Loaded-
Application isloaded in place of alegd one. The attacking party can be the same
as above. Thisthreat appears during phases 6 and 7 and is countered by the
TOE.

This threat addresses |oading a L oaded-Application to a domain to which it
should not have access. This means that the other Loaded-Application can be
attacked. Thisthreat appears during phases 6 and 7 and is countered by the
TOE.

This threat dters code or data without the permission of the Loaded-Application
Provider. Thisthreat appears during phases 6 and 7 and is countered by the TOE
and the environment.

Thisis an attack on the Loaded-Application provider know how, and possibly on
confidential data loaded along with the Loaded-Application. This threat appears
during phases 6 and 7 and is countered by the TOE and the environment.

This attack destroys partly or completely the other Loaded-Application, or more
subtly can divert the Loaded-Application to create a dangerous state. This threet
appears during phases 6 and 7 and is countered by the TOE.

Thisthreat addressesillega removal of alega Loaded-Application. It attacks
religbility of services. Thisthreat appears during phases 6 and 7 and is countered
by the TOE.
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T.ERR_REMOVE

T.DEL_REMOVE

T.APP READ

T.APP_MOD

T.RESOURCES

This opportunistic threat takes advantage of aremova operation to attack the
confidentiality of Loaded-Application provider know how, or confidentia data
This threat appears during phases 6 and 7 and is countered by the TOE.

Thisthresat is on remaining Loaded-A pplications which can be damaged during
the remova operation. This threat appears during phases 6 and 7 and is
countered by the TOE.

Thisthreat loads a Trojan horse to illegally access to confidential data belonging
to other Loaded-Applications. This threat appears during phases 6 and 7 and is
countered by the TOE.

Thisthreat loads a Trojan horse to illegaly access to modify data or code
belonging to another Loaded-Application. This threat appears during phases 6
and 7 and is countered by the TOE.

Thisthreat isaimed at the rdigbility of service of the platform or Loaded-
Application. This threat appears during phases 6 and 7 and is countered by the
TOE.

Threat T.APP_DISC is dso present during Loaded-A pplication development, phase A1 whenitis
countered by the environment.
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8.2.2 Threats addressed by security objectives

8.2.2.1 Security Objectives for the TOE

During phase 1, asthe TOE does not yet exigt, thereis no threet on the TOE itsdlf.
For the phases 4 to 7, the following table indicates that each threat is mapped to at least one specific
Security objective during the life of the TOE:

Threats/Obj.

TAMPER_E
S

SIDE

OPERATE*

FLAW*

DIS_
MECHAN2

DIS
MEMORY*

MOD_
MEMORY*

CLON*

T.CLON*

X

X

TDIS E2

X

X

TT ES

T.T CMD

T.MOD_SOFT*

T.MOD_LOAD

T.MOD_EXE

T.MOD SHARE

T.MOD TSF

X X[ X X X[ X[ X

X X[ X X X[ X[ X

T.DIS DATA

XX XXX X X X[ X

XXX X X X[ X]|X] X

T.MOD_DATA

X

X

x

x

Table 8.1 Mapping of security objectives to threats relative to phases 4to 7

The TOE shdl use state of the art technology to achieve the following IT security objectives ; for that
purpose, when IC physica security features are used, the specification of these physical security
features shal be respected :

T.CLON*

T.DIS ES2

TTES

Toredize the threet, it is necessary to have knowledge of the security
mechanism, which is prevented by O.DIS MECHANISM2, and of the
TSF data, which is prevented by O.DIS MEMORY*. The genera

threat is countered by the dedicated objective O.CLON*.

O.MOD_MEMORY*.

Illegal disclosure of ESis countered by O.DIS MECHANISM2 and
disclosure of Application by O.DIS MEMORY*. More specificaly
this can be achieved by incorrect operation of the TOE, which is
countered by O.OPERATE* and O.FLAW?*, or by adirect
observation during operation which is countered by O.SIDE
Unauthorized use of TOE can be achieved by a degradation of the
security mechanisms which is countered by O.OPERATE* and
O.FLAW?*, or by modification of the security mechanisms countered by
O.TAMPER_ES or by modification of TSF data, countered by
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T.T CMD

T.MOD_SOFT*

T.MOD_LOAD

T.MOD_EXE

T.MOD_SHARE

T.MOD_TSF

T.DIS DATA

T.MOD_DATA

To be able to have an unauthorized use of sequences sent to TOE, it is
necessay to achieve a degradation of the security mechanismswhichis
countered by O.OPERATE* and O.FLAW?*, or to modify the security
mechanisms countered by O.TAMPER_ES or by modification of TSF
data, countered by O.MOD_MEMORY*.

The modification of embedded software of the TOE is countered by a
correct operation of security mechanisms O.OPERATE* and
O.FLAW*. The threat includes modification of the security mechanisms
themsdves which is countered by O.TAMPER_ES and modification of
TSF data, countered by O.MOD_MEMORY*.

To be ableto load illegdly programs on TOE, it is necessary to achieve a
degradation of the security mechanisms which is countered by
O.OPERATE* and O.FLAW*, or to modify the security mechanisms
countered by O.TAMPER_ES or by modification of TSF data,
countered by O.MOD_MEMORY*,

To be dletoillegdly execute programson TOE, it is hecessary to
bypass or degrade the access security mechanisms. Thisis countered by
O.OPERATE* and O.FLAW*. Maodification of the security
mechanisms is countered by O.TAMPER _ES. Itisdso possbleto gan
access through modification of TSF data, which is countered by
O.MOD_MEMORY*, or through disclosure of TSF datawhichis
countered by O.DIS MEMORY*.

To be able to modify programs on TOE, it is hecessary to bypass or
degrade security mechanisms. Thisis countered by O.OPERATE* and
O.FLAW*. Modification of the security mechanismsis countered by
O.TAMPER _ES. Illegd Modification of Application dataiis countered
by O.MOD_MEMORY*. Thisisaso countered by protection of the
confidentidity of TSF data: O.DIS MEMORY*.

Theillegd modification of TSF data of the TOE is countered by
O.MOD_MEMORY* which addresses also TSF data. It isalso
possible to degrade or bypass access mechanisms which is countered by
O.TAMPER _ES and O.OPERATE*. Absence of design flaws,
O.FLAW*, is necessary to counter the threat.

The disclosure of gpplication user and TSF dataon the TOE is
countered by O.DIS MEMORY*. To fulfill the threst, it can be
necessary to degrade or bypass access mechanisms which is countered
by O.SIDE and O.OPERATE*. Absence of design flaws, O.FLAW*, is
necessary to counter the threst.

The modification of gpplication user data on the TOE is countered by
O.MOD_MEMORY*. To fulfill thethreet, it can be necessary to
degrade or bypass access mechanisms which is countered by
O.TAMPER_ES, O.OPERATE*. Absence of design flaws, O.FLAW*,
IS necessary to counter the threat.
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Threats/Obj. ROLLBACK | RESOURCE LOAD SECURITY | EFFECT_L REMOVE EFFECT_R | SEGREGATE

T.LOAD_MAN X

T.LOAD_APP X

T.LOAD_OTHER X

T.LOAD MOD X

T.APP DISC X

T.APP_ CORR X

T.APP_REMOVE X

T.ERR REMOVE X

T.DEL_REMOVE X

T.APP_READ X

T.APP_MOD X

T.RESOURCES X X

Table 8.1B Mapping of security objectives to threats relative to phase 6 and 7
The TOE shdl use date of the art technology to achieve the following IT security objectives.

T.LOAD_MAN O.LOAD imposes that gpplication be loaded only with the permisson
of the adminigtrator, which counters the thregt.

T.LOAD_APP O.LOAD controls the origin of the Loaded Application before loading,
thus if necessary control is made by the adminigtrator, it counters
T.LOAD_APP.

T.LOAD_OTHER Loading an gpplication into an another illegal domain is countered by

O.EFFECT _L which prevents applications from having non authorized
effects on gpplications loaded in other domains.

T.LOAD_MOD Alteration of Loaded Application during loading is prevented by
O.SECURITY which guarantees its integrity.

T.APP_DISC Divulgation of Loaded Application during loading is prevented by
O.SECURITY which guarantess its confidentiaity.

T.APP_CORR Loading an application so it corrupts another gpplication is countered

by O.EFFECT_L which prevents gpplications from having non
authorized effects on gpplications loaded in other domains.

T.APP_REMOVE Remova of application without the consent of the adminigtrator is
countered by O.REMOV E which imposes the authorization of the
adminigrator.

T.ERR_REMOVE Removd of gpplication leaving confidentid datais countered by

O.REMOVE which imposes that the space left does not hold any
information linked to removed application.

T.DEL_REMOVE Deletion of part of aLoaded Application by remova of another is
countered by O.EFFECT _R which ensures that remova has no effect
on other Loaded Applications.

T.APP_READ Use of alLoaded Application to illegdly read data contained in another
gpplication is countered by O.SEGREGATE which ensure that illegd
reading of data of another gpplication is not possible.

T.APP_MOD Use of aLoaded Application to illegaly modify data or code contained
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T.RESOURCES

in another gpplication is countered by O.SEGREGATE which ensure
that illegal modification of data or code of another gpplication is not
possible.

Destruction or hoarding of card resourcesis prevented by
O.ROLLBACK which guarantees that afailure does not compromise
card resources and by O.RESOURCES which controls the use of card
resources by Loaded Applications.

8.2.2.2 Security objectives for the environment
The following tables map the security objectives for the environment releive to the various threats in

addition to the Smart Card PP.

Threats/Obj DEV_TOOLS |DEV DIS ES |SOFT DLV* |[INIT _ACS SAMPLE_ACS
T.CLON* X X X X
T.DIS INFO* X
T.DIS DEL* X
T.DIS ESL X X
T.DIS TEST ES X
T.T DEL* X
T.T TOOLS X
T.T SAMPLE2 X
T.MOD DEL* X
T.MOD X X

Table 8.2 Mapping of security objectives for the environment to threats relative to phase 1

T.CLON* Cloning requires knowledge of :

Development data and access to tools, which is countered by

O.DEV_DIS ES

The software which is countered by O.SOFT_DLV*

Initidization datawhich is countered by O.INIT_ACS
Cloning can aso be done by using samples; thisis countered by
O.SAMPLE_ACS.

T.DIS_INFO* Disclosure of IC assetsis countered by O.DEV_DIS ESwhich
guarantees the storage of classfied information

T.DIS DEL* Disclosure of embedded software and corresponding data during delivery
is countered by O.SOFT_DLV*.

T.DIS ES1 Disclosure of ESis countered by O.DEV_DIS ES which guaranteesthe
storage of classfied information and by O.INIT_ACS which guaranteesa
controlled accessto initidization data

T.DIS TEST_ES Disclosure of ES test program is countered by O.DEV_DIS ESwhich
guarantees the sorage of classfied information

T.T _DEL* Theft of software delivered to |C manufacturer is countered by
O.SOFT_DLV* which ensures trusted ddlivery.
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T.T_TOOLS Theft or unauthorized access to development toolsis countered by
O.DEV_TOOLS* which controls the accesses.

T.T SAMPLE2 Theft of samplesis countered by O.SAMPLE_ACS controlled access.

T.MOD_DEL* Modification of software and related information is countered by
O.SOFT_DLV*.

T.MOD Unauthorized modifications of software is countered by access control
specified by O.DEV_DIS ESand that of TSF databy O.INIT_ACS

Threats DLV_DATA | TEST_OPERATE*
T.DIS DEL1 X
T.DIS DEL2 X
T.MOD_DEL1 X
T.MOD_DEL2 X

Table 8.3 Mapping of security objectives for the environment to threats relative on delivery from

phase 1 to phases 4 to 6

T.DIS DEL1 Unauthorized disclosure of Native-Application and ES data during delivery
is countered by O.DLV_DATA which specifies atrusted delivery
maintaining the confidentidity.

T.DIS DEL2 Unauthorized disclosure of Native-Application and ES data after ddivery
is countered by O.TEST_OPERATE* which specifies maintenance of the
confidentidity.

T.MOD_DEL1 Unauthorized modification of Native-Application and ES data during
ddivery is countered by O.DLV_DATA which specifies atrusted ddivery
maintaining the integrity.

T.MOD_DEL2 Unauthorized modification of Native-Application and ES data after

delivery is countered by O.TEST_OPERATE* which specifies
maintenance of the integrity and it'stest..

Threats O.APPLI_DEV
T.LOAD_MOD X
T.APP _DISC X

Table 8.4 Mapping of security objectives for the environment to threat on phases Al and A2
(development and delivery for phase Al to phases 6 and 7

T.LOAD_MOD

T.APP DISC

Modification of Code and data of a Loaded-Application during its transfer
and loading is countered by O.APPLI_DEV which ensuresthe
mechanisms to verify their integrity

Gaining access to confidentia code and data of a Loaded-Application
during its transfer and loading is countered by O.APPLI_DEV which
enaures the confidentidlity.
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8.2.3 Assumptions and security objectives for the environment

This section demondtrates that the combination of the security objectivesis suitable to satisfy the

identified assumptions for the environment.

Each of the assumptions for the environment is addressed by objectives.
Table 8.5 demonstrates which objectives contribute to the satisfaction of each assumption. For clarity,
the table does not identify indirect dependencies.
This section describes why the security objectives are suitable to provide each assumption.

Phases Delivery process for phases4to 7 | Phases 4 to Phase 7 Phase A1

6
Assumptions\Obj ectives DLV_ DLV_ DLV_ TEST_ USE_ |APPLI_DEV
PROTECT | AUDIT* RESP* | OPERATE* DIAG*

4t07 DLV_PROTECT* X

4t07 DLV _AUDIT X

4t07 DLV RESP* X

4t07 USE TEST* X

4t07 USE PROD* X

7 USE DIAG* X
Al APPLI CONT X

Table 8.5 demonstrates mapping of security objectives for the environment to assumptions

8.3 Security requirements rationale

The Security requirements rationale demondgrates that the set of security requirements (TOE ) is
suitable to meet the security objectives.
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8.3.1 Security functional requirements rationale

This section demondrates that the combination of the security requirementsis suitable to satisfy the

identified security objectives

The table 8.6 demonstrates which security functional requirement contributes to the satisfaction of each

TOE security objective. For clarity, the table does not identify indirect dependencies.

Security
Functional
Requirements

O.TAMPER_ES

O.SIDE

O.0OPERAT
E*

ODIS_
MECHAN.2

O.DIS
MEMORY

O.MOD_
MEMORY

O.FLAW*

O.CLON*

EAL4
Requirements

FAU_ARP.1

FAU SAA.1

FCS CKM.3

FCS CKM .4

TV|(T| 0|0

FCS COP.1

FDP_ACC.2

o

FDP_ACF.1

o

FDP_DAU.1

XX | X[ X[ X] X X]| X

X[ X X[ X|[O|O| X[X

T| T|O|O|X| T

FDP ETC.1

FDP ITC.1

FDP_RIP.1

x

o X| X| X[ X| X X|O|O| X|X

FDP SDI.2

FIA_AFL.1

B

FIA_ATD.1

FIA_UAU.1

FIA_UAU.4

FIA_UID.1

FIA_USB.1

FMT_MOF.1

FMT MSA.1

FMT MSA.2

FMT MSA.3

XX X[ X X X X[ X[ X] X

| o| o X

X | X[ X[ X

X|v|o|o|lo| X|X|X|X

X| | o| oo X| X[ X]|X

(0| 0| 0(T|T|T|(T|T

FMT_MTD.1

FMT SMR.1

X

X

FPR UNO.1

T

FPT FLS1

FPT_PHP.3

FPT SEP.1

FPT TDC.1

X | X[ X[ X

FPT TST.1

X | X X X
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Security ROLLBAC

Requirements

K

RESOURCE LOAD SECURITY EFFECT_L REMOVE EFFECT_R | SEGREGATE

FAU_ARP.1.

FAU SAA.1

FCS CKM.3

FCS CKM .4

>

FCS COP.1

FDP_ACC.2

X
X
X | X| X[ X

FDP ACF.1

FDP_ITC.1

FDP_RIP.1

x

FDP ROL.1

FIA_UID.1

FIA_UAU.1

FMT MSA.1

FMT MSA.2

FMT MSA.3

XX X X[ X
XX X X[ X

FMT_MTD.1

FMT_MTD.2

x
x

FMT SMR.1

x
x

FPT FLS1

FPT RCV.4

FPT RVM.1

FPT SEP.1

FRU RSA.1

X

Table 8.6 Mapping of security functional requirements and objectives
legend : P:Partid ; X :relevant

This section describes how the security objectives for the TOE are met by the security requirements.

The assurance requirements contribute to the satisfaction of the O.FLAW* security objective. They are
suitable because they provide the assurance that the TOE is designed, implemented and operates so that
the IT security requirements are correctly provided.

O.TAMPER_ES

This objective is met through:

- Protection of critica parts from tampering through TSF Security Functiond
Requirements: SFR: FPT_FLS.1 Failure with preservation of secure state,
FPT_PHP.3 Resistance to physical attack, FPT_SEP.1 TSF Domain separation
and FPT_TDC.1 Inter-TSF basic TSF data consistency.

Prevention of unauthorized changes through

- ldentification and authentication SFR (of authorized user): FIA_AFL.1
Authentication fallure handling, FIA_ATD.1 User attribute definition,
FA_UAU.1 Timing of authentication, FIA_UAU.4 Single-use Authenticeatior
Mechanisms, FIA_UID.1 Timing of identification and FIA_USB.1 User-
subject binding.
Security management SFR (of authorized rolesand rights): FMT_MOF.1
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O.SDE

O.OPERATE*

O.DIS_MECHAN2

Management of security functions behavior, FMT_MSA.1 Management of
security atributes, FMT_MSA .3 Static attribute initidization and
FMT_SMR.1 Security roles

Protection of parameters and keys through:
Cryptographic support SFR: FCS_CKM.3 Cryptographic key access,
FCS_CKM.4 Cryptographic key destruction and FCS_COP.1
Cryptographic operation
User data protection SFR: FDP_ACC.2 Complete Access control, FDP_A(
Security attribute based access control, FDP_DAU.1 Basic Data Authenticat
and FDP_RIP.1 Subset residua informetion protection.
FAU_SAA.1 Potentid violation andyssand FAU_ARP.1 Security darm
support the security functions by alowing anadlyss of possible attacks.

Interpretation of Sde channd information leakage is countered by the SFR:
FPR_UNO.1 Unobservahility ensures that observation of signas cannot reves
information which could alow illegal access and operations.

Correct operation of security functionsis assured by the following:
Security management SFR: FMT_MOF.1 Management of security functions
behavior and FMT_SMR.1 Security roles
Protection of TSF SFR: FPT_PHP.3 Resistance to physical attack and FPT_TE:
TSF Tedting.
On asecond level, other SFR are active : FAU_ARP.1, FAU_SAA.1,
FCS CKM.3, FCS CKM .4, FDP_ACC.2, FDP_ACF.1, FDP_DAU.1,
FDP_SDI.2, FIA_AFL.1, FIA_ATD.1, FMT_MSA.1, FMT_MSA.2,
FMT_MSA.3, FPR_UNO.1.

Protection of security mechanisms againgt unauthorized disclosure is assured by the
fdlovwng
Protection of TSF SFR: FPT_PHP.3 Resistance to physical attack and FPT_SE
TSF Domain separation.
Security management SFR ( for authorization to access the functions and ther
TSF data): FMT_MOF.1 Management of security functions behavior,
FMT_MSA.1 Management of security attributes, FMT_MSA.2 Secure security
dtributes, FMT_MSA .3 Static attribute initidization.
User data protection SFR (for access control): FDP_ACC.2 Complete Access
control and FDP_ACF.1 Security attribute based access control FAU_SAA.1
Potentid violation andyssand FAU_ARP.1 Security darm alow tracking of
possible attacks.
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O.DIS MEMORY* Protection of data againgt unauthorized disclosure is assured by the following:

- User data protection SFR: FDP_ACC.2 Complete Access control,
FDP_ACF.1 Security attribute based access control, FDP_DAU.1 Basic Data
Authentication , FDP_ETC.1 Export of User Data without Security Attributes,
FDP_ITC.1 Import from outside TSF Control, and partidly FDP_RIP.1.
Authentication and identification SFR: FIA_UAU.1 Timing of authentication,
FIA_UAU .4 Single-use Authentication Mechanisms, FIA_UID.1 Timing of
identification and FIA_USB.1 User-subject binding.

Cryptographic support SFR can be used for authentication: FCS_COP.1
Cryptographic operation, and this can require FCS_CKM.3 and FCS CKM .4
Security management SFR assure the access control: FMT_MTD.1
Management of TSF data, and partially FMT_MOF.1, FMT_MSA.1,
FMT_MSA.2and FMT_MSA.3 as support.

FPR_UNO.1 Unobservahility is necessary S0 that datais not reveded during
operations.

Protection of the above TSF is assured by: FPT_PHP.3 Resistance to physica
attack, FPT_SEP.1 TSF Domain separation and FPT_TST.1 TSF Testing
FAU_ARP.1 Security Alamsand FAU_SAA.1 Potentid violation andyss are
necessary to monitor possible problems.

O.MOD_MEMORY*  Protection of data againgt unauthorized modification is assured by the following:
- User dataprotection SFR: FDP_DAU.1 Basic Data Authentication ,
FDP_ITC.1 Import from Outside TSF Control, FDP_SDI.2 Stored data
integrity monitoring and actionand partidly by FDP_ACC.2 and FDP_ACF.1.
Authentication and identification SFR: FIA_UAU.1 Timing of authentication,
FIA_UAU.4 Single-use Authentication Mechanisms, FIA_UID.1 Timing of
identification and FIA_USB.1 User-subject binding, and partialy by
FIA_AFL.1and FIA_ATD.1..
Cryptographic support SFR can be used for authentication: FCS_COP.1
Cryptographic operation, and this can require FCS_CKM.3 and FCS CKM .4
Security management SFR which assure the access control: FMT_MTD.1
Management of TSF data, and partially FMT_MOF.1, FMT_MSA.1,
FMT_MSA.2and FMT_MSA.3 as support.
Protection of the above TSF is assured by: FPT_PHP.3 Resistance to physica
attack, FPT_TDC.1 Inter-TSF basic TSF data consistency and FPT_TST.1
TSF Tedting
FAU_ARP.1 Security Alamsand FAU_SAA.1 Potentid violation andysis are
necessary to monitor possible problems.

November 2000 PP/0010 Version 2.0 Page 65 of 78



Smart Card IC with Multi-Application Secure Platform

O.FLAW*

O.CLON*

O.ROLLBACK

O.RESOURCE

O.LOAD

O.SECURITY

The objective is met by good design and testing as specified by EAL4 augmented
conformity requirements.

The protection againg cloning objective is assured by the following:
Good key housekeeping FCS_CKM.4 Cryptographic key destruction
Unobservability of TSF data which are necessary for cloning by FPR_UNO.1
Unobservability
And resstance to attacks FPT_PHP.3 Resistance to physical attack

Other SFR participate aso to cloning prevention:
Cryptographic support SFR: FCS_ CKM.3, FCS _COP.1
Data protection SFR: FDP_ACC.2, FDP_ACF.1, FDP_DAU.1
Identification and authentication SFR: FIA_AFL.1, FIA_UAU.1, FIA_UID.1,
FIA_UAU4, FIA_USB.1
Security management SFR: FMT_MOF.1, FMT_MSA.1, FMT_MSA.2,
FMT_MSA.3, FMT_MTD.1

This objective is assured by the following:

FDP_ROL.1 Basic rollback
Backed by: FPT_FLS.1 Failure with preservation of secure state and FPT_RCV .4
Function recovery.

Resource preservation objective is assured by the following:
FMT_MTD.2 Management of limits on TSF data
FRU_RSA.1 Maximum quotas
Backed by FAU_ARP.1 Security Alarms and FAU_SAA.1 Potentid violation analys

The control of the adminigtrator is assured by the following:

- HA_UAU.1 Timing of authentication and FIA_UID.1 Timing of identification, to
have control on the operation
FPT_RVM.1 Non- bypassability of the TSP
Security management SFR: FMT_MSA.1 Management of security attributes,
FMT_MSA.2 Secure security attributes, FMT_MSA.3 Static attribute
initidization, FMT_MTD.2 Management of limits on TSF data and
FMT_SMR.1 Security roles.
User data protection SFR: FDP_ACC.2 Complete access control and
FDP_ITC.1 Import of User Data without Security Attributes
FCS_COP.1 Cryptographic operation

Loading of gpplications requirements are assured by the following:

FDP_ITC.1 Import of User Data without Security Attributes
Backed by the cryptographic SFR: FCS_COP.1 Cryptographic operation
FCS_CKM.3 Cryptographic key access and FCS_CKM .4 Cryptographic key
destruction
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O.EFFECT L

O.REMOVE

O.EFFECT R

O.SEGREGATE

Separation of the Loaded-Applications is assured by the following:
FPT_SEP.1 TSF Domain separation
FDP_ACF.1 Security attribute based access control

And the fallowing SFR which assure correct operation.
FPT_FLS.1 Failure with preservation of secure state
FPT_RCV .4 Function recovery.

SaAfety of the remova processis assured by the following:
Guarantee that only administrator can accessis required by
HA_ UAU.1 Timing of authentication and FIA_UID.1 Timing of identification, to
have control on the operation
FDP_ACC.2 Complete Access control
Security management SFR so adminigtrator is the sole authorized actor:
FMT_MSA.1 Management of security attributes, FMT_MSA.2 Secure security
atributesand FMT_MSA.3 Static atribute initidization.
FMT_SMR.1 Security roles
FPT_RVM.1 Non- bypassability of the TSP
Supported by cryptographic SFR : FCS_CKM.3 Cryptographic key access,
FCS_CKM.4 Cryptographic key destruction and FCS_COP.1 Cryptographic
operation.

Guarantee that no information isleft is required by
FDP_RIP.1 Subset residud information protection

Separation of the unloaded application from the other Loaded-Applicationsis assure
the following:

FPT_SEP.1 TSF Domain separation

FDP_ACF.1 Security attribute based access control
And thefallowing SFR which assure correct operation.

FPT_FLS.1 Failure with preservation of secure state

FPT_RCV .4 Function recovery.

Segregation of Loaded-Applicationsis assured by the following:
User data protection SFR for access control between subjects. FDP_ACC.2
Complete Access control, and FDP_ACF.1 Security attribute based access cont
Security management SFR: FMT_MTD.1 Management of TSF data.
FPT_SEP.1 TSF Domain separation

The TS fulfilling the SFR are protected by
FPT_FLS.1 Failure with preservation of secure state
FPT_RVM.1 Non- bypassability of the TSP
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8.3.2 Security functional requirements dependencies.

This section demongtrates that al dependencies between components of security functional requirements
included in this PP are stisfied.

The assurance requirements specified by this PP are precisaly as defined in EAL4 with severd higher
hierarchica components (ALC_DVS.2 and AVA_VLA 4). Thisis asserted to be a known st of
assurance components for which al dependencies are satisfied.

Thetable 85 lig dl functiona components including security requirementsin the IT environment. For
each component, the dependencies specified in Common Criteria are listed, and areference to the
component number is given.

Number Security functions Dependencies Line N°
1 FAU_SAA.1: Potentia Violation Analysis FAU_GEN.1 *
FCS_CKM.3: Cryptographic Key Access FDP_ITC.1, FCS_CKM 4, 93,20
FMT_MSA.2
3 FCS_CKM.4 : Cryptographic Key Destruction FDP_ITC.1,FMT_MSA.2 9, 20
4 FCS_COP.1 : Cryptographic Operation FDP_ITC.1, FCS_CKM .4, 9,320
FMT_MSA.2
5 FDP_ACC.2 : Complete Access Control FDP_ACF.1 6
6 FDP_ACF.1: security attributes based Access Control FDP_ACC.1, FMT_MSA.3 H(5), 21
7 FDP_DAU.1: basic Data Authentication none
8 FDP_ETC.1 : Export of user datawithout security attributes FDP_ACC.1 H(5)
9 FDP_ITC.1: Import of user data without security attributes FDP_ACC.1,FMT_MSA.3 H(5), 21
10 FDP_RIP.1 : subset residual information protection none
11 FDP_SDI.2 : stored data integrity monitoring and action none
12 FIA_AFL.1: Authentication failure handling FIA UAU.1 14
13 FIA_ATD.1: User attribute definition none
14 FIA_UAU.1: Timing of authentication FIA_UID.1 16
15 FIA_UAU .4 : Single-use authentication mechanisms none
16 FIA_UID.1: timing of identification none
17 FIA_USB.1 : user-subject hinding FIA_ATD.1 13
18 FMT_MOF.1 : management of security functions behaviour FMT_SMR.1 23
19 FMT_MSA.1 : management of security attributes FDP_ACC.1, FMT_SMR.1 H(5), 23
20 FMT_MSA.2 : Secure security attributes ADV_SPM.1, FSP_ACC.1 by EAL4
FMT_MSA.1, FMT_SMR.1 | H(5), 19, 23
21 FMT_MSA.3: Secure attributes initialization FMT MSA.1, FMT_SMR.1 19, 23
22 FMT_MTD.1 : management of TSF data FMT_SMR.1 23
23 FMT_SMR.1: security roles FIA_UID.1 16
24 FPR_UNO.1 : Unobservahility none
25 FPT_FLS.1: failure with preservation of secure state ADV_SPM.1 by EAL4
26 FPT_PHP.3 : Resistance to physical attack none
27 FPT_SEP.1: TSF Domain separation none
28 FPT_TDC.1: inter-TSF basic TSF data consistency none
29 FPT_TST.1: TSFtesting FPT_AMT.1 *

* . dependencies are not met for reasons given below
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Number Security functions Dependencies Line N°
30 FAU_ARP.1: Security Alarms FAU SAA.1 1
31 FDP ROL.1: Basic Rollback FDP ACC.1 H(5)
32 FMT_MTD.2: Management of limitson TSF data FMT_MTD.1, FMT_SMR.1 22,23
33 FPT_RCV.4: Function recovery ADV_SPM.1 By EAL4
34 FPT_RVM.1: Non-bypassahility of the TSP None
35 FRU RSA.1: Maximum quotas None

Table 8.7 Functional dependencies in Multi-Application environment

H(5) means that the dependency is satisfied by a higher hierarchical component

Table 8.7 shows that the functional component dependencies are satisfied by dl functional components
of the PP except for the components stated in bold characters, as explained as follows.

The dependency of FAU_SAA.1 with FAU_GEN.1 is not gpplicable to the TOE ; the

FAU_GEN.1 component forces many security relevant events to be recorded (dueto
dependencies with other functiond security components) and thisis not achievablein a Smart Card
since many of these events result in card being in an insecure state where recording of the event itself
could cause a security breach. It isthen assumed that the function FAU_SAA.1 may ill be used and
the specific audited events will have to be defined in the ST independently with FAU_GEN.1.

The dependency of FPT_TST.1 with FPT_AMT.1 isnot clearly relevant for asmart card ; FPT_TST.1
is self-congstent for the TOE (hardware and software) and does not require the FPT_AMT.1 function
(Abstract Machine Testing). The TOE software is not tested insde the scope of FPT_TST. 1. Inits
relations with outside world, typically the card reader, the TOE is aways the dave. These reasons are
why FPT_TST.1issdf consstent and FPT_AMT.1 not gpplicable.

8.3.3 Strength of function level rationale

Due to the definition of the TOE, it is very important that the claimed SOF should be high since the
product critical security mechanisms only have to be defeated by attackers possessing ahigh leve of
expertise, opportunity and resources, and successful attack is judged beyond norma practicality.
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8.3.4 Security assurance requirements rationale
The assurance requirements of this Protection Profile are summarized in the following table :

Requirements Name Type
EAL4 Methodically designed, tested, and reviewed Assurance level

ADV_IMP.2 Implementation of the TSF Higher hierarchica
component

ALC DVS2 Sufficiency of security measures Higher hierarchicd
component

AVA VLAA4 Highly resstant Higher hierarchicd
component

Evaluation Assurancelevel rationale

An assurance requirement of EAL4 is required because the platform is designed to support Loaded-
Applications intended to defend againgt sophidticated attacks. This evauation assurance level was
selected Since it is designed to permit a developer to gain maximum assurance from positive security
engineering based on good commercid practices. EAL4 represents a high practica level of assurance
expected for afuture commercia grade product. In order to provide ameaningful level of assurance that
the TOE provides an adequate level of defense againgt such attacks, the evauators should have access
to the low level design and source code.

Assurance augmentationsrationale

Additiona assurance requirements are aso required due to the definition of the TOE and to the
conformance to the ITSEC evauation level E3 with a strength of mechanism high.

ADV IMP.2 Implementation of the TSF

The implementation representation is used to express the notion of the least abstract
representation of the TSF, specifically the one that is used to create the TSF itself without
further design refinement. ES source code is an example of implementation representation.
This assurance component is a higher hierarchical component to EAL4 (only ADV_IMP.1 is
found in EAL4.) It is important for a Smart Card that the evaluator evaluates the
implementation representation of the entire TSF to determine if the functional requirements in
the Security Target are addressed by the representation of the TSF.
ADV_IMP.2 has dependencies with

ADV_LLD.1 “ Descriptive Low-Level design ”,

ADV_RCR.1 “ Informal correspondence demonstration ”,

ALC_TAT.1 “ Well defined development tools ".
These components are included in EAL4, and so these dependencies are satisfied.

ALC DVS.2 Sufficiency of security measures

Development security is concerned with physica, procedurd, personnel and other technica measures that
may be used in the development environment to protect the TOE.

November 2000 PP/0010 Version 2.0 Page 70 of 78



Smart Card IC with Multi-Application Secure Platform

This assurance component is a higher hierarchical component to EAL4 (only ALC_DVS.1isfoundin
EAL4). Dueto the nature of the TOE, there is a need to justify the sufficiency of these procedures to
protect the confidentidity and the integrity of the TOE.

ALC_DVS.2 has no dependencies.

AVA VLA AHighly resgtant

Due to the definition of the TOE, it must be shown to be highly resstant to penetration attacks. Thisis due
to the fact that a Smart Card can be placed in a hostile environment, such as electronic laboratories.

This assurance requirement is achieved by the AVA_VLA.4 component. Independent vulnerability analysis
is based on highly detailed technica information. The attacker is assumed to be thoroughly familiar with the
gpecific implementation of the TOE. The attacker is presumed to have ahigh leve of technical
sophigtication.

AVA_VLA .4 has dependencies with

ADV_FSP.1 Informa functional specification,
ADV_HLD.2 : Security enforcing high-level design,
ADV_LLD.1: Destriptive low level design,
ADV_IMP.1: Subset of the implementation of the TSF
AGD_ADM.1: Adminigrator Guidance,
AGD_USR.1 “User Guidance’..

AII these dependencies are satisfied by EAL4

8.3.5 Security requirements are mutually supportive and internally consistent.
The purpose of this part of the PP rationde is to show that the security requirements are mutually
supportive and internaly consstent.
No detailed analysisis given in respect to the assurance requirement because:

EAL4 isan established set of mutudly supportive and interndly consistent assurance requirements,

The dependencies analysis for the additiona assurance components in the previous section has
shown that the assurance requirements are mutualy supportive and internaly consstent (al the
dependencies have been satisfied).

The dependencies analysis for the functiond requirements described above demonstrate mutua
support and interna consistency between the functiona requirements.

Inconsistency between functiona and assurance requirements can only arise if there are functiond-
assurance dependencies which are not met, a possibility which has been shown not to arise in the
above section " Security functiona requirements dependencies’.

Therefore, the dependencies andysis described above demonstrates mutual support and internal
consstency between the functiond requirements.
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1 Annex A Glossary

This glossary isacomplement of CC Part 1 section 2.3 and Part 3 section 2.4

Basic Software (BS)
Isthe part of ESin charge of the generic functions of the Smart Card IC such as Operating System,
generd routines and I nterpretors.

Context manager
System software in charge of the functional supervison of Loaded-Applications. The Operating System
requires services to the Context manager in order to control card and Loaded-Application life cycles.

Disclosure
The Act of revedling confidentid information . Theinformation is Hill In the possesson of it's authorized
owner.

Embedded Software (ES)

Is defined as the software sent by the software developer during phasel and sent to the IC
manufacturer for embedding during phase 3. The ES may bein any part of the non-volatile memories of
the Smart Card IC.

Embedded softwar e developer
Ingtitution (or its agent) responsible for the Smart Card embedded software development and the
gpecification of pre-personaisation requirements.

I mage (of an application)
The representation of an gpplication in the TOE permanent memory.

Initialization

Is the process of writing specific information in the NVM during |C manufacturing and testing (phase 3)
aswell as executing security protection procedures by the IC manufacturer. The information could
contain protection codes or cryptographic keys.

Initialization Data
Specific information written during manufacturing or testing of the TOE

Integrated Circuit (1C)
Electronic component(s) designed to perform processing and/or memory functions.

| C Dedicated Software
|C proprietary software which is required for testing purposes; it may either be |C embedded
software(also known as I C firmware) or test programs outside the IC
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| C designer
Ingtitution (or its agent) responsible for the IC development.

| C manufacturer
Ingtitution (or its agent) responsible for the IC manufacturing, testing, and pre-persondisation.

| C packaging manufacturer
Ingtitution (or its agent) respongble for the IC packaging and testing.

Multi-Application Platform
Software platform running on a Smart Card IC and which can provide controlled communication
between Loaded Applications.

L oaded Application

Software gpplication which are loaded (during phases 6 or 7) on the Multi-Application Platform using
the card loader. These gpplications communicate through the Multi-Application Platform.

By extension, an application which isintegrated (during phase 6 in a controlled environment) is caled
Loaded Application if it can be proven that itsimage isidentica to the image it would haveif it had been
loaded through the loader.

Native-Application
Application which are embedded (during phase 3) or integrated (during phase 6) on the Smart Card IC.
They are not loaded on the Multi-Application Platform and do not communicate through it.

Per sonaliser
Ingtitution (or its agent) responsible for the Smart Card persondisation and find testing.

Per sonalisation data
Specific information in the NVM during persondisation phase

Role
A predefined set of rules establishing the alowed interactions between a user and the TOE

Security Information
Secret data, initidization data or control parameters for protection systems)

Sensitive Information
Information such as User Data, TSF Data, development and manufacturing information for which
security procedures are required. (typically to guarantee integrity and confidentidity).
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Smart Card or Integrated Circuit Card
Medium according to 1SO 7810, SO 7811, 1SO 7812 (ID-1) or GSM 11.11 into which has been
introduced an Integrated Circuit.

Smart Card | ssuer
Ingtitution (or its agent) responsible for the Smart Card product delivery to the Smart Card end-user.

Smart Card product manufacturer
Ingtitution (or its agent) responsible for the Smart Card product Finishing process and testing.

TSF data
Data created by and for the TOE, that might affect the operation of the TOE, especialy specific data
managed by the ES.

Theft
Steding information or materid from it's authorized owner. The authorized owner has no longer
accessto theinformation or materid.

User data
Dataintroduced by the user. This can be the Loaded Application itsdlf, the user being the application
provider, or data belonging to the card holder (end user).

Abbreviations

CC
Common Criteria

EAL
Evaluation Assurance Leve. A package conssting of assurance components that represents a point on
the CC predefined assurance scae

IT
Information Technology

NVM
Non Volatile Memory

PP
Protection Profile. An implementation-independent set of security requirements for a category of TOES
that meet specific consumer needs.
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SF
Security function. A part or parts of the TOE that have to be relied upon for enforcing a closely related
subset of the rules from the TSP

SOF
Strength of Function

ST
Security Target. A set of security requirements and specifications to be used as the basis for evauation
of an identified TOE

TOE
Target of Evduation

TSC
TSF Scope of Control. The set of interactions that can occur with or within a TOE and are subject to
the rules of the TSP.

TSF
TOE Security functions

TSFI
TSF Interface

TSP
TOE Security Policy. A st of rules that regulate how assets are managed, protected and distributed
withina TOE.
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2 Annex B

Mapping with PP/9806
Security Objective for Environment (mapping from Threats and Assumptions)

PP/ 9806

PP/ 0010

Thr eat s

hj ecti ves

DEV_DI S

DESI GN_ACS

DEV_TOOLS

DLV_AUDI T*
DSOFT_ACS

DLV_PROTECT*
DLV_RESP*

IC DLV
NASK_FAB
NECH ACS
SOFT_ACS

SOFT_DLV*
SOFT_NECH

TEST_OPERATE*

TI _ACS

TCE_PRT

USE_DI AG*

USE_SYS

DEV_DI S_ES

DLV_DATA

I NI T_ACS

SAVPLE_ACS

APPLI

_DEV

T.CLOv

N

-

N
w
N
N
N

-

N

w

[N

[N

T.DI'S_DEL*

—~

T.DI'S DESI GN

w

T.DI'S_DSOFT

w

T.DI S_| NFO

T. D' S_PHOTOVASK

T.DI'S SOFT

PP/ 9806

T.DIS TEST

T.DI'S TOOLS

Wlwlw|w

T. MOD_DEL*

T. MOD_DESI N

T. MOD_DSOFT

T. MOD_PHOTOVASK

T.MOD_SOFT

Wlwlw|w

T.T DEL*

T. T_PHOTOVASK

T.T_PRODUCT

T.T SAWPLE

T.DI'S DELL

T.DI'S DEL2

4-6

T.DI'S ESL

T.DI'S TEST ES

T. MD

T.MOD DELL

PP/ 0010

T. MOD_DEL2

4-6

7.7 SAVPLE2

T.7_TOOLS

T.LOAD_MOD

6-7

T. APP DI SC

ASSUMPTI ONS

A DLV_ RESP*

4-7

A DLV_PROTECT*

4-7

A DLV_AUDI T*

4-7

A SOFT_ARCH

A USE DI AG:

A USE_PROD*

4-6

A USE_SYS

A USE_TEST*

A APPLI_CONT

4-6

Figures give the concerned phases
X concerns phasesAl, 6 and 7
* Security components common with PP/9806

November 2000

PP/0010 Version 2.0

Page 76 of 78



Smart Card IC with Multi-Application Secure Platform

Security Objective for the TOE
(mapping from Threats)

PP/ 9806 Specific to PP/ 0010

(bj ecti ves

FLAW
SI DE

EFFECT_R
LOAD
REMOVE
RESCURCE
ROLLBACK

EFFECT_L
SECURI TY

DI S_MEMORY*
MOD_MEMORY*
TAVPER_ES

CLON*
DI S_MECHANI SM

Thr eat s

SEGREGATE

OPERATE*
TAMPER
| DI'S_MECHANI SM2

T. CLOV 4-7 3-7

'
~

T.DIS DESIGN 3-7

T.DI'S_DSOFT

T.DI'S_SOFT

wfwfw
o|~|~

T.DI S_TEST

T. MOD_DESI GN 3-7

T. MOD_DSOFT

w
|
~

PP/ 9806

~ [~

3
T. MOD_SOFT 3-7|3-

T.T_PRODUCT

wlw|w|w|w
g
15,1 ENI ENT ENT EN

T.T SAVPLE

T.DIS_ES2

T. MOD_EXE

S
NI BN EN
NEIE
N ENI BN

T. MOD_LOAD

T.DI S _DATA 7 7

T. MOD_DATA 7 7

T. MOD_SHARE 4-7

T.MOD_TSF

T.T QD

SRR
~N |~~~
NEEEB
~ |~~~
INENENES

~ |~~~

T.T ES

T. APP_OCRR 6- 7

T. APP_DI SC 6-7

T. APP_MD

T. APP_READ

T. APP_REMOVE 6.7

Specific to PP/0010

T. DEL_REMOVE 6-7

T. ERR_ REMOVE 6-7

T.LOAD APP

oo
~ [~

T.LOAD MAN

T. LOAD MDD 6-7

T.LOAD OTHER 6-7

T. RESOURCES 6-7|6-7

Figures give the concerned phases
X concerns phases A1, 6 and 7
* Security components common with PP/9806
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