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The IT product identified in this report was assessed according to the Assurance
Continuity: CCRA Requirements, version 1.0, February 2004 and the developers Impact
Analysis Report (IAR). The baseline for this assessment was the Certification Report,
the Security Target and the Evaluation Technical Report of the product certified by the
Federal Office for Information Security (BSI) under BSI-DSZ-CC-0410-2007.

The change to the certified product is at the level of the addition of two new delivery
forms. A new version of the data sheets is considered. The changes have no effect on
assurance. The identification of the new configurations of the product is indicated by the
product name NXP Smart Card Controller P5CD080V0B, P5CN080V0B,
P5CC080V0OB and P5CCO073VO0B with additional delivery form MOBG6 & Inlay. Details
regarding the TOE nomenclature are located in chapter 2 of the Security Target Lite [2].

Consideration of the nature of the change leads to the conclusion that it is classified as a
minor _change and that certificate maintenance is the correct path to continuity of
assurance.

Therefore, the assurance as outlined in the Certification Report BSI-DSZ-CC-0410-2007
is maintained for this version of the product. Details can be found on the following
pages.

This report is an addendum to the Certification Report BSI-DSZ-CC-0410-2007.

Bonn, 18 July 2008
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Assessment

The IT product identified in this report was assessed according to the Assurance
Continuity: CCRA Requirements [1] and the Impact Analysis Report (IAR) [2]. The
baseline for this assessment was the Certification Report of the certified product (Target
of Evaluation, TOE) [3], the Security Target [5] and the Evaluation Technical Report as
outlined in [6].

The vendor for the NXP Smart Card Controller PSCDO080V0OB with additional delivery
form MOBG6 & Inlay, NXP Semiconductors Germany GmbH, submitted an IAR [2] to the
BSI for approval. The IAR is intended to satisfy the requirements outlined in the
document Assurance Continuity: CCRA Requirements [1]. In accordance with those
requirements, the IAR describes (i) the changes made to the certified TOE, (ii) the
evidence updated as a result of the changes and (iii) the security impact of the changes.

The wafer thickness changed to 75 ym for P5CD080VOB which is a standard delivery
type for the TOE P5CDO080V0OB, P5CN080V0OB, P5CC080VOB and P5CCO073V0OB
certified under reference BSI-DSZ-CC-0410-2007 [3], BSI-DSZ-CC-0410-2007-MA-01
[7] and BSI-DSZ-CC-0410-2007-MA-02 [8]. Furthermore, it can be concluded that this
thickness can be regarded as already covered and now additionally used for the new
module MOBSG6. Inlay is a different delivery form of MOB4 or MOB6 package of
P5CD080V0B, P5CN080VO0OB, P5CCO080VOB and P5CCO073V0B. The final inlay
completed for e.g. passport assembly consists of laminated plastic sheets in which the
module and the connected antenna are embedded.

This means that the security relevant investigations have been performed already in that
context. This change is therefore not security relevant. For the identification of a specific
NXP P5CDO080VOB chip, the Device Coding Bytes stored in the EEPROM can be used:
The value 28 hex for P5CD080V0B, 27 hex for PSCN080V0B, 26 hex for P5CC080V0B
and 16 hex for P5CCO073V0OB in Device Coding Byte DC2 identifies the chip
configuration. As the TOE functionality did not change, it is indicated by the chip
identifier TO35B (see [3]). The Configuration List was updated [6].

Conclusion

The change to the TOE is at the level of the addtion of two new delivery forms, a change
that has no impact on assurance. The changes have no effect on assurance or the
information taken over was already evaluated. Examination of the evidence indicates
that the changes required are limited to the identification of configuration information.
The Security Target [5], the Security Target Lite [4] and the Configuration List [6] were
editorially updated. Consideration of the nature of the change leads to the conclusion
that it is classified as a minor change and that certificate maintenance is the correct path
to continuity of assurance.

Therefore, BSI agrees that the assurance as outlined in the Certification Report [3] is
maintained for this version of the product. This report is an addendum to the Certification
Report [3].
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