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Assessment

The reassessment was performed based on CC [1], CEM [2] and relevant AIS [4] and
according to the BSI Certification Procedures [3] by the ITSecurity Evaluation Facility
(ITSEF) TUV Informationstechnik GmbH, approved by BSI.

The following guidance specific for the technology have been applied as a refinement of
CC and CEM:

The Application of CC to Integrated Circuits [4, AIS 25],

Evaluation Methodology for HW Integrated Circuits [4, AlIS 26] including
Application of Attack Potential to Smartcards and
Attack Methods for Smartcards and Similar Devices,

Funktionalitatsklassen und Evaluationsmethodologie fur physikalische
Zufallszahlengeneratoren [4, AIS31],

Version 3, Evaluation Methodology for CC Assurance Classes for EAL 5+
(CCv2.3 & CCv3.1) and EAL 6 (Ccv3.1) [4, AIS34] and

Reuse of evaluation results [4, AIS38].

To support composite evaluations according to AIS 36 the document ETR for composite
evaluation [8] was updated and has been approved. It replaces the previous versions of
this document. This document provides details of this platform evaluation that have to be
considered in the course of a composite evaluation on top.

Within the scope of this reassessment, the following guidance documentation related to
the product has been updated and replaced the former one:

Guidance Documentation Previous New version
version

Security Application Note, 1.6, 2.1,

S3CT9KA K7 K3 PC PA P7 P

3 AC_AA A7 2016-05-03 2017-12-08

Tabelle 1: List of changed documents

As a consequence, the Security Target [6] was updated editorially as well, leading to
version [9], thereby reflecting the above stated guidance documentation version number
changes.

Conclusion
This reassessment confirms resistance of the product against attacks on the level
AVA VAN.5 as claimed in the Securtiy Target [9].

The obligations and recommendations as outlined in the certification and maintenance
reports [5] are still valid and have to be considered.

The obligations and recommendations as outlined in the guidance documentation [10]
have to be considered by the user of the product.
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According to the scheme rules, evaluation results outlined in the document ETR for
composite evaluation [8] as listed above are intended to be used for composite
evaluations building on top of this evaluation procedure, as long as the ETR for
composition document is not older than eighteen months and an attacks assumed to be
feasible within the scope of these evaluations have not been performed successfully.

In case the composite evaluation process or the risk assessment process related to the
usage of the product confirms that critical attack scenarios are of minor relevance in a
specific application context, critical ratings might be overruled. The lifetime of the
product and e.g. the risks on a long term product usage have to be considered.
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