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Assessment

The reassessment was performed based on CC [1], CEM [2] and relevant AIS [4] and
according to the BSI Certification Procedures [3] by the IT Security Evaluation Facility
(ITSEF) SRC Security Research & Consulting GmbH, approved by BSI.

The following guidance specific for the technology have been applied as a refinement of
CC and CEM (see [4]):

Composite product evaluation for Smart Cards and similar devices (see AlS 36).
According to this concept the relevant guidance documents and the document
ETR for composite evaluation of the underlying platform have been applied in the
TOE reassessment.

Guidance for Smartcard Evaluation.
Application of Attack Potential to Smartcards (see AIS 26).

Functionality classes and evaluation methodology of physical and deterministic
random number generators.

For smart card specific evaluation methodology the scheme interpretations AIS 25, AIS
26 and AIS 36 (see [4]) were used.

For RNG assessment the scheme interpretations AlS 20 and AIS 31 were used (see [4]).
The results of the reassessment are documented in an updated version of the ETR [8].

Within the scope of this reassessment the guidance documentation related to the
product has been updated (see [9], [10], [11], [12], [13], [14] and [15]) replacing the
guidance documentation (references [11], [12], [13], [14], [15], [16] and [17] respectively
as listed in [5]).

In order to address the developer’s reorganisation including a change of the developer’s
business name and to cover the updated guidance documentation the Security Target
[6] and [7] was adapted accordingly.

In addition, the production site ‘Giesecke & Devrient GmbH Dienstleistungscenter (DLC)’
(see [5], Annex B) is no longer relevant for the TOE life-cycle model.

Conclusion

This reassessment confirms resistance of the product against attacks on the level
AVA VAN.5 as claimed in the Security Target [6] and [7].

The obligations and recommendations as outlined in the certification report [5] are still
valid and have to be considered (by using the updated guidance documentation [9], [10],
[11], [12], [13], [14] and [15]).

The obligations and recommendations as outlined in the guidance documentation [9],
[10], [11], [12], [13], [14] and [15] have to be considered by the user of the product. In
particular, the following aspects need to be taken into account when using the TOE:

[10], chapters 5.1.1 and 5.1.2 including subchapters.
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[11], chapters 4.1, 4.2.1 and 4.2.2.
[12], chapters 5.8.1 and 5.8.2.
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