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Assessment

The reassessment was performed based on CC [1], CEM [2] and relevant AIS [4] and 
according to the BSI Certification Procedures [3] by the IT Security Evaluation Facility 
(ITSEF) SRC Security Research & Consulting GmbH, approved by BSI.

The following guidance specific for the technology has been applied as a refinement of  
CC and CEM:

• Composite product evaluation for Smart Cards and similar devices according to 
AIS 36 (see [4]). On base of this concept the relevant guidance documents of the 
underlying IC platform (refer to [15]) and the document ETR for composite 
evaluation ([16]) from the IC’s evaluation have been applied in the TOE 
evaluation.

• Guidance for Smartcard Evaluation (AIS 37, see [4]).

• Attack Methods for Smartcards and Similar Devices (AIS 26, see [4]).

• Application of Attack Potential to Smartcards (AIS 26, see [4]).

• Application of CC to Integrated Circuits (AIS 25, see [4]).

• Security Architecture requirements (ADV_ARC) for smart cards and similar 
devices (AIS 25, see [4]).

• Evaluation Methodology for CC Assurance Classes for EAL5+ and EAL6 (AIS 34, 
see [4]).

• Functionality classes and evaluation methodology of physical and deterministic 
random number generators (AIS 20 and AIS 31, see [4]).

• Informationen zur Evaluierung von kryptographischen Algorithmen (AIS 46, see 
[4]).

Please note that the product  TCOS ID Version 2.0 Release 1/P6022y is set up on the 
NXP Secure Smart Card Controller P6022y VB* that was originally certified under the 
Certification ID BSI-DSZ-CC-1059-V2-2019 (refer to BSI-DSZ-CC-1078-2019, [5]). In the 
meantime, the IC platform was re-certified under the Certification ID BSI-DSZ-CC-1059-
V4-2021 (refer to [15]). For the present reassessment, the corresponding updated ETR 
for composite evaluation [16] and IC user guidance documentation as referenced in [15] 
were taken into account.

Concerning the ALC aspect, the renewal of the site certificate for the Bundesdruckerei  
GmbH (BSI-DSZ-CC-S-0208-2022, refer to [17]) as relevant for the TOE was considered 
for the reassessment.

This reassessment is the second reassessment of the product certified under BSI-DSZ-
CC-1078-2019.  For  the  first  reassessment  refer  to  BSI-DSZ-CC-1078-2019-RA-01 
([18]).

The results are documented in an updated version of the ETR [7]. Please note, that the  
present reassessment does not cover a re-evaluation of any RSA-related functionality 
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that was additionally beyond the TOE scope evaluated in the framework of the base 
certification BSI-DSZ-CC-1078-2019.

Note:  In  the  meantime,  the  developer’s  company  name  changed  from  T-Systems 
International GmbH to Deutsche Telekom Security GmbH.

Conclusion

This  reassessment  confirms  resistance  of  the  product  against  attacks  on  the  level 
AVA_VAN.5  as  claimed  in  the  Security  Target  [6].  Hereby,  the  reassessment  only 
covers the TOE related functionality and in particular does not include any RSA-related 
functionality.

The obligations and recommendations as outlined in the certification report  [5] are still 
valid and have to be considered.

The obligations and recommendations as outlined in the guidance documentation [8] to 
[14] have to be considered by the user of the product.
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