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1 ST Introduction (ASE_INT.1)

This section provides overview information to enable a potential user of this Security Target
(ST) to determine, whether the ST is of interest. [REG_2016/799] [REG_2021/1228] Annex 1C
requirements not included in this ST are not the subject of security certification.

1.1 ST Reference

Title Security Target - MTCOS Smart Tachograph V2 / SLET8CFX4000P
Version number 1.2

Issue date 2022-04-06

Author MASKTECH INTERNATIONAL GMBH

Registration BSI-DSZ-CC-1088

CC reference 3.1 (Revision 5)

Compliant to Common Criteria Protection Profile: Digital Tachograph - Tachograph

Card (TC PP) [CC_PP-0097]
Assurance level EAL4 augmented with ALC_DVS.2, ATE_DPT.2 and AVA_VAN.5
TOE name MTCOS Smart Tachograph V2 / SLET8CFX4000P

TOE hardware Infineon Technologies AG, SLE78CFX4000P (M7892), contact-based
Smartcard IC

TOE version MTCOS Pro 2.5
Keywords: Digital Tachograph, Tachograph Card

1.2 TOE Overview

MTCOS Smart Tachograph V2 / SLET8CFX4000P provides the Tachograph Card application
according [REG_2016/799 [REG_2018/502]' (driver card, workshop card, company card and
control card) based on the MTCOS Pro operating system. MTCOS Pro is a fully interoperable
multi-application smart card operating system compliant to [[SO_7816]. It provides public
and secret key cryptography and supports also other applications like ePassports, e-purses,
health insurance cards and access control. The operating system software is implemented

"Note that the consolidated [REG_2016/799] includes [REG_2018/502], thus the latter is not cited explicitly

in the following.

MTCOS Smart Tachograph V2 / SLET8CFX4000P, Version 1.2 4
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on the SLE7T8CFX4000P (M7892) secure contact-based controller of Infineon Technologies
AG (BSI-DSZ-CC-0782-V5 [IEX_ST-SLE78-B11])). Chip and cryptographic library are certified
according to CC EAL6 augmented compliant to the Protection Profile BSI-CC-PP-0035-2007
[CC_PP-0035]. The TOE consists of software and hardware.

1.2.1 TOE Definition and Operational Usage

The Target of Evaluation (TOE) addressed by this ST is a second generation Tachograph Card
in the sense of [REG_2016/799] Annex 1C, intended to be used in the digital tachograph sys-
tem, which contains additionally motion sensors (of the 15t or 2" generation), Vehicle Units
(of the 1t or 2" generation), remote early detection communication readers and, if applica-
ble, external GNSS modules and remote communication facilities. The TOE is a smart card
that comprises:

a) The circuitry of the chip SLET8CFX4000P (M7892), including all IC dedicated software
being active in the operational phase of the TOE (the integrated circuit, IC);

b) The IC Embedded Software (operating system);
c) The 2 tachograph applications (15t and 2" generation);

d) The administration-scripts (configuration of card type); and
e) The associated guidance documentation [AGD].
The basic functions of the TOE are:
a) Tostorecardidentification and useridentification data. This datais used by the Vehicle
Unit to identify the human user, provide functions and data access rights accordingly;
b) To store data related to the human user, among which are user activities data, events
and faults data and control activities.

The TOE is therefore intended to be used by a card interface device of a Vehicle Unit. It
may also be used by any card reader (e.g. connected to a personal computer) if the card
reader has the appropriate access rights.

Concerning write access, during the end-usage phase of a Tachograph Card life cycle (as
described in section 1.2.4), only Vehicle Units may write user data to the card.

The functional requirements for a Tachograph Card are specified in [REG_2016/799]
[REG_2021/1228] Annex 1C, Chapter 4 and Appendix 2, and the common security mechanisms
are specified in Appendix 11.

1.2.2 TOE Major Security Features for Operational Use

The Tachograph Card is viewed as unit of

the physical part in form of the chip embedded into a plastic card with visual readable
data (depending on the card type) printed on the card.

the logical part as data stored according [REG_2016/799} [REG_2021/1228] on the chip;
security features and services provided are described in this section.

The main security features of the TOE are as follows:

MTCOS Smart Tachograph V2 / SLET8CFX4000P, Version 1.2 5
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a) The TOE must preserve card identification data and user identification data stored dur-
ing the card personalization process;

b) The TOE must preserve user data stored in the card by Vehicle Units;

¢) The TOE must allow certain write operations onto the cards to only an authenticated
VU.

Specifically the Tachograph Card aims to protect:

a) The data thatis stored in such a way as to prevent unauthorized access to and manip-
ulation of the data, and to detect any such attempts;

b) The integrity and authenticity of data exchanged between the recording equipment
and the Tachograph Card.

The main security features stated above are provided by the following major security
services:
a) Useridentification and authentication;
b) Access control to functions and stored data;
c) Alerting of events and faults;
d) Integrity of stored data;
e) Reliability of services;
f) Data exchange with a Vehicle Unit and export of data to other IT entities;
)

g) Cryptographic support for VU-card mutual authentication and secure messaging as
well as for key generation and key agreement according to [REG_2016/799] Annex 1C,
Appendix 11.

All cryptographic mechanisms, including algorithms and the length of corresponding
keys, are implemented exactly as required and defined in [REG_2016/799] Annex 1C, Ap-
pendix 11, Part B for second generation mechanisms, and in [REG_2016/799]] Annex 1C, Ap-
pendix 11, Part A for first generation mechanisms. Cryptographic mechanisms supported by
all cardsinclude mutual authentication towards VUs. Additional cryptographic mechanisms,
as applied within the different types of card are:

a) Driver cards - creation of signatures over data to be downloaded to external media;

b) Workshop cards - PIN verification, verification of MACs over Remote Tachograph Mon-
itoring data and decryption of such data, creation of signatures over data to be down-
loaded to external media from workshop cards;

c) Control cards - verification of MACs over Remote Tachograph Monitoring data and de-
cryption of such data, verification of signatures over data downloaded from VUs, driver
cards or workshop cards.

Note 1: 1% generation VU (compliant with Annex | B [REG_2002/1360]) will not have to be
replaced, following the application of the new [REG_2016/799] Annex 1C. They will con-
tinue to be used in the field, until their end of life. 2" generation VU (compliant with
[REG_2016/799] Annex 1C) will then be gradually introduced in the field, starting from the in-
troduction date defined in Commission Implementing Regulation (EU) 2016/799 of 18 March
2016 [REG_2016/799].

The main differences between the 2" generation Digital Tachograph System and the 1
generation are:

MTCOS Smart Tachograph V2 / SLET8CFX4000P, Version 1.2 6
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« the security mechanisms, which have been changed,

« new functions that have been added (support for GNSS and remote communication,
optional ITS interface),

+ the stored data structure, which has been changed due to the new functions added.
In the 2" generation Digital Tachograph System, the recording equipment includes:

+ a Vehicle Unit (in which Tachograph Cards are inserted),

« a 2" generation Motion Sensor,

« a remote communication facility, either internally to the Vehicle Unit or as a separate
unit,
+ a GNSS receiver (either internally to the Vehicle Unit or in an External GNSS facility).

MTCOS Smart Tachograph V2 / SLET8CFX4000P is interoperable with both Digital Tacho-
graph Systems. It contains two applications, the first application being usable within the 1%
generation Digital Tachograph System, the second one being usable within the 2" genera-

tion system. Both applications are fully specified in [REG_2016/799] [REG_2021/1228] Annex
1C and its appendices.

Cards inserted in a 1 generation VU will be authenticated using 1% generation security
mechanisms. The VU will have access to the card information, the chip information and to
the 1%t generation application (DF Tachograph).

Cards inserted in a 2" generation VU will be authenticated using 2" generation security
mechanisms. The VU will have access to the card information, the chip information and to
both the 15t and 2" generation applications. Before the card is extracted from the VU, the
VU will record the data both in the 2" generation Tachograph Card application and in the 1
generation application.

This enables both 1%t and 2" generation VUs to have a complete view of the card history.

1.2.3 TOE Type

The TOE is a smart card, the Tachograph Card, which is configured and implemented
as a driver card, workshop card, control card or company card in accordance with

[REG_2016/799] [REG_2021/1228] Annex 1C, Appendix 2, Appendix 10 and Appendix 11. In par-
ticular, this implies the compliance with the following standards:

a) ISO/IEC 7810 Identification cards - Physical characteristics;
b) 1SO/IEC 7816 Identification cards - Integrated circuit cards

i) Part1: Physical characteristics
ii) Part2: Dimensions and location of the contacts
iii) Part 3: Electronic signals and transmission protocols
iv) Part 4: Organization, security and commands for interchange
v) Part 8: Commands and mechanisms for security operations;

c) ISO/IEC 10373 Identification cards - Test methods.

MTCOS Smart Tachograph V2 / SLET8CFX4000P, Version 1.2 7
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1.2.4 TOE Life Cycle and Boundary

Because the lot sizes of workshop cards, company cards and control cards are significantly
less that those of driver cards, the life cycle step of the driver card and of the workshop,
company or control card differ with regard to the initialization step. For the driver card,
it is performed in life cycle phase development. For workshop, company or control cards
administration scripts to convert the driver card file system are provided that must be applied
by the Administrator before the personalization step but after delivery, thus the initialization
step is part of life cycle phase operational use. Table 1.1 gives an overview of the life cycle
phases of the TOE. The steps are adapted from the typical smart card product life cycle as
e.g. described in [CC_PP-0084].

TOE life cycle phase
Development

Delivery

Operational use

Step

* Smart Card Embedded Software
Development

* |C Design and IC Dedicated Soft-
ware Development

*1C Manufacturing

* IC Packaging and Testing

* Smart Card Product Finishing Pro-
cess (conditionally)

* Personalization (initialization)

* Smart Card Product Finishing
Process (conditionally)

* Personalization (initialization;
conditionally)

Description

TOE development at Infineon Tech-
nologies AG and MASKTECH INTER-
NATIONAL GMBH and production at
Infineon Technologies AG. TOE ini-
tialization (driver card) at Infineon
Technologies AG.

Delivery from Infineon Technolo-
gies AG to the issuing authority.

TOE initialization (workshop, com-
pany and control cards only) and
personalization of the TOE. End-
usage as Tachograph Card.

* Personalization (personalization)
* End-usage

Table 1.1: Life cycle phases and steps.

Development In this phase the IC and the IC dedicated software are developed by In-
fineon Technologies AG, the embedded software (operating system) and the Tacho-
graph Card application software are developed by MASKTECH INTERNATIONAL GMBH.
This phase also includes the IC manufacturing, packaging and testing at Infineon Tech-
nologies AG.

The loading of dedicated, embedded and application software (driver card) is per-
formed at Infineon Technologies AG and covered by the IC hardware evaluation (BSI-
DSZ-CC-0782-V5 [IFX_ST-SLE78-BT1])). The Flash Loader has been deactivated perma-
nently before delivery.

Delivery The TOE is securely delivered as an initialized module from Infineon Technolo-
gies AG to the issuing authority or the party acting on behalf of it. Note that the em-
bedding of the chip into the plastic card takes place after delivery and is beyond the
scope of the certification.

Operational use

MTCOS Smart Tachograph V2 / SLET8CFX4000P, Version 1.2 8
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« Personalization: Conditionally, the application software is configured (workshop,
company or control cards only) and the user identification data and crypto-
graphic keys are written by the issuing authority or the party acting on behalf
of it.

+ End-usage: The personalized Tachograph Card is handed over to the end-user.
Write access is restricted to the Vehicle Unit as specified in [REG_2016/799)
[REG_2021/1228].

1.2.5 Non-TOE Hardware/Software/Firmware

The TOE is the Tachograph Card (contact based smart card). It is an independent product
and does not need any additional hardware/software/firmware to ensure the security of the
TOE.

In order to be powered up and to be able to communicate the TOE needs a card reader
(integrated in the Vehicle Unit or connected to another device, e.g. a personal computer).

MTCOS Smart Tachograph V2 / SLET8CFX4000P, Version 1.2 9
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2 Conformance Claims (ASE_CCL.1)

2.1 CC Conformance Claim

This ST claims conformance to:

« Common Criteria for Information Technology Security Evaluation, Part 1: Intro-
duction and General Model; CCMB-2017-04-001, Version 3.1 Revision 5, April 2017

CC_Partl]

« Common Criteria for Information Technology Security Evaluation, Part 2: Secu-
rity Functional Components; CCMB-2017-04-002, Version 3.1 Revision 5, April 2017

CC_Part?]

« Common Criteria for Information Technology Security Evaluation, Part 3: Secu-
rity Assurance Components; CCMB-2017-04-003, Version 3.1 Revision 5, April 2017
[CC_Part3]

as follows
+ Part 2 extended (with FCS_RNG.1 and FPT_EMS.1)
+ Part 3 conformant (EAL4 augmented by ALC_DVS.2, ATE_DPT.2 and AVA_VAN.5)

2.2 PP Claim

This ST claims strict conformance to the Common Criteria Protection Profile “Digital Tacho-
graph - Tachograph Card (TC PP)” [CC_PP-0091].

2.3 PP Additions

The personalization of the TOE is performed after delivery, thus the according SFRS had been
added in addition to those included in [CC_PP-0091]. These can be taken from Table 6.1, page
25.

2.4 Package Claim

The assurance level for the TOE is CC EAL4 augmented with ALC_DVS.2, ATE_DPT.2 and
AVA_VAN.5 defined in [CC_Part3].

MTCOS Smart Tachograph V2 / SLET8CFX4000P, Version 1.2 10
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2.5 Conformance Claim Rationale

According section 2.2/ this ST claims strict conformance to [CC_PP-0091]. Table 2.1 gives an
overview of the components.

Assurance Component See section Corresponding section in [CC_PP-0091]

ASE_INT.1 1 Chapter 1; the TOE definition (section[1.2.1) complies to
the definition of a tachograph card as described in sec-
tion 1.2.1 of [CC_PP-0091]. For better readability, the TOE
life cycle as it is implemented is described in the addi-
tional section|1.2.4.

ASE_CCL. 2 Chapter 2; put for this ST according to section 2.5 of
[CC_PP-0091]. Conformance to CC Parts in version 3.1, re-
vision 5 is claimed (revision 4 in [CC_PP-0091])

ASE_SPD. 3 Chapter 3; no significant changes
ASE_OBJ.2 4 Chapter 4; no significant changes
ASE_ECD. 5 Chapter 5; no significant changes
ASE_REQ.2 6 Chapter 6; if required, SFRs have been iterated to ad-

dress the different life cycle phases of the TOE, see Table
6.1. operations done for the SFRs are clearly indicated

according to [CC_PP-0091].

Table 2.1: Conformance claim rationale.

MTCOS Smart Tachograph V2 / SLET8CFX4000P, Version 1.2 1
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3 Security Problem Definition
(ASE_SPD.1)

Note 2: Although each of the Tachograph Card types (driver card, workshop card, control
card or company card) is used for a different purpose, and this ST describe the
Security Problem Definition in general terms for the Tachograph Card, considering the whole
Digital Tachograph System, and the corresponding usage of the Tachograph Cards.

3.1 Introduction

3.1.1 Assets

The assets to be protected by the TOE and its environment within the operational use phase
of the TOE’s life cycle are the application data defined in the table below'.

No. Asset Definition

1 Identification data (IDD) Card identification data, user identification data (see Glos-
sary for more details).

2 Activity data (ACD) Activity data (see|Glossary for more details).

Table 3.1: Primary assets to be protected by the TOE and its environment

The security properties to be maintained for each asset are defined in [REG_2016/799] [REG_2021/1228]
Annex 1C, especially Appendices 2 and 11.

MTCOS Smart Tachograph V2 / SLET8CFX4000P, Version 1.2 12
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No. Asset Definition
Application (APP) Tachograph application.

Keys to protect data (KPD) Enduring private keys and session keys used to protect se-
curity data and user data held within and transmitted by the
TOE, and as a means of authentication.

5 Signature verification data Public keys certified by Certification Authorities, used to ver-
(SVD) ify electronic signatures.
6 Verification authentication Authentication data provided as input for authentication at-
data (VAD) tempt as authorized user (i.e. entered PIN on workshop
cards).
7 Reference  authentication Data persistently stored by the TOE for verification of the au-
data (RAD) thentication attempt as authorized user (i.e. reference PIN

on workshop cards).

8 Data to be signed (DTBS) The complete electronic data to be signed (including both
user message and signature attributes).
9 TOE file system, including File structure, access conditions, identification data con-
specific identification data  cerning the IC and the Smartcard Embedded Software as
well as the date and time of the personalization.

Table 3.2: Secondary assets to be protected by the TOE and its environment

All primary assets represent user data in the sense of the CC. The secondary assets also
have to be protected by the TOE in order to achieve a sufficient protection of the primary as-
sets. The secondary assets represent TSF and TSF-data in the sense of the CC. Security data
and user data, stored by the Tachograph Card, need to be protected against unauthorized
modification and disclosure. User data include card and human user identification data and
activity data (see Glossary for more details), and match User Data in the sense of the CC. Se-
curity data are defined as specific data needed to support security enforcement, and match
the TSF data in the sense of the CC.

MTCOS Smart Tachograph V2 / SLET8CFX4000P, Version 1.2 13
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3.1.2 Subjects and External Entities

This Protection Profile considers the following subjects, who can interact with the TOE.

No. Role Definition
1 Administrator  Active only during operational use phase (initialization and personaliza-
tion).

2 Vehicle Unit?  Vehicle Unit (authenticated®), to which the Tachograph Card is connected
(SVU).

3 Other Device*  Other device (not authenticated) to which the Tachograph Card is con-
nected (S.Non-VU).

4 Attacker Ahuman or a process located outside the TOE and trying to undermine the
security policy defined by the [CC_PP-0091], especially to change proper-
ties of the maintained assets. For example, a driver could be an attacker
if he misuses the driver card. An attacker is assumed to possess at most a
high attack potential.

Table 3.3: Subjects and external entities.

Note 3: This table defines the subjects in the sense of which can be recognized by
the TOE independently of their nature (human or process). As result of an appropriate iden-
tification and authentication process, the TOE creates - for each of the respective external
entities except the Attacker, who is listed for completeness - an ’image’ inside and ’works’
then with this TOE internal image (also called subject in [CC_Parti]). From this point of view,
the TOE itself does not distinguish between “subjects” and “external entities”.

3.2 Threats

This section describes the threats to be averted by the TOE independently orin collaboration
with its IT environment. These threats arise from the assets protected by the TOE and the
method of TOE’s use in the operational environment.

The threats are defined in the following tables.

2Tachograph cards may be inserted in 15 generation or 2" generation Vehicle Units.

3Authenticated to the Tachograph Card by the method specified in Annex 1C, Appendix 11,
Chapter 4 (for 1 st generation VU) and Chapter 10 (for 2" generation VU).

“A specific device among these other devices is the remote early detection communication reader. A con-
trol card connected to such equipment shall decipher data sent by a VU, and also allow for verification of the
authenticity and integrity of such data.

MTCOS Smart Tachograph V2 / SLET8CFX4000P, Version 1.2
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Label
T.Identification_Data

T.Application

T.Activity_Data

T.Data_Exchange

T.Clone

Threat

Modification of Identification Data - A successful modification of identifi-
cation data held by the TOE (IDD, see sec. 3.1.1, e.g. the type of card, or the
card expiry date or the user identification data) would allow an attacker to
misrepresent driver activity.

Modification of Tachograph application - A successful modification or
replacement of the Tachograph application stored in the TOE (APP, see
sec. 3.1.1), would allow an attacker to misrepresent human user (especially
driver) activity.

Modification of Activity Data - A successful modification of activity data
stored in the TOE (ACD, see sec.|3.1.1) would allow an attacker to misrepre-
sent human user (especially driver) activity.

Modification of Activity Data during Data Transfer - A successful mod-
ification of activity data (ACD deletion, addition or modification, see sec.
3.1.1) during import or export would allow an attacker to misrepresent hu-
man user (especially driver) activity.

Cloning of cards - An attacker could read or copy secret cryptographic keys
from a Tachograph Card and use it to create a duplicate card, allowing an
attacker to misrepresent human user (especially driver) activity.

Table 3.4: Threats addressed by the TOE.

3.3 Assumptions

This section describes the assumptions that are made about the operational environmentin
order to be able to provide the security functionality. If the TOE is placed in an operational
environment that does not uphold these assumptions it may be unable to operatein a secure

mannetr.

The assumptions are provided in the following table.

Label

Assumption

A.Personalization_Phase Personalization Phase Security - All data structures and data on the

card produced during the operational use phase (initialization and
personalization), in particular during initialization and/or personaliza-
tion are correct according to [REG_2016/799} [REG_2021/1228] Annex
1C, and are handled correctly so as to preserve the integrity and con-
fidentiality of these data. This includes in particular sufficient crypto-
graphic quality of cryptographic keys for the end-usage (in accordance
with the cryptographic algorithms specified for Tachograph Cards) and
their confidential handling. The Personalization Service Provider con-
trols all materials, equipment and information, which is used for ini-
tialization and/or personalization of authentic smart cards, in order to
prevent counterfeit of the TOE.

Table 3.5: Assumptions.
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3.4 Organizational Security Policies

This section shows the organizational security policies that are to be enforced by the TOE, its
operational environment, or a combination of the two. The organizational security policies
are provided in the following table.

Label Organizational Security Policy

P.Crypto The cryptographic algorithms and keys described in [REG_2016/799] Annex 1C, Ap-
pendix 11 shall be used where data confidentiality, integrity, authenticity and/or non-
repudiation need to be protected.

Table 3.6: Organizational security policies.
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4 Security Objectives (ASE_OBJ.2)

This section identifies the security objectives for the TOE and for its operational environ-
ment. The security objectives are a concise and abstract statement of the intended solution
to the problem defined by the security problem definition. The role of the security objectives
is threefold:
+ Provide a high-level, natural-language solution of the problem;
« Dividethissolutioninto two part-wise solutions, that reflect that different entities each
have to address a part of the problem;

« Demonstrate that these part-wise solutions form a complete solution to the problem.
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4.1 Security Objectives for the TOE

The TOE security objectives address the protection to be provided by the TOE, indepen-
dent of the TOE environment, and are listed in the table below. All security objectives
are expressed in the context of the requirements of [REG_2016/799] [REG_2021/1228] and
[REG_2002/1360].

Label Security objective for the TOE

0.Card_ldentification_Data Integrity of Identification Data - The TOE must preserve the in-
tegrity of card identification data and user identification data stored
during the card personalization process.

0.Card_Activity_Storage Integrity of Activity Data - The TOE must preserve the integrity of
user data stored in the card by Vehicle Units.

0.Protect_Secret Protection of secret keys - The TOE must preserve the confiden-
tiality of its secret cryptographic keys, and must prevent them from
being copied.

O.Data_Access User Data Write Access Limitation - The TOE must limit user data

write access to authenticated Vehicle Units.

0.Secure_Communications Secure Communications- The TOE must support secure communi-
cation protocols and procedures between the card and the Vehicle
Unit when required.

0.Crypto_Implement Cryptographic operation - The cryptographic functions must be
implemented as required by [REG_2016/799] Annex 1C, Appendix 11.
0.Software_Update Software updates - Where updates to TOE software are possible,

the TOE must accept only those that are authorized. Note that this
objective is only listed for completeness; it is not applicable, be-
cause no software updates are possible.

Table 4.1: Security objectives for the TOE.
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4.2 Security Objectives for the Operational Environment

The security objectives for the operational environment address the protection that must be
provided by the TOE environment, independent of the TOE itself, and are listed in the table

below.

Label
OE.Personalization_Phase

OE.Crypto_Admin

OE.EOL

Security objective for the environment

Secure Handling of Data in Personalization Phase - All data struc-
tures and data on the card produced during the Personalization
Phase, in particular during initialization and/or personalization must
be correct according to [REG_2016/799} [REG_2021/1228] Annex 1C,
and must be handled so as to preserve the integrity and confiden-
tiality of the data. The Personalization Service Provider must con-
trol all materials, equipment and information that are used for ini-
tialization and/or personalization of authentic smart cards, in order
to prevent counterfeit of the TOE. The execution of the TOE’s person-
alization process must be appropriately secured with the goal of data
integrity and confidentiality.

Implementation of Tachograph Components - All requirements

from [REG_2016/799] concerning handling and operation of the cryp-
tographic algorithms and keys must be fulfilled.

End of life - When no longer in service the TOE must be disposed of
in a secure manner, which means, as a minimum, that the confiden-
tiality of symmetric and private cryptographic keys has to be safe-
guarded.

Table 4.2: Threats addressed by the operational environment.
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5 Extended Components Definition
(ASE_ECD.1)

For [CC_PP-0091] the security functional requirements in CC Part 2 have been extended to
cover part of the TOE functionality that cannot otherwise clearly be expressed.

uses two components defined as an extension to CC Part 2. Family
FPT_EMS (TOE Emanation) is defined here to describe the IT security functional require-
ments of the TOE related to leakage of information based on emanation. Family FCS_RNG
(Random number generation) is fully defined and justified in [KiSch-RNG] Chapter 3.

5.1 Class FCS: Cryptographic Support

5.1.1 Generation of Random Numbers (FCS_RNG)

Rationale defines two components FIA_SOS.2 and FCS_CKM.1 that are similar
to FCS_RNG.1. However, FCS_RNG.1 allows the specification of requirements for the genera-
tion of random numbers in a manner that includes necessary information for intended use,
as is required here. These details describe the quality of the generated data that other se-
curity services rely upon. Thus by using FCS_RNG a coherent set of SFRs that include the
generation of random numbers as a security service can be expressed.

Family behavior This family defines quality requirements for the generation of random
numbers that are intended to be used for cryptographic purposes.

Component leveling

FCS_RNG: Generation of random numbers |——|I|

FCS_RNG.1 Generation of random numbers, requires that the random number genera-
tor implements defined security capabilities and that the random numbers meet a defined
quality metric.

Management: FCS_RNG.1 There are no management activities foreseen.
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Audit: FCS_RNG.1 There are no auditable events foreseen.

FCS_RNG.1
Hierarchical to:
Dependencies:
FCS_RNG.1.1

FCS_RNG.1.2

Generation of random numbers

The TSF shall provide a [selection: physical, non-physical true, deter-
ministic, hybrid physical, hybrid deterministic] random number genera-
tor that implements: [assignment: list of security capabilities].

The TSF shall provide random numbers that meet [assignment: [assign-
ment: a defined quality metric].

5.2 Class FPT: Protection of the TSF

5.2.1 TOE Emanation (FPT_EMS)

Rationale Family FPT_EMS (TOE Emanation) is defined here to describe the IT security
functional requirements of the TOE related to leakage of information based on emanation.
This requirement is not covered by [CC_Part2].

Family behavior Thisfamily defines requirements to prevent attacks against TSF data and
user data where the attack is based on external observable physical phenomena of the TOE.
Examples of such attacks are evaluation of TOE’s electromagnetic radiation, simple power
analysis (SPA), differential power analysis (DPA), timing attacks, etc.

Component leveling

FPT_EMS: TOE emanation |——|1]

FPT_EMS.1 TOE emanation requires that the TOE does not produce intelligible emissions
that enable access to TSF data or user data.

Management: FPT_EMS.1 There are no management activities foreseen.

Audit: FPT_EMS.1 There are no actions defined to be auditable.

FPT_EMS.1
Hierarchical to:
Dependencies:
FPT_EMS.1.1

FPT_EMS.1.2

TOE emanation

The TOE shall not emit [assignment: types of emissions] in excess of [as-
signment: specified limits] enabling access to [assignment: list of types
of TSF data] and [assignment: list of types of user datal].

The TSF shall ensure [assignment: type of users] are unable to use the
following interface [assignment: type of connection] to gain access to
[assignment: list of types of TSF data] and [assignment: list of types of
user datal.
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6 TOE Security Requirements
(ASE_REQ.2)

This section defines the detailed security requirements that shall be satisfied by the TOE.
The statement of TOE security requirements defines the functional and assurance security
requirements that the TOE needs to satisfy in order to meet the security objectives for the
TOE.

The CC allows several operations to be performed on security requirements (on the com-
ponent level); refinement, selection, assignment, and iteration are defined in paragraph 8.1
of [CC_Partl]. Each of these operations is used in this ST.

The refinement operation is used to add detail to a requirement, and, thus, further re-
stricts a requirement. Refinements of security requirements are denoted in such a way that
added words are in bold text and changed words are erossed-out.

The selection operation is used to select one or more options provided by the CC in
stating a requirement. Selections that have been made by the PP author are denoted by
underlined text and appear in square brackets. Selections to be filled in by the ST author
appear in square brackets with an indication that a selection is to be made, [selection:], and
are italicized.

The assignment operation is used to assign a specific value to an unspecified parameter,
such as the length of a password. Assignments that have been made by the PP author are
denoted by underlined text and appear in square brackets. Assignments to be filled in by the
ST author appearin square brackets with an indication that an assignment is to be made [as-
signment:], and are italicized. In some cases the assignment made by the PP authors defines
a selection to be performed by the ST author. Thus, this text is underlined and italicized.

The iteration operation is used when a component is repeated with varying operations.
Iteration is denoted by showing a slash “/”, and the iteration indicator after the component
identifier.

Note that the denotation of [CC_PP-0091] has been changed for consistency and better
readability. Table 6.1 gives an overview of the SFRS used in this ST and the corresponding
SFRs from [CC_PP-0091]. SFRs addressing the personalization step have no explicit corre-

spondance in the PP (“~” in columns 3 and 4 of table 6.1).

‘ SFR Component name Corresponding SFR in

‘ FAU_ARP.1 Security alarms FAU_ARP.1  Security alarms ‘
‘ FAU_SAA.1 Potential violation analysis FAU_SAA.1  Potential violation analysis ‘
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SFR
FCO_NRO.1
FDP_ACC.2/Usage

FDP_ACF.1/Usage

FDP_DAU.1
FDP_ETC.1

FDP_ETC.2
FDP_ITCA1
FDP_ITC.2
FDP_RIP.
FDP_SDI.2
FIA_AFL.1/C
FIA_AFL.1/WC
FIA_ATD.1/Usage

FIA_UAU.3
FIA_UAU.4

FIA_UID.2

FIA_USB.1/Usage
FPR_UNO.1
FPT_EMS.
FPT_FLS.

FPT_PHP.3
FPT_TST.1
FCS_CKM.1/G2

FCS_CKM.2/G2

Component name

Selective proof of origin
Complete access control (us-
age)

Security attribute based ac-
cess control (usage)

Basic data authentication

Export of user data without se-
curity attributes

Export of user data with secu-
rity attributes

Import of user data without
security attributes

Import of user data with secu-
rity attributes

Subset residual information
protection

Stored data integrity monitor-
ing and action

Authentication failure han-
dling (card)

Authentication failure han-
dling (workshop card)

User attribute definition (us-
age)

Unforgeable authentication
Single-use authentication
mechanism

User authentication before
any action

User-subject binding (usage)
Unobservability
TOE emanation

Failure with preservation of
secure state

Resistance to physical attack
TSF testing

Cryptographic key generation
(generation 2)

Cryptographic key distribu-
tion (generation 2)

Corresponding SFR in [CC_PP-0091]

FCO_NRO.1
FDP_ACC.2

FDP_ACF.1

FDP_DAU.1
FDP_ETC.1

FDP_ETC.2

FDP_ITC.

FDP_ITC.2

FDP_RIP.

FDP_SDI.2

FIA_AFL.1

FIA_AFL.1

FIA_ATD.1

FIA_UAU.3
FIA_UAU.4

FIA_UID.2

FIA_USB.1
FPR_UNO.1
FPT_EMS.1
FPT_FLS.1

FPT_PHP.3
FPT_TST.1
FCS_CKM.1

FCS_CKM.2

Selective proof of origin
Complete access control

Security attribute based ac-
cess control

Basic data authentication

Export of user data without se-
curity attributes

Export of user data with secu-
rity attributes

Import of user data without
security attributes

Import of user data with secu-
rity attributes

Subset residual information
protection

Stored data integrity monitor-
ing and action

Authentication failure han-
dling (1:C)
Authentication failure han-
dling (2:WC)

User attribute definition

Unforgeable authentication

Single-use authentication
mechanism

User authentication before
any action

User-subject binding
Unobservability
TOE emanation

Failure with preservation of
secure state

Resistance to physical attack
TSF testing

Cryptographic key generation
(1)

Cryptographic key distribu-
tion (1)
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SFR
FCS_CKM.4/G2

FCS_COP.1/AES

FCS_COP.1/SHA2

FCS_COP.1/ECC

FCS_RNG.1
FIA_UAU.1/G2

FPT_TDC.1/G2

FTP_ITC.1/G2

FCS_CKM.1/G1

FCS_CKM.2/G1

FCS_CKM.4/G1

FCS_COP.1/TDES

FCS_COP.1/RSA

FCS_COP.1/SHA1

FIA_UAU.1/G1

FPT_TDC.1/G1

FTP_ITC.1/G1

FCS_CKM.1/Perso

FCS_CKM.4/Perso

FCS_COP.1/Perso

FDP_ACC.2/Perso

Component name

Cryptographic key destruc-
tion (generation 2)

Cryptographic operation
(AES)

Cryptographic operation
(SHA-2)

Cryptographic operation
(ECC)

Random number generation
Timing of authentication
(generation 2)

Inter-TSF basic TSF data con-
sistency (generation 2)

Inter-TSF  trusted
(generation 2)

channel

Cryptographic key generation
(generation 1)

Cryptographic key distribu-
tion (generation 1)

Cryptographic key destruc-
tion (generation 1)

Cryptographic operation
(TDES)

Cryptographic operation
(RSA)

Cryptographic operation
(SHA-1)

Timing of authentication

(generation 1)
Inter-TSF basic TSF data con-
sistency (generation 1)

Inter-TSF  trusted
(generation 1)

channel

Cryptographic key generation
(personalization)

Cryptographic key destruc-
tion (personalization)
Cryptographic operation (per-
sonalization)

Complete access control (per-
sonalization)

Corresponding SFR in [CC_PP-0091]

FCS_CKM.4

FCS_COP1

FCS_COP.1

FCS_COP1

FCS_RNG.1
FIA_UAU.1

FPT_TDC.1

FTP_ITCA

FCS_CKM.1

FCS_CKM.2

FCS_CKM.4

FCS_COP.

FCS_COP.

FCS_COP.

FIA_UAU.1

FPT_TDC.

FTP_ITCA

Cryptographic key destruc-
tion (1)

Cryptographic operation
(1:AES)

Cryptographic operation
(2:SHA-2)

Cryptographic operation
(3:ECQ)

Random number generation
Timing of authentication (1)

Inter-TSF basic TSF data con-
sistency (1)

Inter-TSF trusted channel (1)

Cryptographic key generation
(2)

Cryptographic key distribu-
tion (2)

Cryptographic key destruc-
tion (2)

Cryptographic operation
(4:TDES)

Cryptographic operation
(5:RSA)

Cryptographic operation
(6:SHA-1)

Timing of authentication (2)

Inter-TSF basic TSF data con-
sistency (2)

Inter-TSF trusted channel (2)
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SFR Component name Corresponding SFRin
FDP_ACF.1/Perso Security attribute based ac- - -
cess control (personalization)
FIA_AFL.1/Perso Authentication failure han- - -
dling (personalization)
FIA_ATD.1/Perso User attribute definition - -

FIA_USB.1/Perso User-subject binding (person- - -
alization)

Table 6.1: SFR overview.

6.1 Security Functional Requirements for the TOE

This section is subdivided to show security functional requirements that relate to the TOE it-
self, and those that relate to external communications. This is to facilitate comparison of the
communication requirements between and others in the PP family. Section
6.1.1 addresses requirements for the Tachograph Card. Section 6.1.2/addresses the commu-
nication requirements for 2"4 generation Vehicle Units to be used with the TOE. Section 6.1.3
addresses the communication requirements for 1%t generation Vehicle Units to be used with
the TOE. In addition to [CC_PP-00091], section 6.1.4 addresses the requirements for personal-
ization.

6.1.1 Security Functional Requirements for the TC

6.1.1.1 Class FAU Security Audit

FAU_ARP.1 Security alarms

Hierarchical to: -

Dependencies: FAU_SAA.1 Potential violation analysis
FAU_ARP.1.1 The TSF shall take [the following actions:

a) For user authentication failures and activity data input integrity
errors - respond to the VU through SW1 SW2 status words, as
defined in [REG_2016/799] Annex 1C, Appendix 2;

b) For self test errors and stored data integrity errors - respond to
any VU command with an SW1 SW2 status word indicating the
error]

upon detection of a potential security violation.

Note 4: On user authentication failures and activity data input integrity errors status word
SW1 SW2 66 88 is returned, on self test errors and stored data integrity errors status word
SW1SW2 6F 00 is returned.
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FAU_SAA.1

Hierarchical to:
Dependencies:

FAU_SAA.1.1

FAU_SAA.1.2

Potential violation analysis

FAU_GEN.1 Audit data generation

The TSF shall be able to detect failure events as user authentication
failures, self test errors, stored data integrity errors and activity
data input integrity errors, to apply a set of rules in monitoring the
audited events and based upon these rules indicate a potential viola-
tion of the enforcement of the SFRs.
The TSF shall enforce the following rules for monitoring audited events:
a) Accumulation or combination of [

« user authentication failure,

« self test error,

+ stored data integrity error,

+ activity data input integrity error]

known to indicate a potential security violation;

b) [assignment: no other rules].

Note 5: The events user authentication failure, self test error, stored data integrity error and
activity data input integrity error may occur in combination or as single failure event. The
Vehicle Unit is informed of such events through the SW1 SW2 status words in responses to
Vehicle Unit requests. The Vehicle Unit then stores events indicated by the TOE.

6.1.1.2 Class FCO Communication

FCO_NRO.1

Hierarchical to:
Dependencies:

FCO_NRO.1.1

FCO_NRO.1.2

FCO_NRO.1.3

Selective proof of origin

FIA_UID.1 Timing of identification

The TSF shall be able to generate evidence of origin for transmit-
ted [data to be downloaded to external media] at the request of the

[recipient] in accordance with [REG_2016/799]] Annex 1C, Appendix
11, sections 6.1 and 14.2.

The TSF shall be able to relate the [user identity by means of digital
signature] of the originator of the information, and the [hash value over
the data to be downloaded to external media] of the information to
which the evidence applies.

The TSF shall provide a capability to verify the evidence of origin of
information to [recipient] given [that the digital certificate used in
the digital signature for the downloaded data has not expired (see
[REG_2016/799] Appendix 11, sections 6.2 and 14.3].

Note 6: Note that FCO_NRO.1 applies only to driver cards and workshop cards, as those are
the only cards capable of creating a signature over downloaded data. See [REG_2016/799]
Appendix 11, sections 6 and 14.
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6.1.1.3 Class FDP User Data Protection

FDP_ACC.2/Usage Complete access control (usage)
Hierarchical to: FDP_ACC.1 Subset access control
Dependencies: FDP_ACF.1 Access control functions
FDP_ACC.2.1/Usage The TSF shall enforce the [AC SFP] on [

« Subjects:
- SVU (a Vehicle Unit in the sense of [REG_2016/799] Annex
1€)

- S.Non-VU (other card interface devices)

+ Objects:
- User data
* User Identification data
* Activity data

- Security data
* Cryptographic keys (see Tables/A.1,/A.2, A.4.and A.5)
* PIN (for Workshop card)

TOE application code

TOE file system

Card identification data

Master file contents]

and all operations among subjects and objects covered by the SFP.

FDP_ACC.2.2/Usage The TSF shall ensure that all operations between any subject con-
trolled by the TSF and any object controlled by the TSF are covered by
an access control SFP.

FDP_ACF.1/Usage Security attribute based access control (usage)
Hierarchical to: -

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization
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FDP_ACF.1.1/Usage The TSF shall enforce the [AC SFP] to objects based on the following: [
« Subjects:
- SVU (in the sense of [REG_2016/799] Annex 1C)
- S.Non-VU (other card interface devices)

+ Objects:
- User data:
* User identification data
* Activity data
Security data:
* Cryptographic keys (see Tables/A.1,/A.2, A.4and A.5)
* PIN (for workshop card)
TOE application code
TOE file system (Attribute: access conditions)
Card identification data
Master file contents].

FDP_ACF.1.2/Usage The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: [
« GENERAL_READ

- Driver card, workshop card: user data may be read from
the TOE by any user

- Control card, company card: user data may be read from
the TOE by any user, except user identification data stored
in the 1%t generation tachograph application, which may be
read by SVU only

IDENTIF_WRITE

- All card types: card identification data and user
identification data may only be written once and before
the end of personalization

- No user may write or modify identification data during the
end-usage phase of the card life cycle

ACTIVITY_WRITE
- All card types: activity data may be written to the card by
SVU onl
SOFT_UPGRADE
- Allcard types: TOE application code may only be upgraded
following successful authentication
FILE_STRUCTURE

- All card types: files structure and access conditions
shall be created before personalization is completed and
then locked from any future modification or deletion by
any user without successful authentication by the party
responsible for card initialization].

FDP_ACF.1.3/Usage The TSF shall explicitly authorize access of subjects to objects based on
the following additional rules: [none].
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FDP_ACF.1.4/Usage

The TSF shall explicitly deny access of subjects to objects based on the
following additional rules: [
o SECRET KEYS

- The TSF shall prevent access to secret cryptographic keys
other than for use in the TSF’s cryptographic operations,
or in case of a workshop card only, for exporting
the SensorinstallationSecData to a VU, as specified in
[REG_2016/799] Annex 1C, Appendix 2].

Note 7: Note that software upgrades in the end-usage phase of the card life cycle are not

intended for the TOE.

FDP_DAU.1

Hierarchical to:
Dependencies:

FDP_DAU.1.1

FDP_DAU.1.2

FDP_ETC.1

Hierarchical to:
Dependencies:

FDP_ETC.1.1

FDP_ETC.1.2

FDP_ETC.2

Hierarchical to:
Dependencies:

Basic data authentication

The TSF shall provide a capability to generate evidence that can be
used as a guarantee of the validity' of [activity data].

The TSF shall provide [SVU and S.Non-VU] with the ability to verify ev-
idence of the validity of the indicated information.

Export of user data without security attributes

FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control

The TSF shall enforce the [AC SFP] when exporting user data controlled
under the SFP(s), outside the TOE.

The TSF shall export the user data without the user data’s associated
security attributes.

Export of user data with security attributes

FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control

FDP_ETC.2.1 The TSF shall enforce the [AC SFP] when exporting user data controlled
under the SFP(s), outside the TOE.
FDP_ETC.2.2 The TSF shall export the user data with the user data’s associated se-
curity attributes.
'In the context of “validity” means integrity and authenticity.
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FDP_ETC.2.3

FDP_ETC.2.4

FDP_ITC.1

Hierarchical to:
Dependencies:

FDP_ITC.1.1

FDP_ITC.1.2

FDP_ITC.1.3

FDP_ITC.2

Hierarchical to:
Dependencies:

FDP_ITC.2.1

FDP_ITC.2.2

FDP_ITC.2.3

FDP_ITC.2.4

FDP_ITC.2.5

The TSF shall ensure that the security attributes, when exported out-
side the TOE, are unambiguously associated with the exported user
data.

The TSF shall enforce the following rules when user data is exported
from the TOE: [none].

Import of user data without security attributes

[FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [AC SFP] when importing user data, con-
trolled under the SFP, from outside of the TOE.

The TSF shall ignore any security attributes associated with the user
data when imported from outside the TOE.

The TSF shall enforce the following rules when importing user data
controlled under the SFP from outside the TOE: [none].

Import of user data with security attributes

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
[FPT_ITC.1 Inter-TSF trusted channel, or
FTP_TRP.1 Trusted path]

FPT_TDC.1 Inter-TSF basic TSF data consistency

The TSF shall enforce the [Input Sources SFP] when importing user
data, controlled under the SFP, from outside of the TOE.

The TSF shall use the security attributes associated with the imported
user data.

The TSF shall ensure that the protocol used provides for the unambigu-
ous association between the security attributes and the user data re-
ceived.

The TSF shall ensure that interpretation of the security attributes of the
imported user data is as intended by the source of the user data.

The TSF shall enforce the following rules when importing user data
controlled under the SFP from outside of the TOE: [
« unauthenticated inputs from external sources shall not be
accepted as executable code;

« if application software updates are permitted they shall be
verified using cryptographic security attributes before being

implemented].
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Note 8: The requirement for verified software updatesis not applicable, because no software

updates are possible.

FDP_RIP.1

Hierarchical to:
Dependencies:

FDP_RIP.1.1

FDP_SDI.2

Hierarchical to:
Dependencies:

FDP_SDI.2.1

FDP_SDI.2.2

Subset residual information protection

The TSF shall ensure that any previous information content of a re-
source is made unavailable upon the [selection: deallocation of the re-
source from] the following objects: [assignment: cryptographic keys,
PINs].

Stored data integrity monitoring and action
FDP_SDI.1 Stored data integrity monitoring

The TSF shall monitor user data stored in containers controlled by the
TSF for [assignment: integrity errors] on all objects, based on the fol-
lowing attributes [assignment: integrity checked stored datal.

Upon detection of a data integrity error, the TSF shall [warn the entity
connected].

Note 9: Integrity checked stored data include cryptographic keys, PINs, user identification

data and activity data.

6.1.1.4 Class FIA Identification and Authentication

FIA_AFL.1/C

Hierarchical to:

Dependencies:
FIA_AFL.1.1/C

FIA_AFL.1.2/C

FIA_AFL.1/WC

Hierarchical to:

Dependencies:

Authentication failure handling (card)

FIA_UAU.1 Timing of authentication
The TSF shall detect when [1] unsuccessful authentication attempts oc-

cur related to [authentication of a card interface device].

When the defined number of unsuccessful authentication attempts has
been [met or surpassed], the TSF shall [
a) warn the entity connected,

b) assume the user to be S.Non-VU].

Authentication failure handling (workshop card)

FIA_UAU.1 Timing of authentication
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FIA_AFL.1.1/WC

FIA_AFL.1.2/WC

FIA_ATD.1/Usage

Hierarchical to:
Dependencies:

FIA_ATD.1.1/Usage

FIA_UAU.3
Hierarchical to:
Dependencies:
FIA_UAU.3.1

FIA_UAU.3.2

FIA_UAU.4
Hierarchical to:
Dependencies:
FIA_UAU.4.1

FIA_UID.2
Hierarchical to:
Dependencies:

The TSF shall detect when [5] unsuccessful authentication attempts oc-

cur related to [PIN verification of Workshop Card].

When the defined number of unsuccessful authentication attempts has
been [met or surpassed], the TSF shall [
a) warn the entity connected,

b) block the PIN check procedure such that any subsequent PIN
check attempt will fail,

c) be able to indicate to subsequent users the reason for the
blocking].

User attribute definition (usage)

The TSF shall maintain the following list of security attributes belong-
ing to individual users: [
a) User_group (Vehicle_Unit, Non_Vehicle_Unit);

b) User_ID (VRN and registering member state for subject SVU)].

Unforgeable authentication

The TSF shall [prevent] use of authentication data that has been forged
by any user of the TSF.

The TSF shall [prevent] use of authentication data that has been copied
from any other user of the TSF.

Single-use authentication mechanisms

The TSF shall prevent reuse of authentication data related to [key
based authentication mechanisms as defined in [REG_2016/799]

Appendix 11, Chapters 4 and 10].

User authentication before any action
FIA_UID.1 Timing of identification
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FIA_UID.2.1

The TSF shall require each user to be successfully identified before al-
lowing any other TSF-mediated actions on behalf of that user.

Note 10: The identification of the user is initiated following insertion of the card into a card
reader and power-up of the card.

FIA_USB.1/Usage
Hierarchical to:
Dependencies:
FIA_USB.1.1/Usage

FIA_USB.1.2/Usage

FIA_USB.1.3/Usage

User-subject binding (usage)
FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with sub-
jects acting on behalf of that user: [
a) User_group (Vehicle_Unit for SVU, Non_Vehicle_Unit for
S.Non-VU);

b) User_ID (VRN and registering member state for subject S.VU)].

The TSF shall enforce the following rules on the initial association of
the user security attributes with subjects acting on the behalf of users:
[assignment: none].

The TSF shall enforce the following rules governing changes to the
user security attributes associated with subjects acting on the behalf
of users: [assignment: no changes permitted)].

6.1.1.5 Class FPR Privacy

FPR_UNO.1
Hierarchical to:
Dependencies:
FPR_UNO.1

Unobservability

The TSF shall ensure that [attackers] are unable to observe the op-
eration [any operation involving authentication and/or cryptographic
operations] on [security and activity data] by [any user].

6.1.1.6 Class FPT Protection of the TSF

FPT_EMS.1
Hierarchical to:
Dependencies:
FPT_EMS.1.1

TOE emanation

The TOE shall not emit [assignment: information about IC power con-
sumption and command execution time] in excess of [assignment:
non-useful information] enabling access to [private keys or session
keys] and [assignment: PINS (workshop card) and activity datal.
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FPT_EMS.1.2

The TSF shall ensure [any users] are unable to use the following in-
terface [smart card circuit contacts] to gain access to [private keys or

session keys] and [assignment: PINS (workshop card) and activity datal.

Note 11: FPT_EMS.1 applies to the end-usage phase of the card life cycle.

FPT_FLS.1
Hierarchical to:
Dependencies:
FPT_FLS.1.1

FPT_PHP.3
Hierarchical to:
Dependencies:
FPT_PHP.3.1

Note 12: The TOE will implement appropriate measures to continuously counter physical
manipulation and physical probing. Due to the nature of these attacks (especially manipu-
lation) the TOE can by no means detect attacks on all of its elements. Therefore, permanent
protection against these attacks is required ensuring that the TSF security could not be vio-
lated at any time. Hence, automatic response means here (i) assuming that there might be

Failure with preservation of secure state

The TSF shall preserve a secure state? when the following types of fail-
ures occur [
a) Reset;

¢) Deviation from the specified values of the power supply;

d

)

b) Power supply cut-off;
)
)

Unexpected abortion of TSF execution due to external or
internal events (especially interruption of a transaction before
completion)].

Resistance to physical attack

The TSF shall resist [physical manipulation and physical probing] to the
[TOE componentsimplementing the TSF] by responding automatically
such that the SFRs are always enforced.

an attack at any time and (ii) countermeasures are provided at any time.

FPT_TST.1
Hierarchical to:
Dependencies:

TSF testing

2A secure state is defined in CC as a state in which the TSF data are consistent and the TSF continues correct

enforcement of the SFRs.
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FPT_TST.1.1

FPT_TST.1.2

FPT_TST.1.3

The TSF shall run a suite of self tests [during initial start-up® and
periodically during normal operation] to demonstrate the correct op-
eration of [the TSF].

The TSF shall provide authorized users with the capability to verify the
integrity of [TSF data].

The TSF shall provide authorized users with the capability to verify the
integrity of [the TSF].

6.1.2 Security Functional Requirements for External Communications
(2" Generation)

The security functional requirementsin this section are required to support communications
specifically with 2" generation Vehicle Units.

6.1.2.1 Class FCS Cryptographic Support

FCS_CKM.1/G2
Hierarchical to:
Dependencies:

FCS_CKM.1.1/G2

Cryptographic key generation (generation 2)

[FCS_CKM.2 Cryptographic key distribution or

FCS_COP.1 Cryptographic operation]

FCS_CKM.4 Cryptographic key destruction

The TSF shall generate keys in accordance with a specified key
generation algorithm [cryptographic key derivation algorithms
specified in [REG_2016/799] Annex 1C, Appendix 11, Section 10 (for VU
authentication and for the secure messaging session key)] and spec-

ified cryptographic key sizes [key sizes required by [REG_2016/799]
Annex 1C, Appendix 11, Part B] that meet the following: [Reference

predefined RNG class [selection: PTG.3], [REG_2016/799]

Annex 1C, Appendix 11, Section 10].

Note 13: The AES algorithm as defined in with key lengths of 128, 192 and 256
bits is used. The cryptographic key derivation algorithms as defined in [BSI_TR-031T1], sec.
4.3.3.2 (key derivation for AES) is used.

FCS_CKM.2/G2
Hierarchical to:
Dependencies:

Cryptographic key distribution (generation 2)

[FDP_ITC.1 Import of user data without security attributes or
FDP_ITC.2 Import of user data with security attributes or
FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4 Cryptographic key destruction

3During initial start-up means before other code is executed.

MTCOS Smart Tachograph V2 / SLET8CFX4000P, Version 1.2 35



v

MASKTECH

FCS_CKM.2.1/G2

The TSF shall distribute cryptographic keys in accordance with a
specified key distribution method [secure messaging AES session key
agreement as specified in [REG_2016/799] Annex 1C, Appendix 11, Part
B] that meets the following [[REG_2016/799] Annex 1C, Appendix 11,
Part B].

Note 14: FCS_CKM.1/G2 and FCS_CKM.2/G2 relate to session key agreement with the Vehicle

Unit.

FCS_CKM.4/G2
Hierarchical to:
Dependencies:

FCS_CKM.4.1/G2

FCS_COP.1/AES
Hierarchical to:
Dependencies:

Cryptographic key destruction (generation 2)

[FDP_ITC.1 Import of user data without security attributes or
FDP_ITC.2 Import of user data with security attributes or
FCS_CKM.1 Cryptographic key generation]

The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method [assignment: overwriting cryp-
tographic key value with random numbers] that meets the following [

+ Requirements in Table A.5;

+ Temporary private and secret cryptographic keys shall be
destroyed in a manner that removes all traces of the keying
material so that it cannot be recovered by either physical or
electronic means*

« [assignment: [ISO_79790]] ].

Cryptographic operation (AES)

[FDP_ITC.1 Import of data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4 Cryptographic key destruction

4Simple deletion of the keying material might not completely obliterate the information. For example, eras-
ing the information might require overwriting that information multiple times with other non-related informa-

tion.
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FCS_COP.1.1/AES The TSF shall perform [the following:
a) ensuring authenticity and integrity of data exchanged between
a Vehicle Unit and a Tachograph Card;

b) where applicable, ensuring confidentiality of data exchanged
between a Vehicle Unit and a Tachograph Card;

¢) decrypting confidential data sent by a Vehicle Unit to a remote
early detection communication reader over a DSRC connection,
and verifying the authenticity of that data]
in accordance with a specified cryptographic algorithm [AES] and
cryptographic key sizes [128, 192, 256 bits] that meet the following:
[[FTPS_197], [REG_2016/799] Annex 1C, Appendix 11].

FCS_COP.1/SHA2 Cryptographic operation (SHA-2)
Hierarchical to: -

Dependencies: [FDP_ITC.1 Import of data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1/SHA2 The TSF shall perform [cryptographic hashing] in accordance with a
specified cryptographic algorithm [SHA-256, SHA-384, SHA-512] and
cryptographic key sizes [not applicable] that meet the following:
[[FTPS_180-4], [REG_2016/799] Annex 1C, Appendix 11].

FCS_COP.1/ECC Cryptographic operation (ECC)

Hierarchical to: -

Dependencies: [FDP_ITC.1 Import of data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or

FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

MTCOS Smart Tachograph V2 / SLET8CFX4000P, Version 1.2 37



-

MASKTECH

FCS_COP.1.1/ECC

The TSF shall perform [the following cryptographic operations:
a) digital signature generation;

b) digital signature verification;

)
c) cryptographic key agreement;
d)

mutual authentication between a Vehicle Unit and a Tachograph
Card;

e) ensuring authenticity, integrity and non-repudiation of data
downloaded from a Tachograph Card]

in accordance with a specified cryptographic algorithm

[[REG_2016/799] Annex 1C, Appendix 11, Part B, ECDSA, ECKA-EG] and

cryptographic key sizes [in accordance with [REG_2016/799], Appendix

11, Part B] that meet the following: [[REG_2016/799] Annex 1C,

Appendix 11, Part B; [FIPS_186-4]; [BSI_TR-03111], and the standardized

domain parameters in the following table

Name Size (bits) Object identifier
NIST P-256 256 secp256r1
BrainpoolP256 r1 256 brainpoolP256r1
NIST P-384 384 secp384r1
BrainpoolP384r1 384 brainpoolP384r1
BrainpoolP512r1 512 brainpoolP512r1
NIST P-521 521 secp521r

Note 15: The cryptographic algorithm ECDSA according [BSI_TR-03111], sec. 4.2.1 and
[FTPS_186-4], sec. 6.4 and the cryptographic algorithm ECDH according [BSI_TR-03111], sec.

4.3.2 are used.

Note 16: Where a symmetric algorithm, an asymmetric algorithm and/or a hashing algorithm
are used together to form a security protocol, their respective key lengths and hash sizes
shall be of (roughly) equal strength. Table 6.2 shows the allowed cipher suites. ECC keys
sizes of 512 bits and 521 bits are considered to be equal in strength for all purposes within

[CC_PP-0091].
Cipher suite Id ECC key size AES key length Hashing MAC length
(bits) (bits) algorithm (bytes)
CS#1 256 128 SHA-256 8
CS#2 384 192 SHA-384 12
CS#3 512/521 256 SHA-512 16

Table 6.2: Cipher suites.
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FCS_RNG.1 Random number generation (Class PTG.3)
Hierarchical to: -
Dependencies: -

FCS_RNG.1.1 The TSF shall provide a [hybrid physical] random number generator
that implements:
(PTG.3.1) A total failure test detects a total failure of entropy source im-
mediately when the RNG has started. When a total failure is detected,
no random numbers will be output.
(PTG.3.2) If a total failure of the entropy source occurs while the RNG is
being operated, the RNG [selection: prevents the output of any internal
random number that depends on some raw random numbers that have
been generated after the total failure of the entropy source].
(PTG.3.3) The online test shall detect non-tolerable statistical defects
of the raw random number sequence (i) immediately when the RNG
has started, and (ii) while the RNG is being operated. The TSF must
not output any random numbers before the power-up online test and
the seeding of the DRG.3 post-processing algorithm have been finished
successfully or when a defect has been detected.
(PTG.3.4) The online test procedure shall be effective to detect non-
tolerable weaknesses of the random numbers soon.
(PTG.3.5) The online test procedure checks the raw random number
sequence. It is triggered [selection: continuously]. The online test is
suitable for detecting nontolerable statistical defects of the statistical
properties of the raw random numbers within an acceptable period of
time.
(PTG.3.6) The algorithmic post-processing algorithm belongs to Class
DRG.3 with cryptographic state transition function and cryptographic
output function, and the output data rate of the post-processing algo-
rithm shall not exceed its input data rate.

FCS_RNG.1.2 The TSF shall provide [selection: octets of bits] that meet:
(PTG.3.7) Statistical test suites cannot practically distinguish the inter-
nalrandom numbers from output sequences of anideal RNG. Theinter-
nal random numbers must pass test procedure A° [assignment: none].
(PTG.3.8) The internal random numbers shall [selection: use PTRNG of
class PTG.2 as random source for the postprocessing].

6.1.2.2 Class FIA Identification and Authentication

FIA_UAU.1/G2 Timing of authentication (generation 2)
Hierarchical to: -
Dependencies: FIA_UID.1 Timing of Identification

5See [KiSch-RNG] Section 2.4.4.
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FIA_UAU.1.1/G2 The TSF shall allow [

a) Driver card, workshop card - export of user data with security
attributes (card data download function) and export of user data
without security attributes as allowed by the applicable access
rulesin [REG_2016/799], [REG_2021/1228] Annex 1C, Appendix 2;

b) Control card, company card - export of user data without
security attributes as allowed by the applicable access rules in
[REG_2016/799], [REG_2021/1228] Annex 1C, Appendix 2]

on behalf of the user to be performed before the user is authenticated.

FIA_UAU.1.2/G2 The TSF shall require each user to be successfully authenticated us-
ing the method described in [REG_2016/799] Annex 1C, Appendix

11, Chapter 10 before allowing any other TSF-mediated actions on be-
half of that user.

Note 17: FIA_UAU.1.1/G2 a) allows non secured readers to get signed downloaded data from
driver and workshop cards, without any previous authentication. This can be used by com-
pany download tools, which are considered as “other devices” in the sense of [CC_PP-0091].
Such download tools, and also Vehicle Units, are also allowed to read driver and workshop
card data in a non secured mode (without any previous authentication). This is allowed by
[REG_2016/799] [REG_2021/1228]] Annex 1C, Appendix 2 access rules (see section 4, access
rules ="ALW’).

Similarly, FIA_UAU.1.1/G2 b) allows “other devices” (without having performed any au-

thentication) to access data from control and company cards, following [REG_2016/799]
[REG_2021/1228] Annex 1C, Appendix 2, Section 4 access rules.

6.1.2.3 Class FPT Protection of the TSF

FPT_TDC.1/G2 Inter-TSF basic TSF data consistency (generation 2)

Hierarchical to: -

Dependencies: -

FPT_TDC.1.1/G2 The TSF shall provide the capability to consistently interpret [secure

messaging attributes as defined by [REG_2016/799] Annex 1C,
Appendix 11] when shared between the TSF and anethertrustedF

produet a Vehicle Unit.
FPT_TDC.1.2/G2 The TSF shall use [the interpretation rules (communication protocols)
as defined by [REG_2016/799] Annex 1C, Appendix 11] when interpreting

the TSF data from anethertrustedFproduct a Vehicle Unit.

6.1.2.4 Class FTP Trusted Path/Channels

FTP_ITC.1/G2 Inter-TSF trusted channel (generation 2)
Hierarchical to: -
Dependencies: -
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FTP_ITC.1.1/G2 The TSF shall provide a communications channel between itself and
anothertrusted1Tproduct the Vehicle Unit that is logically distinct
from other communication channels and provides assured identifica-
tion of its end points and protection of the channel data from modifi-
cation or disclosure.

FTP_ITC.1.2/G2 The TSF shall permit [another trusted IT product] to initiate communi-
cation via the trusted channel.
FTP_ITC.1.3/G2 The TSF shall initiate-communication—via use the trusted channel for

[all commands and responses exchanged with a Vehicle Unit after
successful Chip Authentication and until the end of the session].

Note 18: The requirements for establishing the trusted channel are given in [REG_2016/799]
Appendix 11, Chapter 10 (for 2" generation Vehicle Units).

6.1.3 Security Functional Requirements for External Communications
(1%t generation)

The following requirements shall be met only when the TOE is communicating with 1% gen-
eration Vehicle Units.

6.1.3.1 Class FCS Cryptographic Support

FCS_CKM.1/G1 Cryptographic key generation (generation 1)
Hierarchical to: -

Dependencies: [FCS_CKM.2 Cryptographic key distribution or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1/G1 The TSF shall generate keys in accordance with a specified key
generation algorithm [cryptographic key derivation algorithms
specified in [REG_2016/799] Annex 1C, Appendix 11, Section 4 (for
the secure messaging session key)] and specified cryptographic key
sizes [112 bits] that meet the following: [two-key TDES as specified in
[REG_2016/799] Annex 1C, Appendix 11 Part A, Chapter 3].

Note 19: Two-key TDES keys as defined in [NIST_SP800-67] are used.

FCS_CKM.2/G1 Cryptographic key distribution (generation 1)

Hierarchical to: -

Dependencies: [FDP_ITC.1 Import of user data without security attributes or
FDP_ITC.2 Import of user data with security attributes or

FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction
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FCS_CKM.2.1/GT

FCS_CKM.4/G1
Hierarchical to:
Dependencies:

FCS_CKM.4.1/G1

FCS_COP.1/TDES
Hierarchical to:
Dependencies:

FCS_COP.1.1/TDES

The TSF shall distribute cryptographic keys in accordance with a speci-
fied key distribution method [for triple DES session keys as specified in
[REG_2016/799] Annex 1C, Appendix 11 Part A] that meets the following
[[REG_2016/799] Annex 1C, Appendix 11 Part A, Chapter 3].

Cryptographic key destruction (generation 1)

[FDP_ITC.1 Import of user data without security attributes or
FDP_ITC.2 Import of user data with security attributes or
FCS_CKM.1 Cryptographic key generation]

The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method [assignment: overwriting cryp-
tographic key value with random numbers] that meets the following [

+ Requirementsin Tables A.1and A.2;

» Temporary private and secret cryptographic keys shall be
destroyed in a manner that removes all traces of the keying
material so that it cannot be recovered by either physical or
electronic means®

« [assignment: [ISO_79790]] ].

Cryptographic operation (TDES)

[FDP_ITC.1 Import of data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4 Cryptographic key destruction

The TSF shall perform [the cryptographic operations (encryption,
decryption, Retail-MAC)] in accordance with a specified cryptographic

algorithm [Triple DES] and cryptographic key sizes [112 bits] that meet
the following: [[REG_2016/799] Annex 1C, Appendix 11 Part A, Chapter

3).

Note 20: Two-key TDES keys as defined in [NIST_SP800-67] (3DES) and [ISO_9797-1], algo-
rithm 3 (Retail-MAC), are used.

6Simple deletion of the keying material might not completely obliterate the information. For example, eras-
ing the information might require overwriting that information multiple times with other non-related informa-

tion.
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FCS_COP.1/RSA
Hierarchical to:
Dependencies:

FCS_COP.1.1/RSA

Cryptographic operation (RSA)

[FDP_ITC.1 Import of data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4 Cryptographic key destruction

The TSF shall perform [the cryptographic operations (encryption,
decryption, signing, verification)] in accordance with a specified cryp-

tographic algorithm [RSA] and cryptographic key sizes [1024 bits] that
meet the following: [[REG_2016/799] Annex 1C, Appendix 11 Part A,

Chapter 3].

Note 21: RSA keys as defined in[RFC_8017] are used.

FCS_COP.1/SHA1
Hierarchical to:
Dependencies:

FCS_COP.1.1/SHA1

Cryptographic operation (SHA-1)

[FDP_ITC.1 Import of data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4 Cryptographic key destruction

The TSF shall perform [cryptographic hashing] in accordance with a
specified cryptographic algorithm [SHA-1] and cryptographic key sizes
[not applicable] that meet the following: [[FTPS_180-4]].

6.1.3.2 Class FIA Identification and Authentication

FIA_UAU.1/G1

Hierarchical to:
Dependencies:
FIA_UAU.1.1/G1

Timing of authentication (generation 1)

FIA_UID.1 Timing of Identification
The TSF shall allow [

a) Driver card, workshop card - export of user data with security
attributes (digital signature used in card data download
function, see [REG_2016/799] Annex 1C, Appendix 11, Chapters 6
and 14)) and export of user data without security attributes as
allowed by the applicable access rules in [REG_2016/799] Annex
1C, Appendix 2;

b) Control card, company card - export of user data without
security attributes as allowed by the applicable access rules in

[REG_2016/799] Annex 1C, Appendix 2]
on behalf of the user to be performed before the user is authenticated.
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FIA_UAU.1.2/G1 The TSF shall require each user to be successfully authenticated us-
ing the method described in [REG_2016/799] Annex 1C, Appendix

11, Chapter 5 before allowing any other TSF-mediated actions on be-
half of that user.

6.1.3.3 Class FPT Protection of the TSF

FPT_TDC.1/G1 Inter-TSF basic TSF data consistency (generation 1)
Hierarchical to: -
Dependencies: -

FPT_TDC.1.1/G1 The TSF shall provide the capability to consistently interpret [secure
messaging attributes as defined by [REG_2016/799] Annex 1C,
Appendix 11 Chapter 5] when shared between the TSF and anether

trustecdHT-product a Vehicle Unit.
FPT_TDC.1.2/G1 The TSF shall use [the interpretation rules (communication protocols)
as defined by [REG_2016/799] Annex 1C, Appendix 11 Part A, Chapter

5] when interpreting the TSF data from anether-trusted+Fproduct a

Vehicle Unit.

6.1.3.4 Class FTP Trusted Path/Channels

FTP_ITC.1/G1 Inter-TSF trusted channel (generation 1)

Hierarchical to: -

Dependencies: -

FTP_ITC.1.1/G1 The TSF shall provide a communications channel between itself and

anothertrusted4Tproduct the Vehicle Unit that is logically distinct
from other communication channels and provides assured identifica-
tion of its end points and protection of the channel data from modifi-
cation or disclosure.

FTP_ITC.1.2/G1 The TSF shall permit [another trusted IT product] to initiate communi-
cation via the trusted channel.
FTP_ITC.1.3/G1 The TSF shall initiate-communication-via use the trusted channel for

[data import from and export to a Vehicle Unit in accordance with

[REG_2002/1360] Appendix 2].

Note 22: The requirements for establishing the trusted channel are given in [REG_2016/799]
Appendix 11, Chapter 5 (for 1 generation Vehicle Units).
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6.1.4 Security Functional Requirements for Personalization

The following requirements shall be met on personalization.

6.1.4.1 Class FCS Cryptographic Support

FCS_CKM.1/Perso
Hierarchical to:
Dependencies:

FCS_CKM.1.1/Perso

Cryptographic key generation (personalization)

[FCS_CKM.2 Cryptographic key distribution or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

The TSF shall generate cryptographic keys in accordance with a spec-
ified cryptographic key generation algorithm [assignment: AES] and
specified cryptographic key size [assignment: 256 bits] that meet the
following: [assignment: [FTPS_197]].

Note 23: SFR FCS_CKM.1/Perso has been added to address the session key generation to be
used in personalization phase.

FCS_CKM.4/Perso
Hierarchical to:
Dependencies:

FCS_CKM.4.1/Perso

Cryptographic key destruction (personalization)

[FDP_ITC.1 Import of user data without security attributes or
FDP_ITC.2 Import of user data with security attributes or
FCS_CKM.1 Cryptographic key generation]

The TSF shall destroy cryptographic keys in accordance with a spec-
ified cryptographic key destruction method [assignment: overwriting
cryptographic key value with random numbers] that meets the follow-
ing [assignment: [[SO_T19790]].

Note 24: SFR FCS_CKM.4/Perso has been added to address the destruction of session keys
to be used in personalization phase.

FCS_COP.1/Perso
Hierarchical to:
Dependencies:

Cryptographic operation (personalization)

[FDP_ITC.1 Import of data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4 Cryptographic key destruction
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FCS_COP.1.1/Perso The TSF shall perform [assignment: Secure Messaging - encryp-
tion/decryption/CMAC in accordance with a specified cryptographic
algorithm [assignment: AES in CBC mode] and cryptographic key
sizes [assignment: 256 bits] that meet the following: [assign-
ment: [FIPS_197], [[SO_107i6]] and a specified cryptographic algo-
rithm [assignment: CMAC-AES] and cryptographic key sizes [assign-
ment: 256 bits] that meet the following: [assignment: [FTPS_197],
[NTST_SP800-38H]].

Note 25: SFR FCS_COP.1/Perso has been added to address Secure Messaging to be used in
personalization phase.

6.1.4.2 Class FDP User Data Protection

FDP_ACC.2/Perso Complete access control (personalization)

Hierarchical to: FDP_ACC.1 Subset access control

Dependencies: FDP_ACF.1 Access control functions

FDP_ACC.2.1/Perso The TSF shall enforce the [assignment: Personalization Access Control

SFP] on [assignment:

« Subjects:

- Administrator (performing personalization)
- other card interface devices

« Objects:
- Userdata
* User Identification data
- Security data
* Cryptographic private keys
* Cryptographic public keys
* PIN (for Workshop card)
- TOE file system
- Card identification datal]
and all operations among subjects and objects covered by the SFP.
FDP_ACC.2.2/Perso The TSF shall ensure that all operations between any subject con-
trolled by the TSF and any object controlled by the TSF are covered by
an access control SFP.

Note 26: SFR FDP_ACC.2/Perso has been added to address access control in personalization
phase.

FDP_ACF.1/Perso Security attribute based access control (personalization)
Hierarchical to: -

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization
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FDP_ACF.1.1/Perso The TSF shall enforce the [assignment: Personalization Access Control
SFP] to objects based on the following: [assignment:
« Subjects:
- Administrator (performing personalization)
- other card interface devices
+ Objects:
- Userdata:
* User identification data
- Security data:
* Cryptographic private keys
* Cryptographic public keys
* PIN (for Workshop card)
- TOE file system
- Card identification datal.

FDP_ACF.1.2/Perso The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: [assign-
ment:

« Read access

- All card types: user data may be read from the TOE by the
Administrator

» Write access
- All card types: card identification data and user identifica-
tion data may only be written by the Administrator

- The administration of the files structure may only be per-
formed after successful authentication by the Administra-

tor].
FDP_ACF.1.3/Perso The TSF shall explicitly authorize access of subjects to objects based on
the following additional rules: [assignment: none].
FDP_ACF.1.4/Perso The TSF shall explicitly deny access of subjects to objects based on the

following additional rules: [assignment: none].

Note 27: SFR FDP_ACF.1/Perso has been added to address access control in personalization
phase. Note that the administration of the file structure is restricted to the conversion of the
card type including all access conditions associated with the specific card type.

6.1.4.3 Class FIA Identification and Authentication

FIA_AFL.1/Perso Authentication failure handling (personalization)

Hierarchical to: -

Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1/Perso The TSF shall detect when [assignment: 70] unsuccessful authentica-

tion attempts occur related to [assignment: consecutive failed authen-
tication attempts using the personalization key].
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FIA_AFL.1.2/Perso

When the defined number of unsuccessful authentication attempts has
been [assignment: met], the TSF shall [assignment: block the person-
alization key].

Note 28: SFRFIA_AFL.1/Perso has been added to address the authentication failure handling

in personalization phase.

FIA_ATD.1/Perso
Hierarchical to:
Dependencies:
FIA_ATD.1.1/Perso

User attribute definition

The TSF shall maintain the following list of security attributes belong-
ing to individual users: [
« Administrator (performing personalization)

« Non-administrator (other card interface devices) |

Note 29: SFR FIA_ATD.1/Perso has been added to address the user attribute definition in

personalization phase.

FIA_USB.1/Perso
Hierarchical to:
Dependencies:
FIA_USB.1.1/Perso

FIA_USB.1.2/Perso

FIA_USB.1.3/Perso

User-subject binding (personalization)

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with sub-
jects acting on behalf of that user: [
« Administrator (performing personalization)

« Non-administrator (other card interface devices) |

The TSF shall enforce the following rules on the initial association of
the user security attributes with subjects acting on the behalf of users:
[assignment: usage of TOE’s access rules mechanism].

The TSF shall enforce the following rules governing changes to the
user security attributes associated with subjects acting on the behalf
of users: [assignment: no changes permitted].

Note 30: SFR FIA_USB.1/Perso has been added to address the user-subject binding in per-

sonalization phase.
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6.2 Security Assurance Requirements for the TOE

The assurance level for this Security Target is EAL4 augmented by the assurance components
ALC_DVS.2, ATE_DPT.2 and AVA_VAN.5, as defined in [CC_Partd]. These security assurance
requirements are derived from [REG_2016/799] Annex 1C, Appendix 10 (SEC_006) and ex-
tended by ALC_DVS.2.
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7 Rationale

7.1 Security Objectives Rationale

The following table provides an overview for security objectives coverage (TOE and its op-
erational environment), also giving an evidence for sufficiency and necessity of the security
objectives defined. It shows that all threats and OSPs are addressed by the security objec-
tives. It also shows that all assumptions are addressed by the security objectives for the TOE

environment.
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Security objective [ I I e O I I = =
0.Card_ldentification_Data X
0.Card_Activity_Storage X
O.Protect_Secret X | X | X
O.Data_Access X
0.Secure_Communications X
0.Crypto_Implement X | X | x| X X
0.Software_Update X
OE.Personalization_Phase X
OE.Crypto_Admin X | X X X
OE.EOL X X

Table 7.1: Security objectives rationale

A detailed justification required for suitability of the security objectives to address the

security problem definition is given below.

T.Identification_Data is addressed by O.Card_ldentification_Data, which requires that
the TOE preserve the integrity of card identification and user identification data stored
during the card personalization process. O.Crypto_Implement and OE.Crypto_Admin
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require the implementation and management of strong cryptography to support this.

T.Activity_Data is addressed by O.Card_Activity_Storage, which requires that
the TOE preserve the integrity of activity data stored during card operation.
O.Data_Access requires that only an authenticated VU may access user data in
the TOE. O.Crypto_Implement and OE.Crypto_Admin require the implementation
and management of strong cryptography to support this.

T.Application is addressed by O.Software_Update, which requires any update of the
Tachograph application to be authorized. This is supported by O.Crypto_Implement
and O.Protect_Secret, which support the integrity checking of software, and the au-
thorization of any updates, and by OE.EOL, which requires the card to be disposed of
in a secure manner when no longer in use.

T.Data_Exchange is addressed by O.Secure_Communications, which requires that the
TOE use secure communication protocols for data exchange with card interface de-
vices, as required by applications. O.Crypto_Implement and OE.Crypto_Admin re-
quire the implementation and management of strong cryptography to support this.
O.Protect_Secret requires secret keys used in the exchange to remain confidential.

T.Clone is addressed by O.Protect_Secret. The TOE is required to prevent an attacker
from extracting cryptographic keys for cloning purposes by preserving their confiden-
tiality, and preventing them from being copied. This is supported by OE.EOL, which
requires the card to be disposed of in a secure manner when no longer in use.

A.Personalization_Phase is supported through the corresponding environment objec-
tive OE.Personalization_Phase, which requires that data is correctly managed during
that phase to preserve its confidentiality and integrity. OE.Crypto_Admin requires cor-
rect management of cryptographic material.

P.Crypto requires the use of specified cryptographic algorithms and keys, and this is
addressed through the corresponding O.Crypto_Implement objective.

7.2 Security Requirements Rationale

7.2.1 Rationale for SFRs’ Dependencies

The following table shows how the dependencies for each SFR are satisfied.

SFR Dependencies Rationale

TC Core

FAU_ARP.1 FAU_SAA.1 Satisfied by FAU_SAA.1

FAU_SAA. FAU_GEN.1 See Note | below

FCO_NRO.1 FIA_UID.1 Satisfied by FIA_UID.2

FDP_ACC.2/Usage FDP_ACF. Satisfied by FDP_ACF.1/Usage

FDP_ACF.1/Usage FDP_ACC.1, Partially satisfied by FDP_ACC.2/Usage, see Note Il below
FMT_MSA.3

FDP_DAU.1 - -
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SFR
FDP_ETC.1

FDP_ETC.2

FDP_ITC.1

FDP_ITC.2

FDP_RIP.
FDP_SDI.2
FIA_AFL.1/C
FIA_AFL.1/WC

FIA_ATD.1/Usage

FIA_UAU.3
FIA_UAU.4
FIA_UID.2

FIA_USB.1/Usage

FPR_UNO.1
FPT_EMS.1'
FPT_FLS.1
FPT_PHP.3
FPT_TST.1

Dependencies

FDP_ACC.1or
FDP_IFC.

FDP_ACC.1or
FDP_IFCA

FDP_ACC.1or
FDP_IFC.1,
FMT_MSA.3

FDP_ACC.1or
FDP_IFC.1,
FTP_ITC.1or
FTP_TRP.1,
FPT_TDC.1

FIA_UAU.1
FIA_UAU.1

FIA_ATD.1

2"d generation specific

FCS_CKM.1/G2

FCS_CKM.2/G2

FCS_CKM.4/G2

FCS_CKM.2 or
FCS_COP.,
FCS_CKM.4

FDP_ITC.10or
FDP_ITC.2 or
FCS_CKM.1,
FCS_CKM.4

FDP_ITC.1or
FDP_ITC.2 or
FCS_CKM.1

'Extended component

Rationale
Satisfied by FDP_ACC.2/Usage

Satisfied by FDP_ACC.2/Usage

Partially satisfied by FDP_ACC.2/Usage, see Note Il below

Satisfied by FDP_ACC.2, FTP_ITC.1/G2 & FTP_ITC.1/G1 and
FPT_TDC.1/G2 & FPT_TDC.1/G1

Satisfied by FIA_UAU.1/G2 & FIA_UAU.1/G1
Satisfied by FIA_UAU.1/G2 & FIA_UAU.1/G1

Satisfied by FIA_ATD.1

Satisfied by FCS_CKM.2/G2,
FCS_COP.1/ECC and FCS_CKM.4/G2

FCS_COP.1/AES &

Satisfied by FDP_ITC.1, FDP_ITC.2, FCS_CKM.1/G2 and
FCS_CKM.4/G2

Satisfied by FDP_ITC.1, FDP_ITC.2 and FCS_CKM.1/G2
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FCS_COP.1/AES

FCS_COP.1/SHA2

FCS_COP.1/ECC

FCS_RNG.1?
FIA_UAU.1/G2
FPT_TDC.1/G2
FTP_ITC.1/G2

Dependencies

FDP_ITC.10or
FDP_ITC.2 or
FCS_CKM.1,
FCS_CKM.4

FDP_ITC.10or
FDP_ITC.2 or
FCS_CKM.1,
FCS_CKM.4

FDP_ITC.1or
FDP_ITC.2 or
FCS_CKM.1,
FCS_CKM.4

FIA_UID.

15t generation specific

FCS_CKM.1/G1

FCS_CKM.2/G1

FCS_CKM.4/G1

FCS_COP.1/TDES

FCS_COP.1/RSA

FCS_COP.1/SHA1

FIA_UAU.1/G1
FPT_TDC.1/G1
FTP_ITC.1/G1

FCS_CKM.2 or
FCS_COP.,
FCS_CKM.4

FDP_ITC.1or
FDP_ITC.2 or
FCS_CKM.1,
FCS_CKM.4

FDP_ITC.10or
FDP_ITC.2 or
FCS_CKM.1

FDP_ITC.10or
FDP_ITC.2 or
FCS_CKM.1,
FCS_CKM.4

FDP_ITC.10or
FDP_ITC.2 or
FCS_CKM.1,
FCS_CKM.4

FDP_ITC.1or
FDP_ITC.2 or
FCS_CKM.1,
FCS_CKM.4

FIA_UID.

2Extended component

Rationale

Satisfied by FDP_ITC.1, FDP_ITC.2, FCS_CKM.1/G2 and
FCS_CKM.4/G2

Not applicable as no keys are used for SHA-2

Satisfied by FDP_ITC.2 and FCS_CKM.4/G2

Satisfied by FIA_UID.2

Satisfied by FCS_CKM.2/G1,
FCS_COP.1/RSA and FCS_CKM.4/G1

FCS_COP.1/TDES &

Satisfied by FDP_ITC.],
FCS_CKM.4/G1

FDP_ITC.2, FCS_CKM.1/G1

Satisfied by FDP_ITC.1, FDP_ITC.2 and FCS_CKM.1/G1

Satisfied by FDP_ITC.1, FDP_ITC.2, FCS_CKM.1/G1 and
FCS_CKM.4/G1

Satisfied by FDP_ITC.2 and FCS_CKM.4/G1

Not applicable as no keys are used for SHA-1

Satisfied by FIA_UID.2
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Dependencies

Personalization specific

FCS_CKM.1/Perso

FCS_CKM.4/Perso

FCS_COP.1/Perso

FDP_ACC.2/Perso
FDP_ACF.1/Perso

FIA_AFL.1/Perso
FIA_ATD.1/Perso
FIA_USB.1/Perso

of the SFR.

FCS_CKM.2 or
FCS_COP.,
FCS_CKM.4

FDP_ITC.10r
FDP_ITC.2 or
FCS_CKM.1

FDP_ITC.10or
FDP_ITC.2 or
FCS_CKM.1,
FCS_CKM.4
FDP_ACF.
FDP_ACC.,
FMT_MSA.3

FIA_UAU.1

FIA_ATD.1

Rationale

Satisfied by FCS_COP.1/Perso and FCS_CKM.4/Perso

Satisfied by FDP_ITC.1, FDP_ITC.2 and FCS_CKM.1/Perso

Satisfied by FDP_ITC.1, FDP_ITC.2, FCS_CKM.1/Perso and
FCS_CKM.4/Perso

Satisfied by FDP_ACF.1/Perso
Partially satisfied by FDP_ACC.2/Perso, see Note Il below

Satisfied by FIA_UAU.1/G2 & FIA_UAU.1/G1

Satisfied by FIA_ATD.1/Perso

Table 7.2: SFRs’ dependencies

Note I: The dependency FAU_GEN.1 (audit data generation) is not applicable to the TOE.
Tachograph cards do not generate audit records but react with an error response. The de-
tection of failure events implicitly covered in FAU_SAA.1 is clarified by a related refinement

Note II: The access control TSF specified in FDP_ACF.1 uses security attributes that are
defined during the personalization phase, and are fixed over the whole lifetime of the TOE.
No management of these security attributes (i.e. SFR FMT_MSA.3) is necessary here, either
during personalization, or within the usage phase of the TOE. This argument holds for both
FDP_ACF.1and FDP_ITC.1.

7.2.2 Security Functional Requirements Rationale

The following table provides an overview for security functional requirements coverage also
giving an evidence for sufficiency and necessity of the SFRs chosen.
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FAU_ARP.1 Security alarms X | X X
FAU_SAA.1 Potential violation analysis X | X X
FCO_NRO.1 Selective proof of origin X
FDP_ACC.2/Usage Complete access control (usage) X X
FDP_ACF.1/Usage Security attribute based accesscon- | x | x | x | x | X X
trol (usage)
FDP_DAU.1 Basic data authentication X | x
FDP_ETC.1 Export of user data without security X
attributes
FDP_ETC.2 Export of user data with security at- X
tributes
FDP_ITC. Import of user data without security X
attributes
FDP_ITC.2 Import of user data with security at- X
tributes
FDP_RIP.1 Subset residual information protec- X X
tion
FDP_SDI.2 Stored data integrity monitoringand | x | x X
action
FIA_AFL.1/C Authentication failure handling X
(card)
FIA_AFL.1/WC Authentication failure handling X
(workshop card)
FIA_ATD.1/Usage  User attribute definition X
FIA_UAU.3 Unforgeable authentication X | x| x
FIA_UAU.4 Single-use authentication mecha- X | X
nism
FIA_UID.2 User authentication before any ac- X
tion
FIA_USB.1/Usage  User-subject binding (usage) X
FPR_UNO.1 Unobservability X X
FPT_EMS.1 TOE emanation X | X | x| X
MTCOS Smart Tachograph V2 / SLET8CFX4000P, Version 1.2 55



v

MASKTECH
3 2
S| o .0
1|0 I
e o (@] +
o |28 |5 | g
S| c | D 2| E| W
s | OS] Ela|T
(] -+~ by O [7p] o )
S| |2 5|98 E|
o | 3| %C ! AR
s|l= < || <|v]|o| ®
- | | 7} | — ] =
T|2|I8TIB(8|I0 &£
= © © o © 8 - (o]
o 1L |x|aln|lo un
SFR w| o/lo|olo|jlo|o|o
FPT_FLS. Failure with preservation of secure | x | x X
state
FPT_PHP.3 Resistance to physical attack X | X | x| X X
FPT_TST. TSF testing X | X X
FCS_CKM.1/G2 Cryptographic key generation (gener- X | X
ation 2)
FCS_CKM.2/G2  Cryptographic key distribution (gen- X | X
eration 2)
FCS_CKM.4/G2  Cryptographic key destruction (gener- X | X
ation 2)
FCS_COP.1/AES  Cryptographic operation (AES) X | X
FCS_COP.1/SHA2 Cryptographic operation (SHA-2) X | x
FCS_COP.1/ECC  Cryptographic operation (ECC) X | X
FCS_RNG.1 Random number generation X | X
FIA_UAU.1/G2 Timing of authentication (generation X
2)
FPT_TDC.1/G2 Inter-TSF basic TSF data consistency X
(generation 2)
FTP_ITC.1/G2 Inter-TSF trusted channel (generation X
2)
FCS_CKM.1/G1 Cryptographic key generation (gener- X | X
ation 1)
FCS_CKM.2/G1 Cryptographic key distribution (gen- X | X
eration 1)
FCS_CKM.4/G1 Cryptographic key destruction (gener- X | X
ation 1)
FCS_COP.1/TDES Cryptographic operation (TDES) X | x
FCS_COP.1/RSA  Cryptographic operation (RSA) X | X
FCS_COP.1/SHAT Cryptographic operation (SHA-1) X | X
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FIA_UAU.1/G1 Timing of authentication (genera- X
tion 1)
FPT_TDC.1/G1 Inter-TSF basic TSF data consistency X
(generation 1)
FTP_ITC.1/G1 Inter-TSF trusted channel (genera- X
tion 1)
FCS_CKM.1/Perso  Cryptographic key generation (per- X | X
sonalization)
FCS_CKM.4/Perso Cryptographic key destruction (per- X | X
sonalization)
FCS_COP.1/Perso  Cryptographic operation (personal- X | X
ization)
FDP_ACC.2/Perso Complete access control (personal- | x | x | x | X | X
ization)
FDP_ACF.1/Perso  Security attribute based accesscon- | x | x | x | X | X
trol (personalization)
FIA_AFL.1/Perso Authentication failure handling (per- X
sonalization)
FIA_ATD.1/Perso User attribute definition (personal- X
ization)
FIA_USB.1/Perso  User-subject binding (personaliza- X
tion)

Table 7.3: Coverage of security objectives for the TOE by SFRs

A detailed justification required for suitability of the security functional requirements to
achieve the security objectives is given below.
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Security Objective SFR Rationale
0.Card_ldentification_Data = FAU_ARP.1 In the case of a detected integrity error the TOE
FAU_SAA.1 will indicate the corresponding violation.

FDP_ACC.2/Usage Access to TSF data, especially to the iden-

FDP_ACF.1/Usage tification data, is regulated by the secu-

FDP_ACC.2/Perso rity function policy defined in the compo-

FDP_ACF.1/Perso nents FDP_ACC.2/Usage, FDP_ACF.1/Usage,
FDP_ACC.2/Perso and FDP_ACF.1/Perso which
explicitly denies write access to personalized
identification data.

FDP_SDI.2 Integrity of the stored data within the TOE,
specifically the integrity of the identification
data, is required by this component.

FPT_EMS.1 Requires the TOE to limit emanations, thereby
protecting the confidentiality of identification
data.

FPT_FLS.1 Requires that any failure state should not ex-
pose identification data, or compromise its in-
tegrity.

FPT_PHP.3 Requires the TOE to resist attempts to access
identification data through manipulation or
physical probing.

FPT_TSTA Requires tests to be carried out to assure that
the integrity of the identification data has not
been compromised.

0.Card_Activity_Storage FAU_ARP.1 In the case of a detected integrity error the TOE
FAU_SAA.1 will indicate the corresponding violation.

FDP_ACC.2/Usage Access to card activity data is regulated by the

FDP_ACF.1/Usage security function policy defined in these com-

FDP_ACC.2/Perso ponents, which explicitly restricts write access

FDP_ACF.1/Perso of user data to authorized Vehicle Units or the
Administrator, respectively.

FDP_SDI.2 Integrity of the stored data within the TOE,
specifically the integrity of the card activity
data, is required by this component.

FPT_EMS.1 Requires the TOE to limit emanations, thereby
protecting the confidentiality of card activity
data.

FPT_FLS.1 Requires that any failure state should not ex-
pose card activity data, or compromise its in-
tegrity.

FPT_PHP.3 Requires the TOE to resist attempts to ac-
cess card activity data through manipulation or
physical probing.
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Security Objective

O.Protect_Secret

O.Data_Access

SFR
FPT_TST.1

FDP_ACC.2
FDP_ACF.1

FDP_RIP.

FPR_UNO.1

FPT_EMS.1

FPT_PHP.3

Rationale

Requires tests to be carried out to assure that
the integrity of card activity data has not been
compromised.

Require that the TOE prevent access to secret
keys other than for the TOE’s cryptographic op-
erations.

Requires the secure management of storage re-
sources within the TOE to prevent data leakage.

This requirement safeguards the unobservabil-
ity of secret keys used in cryptographic opera-
tions.

Requires the TOE to limit emanations, thereby
protecting the confidentiality of the keys.

Requires the TOE to resist attempts to gain ac-
cess to the keys through manipulation or phys-
ical probing.

FDP_ACC.2/Usage Access to user data is regulated by the security

FDP_ACF.1/Usage
FDP_ACC.2/Perso
FDP_ACF.1/Perso

FIA_AFL.1/C
FIA_AFL.1/WC

FIA_AFL.1/Perso

FIA_ATD.1/Usage
FIA_ATD.1/Perso

FIA_USB.1/Usage
FIA_USB.1/Perso

FIA_UAU.1/G2
FIA_UAU.1/G1
FIA_UID.2
FIA.UAU.3
FPT_EMS.1
FPT_FLS.1

FPT_PHP.3

function policy defined in these components,
which explicitly restricts write access of user
data to authorized Vehicle Units.

These components require that if authentica-
tion fails the TOE reacts with a warning to the
connected entity, and the user is assumed not
to be an authorized Vehicle Unit.

This component requires that if authentication
fails in personalization phase the TOE reacts
with the blocking of the personalization key.

The definition of user security attributes sup-
plies a distinction between Vehicle Units, Ad-
ministrator and other card interface devices.

These requirements ensure that write access to
user data is not possible without a preceding
successful authentication process.

Prevents the use of forged credentials during
the authentication process.

Requires the TOE to limit emanations, thereby
protecting the authentication process.

Requires that any failure state should not allow
unauthorized write access to the card.

Requires the TOE to resist attempts to interfere
with authentication through manipulation or
physical probing.
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Security Objective SFR Rationale

FPT_TST.1 Requires that tests be carried out to assure that
the integrity of the TSF and identification data
has not been compromised.

0.Secure_Communications = FAU_ARP.1 During data exchange, upon detection of an
FAU_SAA.1 integrity error of the imported data, the TOE
will indicate the corresponding violation and
will provide a warning to the entity sending the
data.

FDP_ACC.2/Usage The necessity for the use of a secure communi-
FDP_ACF.1/Usage cation protocol as well as the access to the rel-
FDP_ACC.2/Perso evant card’s keys are defined within these re-
FDP_ACF.1/Perso quirements.

FDP_ETC.1 These requirements provide for a secure data
FDP_ITC.1 exchange (i.e. the data import and export) be-
FTP_ITC.1/G2 tween the TOE and the card interface device by
FTP_ITC.1/G1 using a trusted channel. This includes assured

identification of its end points and protection
of the data transfer from modification and dis-
closure. By this means, both parties are capa-
ble of verifying the integrity and authenticity of
received data. The trusted channel assumes a
successful preceding mutual key based authen-
tication process between the TOE and the card
interface device.

FCO_NRO.1 Within the TOE’s end-usage phase, the TOE of-
FDP_DAU.1 fers a data download functionality with spe-
FDP_ETC.2 cific properties. The TOE provides the capabil-

ity to generate an evidence of origin for the data
downloaded to the external media, to verify this
evidence of origin by the recipient of the data
downloaded, and to download the data to ex-
ternal media in such a manner that the data in-
tegrity can be verified.

FDP_RIP. Requires the secure management of storage re-

sources within the TOE to prevent data leakage.
FIA_UAU.3 These requirements support the security of the
FIA_UAU.4 trusted channel, as the TOE prevents the use of

forged authentication data, and as the TOE’s in-
put for the authentication tokens and for the
session keys within the preceding authentica-
tion process is used only once.

FPR_UNO.1 This requirement safeguards the unobservabil-
ity of the establishing process of the trusted
channel, and the unobservability of the data ex-
change itself, both of which contribute to a se-
cure data transfer.
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Security Objective SFR Rationale

FCS_CKM.1/G2 The trusted channel assumes a successful pre-
FCS_CKM.1/G1 ceding mutual key based authentication pro-
FCS_CKM.1/Perso cessbetweenthe TOE and the card interface de-
FCS_CKM.2/G2 vice with agreement of session keys. FCS_COP.1
FCS_CKM.2/G2 also realizes the securing of the data exchange
FCS_CKM.4/G2 itself. Random numbers are generated in sup-
FCS_CKM.4/G1 port of cryptographic key generation for au-
FCS_CKM.4/Perso thentication.

FCS_COP.1/(all)

FCS_RNG.1

FPT_TDC.1/G2 Requires a consistent interpretation of the se-
FPT_TDC.1/G1 curity related data shared between the TOE and
the card interface device.

0.Crypto_Implement FDP_DAU.1 Approved cryptographic algorithms are re-
FDP_SDI.2 quired for digital signatures in support of data
authentication.
FIA_UAU.3 Approved cryptographic algorithms are re-
FIA_UAU.4 quired to prevent the forgery, copying or reuse

of authentication data.

FCS_CKM.1/G2 Key generation, distribution and destruction
FCS_CKM.1/G1 must be done using approved methods. Ran-
FCS_CKM.1/Perso dom numbers are generated in support of cryp-
FCS_CKM.2/G2 tographic key generation for authentication.
FCS_CKM.2/G2

FCS_CKM.4/G2

FCS_CKM.4/G1

FCS_CKM.4/Perso

FCS_RNG.1

FCS_COP.1/(all) Approved cryptographic algorithms are re-
quired for all cryptographic operations.

0.Software_Update? FDP_ACC.2 Require that users cannot update TOE software.
FDP_ACF.1
FDP_ITC.2 Provides verification of imported software up-
dates.
FPT_PHP.3 Requires the TOE to resist physical attacks that

may be aimed at modifying software.

Table 7.4: Suitability of the SFRs.

3Note that if software update is implemented for the TOE then the mapping provided here will need to be
augmented appropriately.
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7.2.3 Security Assurance Requirements Rationale

The chosen assurance package represents the predefined assurance package EAL4 aug-
mented by the assurance components ATE_DPT.2 and AVA_VAN.5. This package is mandated
by [REG_2016/799] Annex 1C, Appendix 10.

This package permits a developer to gain maximum assurance from positive security en-
gineering based on good commercial development practices which, though rigorous, do not
require substantial specialist knowledge, skills, and other resources. EAL4 is the highest
level, at which it is likely to retrofit to an existing product line in an economically feasible
way. EAL4 is applicable in those circumstances where developers or TOE users require a
moderate to high level of independently assured security in conventional commodity TOEs
and are prepared to incur additional security specific engineering costs.

The selection of the component ALC_DVS.2 provides a higher assurance of the security
of the TOE’s development and manufacturing environment.

The selection of the component ATE_DPT.2 provides a higher assurance than the prede-
fined EAL4 package due to requiring the functional testing of SFR-enforcing modules.

The selection of the component AVA_VAN.5 provides a higher assurance than the pre-
defined EAL4 package, namely requiring a vulnerability analysis to assess the resistance to
penetration attacks performed by an attacker possessing a high attack potential (see also
Table 3.3: Subjects and external entities, entry ’Attacker’). This decision represents a part
of the conscious security policy for the card required by the regulations, and reflected by
[CC_PP-0091].

The set of assurance requirements being part of EAL4 fulfills all dependencies a priori.
The augmentation of EAL4 chosen comprises the following assurance components:

« ALC_DVS.2,
. ATE_DPT.2 and
« AVA_VAN.5.

Forthese additional assurance components, all dependencies are met or exceeded in the
EAL4 assurance package.
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Component Dependencies required by Dependency satisfied by
ALC_DVS.2 no dependencies -

ATE_DPT.2 ADV_ARC.1 ADV_ARC.1
ADV_TDS.3 ADV_TDS.3
ATE_FUN.1 ATE_FUN.1

AVA_VAN.5 ADV_ARC.1 ADV_ARC.1
ADV_FSP.4 ADV_FSP.4
ADV_TDS.3 ADV_TDS.3
ADV_IMP. ADV_IMP.1
AGD_OPE.1 AGD_OPE.1
AGD_PRE.1 AGD_PRE.1
ATE_DPTA ATE_DPT.2

Table 7.5: SARs’ dependencies (additional to EAL4 only).

7.2.4 Security Requirements - Internal Consistency

This part of the security requirements rationale shows that the set of security requirements
for the TOE consisting of the security functional requirements (SFRs) and the security assur-
ance requirements (SARs) together form an internally consistent whole.

a) SFRs

The dependency analysis in section [7.2.1 for the security functional requirements
shows that the basis for internal consistency between all defined functional require-
ments, including the requirements defined for the personalization step, is satisfied.
All dependencies between the chosen functional components are analyzed and non-
satisfied dependencies are appropriately explained. All subjects and objects ad-
dressed by more than one SFR in sec. 6.1 are also treated in a consistent way: the
SFRs impacting them do not require any contradictory property and behavior of these
’shared’ items. accurately reflects the requirements of [REG_2016/799]
[REG_2021/1228], Annex | C, which is assumed to be internally consistent.

b) SARs
The assurance package EAL4 is a pre-defined set of internally consistent assurance re-
quirements. The dependency analysis for the assurance components in section 7.2.3
shows that the assurance requirements are internally consistent, because all (addi-
tional) dependencies are satisfied and no inconsistency appears.

Inconsistency between functional and assurance requirements could only arise, if
there are functional-assurance dependencies being not met - an opportunity having
been shown not to arise in sections 7.2.1 and 7.2.3. Furthermore, as also discussed in
section 7.2.3, the chosen assurance components are adequate for the functionality of
the TOE. So, there are no inconsistencies between the goals of these two groups of
security requirements.
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8 TOE Summary Specification
(ASE_TSS.1)

This chapter describes the TOE security functions and the assurance measures covering the
requirements of the previous chapter.

8.1 TOE Security Functions

This chapter gives the overview description of the different TOE Security Functions compos-
ing the TSF.

8.1.1 TOE Security Functions from Hardware (IC) and Cryptographic Li-
brary

8.1.1.1 F.IC_CL: Security Functions of the Hardware (IC) and Cryptographic Library

This security function covers the security functions of the hardware (IC) as well as of the
cryptographic library. The Security Target of the hardware [TEX_ST-SLE78-B11] defines the
following security features:

SF_DPM Device phase management
SF_PS Protection against snooping
SF_PMA Protection against modification attacks
SF_PLA Protection against logical attacks
SF_CS Cryptographic supportincluding the components
« Triple DES (only hardware-implemented Triple DES used by the TOE)
« AES (only hardware-implemented AES used by the TOE)
+ RSA (encryption, decryption, signature generation and verification; asymmetric
key generation; cryptographic library function used by the TOE)
« EC (signature generation and verification; asymmetric key generation; asymmet-
ric key agreement; cryptographic library function used by the TOE)
« SHA-2 (not used by the TOE)
« PTRNG respectively TRNG (PTRNG is not used by the TOE)
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8.1.2 TOE Security Functions from Embedded Software (ES) - Operat-
ing system

8.1.2.1 F.Access_Control

This TSF regulates all access by external entities to operations of the TOE which are only
executed after this TSF allowed access. This function consists of following elements:

1. Access to objects is controlled based on subjects, objects (any file) and security at-
tributes.

2. No access control policy allows reading of secret keys.
3. Any access not explicitly allowed is denied.

8.1.2.2 F.ldentification_Authentication

This function provides identification and authentication in operational use phase of the
user roles

+ Administrator (performing initialization and personalization)
+ Vehicle Unit (end-usage)
by the methods:
1. Initialization step (workshop, company and control cards only):

« Symmetric authentication [FIPS_197] [NIST_SP800-38B] with following proper-
ties:

- ltuses a challenge from the TOE.

- On error (wrong challenge) the user role is not identified/authenticated.

- After ten consecutive failed authentication attempts the authentication
method is irreversibly blocked and the key is no longer usable (retry counter
with a value of 10). Upon a successful authentication, the retry counter is
reset to ten unless the key is blocked.

- A usage counter of 50.000 prevents the unlimited usage of the key. The
counter cannot be reset. After the limit is reached, the key is irreversibly
blocked.

+ Secure Messaging with following properties:

- Astatic key with a usage counter of 500 used (permitting one successful re-
configuration of the card type). The counter cannot be reset. After the limit
of the usage counter is reached, the key is blocked.

- After three consecutive not successfully executed APDUs, the key is irre-
versibly blocked (retry counter with a value of 3). Upon a successfully exe-
cuted APDU the retry counter is reset to three unless the key is blocked.

- The cryptographic method for confidentiality is AES-256/CBC provided by
F.Crypto.

- The cryptographic method for authenticity is CMAC provided by F.Crypto.

- Achained initialization vector for AES encryption and CMAC is used.

2. Personalization step:

« Symmetric authentication [FIPS_197], [NIST_SP800-38B] with following proper-
ties:
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- It uses a challenge from the TOE.

- The cryptographic method for confidentiality is AES-256/CBC provided by
F.Crypto.

- The cryptographic method for authenticity is CMAC provided by F.Crypto.

- On error (wrong MAC, wrong challenge) the user role is not identi-
fied/authenticated.

- After ten consecutive failed authentication attempts the authentication
method is irreversibly blocked and the key is no longer usable (retry counter
with a value of 10). Upon a successful authentication, the retry counter is
reset to ten unless the key is blocked.

- A usage counter of 50.000 prevents the unlimited usage of the key. The
counter cannot be reset. After the limit is reached, the key is irreversibly
blocked.

- On success the session keys are created and stored for Secure Messaging.

- Keys and data in transient memory are overwritten after usage.

+ Secure Messaging with following properties:

- The cryptographic method for confidentiality is AES-256/CBC provided by
F.Crypto.

- The cryptographic method for authenticity is CMAC provided by F.Crypto.

- In a Secure Messaging protected command the method for confidentiality
and the method for authenticity must be present.

- The initialization vector is an encrypted Send Sequence Counter (SSC) for
encryption and MAC.

- Asession key is used.

- Upon any command that is not protected correctly with the session keys
these are overwritten according to and a new authentication is
required.

- Keys and data in transient memory are overwritten after usage.

3. End-usage step:
2"d generation:
« Certificate chain verification according to [REG_2016/799] using ECDSA from
F.IC_CL.
+ VU authentication with following properties:

- PIN verification (workshop card only); the PIN has a length of 8 bytes;
it is stored on the card in a SHA-256 hash representation; the authen-
tication method is irreversibly blocked after five failed authentications
(retry counter of 5). Upon a successful authentication, the retry counter
is reset to five unless the PIN is blocked.

- Verification of the signature (of arandom number generated by the card)
sent by the Vehicle Unit according to [BSI_TR-03111].

« Chip Authentication according to [REG_2016/799] with following properties:

- Key agreement using ECDH according provided by
F.IC_CL.

- Session keys are created and stored for Secure Messaging.

+ Secure Messaging with following properties:

- Session keys are used.
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- The cryptographic method for confidentiality is AES/CBC provided by
F.Crypto.

- The cryptographic method for authenticity is CMAC provided by
F.Crypto.

- Thekey lengths are depending on the chosen cipher suite (see Table 6.2).

- Depending on the access conditions of the according files Secure Mes-
saging is in authentication-only mode or in encrypt-then-authenticate
mode.

- The Secure Messaging session is limited by a Secure Messaging counter
of 240 APDUs.

- The initialization vector is an encrypted Send Sequence Counter (SSC)
for AES encryption and CMAC.

- On any command that is not protected correctly with the session keys
these are overwritten according to and a new authentica-
tion is required.

- Keys and data in transient memory are overwritten after usage.

+ The authenticity of downloaded data files is ensured using digital signature
(ECDSA according [BSI_TR-03111], for key lengths see Table 6.2; control cards
only).

. Theyauthenticity of data files to be downloaded is ensured using digital sig-
nature (ECDSA according [BSI_TR-03111]], for key lengths see Table 6.2; driver
and workshop cards only).

+ The authenticity and integrity of data sent over a remote channel from a Ve-
hicle Unit is ensured using AES according (control and workshop
cards only). For workshop cards, a usage counter of 13.000 (3.250 for a spe-
cific VU) prevents the unlimited usage of the DSRC master key. The counter
cannot be reset. After the limit is reached, the key is irreversibly blocked.

1% generation:
« Certificate chain verification according to [REG_2016/799] using RSA from

F.IC_CL.
o Mutual authentication:

- PIN verification (workshop card only); the PIN has a length of 8 bytes;
it is stored on the card in a SHA-256 hash representation; the authen-
tication method is ireeversibly blocked after five failed authentications
(retry counter of 5). Upon a successful authentication, the retry counter
is reset to five unless the PIN is blocked.

- Internal authentication according to [REG_2016/799] using RSA from
F.IC_CL.

- Verification of the signature (of a random number generated by the card)
sent by the Vehicle Unit.

- Session keys are created and stored for Secure Messaging.

+ Secure Messaging with following properties:

- Session keys are used.

- The cryptographic method for confidentiality is 3DES/CBC provided by
F.Crypto.

- The cryptographic method for authenticity is DES/Retail-MAC provided
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by F.Crypto.

- Depending on the access conditions of the according files Secure Mes-
saging is in authentication-only mode or in encrypt-then-authenticate
mode.

- The Secure Messaging session is limited by a Secure Messaging counter
of 240 APDUs.

- The initialization vector is an encrypted Send Sequence Counter (SSC)
for 3DES encryption and Retail-MAC.

- On any command that is not protected correctly with the session keys
these are overwritten according to and a new authentica-
tion is required.

- Keys and data in transient memory are overwritten after usage.

+ The authenticity of downloaded data files is ensured using digital signature

(RSA with 1024 bit key length according to [REC_8017]; driver and workshop
cards only).

8.1.2.3 F.Management

Development phase The Manufacturer applies the operating system and application soft-
ware to the chip. The application software includes the configuration and the file layout for
the driver card.

Operational use phase the Administrator performs the following steps:

+ Configuration of the file layout, if a workshop, control or company card is required
(initialization step).

« Formatting of all data to be stored in the TOE.
+ Writing of all the required data to the appropriate files.
+ Changing the TOE into the end-usage mode.

8.1.2.4 F.Crypto

This function provides theimplementation or, if the functionality of the cryptographic library
(F.IC_CL) is used, the high level interface to

* DES

« AES

« CMAC

« 3DES/CBC

« DES/Retail MAC

« HMAC

« ECC (supplied by F.IC_CL)

+ RSA (supplied by F.IC_CL)

This function implements the hash algorithms according to
« SHA-1
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« SHA-256
« SHA-384
¢ SHA-512

This function implements the post-processing of the random number generator

« RNG (PTG.3, supplied by F.IC_CL)

8.1.2.5 FJVerification

TOE internal functions ensures correct operation.

8.2 Assurance Measures

The assurance measures fulfilling the requirements of EAL4 augmented with ALC_DVS.2,

ATE_DPT.2 and AVA_VAN.5 are given in table 8.1.

Measure Description

ADV_ARC.1 Security architecture description
ADV_FSP.4 Complete functional specification
ADV_IMP.1 Implementation representation of the TSF
ADV_TDS.3 Basic modular design

AGD_OPE.1 Operational user guidance

AGD_PRE. Preparative procedures

ALC_CMC.4 Production support, acceptance procedures, automation
ALC_CMS.4 Problem tracking CM coverage

ALC_DEL. Delivery procedures

ALC_DVS.2 Sufficiency of security measures
ALC_LCD.1 Developer defined life-cycle model
ALC_TAT. Well-defined development tools
ATE_COV.2 Analysis of coverage

ATE_DPT.2 Testing: security enforcing modules
ATE_FUN. Functional testing

ATE_IND.2 Independent testing - sample

AVA_VAN.5 Advanced methodical vulnerability analysis

Table 8.1: Assurance Measures
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8.3 TOE Summary Specification Rationale
Table 8.2 shows the coverage of the SFRs by TSFs.
SFR TSFs Justification
FAU_ARP.1 F.Access_Control, The TSFs provide the means to indi-
FVerification cate the corresponding violation, if

user authentication failures (realized
by F.Access_Control), self test errors
and integrity errors on stored and ac-
tivity data (realized by F.Verification)

occur.
FAU_SAA.1 F.Access_Control, The TSFs provide the means to de-
FVerification tect and monitor potential security

violations, if user authentication fail-
ures (realized by F.Access_Control),
self test errors and integrity errors on
stored and activity data (realized by
F.Verification) occur.

FCO_NRO.1 F.Identification_Authentication The TSF provides the means to gen-
erate and verify evidence of origin for
transmitted data (digital signature)
and ensure the integrity of transmit-
ted data (MAC).

FDP_ACC.2/Usage F.Access_Control The TSF provides the means to en-
force access control policy in opera-
tional use phase.

FDP_ACF.1/Usage  F.Access_Control The TSF provides the means to en-
force access control policy on ob-
jects in operational use phase.

FDP_DAU.1 F.Crypto, The TSFs provide the functionality to
F.Identification_Authentication generate and verify evidence of ori-
gin for activity data.

FDP_ETC.1 F.ldentification_Authentication The TSF provides the means to en-
force access control policy for ex-
porting user data without security
attributes.

FDP_ETC.2 F.Access_Control, The TSFs provide the means to en-
F.ldentification_Authentication force access control policy for ex-
porting user data with security at-

tributes.
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SFR
FDP_ITC.1

FDP_ITC.2

FDP_RIP.1

FDP_SDI.2

FIA_AFL.1/C

FIA_AFL.1/WC

FIA_ATD.1/Usage

FIA_UAU.3

FIA_UAU.4

FIA_UID.2

FIA_USB.1/Usage

TSFs
F.Identification_Authentication

F.Access_Control,
F.Identification_Authentication

F.ldentification_Authentication,
F.Management

F.Management,
F.Verification

F.Identification_Authentication

F.Identification_Authentication

F.Access_Control,
F.Identification_Authentication

F.Access_Control,
F.Identification_Authentication

F.Access_Control,
F.Identification_Authentication

F.Access_Control

F.Identification_Authentication

Justification

The TSF provides the means to en-
force access control policy for im-
porting user data without security
attributes.

The TSFs provide the means to en-
force access control policy for im-
porting user data with security at-
tributes.

The TSFs provide the means to en-
sure the protection of residual infor-
mation.

The TSF provides the means to mon-
itor the integrity of user data stored
in containers and to warn the entity
connected in the case of an integrity
error.

The TSF provides the means to
detect unsuccessful authentications
and warn the entity connected.

The TSF provides the means to de-
tect unsuccessful authentications,
block the PIN check procedure
and indicate subsequent users the
reason for the blocking.

The TSFs provide the means to main-
tain lists of security attributes be-
longing to user groups and user IDs
in operational use phase.

The TSFs provide the means to pre-
vent the use of forged or copied au-
thentication data.

The TSFs provide the means to pre-
vent the re-use of authentication
data.

The TSF provides the means to suc-
cessfully identify the user before al-
lowing any TSF-mediated action.

The TSF provides the means to as-
sociate security attributes with user
groups and user IDs in operational
use phase.
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SFR
FPR_UNO.1

FPT_EMS.1

FPT_FLS.

FPT_PHP.3

FPT_TSTA

FCS_CKM.1/G2

FCS_CKM.2/G2

FCS_CKM.4/G2

FCS_COP.1/AES

FCS_COP.1/SHA2

FCS_COP.1/ECC

FCS_RNG.1

FIA_UAU.1/G2

FPT_TDC.1/G2

FTP_ITC.1/G2

FCS_CKM.1/G1

TSFs
F.IC_CL

FIC_CL

FIC_CL

FIC_CL

F.IC_CL,
F.Verification

F.IC_CL,
F.Crypto

FIC_CL,
F.Crypto

F.Identification_Authentication

F.IC_CL,
F.Crypto

F.Crypto

F.IC_CL,
F.Crypto

F.IC_CL,
F.Crypto

F.Identification_Authentication

F.IC_CL,
F.Crypto

F.Access_Control,
F.Identification_Authentication

F.IC_CL,
F.Crypto

Justification

The TSF provides the means to en-
sure the unobservability of authen-
tication and cryptographic opera-
tions.

The TSF provides the means to en-
sure the limitation of emanations.

The TSF provides the means to pre-
serve a secure state in the case of fail-
ures.

The TSF provides the means to resist
physical manipulation and probing.
The TSF provides the means to test
for correct operation and to enable
the user to verity the integrity of the
TSF and TSF-data.

The TSFs provide the AES algorithm.
The TSFs provide the AES algorithm.

The TSF provides the means to de-
stroy cryptographic keys.
The TSFs provide the AES algorithm.

The TSF provides the SHAimplemen-
tation.

The TSFs provide the ECDH and
ECDSA algorithms.

The TSFs provide random numbers.

The TSF provides the means to suc-
cessfully authenticate the user be-
fore allowing any TSF-mediated ac-
tion.

The TSF provides the means to con-
sistently interpret security related
data shared between the TOE and
the card interface device.

The TSFs provide the means to pro-
vide and use a trusted channel.

The TSFs provide the two key TDES
algorithm.
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SFR
FCS_CKM.2/G1

FCS_CKM.4/G1

FCS_COP.1/TDES

FCS_COP.1/RSA

FCS_COP.1/SHA1

FIA_UAU.1/G1

FPT_TDC.1/G1

FTP_ITC.1/G1

FCS_CKM.1/Perso

FCS_CKM.4/Perso

FCS_COP.1/Perso

FDP_ACC.2/Perso

FDP_ACF.1/Perso

FIA_AFL.1/Perso

FIA_ATD.1/Perso

TSFs

F.IC_CL,
F.Crypto

F.Identification_Authentication

F.IC_CL,
F.Crypto

F.IC_CL,
F.Crypto

F.Crypto

F.Identification_Authentication

F.IC_CL,
F.Crypto

F.Access_Control,

F.Identification_Authentication

FIC_CL,
F.Crypto

F.Identification_Authentication

FIC_CL,
F.Crypto

F.Access_Control

F.Access_Control

F.Identification_Authentication

F.Access_Control,

F.Identification_Authentication

Justification

The TSFs provide the two key TDES
algorithm.

The TSF provides the means to de-
stroy cryptographic keys.

The TSFs provide the two key TDES
algorithm.

The TSFs provide the RSA algorithm.

The TSF provides the SHAimplemen-
tation.

The TSF provides the means to suc-
cessfully authenticate the user be-
fore allowing any TSF-mediated ac-
tion.

The TSF provides the means to con-
sistently interpret security related
data shared between the TOE and
the card interface device.

The TSFs provide the means to pro-
vide and use a trusted channel.

The TSFs provide the AES algorithm.

The TSF provides the means to de-
stroy cryptographic keys.
The TSFs provide the AES algorithm.

The TSF provides the means to en-
force access control policy in person-
alization phase.

The TSF provides the means to en-
force access control policy on ob-
jects in personalization phase.

The TSF provides the means to
detect unsuccessful authentications
and block the block the personaliza-
tion key.

The TSFs provide the means to main-
tain lists of security attributes be-
longing to user groups and user IDs
in personalization phase.
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SFR TSFs Justification

FIA_USB.1/Perso  F.Identification_Authentication The TSF provides the means to as-
sociate security attributes with user
groups and user IDs in personaliza-
tion phase.

Table 8.2: Coverage of SFRs for the TOE by TSFs.

8.4 Statement of Compatibility

This section addresses the compatibility between this composite ST and the ST of
SLE7T8CFX4000P (M7892) [TEX_ST-SLE78-BT1]. No conflict between both Security Targets can
be found.

8.4.1 Relevance of Hardware TSFs

Table 8.3/ shows the relevance of the hardware security functions for the composite Security
Target.

HW-TSFs Description Relevant Not relevant
SF_DPM Device phase management X

SF_PS Protection against snooping X

SF_PMA Protection against modification attacks X

SF_PLA Protection against logical attacks X

SF_CS (TDES)* Cryptographic support X

SF_CS (AES)* Cryptographic support X

SF_CS (RSA) Cryptographic support X

SF_CS (EC) Cryptographic support X

SF_CS (SHA-2) Cryptographic support X
SF_CS (TRNG) Cryptographic support X

* only the hardware-implementation is used by the TOE

Table 8.3: Relevance of hardware TSFs for composite ST
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8.4.1.1 Security Objectives

Table 8.4 gives a mapping of the hardware security objectives to those of the composite ST.

HW objective

0.Phys-Manipulation
(protection against physical
manipulation)
0.Phys-Probing

(protection against physical
probing)

O.Malfunction

(protection against malfunc-
tions)

O.Leak-Inherent

(protection against inherent
information leakage)
O.Leak-Forced

(protection against forced
information leakage)

0.Abuse-Func

(protection against abuse of
functionality)
0.ldentification

(TOE identification)

O.RND

(random numbers)

0.Add-Functions
(additional specific security
functionality)

0.Mem-Access
(area based memory access
control)

OE.Plat-Appl
(usage of hardware plat-
form)

OE.Resp-Appl
(treatment of user data)

Matches TOE objective

0.Card_Activity_Storage
O.Card_ldentification_Data
O.Protect_Secret
O.Card_Activity_Storage
0.Card_ldentification_Data
O.Protect_Secret

O.Card_Activity_Storage
O.Protect_Secret

0.Card_Activity_Storage
O.Card_ldentification_Data
O.Protect_Secret
O.Card_Activity_Storage
0.Card_ldentification_Data
O.Protect_Secret
O.Card_Activity_Storage

O.Card_ldentification_Data
O.Protect_Secret

O.Card_ldentification_Data
0.Crypto_Implement

0.Crypto_Implement

O.Protect_Secret
0.Secure_Communications

O.Card_Activity_Storage
0.Card_ldentification_Data
O.Protect_Secret
O.Data_Access
0.Secure_Communications

Remarks

used implicitly
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HW objective Matches TOE objective Remarks
OE.Process-Sec-IC - protection in personaliza-
(protection during packag- tion phase is ensured by the
ing, finishing and personal- AGD assurance class
ization)

Table 8.4: Mapping of hardware to TOE security objectives including those of the environ-
ment.

8.4.1.2 Security Requirements

Table 8.5/addresses the platform security requirements and their relevance for the TOE. Nei-
therthe SFRs that can be mapped to the platform SFRs nor those that are application specific
(and thus not listed in the table) show any conflicts with the platform SFRs.

HW SFRs Matches TOE SFr Remarks

FAU_SAS.1 - used implicitly
(audit storage)
FMT_LIM. - used implicitly
(limited capabilities)
FMT_LIM.2 - used implicitly
(limited availability)

- used implicitly
FDP_ACC.1
(subset access control)
FDP_ACF.1 - used implicitly
(security attribute based access
control)

FPT_PHP.3
FPT_PHP.3
(resistance to physical attack)

FDP_ITT. FPR_UNO.
(basic internal transfer protec- FPT_EMS.1
tion)

FDP_SDI.2
FDP_SDI.1
(stored data integrity monitoring)

FDP_SDI.2 FDP_SDI.2
(stored data integrity monitoring
and action)

FDP_IFCA1 FPR_UNO.1
(subset information flow control) FPT_EMS.1
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HW SFRs

FMT_MSA.1
(management of security at-
tributes)

FMT_MSA.3
(static attribute initialization)

FMT_SMF.1
(specification of management
functions)

FRU_FLT.2
(limited fault tolerance)

FPT_ITT.

(basic internal TSF data transfer
protection)

FPT_TST.2

(subset TOE testing)

FPT_FLS.1

(failure with preservation of se-
cure state)

FCS_RNG.1
(generation of random numbers)

FCS_COP.1/TDES
(cryptographic operation - TDES)

FCS_CKM.4/TDES
(cryptographic key destruction -
TDES)

FCS_COP.1/AES
(cryptographic operation - AES)
FCS_CKM.4/AES

(cryptographic key destruction -
AES)

FCS_COP.1/SHA

(cryptographic operation (SHA-1,
SHA-224 and SHA-256))
FCS_COP.1/RSA-v1.02.013
(cryptographic operation (RSA))
FCS_COP.1/RSA-v2.07.003
(cryptographic operation (RSA))

FCS_CKM.1/RSA-v2.07.003
(cryptographic key generation
(RSA))

Matches TOE SFr

FPT_PHP.3

FPR_UNO.1
FPT_EMS.1

FPT_TST.

FPT_FLS.

FCS_RNG.1

FCS_COP.1/TDES
FCS_COP.1/Perso

FCS_CKM.4/G1

FCS_COP.1/AES
FCS_COP.1/Perso

FCS_CKM.4/G2
FCS_CKM.4/Perso

FCS_COP.1/RSA

Remarks
used implicitly
used implicitly

used implicitly

not applicable (functionality not
used by the TOE)

notapplicable (library not used by
the TOE)

not applicable (function not used
by the TOE)
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HW SFRs
FCS_COP.1/ECDSA-v1.02.013
(cryptographic operation
(ECDSA))
FCS_COP.1/ECDSA-v2.07.003
(cryptographic operation
(ECDSA))
FCS_COP.1/ECDH-v1.02.013
(cryptographic operation (ECDH))
FCS_COP.1/ECDH-v2.07.003
(cryptographic operation (ECDH))
FCS_CKM.1/EC-v1.02.013

(cryptographic key generation
(EC))

FCS_CKM.1/ECv2.07.003
(cryptographic key generation
(EC))

FCS_COP.1/TDES_SCL
(cryptographic operation - TDES -
SCL)

FCS_CKM.4/TDES_SCL
(cryptographic key destruction -
TDES - SCL)

FCS_COP.1/AES_SCL
(cryptographic operation - AES -
SCL)

FCS_CKM.4/AES_SCL
(cryptographic key destruction -
AES - SCL)

Matches TOE SFr

FCS_COP.1/ECC

FCS_COP.1/ECC

Remarks

not applicable (library not used by
the TOE)

not applicable (library not used by
the TOE)

not applicable (library not used by
the TOE)

not applicable (function not used
by the TOE)

not applicable (functionality not
used by the TOE)

not applicable (functionality not
used by the TOE)

not applicable (functionality not
used by the TOE)

not applicable (functionality not
used by the TOE)

Table 8.5: Mapping of hardware to TOE SFRs.

8.4.1.3 Assurance Requirements

The level of assurance of the

« TOE is EAL4 augmented with ALC_DVS.2, ATE_DPT.2 and AVA_VAN.5

« Hardware is EAL6 augmented with ALC_FLR.1

This shows that the assurance requirements of the TOE is matched or exceeded by the
assurance requirements of the hardware. There are no conflicts.
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9 Glossary and Acronyms

9.1 Glossary

Glossary Term
Activity data

Application note

Attacker

Authentication
Authentication data
Authenticity

Calibration

Definition

Activity data include events data and faults data for all card types
and specific data depending on card type, such as control activity
data for control cards, driver activity, vehicles used and places for
driver cards and company activity data for company cards. For a
full definition, see [REG_2016/799}[REG_2021/1228] Annex 1C, Ap-
pendix 2.

Activity data are part of User Data.

Informative part of containing supporting informa-
tion that is relevant or useful for the construction, evaluation
or use of the TOE (relevant applications notes from the PP are
adopted as consecutively numbered ’Note:’ by this ST).

A person or a process trying to undermine the security policy de-

fined by [CC_PP-0091], especially to change properties of the as-
sets that have to be maintained.

A function intended to establish and verify a claimed identity.
Data used to support verification of the identity of an entity.

The property that information is coming from a party whose iden-
tity can be verified.

Updating or confirming vehicle parameters to be held in the data
memory. Vehicle parameters include vehicle identification (VIN,
VRN and registering Member State) and vehicle characteristics (w,
k, |, tyre size, speed limiting device setting (if applicable), cur-
rent UTC time, current odometer value); during the calibration of
a recording equipment, the types and identifiers of all type ap-
proval relevant sealsin place shall also be stored in the data mem-
ory. Any update or confirmation of UTC time only, shall be consid-
ered as a time adjustment and not as a calibration. Calibration of
a recording equipment requires the use of a workshop card.
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Glossary Term Definition
Card identification data The following elements stored on the TOE, as defined in

Annex 1C, Appendix 1 and Appendix 2: typeOfTa-
chographCardld, cardlssuingMemberState, cardNumber, cardls-
suingAuthorityName, cardlssueDate, cardValidityBegin, cardEx-
piryDate.

Company card A Tachograph Card issued by the authorities of a Member State to
a transport undertaking needing to operate vehicles fitted with a
tachograph, which identifies the transport undertaking, and al-
lows for the displaying, downloading and printing of the data,
stored in the tachograph, which have been locked by that trans-
port undertaking.

Control card A Tachograph Card issued by the authorities of a Member State
to a national competent control authority that identifies the con-
trol body and, optionally, the control officer. It allows access to
the data stored in the data memory or in the driver cards and, op-
tionally, in the workshop cards for reading, printing and/or down-
loading. It also gives access to the roadside calibration checking
function, and to data on the remote early detection communica-

tion reader.
Data memory An electronic data storage device built into the Tachograph Card.
Digital Signature Data appended to, or a cryptographic transformation of, a block

of data that allows the recipient of the block of data to prove the
authenticity and integrity of the block of data.

Downloading The copying, together with the digital signature, of a part, or of
a complete set, of data files recorded in the data memory of the
Vehicle Unit orin the memory of a Tachograph Card, provided that
this process does not alter or delete any stored data.

Driver card A Tachograph Card, issued by the authorities of a Member State
to a particular driver that identifies the driver and allows for the
storage of driver activity data.

European Root Certification An organization responsible for implementation of the ERCA pol-
Authority (ERCA) icy and for the provision of key certification services to the Mem-
ber States. It is represented by
Digital Tachograph Root Certification Authority
Traceability and Vulnerability Assessment Unit
European Commission
Joint Research Centre, Ispra Establishment (TP.360)

Via E. Fermi, 1
[-21020 Ispra (VA)

Event An abnormal operation detected by the smart tachograph that
may result from a fraud attempt.

External GNSS Facility Afacility that contains the GNSS receiver when the Vehicle Unit is

not a single unit as well as other components needed to protect
the communication of position data to the rest of the Vehicle Unit.
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Glossary Term
Fault

Human user

Integrity

Intelligent Dedicated Equip-
ment

Interface

Interoperability

Manufacturer

Member State Authority (MSA)

Member State Certification
Authority (MSCA)

Motion Sensor
Personal Identification Num-

ber (PIN)
Personalization

Registering member state

Remote Early Detection Com-
munication

Definition
An abnormal operation detected by the smart tachograph that
may arise from an equipment malfunction or failure.

A legitimate user of the TOE, being a driver, controller, workshop
or company. A user is in possession of a valid Tachograph Card.

The property of accuracy and completeness of information.

Equipment used to download data from a Tachograph card to ex-
ternal storage media.

Afacility between systems that provides the media through which
they can connect and interact.

The capacity of systems and the underlying business processes to
exchange data and to share information.

The generic term for a manufacturer producing and completing
the Tachograph Card as the TOE.

Each Member State of the European Union establishes its own
national Member State Authority (MSA) usually represented by a
state authority, e.g. Ministry of Transport. The national MSA runs
some services, among others the Member State Certification Au-
thority (MSCA).

The MSA has to define an appropriate Member State Policy (MSA
policy) being compliant with the ERCA policy.

MSA (MSA component personalization service) is responsible for
issuing of equipment keys, wherever these keys are generated:
by equipment manufacturers, equipment personalizers or MSA it-
self.

Confidentiality, integrity and authenticity of the entities to be
transferred between the different levels of the hierarchy within
the tachograph system are subject to the ERCA and MSA policies.

An organization established by a Member State Authority, respon-
sible for implementation of the MSA policy and for signing certifi-
cates for public keys to be inserted into Tachograph Cards.

A part of the tachograph, providing a signal representative of ve-
hicle speed and/or distance traveled.

A secret password necessary for using a workshop card and only
known to the approved workshop to which that card is issued.

The process by which the equipment-individual data are stored
in and unambiguously, inseparably associated with the related
equipment.

The Member State of the European Union in which the vehi-
cle is registered. This is represented by a numeric code (see

[REG_2016/799] Annex 1C, Appendix 1, Chapter 2.101).

Communication between the remote early detection communica-
tion facility and the remote early detection communication reader
during targeted roadside checks with the aim of remotely detect-
ing possible manipulation or misuse of recording equipment.
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Glossary Term Definition

Remote Communication Fa- TheequipmentoftheVehicle Unitthatis used to perform targeted
cility roadside checks.

Remote Early Detection Com- A system used by control officers for targeted roadside checks of
munication Reader Vehicle Units, using a DSRC connection.

Secret key A symmetric or private asymmetric key.

Security Certification Process to certify, by a Common Criteria certification body, that

the Tachograph Card fulfills the security requirements defined in
the relevant Protection Profile.

Security data The specific data needed to support security enforcing func-
tions (e.g. cryptographic keys and certificates). Security data
includes the Sensor Installation Data on a workshop card, see

[REG_2016/799] Annex 1C, Appendix 2.

Self Test Tests run cyclically and automatically by the recording equipment
to detect faults.

Smart Tachograph System The recording equipment, Tachograph Cards and the set of all di-
rectly or indirectly interacting equipment during their construc-
tion, installation, use, testing and control, such as cards, re-
mote early detection communication reader and any other equip-
ment for data downloading, data analysis, calibration, generat-
ing, managing or introducing security elements, etc.

TSF data Data created by and for the TOE that might affect the operation
of the TOE ([CC_Partl]). In the context of [CC_PP-0091], the term
security data is also used.

User A human user or connected IT entity.

User identification data The following data elements stored on the TOE, as defined in An-

nex IC Appendix 2 and Appendix 1:

For driver cards: holderSurname, holderFirstNames, cardHolder-
BirthDate, cardHolderPreferredLanguage, drivingLicencelssuin-
gAuthority, drivingLicencelssuingNation, drivingLicenceNumber.
For workshop cards: workshopName, workshopAddress, holder-
Surname, holderFirstNames, cardHolderPreferredLanguage.

For control cards: controlBodyName, controlBodyAddress, hold-
erSurname, holderFirstNames, cardHolderPreferredLanguage.
For company cards: companyName, companyAddress, cardHold-
erPreferredLanguage
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Glossary Term Definition
User Data Any data, other than security data, recorded or stored by the
Tachograph Card.

User data include card identification data, user identification data
and activity data.
The CC gives the following generic definitions for user data:

« Data created by and for the user that does NOT affect the
operation of the TSF ([CC_Part1]).

« Information stored in TOE resources that can be operated
upon by usersin accordance with the SFRs and upon which
the TSF places no special meaning ([CC_Part2]).

Vehicle Unit The tachograph excluding the motion sensor and the cables con-
necting the motion sensor. The Vehicle Unit may be a single unit
or several units distributed in the vehicle, provided that it com-
plies with the security requirements of this Regulation; the Vehi-
cle Unit includes, among other things, a processing unit, a data
memory, a time measurement function, two smart card interface
devices for driver and co-driver, a printer, a display, connectors
and facilities for entering the user’s inputs.

Verification data Data provided by an entity in an authentication attempt to prove
their identity to the verifier. The verifier checks whether the verifi-
cation data match the reference data known for the claimed iden-
tity.

Workshop Card A Tachograph Card issued by the authorities of a Member State
to designated staff of a tachograph manufacturer, a fitter, a vehi-
cle manufacturer or a workshop, approved by that Member State,
which identifies the user and allows for the testing, calibration
and activation of tachographs, and/or downloading from them.

9.2 Acronyms

AES  Advanced Encryption Standard

CA Certification Authority

CBC  Cipher Block Chaining (an operation mode of a block cipher)

cC Common Criteria

DES  Data Encryption Standard

EAL Evaluation Assurance Level (a pre-defined package in CC)

EGF External GNSS Facility

ERCA European Root Certification Authority (see Administrative Agreement 1739800-12 (DG-TREN))
GNSS Global Navigation Satellite System

MAC  Message Authentication Code
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MS Motion Sensor

MSA  Member State Authority

MSCA Member State Certification Authority (see Administrative Agreement 1739800-12 (DG-TREN))
OSP  Organizational Security Policy
PIN Personal Identification Number
PKI Public Key Infrastructure

PP Protection Profile

SAR  Security Assurance Requirement
SFR Security Functional Requirement
ST Security Target

TC Tachograph Card

TDES Triple-DES

TOE  Target of Evaluation

TSF TOE Security Functionality

VRN  Vehicle Registration Number

VU Vehicle Unit
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A Annex A - Key & Certificate Tables

m The information given in this section is only informative and provided for the convenience of the reader. The tables are taken
from [[CC_PP-0091] and describe a generic tachograph card.

This annex provides details of the cryptographic keys and certificates required by the Tachograph Cards during their lifetime, and to
support communication with 1t and 2" generation Vehicle Units.

Table

Table A1
Table A.2
Table A.3
Table A.4
Table A.5
TablelA.6

Content

First-generation asymmetric keys generated, used or stored by Tachograph Cards
First-generation symmetric keys generated, used or stored by Tachograph Cards
First-generation certificates used or stored by Tachograph Cards

Second-generation asymmetric keys generated, used or stored by Tachograph Cards
Second-generation symmetric keys generated, used or stored by Tachograph Cards
Second-generation certificates used or stored by Tachograph Cards

In general, a Tachograph Card will not be able to know when it has reached end of life. This is because it is not powered and has no
internal clock. Thus, the card will not be able to make permanent secret keys unavailable as indicated in the following tables. Therefore,
doing so, if feasible, is a matter of organizational policy.
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Key Symbol

Card.SK

EUR.PK

VU.PK
(conditional,
possibly
multiple)
MS.PK
(conditional,
possibly
multiple)

Description

Card
key

private

Public key of
ERCA

VU public key

Public key of
an MSCA other
than the MSCA
responsible

for signing the
card certificate

Purpose

Used by the card to perform
card authentication towards
Vehicle Units and for signing
downloaded data files

Used by card to perform veri-
fication of MS certificates pre-
sented by (foreign) VUs during
mutual authentication. See
also notes for EUR.KID in Table
A.3|

Used by card to perform VU au-
thentication; see also notes for
VU.C contents in Table A.3|

Used by card to perform verifi-
cation of VU certificates signed
by this (foreign) MSCA. See
also notes for MS.C contents in
TablelA.3.

Type

RSA

RSA

RSA

RSA

Source

Generated by card or card
manufacturer at the end of the
manufacturing phase

Generated by ERCA; inserted
in card by manufacturer at
the end of the manufacturing
phase

Generated by VU or VU man-
ufacturer; obtained by card in
VU certificate during mutual
authentication

Generated by (foreign) MSCA,;
obtained by card in MS certifi-
cate presented by a VU during
mutual authentication

Generation
method

See sec-
tion 6.1.3.1

(FCS_CKM.1/G1)
if done by card.
Otherwise, not
in  scope of

[CC_PP-0091].
Out of scope for

[CC_PP-0091]

Out of scope for

[CC_PP-0091]

Out of scope for
[CC_PP-0091]

Destruction
method
time

Made unavail-
able when the
card has reached
end of life

and

Not applicable

Not applicable

Not applicable

Table A.1: First-generation asymmetric keys generated, used or stored by Tachograph Cards.

Stored in

Card
volatile
memory

non-

Card
volatile
memory

non-

Card
volatile
memory

non-

Card
volatile
memory

non-
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Key Symbol

Kwm-we
(workshop
cards only)

Description

Secure  Mes-
saging session
key

Motion sensor
master key -
workshop card
part

Purpose

Session key for data protection
between card and a VU during
a Secure Messaging session

Allowing a VU to derive the
Motion Sensor Master Key if a
workshop card is inserted into
the VU

Type

TDES

TDES

Source

Agreed between card and VU
during mutual authentication

Generated by ERCA; inserted
in card by card manufacturer.

Note: See [REG_2016/799] An-
nex 1C, Appendix 11, CSM_105.

Generation
method

See sec-
tion 6.1.3.1

(FCS_CKM.1/G1)

Out of scope for
[CC_PP-0091]

Destruction
method and
time

Made unavail-
able when the
Secure Messag-
ing session is
aborted

Made unavail-
able when the
card has reached
end of life

Table A.2: First-generation symmetric keys generated, used or stored by Tachograph Cards.

Stored in

Not per-
manently
stored

Card
volatile
memory

non-
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Certificate
Symbol

Card.C

MS.C

VU.C contents
(conditional,
possibly multi-

ple)

MS.C contents
(conditional,
possibly multi-

ple)

EUR.KID

Description

Card certificate
for signing and
Mutual Authenti-
cation

Certificate of
MSCA responsi-
ble for signing
card certificate

CHR and other
VU certificate
contents

CHR and other
MS certificate
contents

Key Identifier
for public key of
ERCA

Table A.3: First-generation certificates used or stored by Tachograph Cards.

Purpose

Used by VUs or IDE to obtain and
verify the Card.PK they will sub-
sequently use to perform card
authentication or verification of
signatures created by the card

Used by VUs or IDE to obtain and
verify the MS.PK they will subse-
quently use to verify the Card.C

If a card has verified a VU certifi-
cate before, it may store the pub-
lic key (see Table A.1), the CHR
and possibly the validity period
and other data in order to au-
thenticate that VU again in the fu-
ture

If a VU has verified a MS certifi-
cate before, it may store the pub-
lic key (see Table A.1), the CHR
and possibly the validity period
and other data in order to ver-
ify card certificates based on that
MS certificate in the future

This identifier will be used by VUs
to reference the European root
public key

Source

Created and signed by MSCA
based on card manufacturer
input; inserted by manufacturer
at the end of the manufacturing
phase

Created and signed by ERCA
based on MSCA input; inserted
by manufacturer at the end of
the manufacturing phase

Created and signed by MSCA

based on VU manufacturer
input; inserted in VU by VU
manufacturer; obtained and

stored by card during a previous
successful VU authentication.

Created and signed by ERCA
based on MSCA input, inserted
in VU by VU manufacturer; ob-
tained and stored by card after
successful verification during a
previous mutual authentication
process with a (foreign) VU.

Inserted in card by manufacturer
at the end of the manufacturing
phase

Stored in

Card general
nonvolatile
memory

Card general
nonvolatile
memory

Card general
nonvolatile
memory

Card general
nonvolatile
memory

Card general
nonvolatile
memory

Note

Presence in card is conditional;
only if card is designed to store
VU certificate contents for future
reference and has encountered
VUs in the past. The card may
store the contents of multiple
VU.C.

Presence in card is conditional;
only if card is designed to store
MS certificate contents for future
reference and has encountered
VUs containing a foreign MS cer-
tificate in the past. The card
may store the contents of multi-
ple MS.C.
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Key Symbol

Card_MA.SK

Card_Sign.SK
(driver cards
and work-
shop cards
only)

EUR.PK
(current)

EUR.PK
(previous)
(conditional;
only present
if existing at
time of card
issuance)

Description

Card private
key for Mutual
Authentication
and  session
key agreement

Card private
key for signing

The  current
public key of
ERCA (at the
time of issuing
of card)

The previous
public key of
ERCA (at the
time of issuing
of card)

Purpose

Used by the card to perform
card authentication towards
VUs and perform session key
agreement

Used by the card to sign down-
loaded data files.

Used by the card for the verifi-
cation of MSCA certificates is-
sued under the current ERCA
root certificate. See also notes
for EUR.C (current) contents in
Table|A.6.

Used by the card to verify
MSCA certificates issued under
the previous ERCA root certifi-
cate. See also notes for EUR.C
(previous) contents in Table
A.6.

Type

ECC

ECC

ECC

ECC

Source

Generated by card or card
manufacturer at the end of the
manufacturing phase

Generated by card or card
manufacturer at the end of the
manufacturing phase

Generated by ERCA; inserted
in card by manufacturer at
the end of the manufacturing
phase

Generated by ERCA; inserted
in card by manufacturer at
the end of the manufacturing
phase

Generation
method

See sec-
tion 6.1.2.1

(FCS_CKM.1/G2)
if done by card.
Otherwise, not
in  scope of

[CC_PP-0091]

See sec-
tion 6.1.2.1
(FCS_CKM.1/G2)

if done by card.
Otherwise, not
in  scope of

[CC_PP-0091]

Out of scope for
| PP-0091

Out of scope for
| PP-0091

Destruction
method
time

Made unavail-
able when the
card has reached
end of life

and

Made unavail-
able when the
card has reached
end of life

Not applicable

Not applicable

Stored in

Card
volatile
memory

non-

Card
volatile
memory

non-

Card
volatile
memory

non-

Card
volatile
memory

non-
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Key Symbol

EUR.Link.PK
(conditional;
only if the
card has
successfully
authenti-
cated a next-
generation
VU)

VU_MA.PK
(conditional,
possibly
multiple)

MSCA_VU-
EGF.PK
(conditional,
possibly
multiple)

Description

The public
key of ERCA
following the
public key that
was  current
at the time of
issuing of the
card

VU public key
for Mutual Au-
thentication

Public key
of MSCA re-
sponsible for
signing VU
certificates

Purpose

Used by the card to verify
MSCA certificates issued un-
der the next ERCA root certifi-
cate. Note that EUR.Link.PK is
the same as the next EUR.PK.
See also 31! and notes for
EUR.Link.C contents in Table
A.6

Used by card to perform VU au-
thentication and session key
agreement. See also notes for
VU_MA.C contents in Table A.6

Used by card to verify the cer-
tificate of a VU signed by this
(foreign) MSCA. See also notes
for MSCA_VU-EGF.C contents
in Table A.6

Type Source

ECC

ECC

ECC

Generated by ERCA; inserted
by manufacturer in a VU is-
sued under the next genera-
tion of EUR.C as part of the
EUR.Link.C; obtained by card
during mutual authentication
towards such a VU.

Generated by VU or VU man-
ufacturer; obtained by card in
VU_MA certificate during mu-
tual authentication

Generated by MSCA; obtained
by card in MSCA_VU-EGF cer-
tificate during mutual authen-
tication

Generation
method

Out of scope for

[CC_PP-0091]

Out of scope for
[CC_PP-0091

Out of scope for

[CC_PP-0091]

Destruction
method and
time

Not applicable

Not applicable

Not applicable

Table A.4: Second-generation asymmetric keys generated, used or stored by Tachograph Cards.

Stored in

Card
volatile
memory

non-

Card
volatile
memory

non-

Card
volatile
memory

non-
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Key Symbol

Km-we
(workshop
cards only)

Kmac

Kenc

KMpsrc

Description

Motion sensor
master key -
workshop card
part

Secure  Mes-
saging session
key for authen-
ticity

Secure  Mes-
saging session
key for confi-
dentiality

DSRC Master
key

Purpose

Allowing a VU to derive the
Motion Sensor Master Key if a
workshop card is inserted into
the VU

Session key for authenticity
between card and a VU during
a Secure Messaging session

Session key for confidentiality
between card and a VU during
a Secure Messaging session

Master key to derive keys to
protect confidentiality and au-
thenticity of data sent from a
VU to a control authority over
a DSRC channel

Type

AES

AES

AES

AES

Source

Generated by ERCA; inserted
in card by card manufac-
turer. Note: as explained in
Annex 1C,
Appendix 11, section 12.2, a
workshop card may contain
up to three keys Kywc (of
consecutive key generations).

Agreed between card and VU
during mutual authentication

Agreed between card and VU
during mutual authentication

Generated by ERCA Note:
Workshop and control cards
may contain up to 3 KMpsrc
keys

Generation
method

Out of scope for

[CC_PP-009T]
See sec-
tion 6.1.2.1

(FCS_CKM.2/G2)

See sec-
tion 6.1.2.1
(FCS_CKM.2/G2)

Out of scope for

[CC_PP-0091]

Destruction
method and
time

Made unavail-
able when the
card has reached
end of life

Made unavail-
able when the
Secure Messag-
ing session is
aborted'

Made unavail-
able when the
Secure Messag-
ing session is
aborted

Made  unavail-
able when the
card has reached
end of life

Table A.5: Second-generation symmetric keys generated, used or stored by Tachograph Cards.

See [REG_2016/799], Annex 1C, Appendix 11, Section 10.5.3 for details of secure messaging session abortion.

Stored in

Card
volatile
memory

non-

Not per-
manently
stored

Not per-
manently
stored

Card
volatile
memory
(control and
workshop
cards only)

non-
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Certificate
Symbol

Card_MA.C

Card_Sign.C
(driver  cards
and workshop
cards only)

MSCA_Card.C

EUR.Link.C

EUR.C (current)
contents

EUR.C
ous)
contents

(previ-

Description

Card certificate
for Mutual Au-
thentication
and session key
agreement

Card certificate
for signing

Certificate of
MSCA responsi-
ble for signing
the Card_MA
and Card_Sign
certificates

Link certificate
signed by previ-
ous EUR.SK (see
31)

CHR and other
contents of cur-
rent European
root certificate

CHR and other
contents of pre-
vious European
root certificate

Purpose

Used by VU to obtain and verify
the Card_MA.PK they will subse-
quently use to perform card au-
thentication.

Used by IDE to obtain and verify
the Card_Sign.PK they will sub-
sequently use to verify the signa-
ture over a data file signed by the
card.

Used by a VU or IDE to obtain and
verify the MSCA_Card.PK they
will subsequently use to verify
the Card_MA or Card_Sign certifi-
cate.

Used by a VU, EGF or IDE is-
sued under the previous ERCA
root certificate to obtain and ver-
ify the current EUR.PK they will
subsequently use to verify the
MSCA_Card certificate.

This CHR will be referenced by
VUs issued under the current Eu-
ropean root public key (see Table
A.4). The card may store the va-
lidity period and other certificate
data as well.

This CHR will be referenced by
cards and EGFs issued under the
previous European root public
key (see Table A.4). The card
may store the validity period and
other certificate data as well.

Source

Created and signed by MSCA
based on card manufacturer
input; inserted by manufacturer
at the end of the manufacturing
phase

Created and signed by MSCA
based on card manufacturer
input; inserted by manufacturer
at the end of the manufacturing
phase

Created and signed by ERCA
based on MSCA input; inserted
by manufacturer at the end of
the manufacturing phase

Generated by ERCA; inserted in
card by manufacturer at the end
of the manufacturing phase

Generated by ERCA; inserted in
card by manufacturer at the end
of the manufacturing phase

Created and signed by ERCA,; in-
serted in card by manufacturer
at the end of the manufacturing
phase

Stored in

Card general
nonvolatile
memory

Card general
nonvolatile
memory

Card general
nonvolatile
memory

Card general
nonvolatile
memory

Card general
nonvolatile
memory

Card general
nonvolatile
memory

Note

Presence in card is conditional;
only if a previous ERCA root cer-
tificate existed at the moment of
card manufacturing

Presence in card is conditional;
only if a previous ERCA root cer-
tificate existed at the moment of
card manufacturing
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Certificate Description Purpose Source Stored in Note
Symbol
EUR.Link.C CHR and other This CHR will be referenced by | Generated by ERCA; inserted by = Card general | Presence in card is conditional;
contents contents of next VUs issued under the next Euro- | manufacturer in a VU issued un- | nonvolatile only if the card has successfully
European root | pean root public key (see ). The | der the next generation of EUR.C | memory authenticated a next-generation
certificate card may store thevalidity period | as part of the EUR.Link.C; ob- VU
and other certificate data aswell. | tained and stored by card during
mutual authentication towards
such VU
VU_MA.C con- | CHR and other IfacardhasverifiedaVU_MAcer- Created and signed by MSCA | Card general Presence in card is conditional;
tents contents of VU  tificate before,it maystorepublic | based on VU manufacturer = nonvolatile only if card is designed to store
certificate for | key (see Table/A.4), the CHR and  input; inserted in VU by VU  memory VU certificate contents for future
Mutual Authenti- = possibly the validity period and = manufacturer; obtained and reference and has encountered
cation other data in order to authenti- | stored by card during mutual VUs in the past. The card may
cate that VU again in the future authentication after successful store the contents of multiple
verification. VU_MA.C.
MSCA_VU- CHR and other  If a card has verified a MSCA cer- = Created and signed by ERCA | Card general Presence in card is conditional;
EGF.C contents = contents of cer- | tificate before, it may store the | based on MSCA input, inserted nonvolatile only if card is designed to store
tificate of MSCA | public key (see Table A.4), the in VU by VU manufacturer; ob- = memory VU certificate contents for future

responsible
for signing VU
certificates

CHR and possibly the validity pe-
riod and other data in order to
verify VU certificates based on
that MSCA certificate in the fu-
ture

tained and stored by card after
successful verification during a
previous mutual authentication
process with a VU.

reference and has encountered
VUs in the past. The card may
store the contents of multiple
MSCA_VU.C, e.g. different MSCAs
and/or generations.

Table A.6: Second-generation certificates used or stored by Tachograph Cards.

Note 31: During its lifetime, a Tachograph Card can be confronted with two different link certificates:

« If atthe time of issuance of the card, there are VUs in the field that are issued under a previous EUR.C, then the card shall be issued
with both the previous EUR.C and an EUR.Link.C signed with the previous EUR.SK. The card will need the first one to check the
authenticity of the old VUs. The card will need the second one to prove its authenticity towards old VUs.

« If, after the issuance of the card, a new EUR.C is generated and VUs are issued under this new root certificate, then such a new VU
will present the card with an EUR.Link.C signed by the current EUR.SK to prove its authenticity. The card can check this certificate
with its current EUR.PK. If correct, the card may store the EUR.Link.PK as a new trust point.
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B Overview Cryptographic Algorithms

The following cryptographic algorithms are used by the TOE to enforce its security policy:

Purpose

1 | Authenticity

2 | Authenticity

3 | Authenticity

4 | Authenticity

Cryptographic
Mechanism

RSA signature genera-
tion (RSASSA-PKCS1v1_5
using SHA-1) (generation
)

ECDSA signature gener-
ation using SHA-[256,
384, 512] (generation 2)

RSA signature verifica-
tion (RSASSA-PKCS1vI_5
using SHA-1) (generation
1, control card)

ECDSA signature verifi-
cation using SHA-[256,
384, 512] (generation 2,
control card)

Standard of
Implementation

,app. 11,
sec. 6.1

[REC_8017]", sec. 8.2
[FIPS_180-4)?, sec. 6.1

,app. 11,
sec. 14.2

[FTPS_186-7], sec.6.4
[BST_TR-03111]°, sec. 5.2
(signature format)

R 80] (NIST
curves)
[RFC5639] (Brainpool
curves)

, sec. 6.2,
6.4,6.5

REG_2016/799], app. 11,

sec. 6.2
RFC_8017]", sec. 8.2
[FTPS_T80-47, sec. 6.1

REG_2016/799], app. 11,

sec. 14.3 [FIPS_186-4],
sec.6

[BST_TR-031T7J°, sec. 5.2
(signature format)
[RFC5430) (NIST
curves)

[RFC_5639] (Brainpool
curves)

[FTPS_780-4], sec. 6.2,
6.4,6.5

Key Size
in Bits
1024

acc. to used
elliptic curve:

brainpoolP256r1
brainpoolP384r1

brainpoolP512
secp256r1
secp384r1
secp521r1

1024

acc. to used
elliptic curve:

brainpoolP256r1
brainpoolP384r1

brainpoolP512
secp256r1
secp384r1
secp521r1

Standard of
Application

[REG_2016/799]

REG_2016/799]
REG_2021/1228)

n

REG_2016/799]

REG_2016/799]
REG_2021/1228)

1

Comments
ST-Reference

FCS_COP.1/RSA,
FDP_DAU.1,
FDP_SDI.2,
FPT_TDC.1/G1,
FCO_NRO.1,
FIA_UAU.3

FCS_COP.1/ECC,
FDP_DAU.1,
FDP_SDI.2,
FPT_TDC.1/G2,
FCO_NRO.1,
FIA_UAU.3

FCS_COP.1/RSA,
FDP_DAU.,
FDP_SDI.2,
FPT_TDC.1/G1,
FCO_NRO.1,
FIA_UAU.3

FCS_COP.1/ECC,
FDP_DAU.1,
FDP_SDI.2,
FPT_TDC.1/G2,
FCO_NRO.1,
FIA_UAU.3

'Compliant to the outdated PKCS #1 version 2.0 standard referenced in [REG_2016/799].

2Compliant to the outdated FIPS 180-1 standard referenced in [REG_2016/799].

3Compliant to the BSI-03111 version 2.0 standard referenced in [REG_2016/799

MTCOS Smart Tachograph V2 / SLET8CFX4000P, Version 1.2
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Purpose

5 | Authenticated
Key Agree-
ment

6 | Authenticated
Key Agree-
ment

7 | Authenticated
Key Agree-
ment

8 | Key Derivation

9 | Key Derivation

Key Derivation

11 | Confidentiality

Confidentiality

Confidentiality

Integrity

Cryptographic
Mechanism

Mutual Authentication
VU-TC using elliptic
curve and SHA-[256,

384, 512 (generation 2)

Mutual Authentication
VU-TC using RSA and
SHA-1 (generation 1)

BAC, Symmetric Authen-
tication, based on AES in
CBC mode, conforming
to BAP standard (basic
access protection, driv-
ing license) using SHA-
256.

Cryptographic key gen-
eration (generation 2 us-
ing SHA-[256, 384, 512])

Cryptographic key gen-
eration (generation 1)

Cryptographic key gen-
eration (personalization
using SHA-256)

AES in CBC mode for
Secure Messaging and
DSRC (generation 2)

3DES in CBC mode for
Secure Messaging (gen-
eration 1)

AES in CBC mode for Se-
cure Messaging (person-
alization)

CMAC-AES for Secure
Messaging and DSRC
(generation 2)

Standard of
Implementation

REG_2016/799], app.
1, sec. 10 [FIPS_T186-4),

sec.6

4.3.2.2 (key agreement),

sec. 4.2.1 (ECDSA), sec.
5.2 (signature format)
[RFC3280] (NIST
curves)

[RFC_5639] (Brainpool
curves)

also cf. line 8

REG_2016/799], app. 11,

sec. 4

[RFC_8017)Y, sec. 5.2
[SO5796-7*, sec. 9

also cf. line 20

[ETPS_T97) (AES)

sec. 7 (CBC)
[SO_TEOT-J Annex B
[[CAG_3303)

also cf. line 10

REG_2016/799], app. 1,
sec. 10.4

4.3.3.2

6.4,6.5
REG_2016/799], app. 11,

sec. 4

FIPS 107
Annex B
[ETPS_180-4), sec. 6.2

REG_2016/799], app. 1,
sec. 10.5

[EIPST97) (AES)
([50_10116), sec. 7 (CBC)
REG_2016/799], app. 11,

sec.5
5

(3DES)

[SO_ToTTe)° , sec. 7
(CBC)

[E1PS_197] (AES)
[[So_T0178], sec. 7 (CBC)

REG_2016/799], app. 11,
sec. 10.5

(AES)
(NTST_SPE00-38E)

6 (CMAC)

Key Size

in Bits

acc. to used
elliptic curve:

brainpoolP256r1
brainpoolP384r1

brainpoolP512
secp256r1
secp384r1
secp521r1
AES: 128,192,
256

RSA: 1024
3DES: 112

256

128,192, 256

12

256

128,192, 256

12

256

128,192, 256

Standard of
Application

REG_2016/799]
REG_2021/1228)

1

REG_2016/799]

E

Annex B

EG_201 9
EG_2021/122

= =
=
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Comments
ST-Reference

FCS_CKM.1/G2,
FCS_COP.1/ECC,
FIA_AFL.1/C,
FIA_AFL.1/WC,
FIA_UAU.1/G2,
FIA_UAU.4

FCS_CKM.1/G1,
FCS_COP.1/RSA,
FIA_AFL.1/C,
FIA_AFL.1/WC,
FIA_UAU.1/G1,
FIA_UAU.4

FCS_COP.1/Perso,
FIA_AFL.1/Perso

FCS_CKM.1/G2,
FCS_CKM.2/G2

FCS_CKM.1/G1,
FCS_CKM.2/G1

FCS_CKM.1/Perso

FCS_COP.1/AES,

FCS_CKM.2/G2

FCS_COP.1/TDES,
FCS_CKM.2/G1

FCS_COP.1/Perso

FCS_COP.1/AES

“Compliant to the outdated ISO/IEC 9796-2 first edition standard referenced in [REG_2016/799].
SCompliant to the outdated FIPS 46-3 standard referenced in [REG_2016/799].
6Compliant to the older ANSI X9.52 standard referenced in [REG_2016/799].

MTCOS Smart Tachograph V2 / SLET8CFX4000P, Version 1.2

100



-

MASKTECH

Purpose

Integrity

Integrity

Trusted Chan-
nel

Trusted Chan-
nel

Cryptographic
Primitive

20| Cryptographic

Primitive

21 | Cryptographic
Primitive

Cryptographic
Mechanism

Secure Messaging
3DES/Retail-MAC (gener-
ation 1)

CMAC-AES for Secure
Messaging (personaliza-
tion)

Secure Messaging in
authentication-only
mode or encrypt-then-
authenticate mode
(generation 2)

Secure Messaging in
authentication-only
mode or encrypt-then-
authenticate mode
(generation 1)

PTG.3 Random num-
ber generator (PTG.2
and cryptographic
post-processing)

SHA-[1, 256 384, 512]

HMAC using SHA-2 (gen-
eration 2, workshop and
control card)

Standard of
Implementation

,app. 11,
sec. 5.1
(NIST_SP800-67
(3DES)

[[S0_9797-1)7} algorithm
3

(AES)
(NTST_SP00-38E)

6 (CMAC)

REG_2016/799], app. 11,
sec. 10.5
also cf. lines 8, 11,14

REG_2016/799], app. 11,
sec.5
also cf. lines 9, 12,15

BSLASST)
[NTST_SP800-90A) - sec.

10.2,10.3.2

REG_2016/799], app. 11,
sec. 2.2.2 and sec. 8.2.3

FTPS_180-4] %, sec. 6

,app- 11,
sec. 9.2.2.1
FIPS_180-4], sec. 6.2,
6.4,6.5

Key Size
in Bits
12

256

128, 192, 256
(keying mate-
rial)

[REG_2016/799]

0
Annex B

:

B
o

EG_2016/799
EG_2021/122

i
()

EG_2016/799
EG_2021/122

E
o

EG_2016/799
EG_2021/122

799
22

B
o

EG_201
EG_202

o]

E

Table B.1: Overview Cryptographic Algorithms

"Compliant to the outdated ANSI X9.19 standard referenced in [REG_2016/799].
8Compliant to the outdated FIPS 180-1 standard referenced in [REG_2016/799] for generation 1.

|z B
S N N
oof == e

Comments
ST-Reference

FCS_COP.1/TDES

FCS_COP.1/Perso

FCS_COP.1/AES,
FTP_ITC.1/G2

FCS_COP.1/TDES,
FTP_ITC.1/G1

FCS_RNG.1

FCS_COP.1/SHAT1,
FCS_COP.1/SHA2

FCS_COP.1/AES
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