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ARRANGEMENT ON THE RECOGNIT ION OF COMMON CRITERIA CERTIF ICATES IN THE 
FIELD OF INFORMATION TECHNOLOGY SECURITY  

SERT IT ,  the Norwegian Cert i f icat ion Authority for  IT  Sec urity ,  i s  a member of  the above  
Ar rangement and as  such th is  confi rms that  the Common Criter ia  cer t i f icate has been  
i ssued by  or  under  the  authori ty  o f  a  Party  to  th is  Ar rangement  and is  the Party ’ s  c la im 
that  the  cert i f icate  has  been  i ssued in  accordance with  the  terms  of  th is  Ar rangement  

The judgements  conta ined in  the cert i f i cate and Cert i f i cat ion Report  are those of  SERT IT  
which issued i t  and the Norwegian eva luat ion fac i l i t y (EV IT )  which  car r ied out  the  
evaluat ion .  There is  no  impl icat ion of  acceptance  by other Members  of  the Agreement  
Group of l iab i l i t y in  respect  of  those judgements  or  fo r  loss  sustained as  a resu lt  of  
re l iance  p laced  upon  those judgements  by  a  th i rd  party .  

The Common Cr ite r ia  Recognit ion  Arrangement logo  pr inted on the cert i f i cate in dicates  
that  th i s  cert i f i cat ion  is  recognised under the terms of  CCRA Ju ly 2 n d  2014.  The  
recognit ion under CCRA is  l imited to cPP re lated assurance packages or  EAL 2 and ALC_FLR  
CC part  3  components .  

 

 

 

 

 

MUTUAL RECOGNIT ION AGREEMENT OF INFORMATION TECHNOLOGY SECURITY 
EVALUATION CERTIF ICATES (SOGIS MRA)  

SERT IT ,  the Norwegian Cert i f icat ion Authority for  IT  Security ,  i s  a member of  the above  
Agreement and as  such th is  conf i rms that  the Common Cr ite r ia cer t i f i cate has been i ssued 
by or  under the authori ty o f  a Party  to th is  Agreement and i s  the Party ’s  c laim that  the  
cert i f i cate  has  been  issued  in  accordance  with  the terms of  th is  Agreement .  

The judgements  conta ined in  the cert i f i cate and Cert i f i cat ion Report  are those of  SERT IT  
which issued i t  and the Norwegian eva luat ion fac i l i t y (EV IT )  which  car r ied out  the  
evaluat ion .  There is  no  impl icat ion of  acceptance by other Members  of  the Agreement  
Group of l iab i l i t y in  respect  of  those judgements  or  fo r  loss  sustained as  a resu lt  of  
re l iance  p laced  upon  those judgements  by  a  th i rd  party .  

The  recogni t ion  under  SOGIS  MRA i s  for  components  up  to  EAL  4 .  
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2 Abbreviations 
API  Applicat ion Programming Interface  

CC  Common Criteria  for Information Technology Secur ity Evaluat ion  
( ISO/IEC 15408)  

CCRA Arrangement on the Recognit ion of Common Criter ia Cert if icates in the 
Field of Information Technology Security  

CEM  Common Methodology for Information Technology Security Evaluation   

DEMA Different ial Electro Magnetic Analysis  

DES Data Encryption Standard  

DPA Different ial Fault  Analysis  

EAL  Evaluation Assurance Level  

EEPROM Electrica lly Erasable Programmable Read Only Memory  

EMFI Electro-Magnet ic Fault  Injection  

EOR  Evaluation Observation  Report  

ETR  Evaluation Technica l Report  

EVIT Evaluation Faci l ity under the Norwegian Cert i f ication Scheme for IT 
Secur ity  

FBBI  Forward-Body Bias In jection  

IC Integrated Circuit  

OSP Organizational Secur ity Policy  

RAM Random Access Memory  

RNG Random Number Generator 

ROM Read Only Memory  

RSA Rivest ,  Shamir ,  Adleman Public Key Encrypt ion  

SERTIT   Norwegian Cert if ication Author ity for IT Security  

SEMA Simple Electro Magnetic Analysis  

SFR Secur ity Functional Requirements  

SPA Simple Power Analysis  

ST  Secur ity Target  

TOE  Target of Evaluation  

TSF  TOE Secur ity Functions  

TSP  TOE Secur ity Pol icy  
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4 Executive Summary 

4.1  Introduction 

This Cert if ication Report states the outcome of the Common Criter ia  security 
evaluation of THD88/M2064 Secure Microcontrol ler with Crypto Library  to the 
Sponsor,  Bei j ing Tongfang Microelectronics Co. ,  Ltd. ,  and is intended to ass ist  
prospective consumers when judging the suitabil ity of the IT security of the product 
for their part icular requirements.  

Prospective consumers are advised to read this report in conjunct ion with the 
Secur ity Target [1] which specif ies the functional ,  environmental and assurance 
evaluation requirements.  

4.2  Evaluated Product 

The version of the product evaluated was  THD88/M2064 Secure Microcontrol ler with 
Crypto Library .  

This product is  a lso described in this report as the Target of Evaluation (TOE) .  The 
developer was Tongfang Microelectronics Company .   

The TOE is suitable for instance to support ID cards,  Banking cards,  e -Passport 
appl ications and the l ike .  It  consists of a dual- interface THD88 Integrated Circuit  
with a DES/RSA coprocessor and a True Random Number Generator (AIS20/31 class 
PTG.2) ,  a crypto l ibrary for DES and RSA and IC Dedicated Boot Software.  

Details of  the evaluated configuration,  including the TOE’s supporting guidance 
documentation,  are given in Annex A.  

4.3  TOE scope 

The TOE scope is described in the Security Target[1] ,  chapter 1.3.  

4.4  Protection Profile Conformance 

The Secur ity Target [1] claimed conformance to the following protect ion prof i le:  

BSI-CC-PP-0084-2014 V1.0 

4.5  Assurance Level  

The Secur ity Target [1] specif ied the assurance requirements for the evaluat ion.  The 
assurance incorporated predef ined evaluation assurance level EAL 4,  augmented by 
AVA_VAN.5,  ATE_DPT.2 and ALC_DVS.2 .  Common Cr iteria Part 3 [4] describes the scale 
of assurance given by predef ined assurance levels EAL1 to EAL7.  An overview of CC is 
given in CC Part 1[2] .  The assurance components with full  names are l isted in chapter 
5.  
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4.6  Security Policy 

The TOE secur ity pol icies are detailed in Security Target [1] ,  chapter  3.3.  

4.7  Security Claims 

The Secur ity Target [1] fully specif ies the TOE’s secur ity objectives,  the threats and 
OSP’s  which these objectives counter or meet and secur ity functional  requirements 
and secur ity functions to elaborate the object i ves.  Most of the SFR’s  are taken from 
CC Part 2[3];  use of this standard facil itates comparison with other evaluated 
products.  

The following SFR’s are defined in the  Protect ion Prof i le [15]:FCS_RNG.1,  FMT_LIM.1,  
FMT_LIM.2,  FAU_SAS.1 ,  FDP_SDC.1.  

4.8  Threats Countered 

All threats that are countered are descr ibed in the Security Targe t[1] ,  chapter 3.2.  

4.9  Threats Countered by the TOE’s environment  

There are no threats countered by the TOE’s environment.  

4.10  Threats and Attacks not Countered  

No threats or attacks are described that are not countered.  

4.11  Environmental Assumptions and Dependencies  

The assumptions that apply to this TOE are described in the  Secur ity Target [1] ,  
chapter 3.4.  

4.12  IT Security Objectives  

The security object ives that apply to this TOE are descr ibed in the  Security Target [1] ,  
chapter 4.1.  

4.13  Non-IT Security Objectives 

The security object ives for the environment are described in the  Security Target [1] ,  
chapter 4.2 and 4.3.  

4.14  Security Functional Requirements  

The following Secur ity Functional Requirements are directly taken from the 
Protect ion Profi le [15] .  Except for FAU_SAS.1,  FDP_SDC.1,  FDP_SDI.2,  FCS_RNG.1 and 
FCS_COP.1 a ll  assignments and se lections are completely def ined in the Protect ion 
Prof i le [15] .  
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Secur ity 
funct ional 

requirement  

Tit le  

FRU_FLT .2  “L imited  fau lt  to lerance“  

FPT_FLS.1  “Fa i lu re  with  preservat ion of  secure  state”  

FMT_L IM.1  “L imited  capab i l i t ies ”  

FMT_L IM.2  “L imited  avai lab i l i t y”  

FAU_SAS.1  “Audit  storage”  

FPT_PHP.3  “Res istance  to  phys ical  attack”  

FDP_ ITT .1  “Bas ic  in ternal  t rans fe r  protect ion”  

FDP_ IFC .1  “Subset  in format ion  f low cont ro l”  

FPT_ITT .1  “Bas ic  in ternal  TSF  data t ransfer  protect ion”  

FDP_SDC.1  “Stored  data confident ia l i t y”  

FDP_SDI.2  “Stored  data in tegr ity  monitor ing  and act ion”  

FCS_RNG.1[PTG.2]  “Qual i t y  met r ic  for  random numbers ”  

FCS_COP.1[DES]  “Cryptograph ic  operat ion  -  TDES”  

FCS_COP.1[RSA]  “Cryptograph ic  operat ion  -  RSA”  

 

4.15  Security Function Policy  

The TOE is a secure microcontroller with crypto l ibrary  suitable for instance to 
support ID cards,  Banking cards,  e-Passport  appl ications  and the l ike .  

The TOE consists of hardware and IC dedicated software.  The hardware is based on a 
32-bit  CPU with ROM (Non-Volati le Read-Only Memory) ,  EEPROM (Non-volati le 
Programmable Memory)  and RAM (Volati le Memory) .  The hardware of the TOE also 
incorporates communication peripherals and cryptographic coprocessors for  
execution and acceleration of symmetric  and asymmetric cryptographic algorithms. 
The IC dedicated software consists of boot code and a l ibrary of cryptographic 
services.  

The TOE supports the following communicat ion interfaces:  

 ISO/IEC 7816 contact interface .   
 ISO/IEC 14443 contactless interface  

 

The TOE is delivered to a composite product manufacturer .  The security IC embedded 
software is developed by the composite product manufacturer .  The security IC 
embedded software is sent to Tongfang Microelectronics Company  to be implemented 
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in ROM and delivered back to the composite product manufacturer together with the 
TOE.  The secur ity IC embedded software is not part of the TOE.  

4.16  Evaluation Conduct 

The evaluation was carried out in accordance with the requirements of the 
Norwegian Cert if ication Scheme  for IT Secur ity as described in SERTIT Document 
SD001E[5] .  The Scheme is managed by the Norwegian Cert if ication Authority for IT 
Secur ity (SERTIT) .  As stated on page 2 of this Cert if ication Report ,  SERTIT is a 
member of the Arrangement on the Recognit ion of Common Cr iteria  Cert if icates in 
the Field of Information Technology Secu rity (CCRA) and the Mutual  Recogn it ion  
Agreement  Of  Informat ion  Technology  Security  Evaluat ion  Cert i f icates  (SOGIS  MRA) .  The 
evaluation was conducted in accordance with the terms of these arrangements .  

The purpose of the evaluation was to provide assurance  about the effectiveness of 
the TOE in meet ing its Secur ity Target [1] ,  which prospective consumers are advised to 
read. To ensure that the Secur ity Target [1] gave an appropr iate baseline for a CC 
evaluation,  it  was f irst  itself evaluated.  The TOE was then evaluated against this 
baseline.  Both parts of  the evaluation were performed in accordance with CC Part 
3[4] and the Common Evaluation Methodology (CEM) [6] .  Interpretations [7][8] [9] are 
used.  

SERTIT monitored the evaluation which was carried out by Br ights ight B.V.  as 
Commercial Evaluation Facil ity (CLEF/EVIT) .  The evaluation was completed when the 
EVIT submitted the f inal Evaluation Technical  Report (ETR) [10] to SERTIT on 20 
November 2015. As a result  SERTIT then produced this Cert if ication Report .  

4.17  General Points 

The evaluation addressed the security funct ionality c laimed in the Security Target [1] 
with reference to the assumed operating environment specif ied by the Secur ity 
Target[1] .  The evaluated configuration was that specif ied in Annex A. Prospect ive 
consumers are advised to check that this matches their identif ied requirements and 
give due consideration to the recommendations and caveats of this report .  

Cert if ication does not guarantee that the IT product is f ree from security 
vulnerabil it ies .  This Cert if ication Report and the belonging Cert if icate only reflect 
the view of SERTIT at the t ime of cert if ication.  It  is furthermore the responsibi l ity of 
users (both exist ing and prospective)  to check whether any secur ity vulnerabil it ies 
have been discovered s ince the date shown in this report .  This Cert if ication Report is 
not an endorsement of the IT product by SERTIT or any other  organization that 
recognizes or gives effect to this Cert if ication Report ,  and no warranty of the IT 
product by SERTIT or any other organizat ion that recognizes or gives effect to this 
Cert if ication Report is either expressed or implied.   
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5 Evaluation Findings 
The evaluators examined the following assur ance classes and components taken from 
CC Part 3[4] .  These c lasses comprise the EAL4 assurance package augmented with 
AVA_VAN.5,  ATE_DPT.2  and ALC_DVS.2.  

Assurance class  Assurance components  

Development  ADV_ARC.1  Secur ity architecture description  

ADV_FSP.4  Complete functional specif ication  

ADV_IMP.1  Implementation representation of the TSF  

ADV_TDS.3  Basic modular design  

Guidance documents  AGD_OPE.1  Operational user guidance  

AGD_PRE.1  Preparative procedures  

Life-cycle support  ALC_CMC.4  Production support ,  acceptance procedures 
and automation  

ALC_CMS.4  Problem tracking CM coverage  

ALC_DEL.1  Delivery procedures  

ALC_DVS.2  Sufficiency of security measures  

ALC_LCD.1  Developer defined l ife -cycle model  

ALC_TAT.1  Well-defined l ife-cycle  model  

Secur ity Target 
evaluation  

ASE_CCL.1  Conformance cla ims  

ASE_ECD.1  Extended components defin it ion  

ASE_INT.1  ST introduct ion  

ASE_REQ.2  Derived security requirements  

ASE_SPD.1  Secur ity problem defin it ion  

ASE_OBJ.2  Secur ity objectives  

ASE_TSS.1  TOE summary specif ication  

Tests  ATE_COV.2  Analys is of coverage  

ATE_DPT.2  Test ing: security enforcing modules  

ATE_FUN.1  Functional test ing 

ATE_IND.2  Independent test ing - sample  

Vulnerabil ity 
assessment  

AVA_VAN.5  Advanced methodical vulnerabil ity analysis  



 

THD88/M2064 Secure Microcontroller 
with Crypto Library   

EAL 4+ BSI-CC-PP-0084-2014 V1.0  

 

 

 

Page 12 of 16 SERTIT-074 CR Issue 2.0 

08 June 2016 

 

All  assurance classes were found to be satisfactory and were awarded an overall  
“pass” verdict .  

 

5.1  Introduction 

The evaluation addressed the requirements specif ied in the Security Target [1] .  The 
results of this work were reported in the ETR [10] under the CC Part 3[4] headings.  
The following sections note considerations that are of part icular r e levance to e ither 
consumers or those involved with subsequent assurance maintenance and re -
evaluation of the TOE.  

5.2  Delivery 

On receipt of the TOE, the consumer is recommended to check that the evaluated 
version of its constituent components has been supplied,  and to check that the 
security of the TOE has not been compromised in delivery.  

The delivery procedure is descr ibed in the supporting document [13].  

5.3  Installation and Guidance Documentation 

Instal lat ion procedures  are described in detai l  in the supporting document [13] .  

5.4  Misuse 

There is always a r isk of intentional and unintentional misconfigurations that could 
poss ibly compromise confidential information. Secur ity IC Embedded Software shal l  
fol low the guidance documentation[11][12][13] for the TOE in order to ensure that 
the TOE is operated in a secure manner.  

The guidance documents adequately describe the mode of operation of the TOE, al l  
assumptions about the intended environment and a ll  requirements for external 
security.  Sufficient guidance is provided for the consumer to effect ively use the TOE’s 
security functions.  

5.5  Vulnerability Analysis  

The Evaluators’  vulnerabil ity analysis was based on both public domain sources and 
the vis ibi l it y of the TOE given by the evaluation process.  

An independent vulnerabi l ity analysis was done, consist ing of the following steps:  

 A design and implementation review on the TOE was done to ident ify 
weaknesses in the TOE that could potential ly be exploited by attackers.  A code 
review of the crypto l ibrary and boot code was also executed.  

 Validation tests of security features performed in the ATE c lass are taken into 
account for the fol lowing vulnerabil ity analys is .  
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 A vulnerabi l ity analys is based on the design and implementation review results 
and the val idation test  results of secur ity features,  was performed considering 
the well-known attacks from the “JIL Attack Methods for Smartca rds and 
Similar Devices” [7] .  User guidance is also taken into consideration while 
analysing potential vulnerabil it ies .  

 A penetration test plan is established based on  the results of the vulnerabil ity 
analysis .  

 Practica l penetrat ion tests are performed according the penetration test plan.  

5.6  Developer’s Tests  

The developer tests consist of four parts ;  1)  test ing on engineer ing samples ,  2)  
test ing on wafers ,  3)  test ing on s imulation tools and 4) test ing on an emulation 
board (FPGA) .   

 Testing on engineer ing sample:  

Developer tests performed on engineering samples (cards or Dual -In-Line-
Package ICs)  

 Testing on wafer:   

Developer tests performed on wafers  

 Testing on simulation tools:  

Developer tests were done on simulation tools in the chip development 
environment,  which were used to ver ify the logical  funct ions.   

 Testing on the emulation board:  

Developer tests were done on an emulation board ( FPGA) ,  mainly for  the Crypto 
l ibrary.  

5.7  Evaluators’ Tests  

The evaluator’s responsibil ity for independent test ing is required by the ATE_IND 
class.  Since developer’s test ing procedures were found to be extensive and thorough, 
and developer’s hardware test ing tools are not general ly available to allow 
reproduct ion of  developer test cases in the evaluator’s  test lab,  the choice was made 
to perform the evaluator independent test ing by witnessing of the developer’s test  
cases,  us ing the developer’s tools ,  at the premise s of the developer.  The evaluator  
used a sampl ing strategy to select developer tests to validate the developer ’s test  
results .  The sampl ing strategy is as follows:  

 At least one test is chosen for each SFR -enforcing subsystem 

 I f  there are several tests mapped to a subsystem, the test (s)  that ver ify 
security functions/mechanism wil l  be prefer red.  

In addit ion to this ,  the evaluator has def ined addit ional  test cases,  prompted by 
study of the developer ’ s  documentation.  The test strategy is as shown below:  
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 Augmentation of developer test ing for interfaces by varying parameters in 
order to more r igorously test the interface  

 Performing posit ive and negative tests on selected Security Function s or 
Secur ity Mechanisms.  

These tests  are also performed using the developer’s tools at the premises of the 
developer.  The evaluator witnessed the whole process of the tests .  
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6 Evaluation Outcome 

6.1  Certification Result 

After due consideration of the ETR [10],  produced by the Evaluators,  and the conduct 
of the evaluation,  as witnessed by the Cert if ier ,  SERTIT has determined that 
THD88/M2064 Secure Microcontroller with Crypto Library  meets the Common Cr iteria 
Part 3 conformant requirements of Evaluation Assurance Level EAL 4 augmented with 
AVA_VAN.5,  ATE_DPT.2 and ALC_DVS.2  for the specif ied Common Criteria Part 2 
extended functional ity  and Protection Profi le  BSI-CC-PP-0084-2014 V1.0 ,  in the 
specif ied environment.  

6.2  Recommendations 

Prospective consumers of THD88/M2064 Secure Microcontroller with Crypto Library  
should understand the specif ic scope of the cert i f ication by reading this report in 
conjunction with the Security Target [1] .  The TOE should be used in accordance with a 
number of environmental considerations as specif ied in the Security Target .  

Only the evaluated TOE conf igurat ion should be instal led.  This is specif ied in Annex A 
with further relevant information given above under Section 4.3 “TOE Scope” and 
Section 5 “Evaluation F indings”.  

The TOE should be used in accordance with the supporting guidance documentation 
included in the evaluated configuration.  

The above “Evaluation Findings” include a number of recommendations re lating to the 
secure receipt ,  insta llat ion,  conf igurat ion and operation of the TOE.  
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Annex A: Evaluated Configuration 

TOE Identification 

The TOE consists of:  

Type Name Version Package 

Hardware THD88 0.1 module 

Software  Crypto library 1.2 software library in ROM 

Boot code 1.0 boot code in ROM 

Manual THD88/M2064 AGD Operational 
Guidance[11]  

0.8 document 

THD88/M2064 Secure Microcontroller 
with Crypto Library Preparative 
Guidance[13]  

0.4 document 

THD88/M2064 Secure Microcontroller 
Security Guidelines[12]  

0.7 document 

 

TOE Documentation 

The supporting guidance documents evaluated were:  

[a]  THD88/M2064 AGD Operational Guidance ,  Version 0.8,  8 October 2015[11]  

[b]  THD88/M2064 Secure Microcontroller with Crypto Library Preparative 
Guidance,  Version 0.4,  7 October 2015[13]  

[c]  THD88/M2064 Secure Microcontroller with Crypto Library Secure 
Microcontroller Security Guideline,  Version 0.7,  8 October  2015[12]  

TOE Configuration 

The TOE conf iguration used for test ing was the same used for developer tests ,  th is is 
descr ibed in chapter 5.6 of this report .   


