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1 STINTRODUCTION

1.1 DOCUMENT ORGANIZATION

Section 1, ST Introduction provides the Security Target (ST) reference,Tituget of
Evaluation (TOE) reference, the TOE overview ared TOE description.

Section 2, Conformance Claimsdescribes how the ST conforms to the Common Caitand
Protection Profiles (PPs).

Section 3 Security Problem Definition, describes the expected environment in which & T
is to be used. This section defines the set efatisrthat are relevant to the secure operation of
the TOE, organizational security policies with whibe TOE must comply, and secure usage
assumptions applicable to this analysis.

Section 4 Security Objectives defines the set of security objectives to besat by the TOE
and by the TOE operating environment in responsieetproblem defined by the security problem
definition.

Section 5, Extended Components Definitigrdefines the extended components which are then
detailed in Section 6.

Section 6, Security Requirementsspecifies the security functional and assuraagairements
that must be satisfied by the TOE and the Inforamaiiechnology (IT) environment.

Section 7,TOE Summary Specification describes the security functions and assurance
measures that are included in the TOE to enaltbeniteet the IT security functional and
assurance requirements.

Section 8, Terminology and Acronymsdefines the acronyms and terminology used inSfis

1.2 SECURITY TARGET REFERENCE

This document, version 2.1, dated 6 December 281he Security Target for the Fortinet
FortiGate™ 50B, 60C, 80C, 110C, 200B, 310B, 311HH 1000A, 1240B, 3016B, 3040B,
3140B, 3950B, 3951B, 5001SX, 5001A-DW, 5001A-SWOHB and FortiWiFi-50B, 60C and
80CM Unified Threat Management Solutions and F@t¥D0 CC Compliant Firmware.

1.3 TARGET OF EVALUATION REFERENCE
The Target of Evaluation for this Security Targeidentified in Table 1.

The Fortinet FortiGate™ 50B, 60C, 80C, 110C, 208RK)B, 311B, 620B, 1000A, 1240B,
3016B, 30408, 3140B, 39508, 3951B, 5001SX, 5001A;3A01A-SW, 5001B and FortiWiFi-
50B, 60C and 80CM Unified Threat Management Sohgiand FortiOS 4.0 CC Compliant
Firmware is a combined hardware and software TOE.
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FortiGate™ Security Target

Product Firmware* Hardware FIPS 140-2 Certificate Number
Version Version?
FortiGate-50B Build C5GB38 Crypto Module Certificate: thd
8892,111128 Algorithm Certificates: tbd
FortiGate-60C Build C4DM93 Crypto Module Certificate: thd
8892,111128 Algorithm Certificates: tbd
FortiGate-80C Build C4BC61 Crypto Module Certificate: tbd
8892,111128 Algorithm Certificates: tbd
FortiGate-110C | Build C4HA15 Crypto Module Certificate: tbd
8892,111128 Algorithm Certificates: tbd
FortiGate-200B | Build C4CD24 Crypto Module Certificate: tbd
8892,111128 Algorithm Certificates: tbd
FortiGate-310B | Build C4ZF35 Crypto Module Certificate: tbd
8892,111128 Algorithm Certificates: tbd
FortiGate-311B | Build C4ClI39 Crypto Module Certificate: tbd
8892,111128 Algorithm Certificates: tbd
FortiGate-620B | Build C4AK26 Crypto Module Certificate: thd
8892,111128 Algorithm Certificates: tbd
FortiGate-1000A Build C4WA49 Crypto Module Certificate: tbd
8892,111128 Algorithm Certificates: tbd
FortiGate-12408 Build C4CN43 Crypto Module Certificate: tbd
8892,111128 Algorithm Certificates: tbd
FortiGate-30168 Build C4XAl14 Crypto Module Certificate: tbd
8892,111128 Algorithm Certificates: tbd
FortiGate-3040B Build C4CX55 Crypto Module Certificate: thd
8892,111128| (AC) Algorithm Certificates: tbd
C4JH55 (DC)

! The firmware is assigned a version number thiatgistical to the version number of the softwaré thdoaded
onto it. The firmware version number is shown Hezeause the operational program for the FortiGaties is
stored in firmware.

2 For the purposes of the ST, only the first 6 cti@ns of the hardware version are relevant. Thepbete version
includes a padding field for compatibility with ethFortinet version naming conventions and a fietchon-CC
relevant changes such as the amount of memory, cidtld speed or external labelling.
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Product Firmware* Hardware FIPS 140-2 Certificate Number
Version Version?
FortiGate-3140B| Build C4CX55 Crypto Module Certificate: tbd
8892,111128 Algorithm Certificates: tbd
FortiGate-39508 Build C4DE23 Crypto Module Certificate: tbd
8892,111128 Algorithm Certificates: tbd
FortiGate-3951B| Build C4EL37 Crypto Module Certificate: tbd
8892,111128 Algorithm Certificates: tbd
FortiGate- Build PACF76 Crypto Module Certificate: tbd
5001SX 8892,111128 Algorithm Certificates: tbd
FortiGate- Build P4CJ36 Crypto Module Certificate: tbd
5001A-DW 8892,111128 Algorithm Certificates: tbd
FortiGate- Build P4CJ36 Crypto Module Certificate: thd
5001A-SW 8892,111128 Algorithm Certificates: tbd
FortiwWiFi-50B Build C5WF27 Crypto Module Certificate: tbd
8892,111128 Algorithm Certificates: tbd
FortiWiFi-60C Build C4DM95 Crypto Module Certificate: tbd
8892,111128 Algorithm Certificates: tbd
FortiWifi-80CM | Build C4BD62 Crypto Module Certificate: tbd
8892,111128 Algorithm Certificates: tbd

Table 1 - TOE Identification Details

The products listed in Table 1 are collectivelyrted the FortiGate Series or FortiGate Family of
Unified Threat Management (UTM) Solutions.

Documentation for the FortiGate Series operatgdammon Criteria mode consists of the
standard FortiOS version 4.0 documentation setglasderal Information Processing Standards
—Common Criteria (FIPS-CC)-specific technical note.

1.4 TOE OVERVIEW

The TOE is a group of network appliances desigogatavide firewall, Virtual Private Network
(VPN), Virtual Local Area Network (VLAN), antiviruprotection, antispam protection and
content filtering to provide network protection faternet Protocol version 4 (IPv4) and Internet
Protocol version 6 (IPv6) networks.

The FortiGate family of Unified Threat Managementusions span the full range of network
environments, from the remote office and branciceffROBO) to service provider, offering
cost-effective systems for any size of applicatidiney are hardware security systems designed
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to protect computer networks from abuse. Theyeebetween the network they are protecting
and an external network such as the Internet,cgaty the information flow between the
networks to that permitted by a policy (set of s)ldefined by an authorized administrator.
They detect and eliminate the most damaging, coiitesed threats from email and Web traffic
such as viruses, worms, intrusions, inappropriagd \dbntent and more in real-time; without
degrading network performance. In addition to ptmg stateful application-level protection,
the FortiGate series delivers a full range of nekalevel services including; VPN, VLAN,
Network Address Translation (NAY)intrusion protection, web filtering, antivirus;tsspam and
traffic shaping; using dedicated, easily managetfgims.

Each FortiGate unit consists of a hardware boxthad~ortiOS™ custom Unified Threat
Management Solution firmware. Administration o ystem may be performed locally using
an administrator console, or remotely via a netwodnagement station. The FortiGate Unified
Threat Management Solution can operate either aloas part of a cluster in order to provide
high availability of services. The models offeiadhe FortiGate Series share common source
code but different firmware builds due to differeietvice drivers. The different models in the
series provide for increased performance and adhditiprotected ports.

All CC-evaluated FortiGate Unified Threat Managetr@olutions employ Fortinet’'s unique
FortiASIC™ content processing chip and the powerful, sedtogjOS" operating system to
achieve breakthrough price/performance. Theirumid\pplication-specific Integrated Circuit
(ASIC) based architecture analyzes content andvi@imain real time, enabling key applications
to be deployed right at the network edge, wherg #re most effective at protecting enterprise
networks. They provide a critical layer of reah#, network-based antivirus protection that
complements host-based antivirus software and stgpfutefence-in-depth” strategies without
compromising performance or cost. They can be gepldo provide antivirus protection,
antispam protection and content filtering in comjiion with existing firewall, VPN, VLAN, and
related devices, or to provide complete networkegmtion.

The FortiGate series supports the Internet Prot8ealrity (IPSec) industry standard for VPN,
allowing VPNs to be configured between a FortiGatalel and any client or gateway/firewall
that supports IPSec VPN. The FortiGate series@igades Secure Sockets Layer (SSL) VPN
services.

The FortiGate’s firewall, web filtering, VPN, aniius and intrusion detection/prevention
security functionality are within the scope of teigluation. The antispam, content filtering and
traffic shaping features are not included in thvaleation.

% Network Address Translation is only applied aftarinformation flow has been allowed by the ruldsch
implement the FortiGate’s security policy enforcemerFor this reason the use of NAT by the Fortédatnot a
security relevant feature of the TOE.
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1.5 TOE DESCRIPTION

1.5.1 Physical Scope

1.5.1.1 Physical Configuration

The FortiGate-50B, 60C, 80C, 200B, 310B, 311B, 620B0A, 1240B, 3016B, 3040B, 31408,
3950B, 3951B, FortiWiFi-50B, 60C and 80CM are statwhe appliances that do not require
supporting hardware. The FortiGate-5001SX, 500M&;B001A-SW and 5001B are Unified
Threat Management Solution modules (blades) thgtbeanstalled in the FortiGate-5050 or
5140 chassis, each of which is capable of holdinipte blades. The chassis supports the
blades by providing mounting, power and coolingsfanly. As network and management
interfaces are part of the blade itself, each btds as an independent Unified Threat
Management Solution.

Each member of the series of FortiGate Unified ahManagement Solutions, termed a
FortiGate unit, consists of custom hardware andviiare. The FortiGate unit consists of the
following major components: FortiOS FIPS-CC compiiirmware, processor, memory,
FortiASIC™, and /O interfaces. The FortiGate-5881 5001A-SW, 5001A-DW and 5001B
models offer dual processors in order to increaspmance. All models share a common
software platform and use a proprietary ASIC (FFSIIC ™) to improve performance. The
FortiASIC™ is a hardware device which forms parthef FIPS 140-2 validated cryptographic
module used by each FortiGate unit. The FortiASIgé&¥orms security and content processing.

1.5.1.2 Network Interfaces
The FortiGate units have the network interfaceimedfin Table 2.

Interfaces
Network Log Storage
Product (Ethernet) Administrator Interfaces Type and
Interfaces Maximum Size
No. Speed Local Console | Network
. 10/100 RAM
FortiGate-50B 5 Base-T RS232/RJ-45 Yes Conﬁgurable
612KB — 3.2MB
10/100/1000
5
FortiGate-60C pase-T RS232/RJ-45 Y
ortiGate- - es
3 10/100 25.6 MB RAM
Base-T
10/100/1000
2
FortiGate-80C sase T RS232/RJ-45 Y
ortiGate- - es
10/100 25.6 MB RAM
7
Base-T
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Interfaces
Network Log Storage
Product (Ethernet) Administrator Interfaces Type and
Interfaces Maximum Size
No. Speed Local Console | Network
10/100/1000
2
FortiGate-110C sase T RS232/RJ-45 Y
ortiGate- - es
5 10/100 32 MB RAM
Base-T
10/100/1000
4 Base-T
FortiGate-200B RS232/RJ-45 Yes 64GB SSD
8 10/100 1FSM slot
Base-T
RAM
. 10/100/1000 Configurable
FortiGate-310B 10 Base-T RS232/RJ-45 Yes 648KB —
51.2MB
FortiGate-311B | 1o | 10/100/1000| Rs232/RJ-45 Yes 64GB SSD
Base-T 2 FSM Slots
8 10/100
‘Gate. Base-T _ 1x 80GB HDD
FortiGate-620B p 10/100/1000 RS232/RJ-45 Yes (AMC module)
Base-T
RAM
. 10/100/1000 Configurable
FortiGate-1000A 10 Baso.l RS232/RJ-45 Yes 864KB —
51.2MB
24 | 1 GBIt SFP
. 6 x 64GB SSD
FortiGate-1240B 16 10/100/1000 RS232/RJ-45 Yes (FSM module)
Base-T
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Interfaces
Network Log Storage
Product (Ethernet) Administrator Interfaces Type and
Interfaces Maximum Size
No. Speed Local Console | Network
. _ 1 x 80GB HDD
FortiGate-3016B 16 |1 GBit SEP | RS232/RJ-45 Yes (AMC module)
_ 10 | 1 GBitSFP
FortiGate-3040B RS232/RJ-45 Yes 4x64GB SSD
8 10 GbE
SFP+
10 10 GbE
SFP+
FortiGate-3140B | 10 1 GbE SFp | RS232/RJ-45 Yes 4x64GB SSD
2 10/100/1000
Base-T
1 10/100
Base T
4 1000
_ Base SX
FortiGate-3950B 1000 RS232/DB-9 Yes RAM only
2 Base-T
2 1 GBit SFP
1 AMC Card
Slot’
8 10/100
Base T up to 4 x 64GB
FortiGate-3951B [ > 1 GBit SEP | RS232/RJ-45 Yes SSD
AMC Card (FSM module)
1 Slof’
10/100/1000 RAM
4 .
FortiGate-5001SX Base T RS232/DB-9 Yes f%‘gurame
4 1 GBit SFP 102.4MB
RAM
FortiGate-5001A- 1000 Configurable
DW 2 Baso.T RS232/RJ-45 Yes 17MB —
102.4MB
RAM
FortiGate-5001A- Configurable
cw 5 1000 Base-T RS232/RJ-45 Yes v
102.4MB
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Product

Interfaces

Network
(Ethernet)
Interfaces

Administrator Interfaces

No.

Speed

Local Console

Network

Log Storage
Type and
Maximum Size

FortiGate-5001B

8

10GbE
SFP+

10/100/1000
Base-T

RS232/RJ-45

Yes

64GB SSD

FortiWiFi-50B

10/100
Base-T

WiFi
802.11b and
802.119g

RS232/RJ-45

Yes

RAM
Configurable
612KB — 3.2MB

FortiWiFi-60C

10/100/1000
Base-T

10/100
Base-T

802.11
a/b/g/n

RS232/RJ-45

Yes

25.6 MB RAM

FortiWiFi-S0OCM

2

10/100/1000
Base-T

7

10/100
Base-T

RS232/RJ-45

Yes

25.6 MB RAM

Table 2 - FortiGate Unified Threat Management Solubn Interfaces

The FortiGate units may be securely administeredt the external or internal networks or
locally within the secure area. Depending on tloeleh the FortiGate unit provides the
following administration options:

* A dedicated console port is available on all maddlse port is RS232 with either
a DB-9 or RJ-45 connector. When connected toraited which supports VT100
emulation, the console port allows access to thieGate unit via a Command
Line Interface (CLI). This Local Console CLI persdn authorized administrator
to configure the FortiGate unit, monitor its operatand examine the audit logs
that are created;

* On all models remote administration may be perfarwa any network port that
has been configured by an authorized administtataHow Hypertext Transfer
Protocol Secure (HTTPS) (for the Network Web-BaGedphical User Interface

(GUI)) and Secure Shell (SSH) (for the Network Cicdiffic. When connected to a
Network Management Station, this port provides rena@cess to the Network CLI
or to the Network Web-Based GUI and allows an autled administrator to
configure the FortiGate Unit, monitor its operatenmd examine the audit logs that
are created,
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* On models equipped with a Universal Serial Bus (Yg&t an authorized
administrator may perform key loading using a USEen;

* On all models, an authorized administrator may igomé logging information to
be sent to a FortiAnalyzer unit;

* On all models, an authorized administrator may igomé automatic Anti-Virus
and Intrusion Detection System (IDS)/Intrusion Rmion System (IPS) updates,
from the FortiGuard Distribution Server; and

* Model FortiGate-1000A is equipped with a Local GohPanel. The input portion
of this panel is disabled in FIPS-CC mode, butltigeiid Crystal Display (LCD)
portion provides limited status information to atmanistrator.

The FortiGate units are designed to be installedused in an environment that is configured
and controlled in accordance with the administrgtadance that is supplied with the product.

1.5.1.3 TOE Boundary - Single-Unit Configuration

In the Single-Unit configuration, which is suppattey all of the FortiGate series, the TOE
consists of a single FortiGate unit. The FortiGatés control network access by implementing
classic firewall concepts, in which the firewalliisked to two or more networks and controls the
transfer of data between the networks. The cordignn supports additional networks, each of
which is physically connected to one of the Netwintierfaces identified in Table 2.

Figure 1 shows an example of a single FortiGaterardiating information flow between two
networks. One of the networks provides accesad-ortiGuard Distribution Server, which
permits Anti-Virus and IDS/IPS updates to be dowadied and facilitates access to web filtering
data, and a FortiAnalyzer Server, which collectd analyzes logging information.

The Local Console, located within a Secure Area,terminal or general purpose computer with
a standard serial interface and optional Ethemtetfaces. A serial port is required to administer
the TOE via the Local Console CLI.

The Network Management Station is a terminal oreganourpose computer with a standard
network interface which is used to administer tiETremotely using the Network Web-Based
GUI or Network CLI.
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étwork Management
Station

Network

Server

Secure Area
TOE Boundary
| | I |
=
FortiGate Unit —
Local Console

Netv:)}\ I_l

=
I

Network Management
Station

Figure 1 — Single Unit FortiGate Unified Threat Maragement Solution Network
Configuration

1.5.1.4 TOE Boundary - High-Availability Configuration

In the High-Availability (HA) configuration, whicks supported by all FortiGate units, the TOE
consists of two or more FortiGate units intercoteédo form a FortiGate Cluster. The
FortiGate Cluster controls network access by impleting classic firewall concepts, in which
the firewall is linked to two or more networks agwhtrols the transfer of data between the
networks. The configuration supports additionaaeks, each of which is physically
connected to one of the Network Interfaces ideedifn Table 2.

Figure 2 shows three FortiGate units of the sarpe tpnfigured in HA mode to form a
FortiGate Cluster. A FortiGate Cluster may be @pned to work in active-passive mode for
failover protection, or in active-active mode faildver protection and load balancing. Both
active-passive mode and active-active mode aregp#ne evaluated configuration of the TOE.
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The cluster units share state and configuratioormétion over a dedicated High Availability
Link. The TOE accesses the FortiGuard Distribu@nver, which permits Anti-Virus and
IDS/IPS updates to be downloaded, and a FortiAral$erver, which collects and analyzes
logging information.

The Local Console, located within a Secure Area,terminal or general purpose computer with
a standard serial interface and optional Ethemtetfaces. A serial port is required to administer
the TOE via the Local Console CLI.

The Network Management Station is a terminal oregainpurpose computer with a standard
network interface to administer the TOE remotelyngshe Network Web-Based GUI or
Network CLI.

Network

Server

Secure Area
TOE Boundary
FortiGate Cluster
FortiGate units [ A T S /B
\I. I IE
Local Console
Network I:I
 E—
Network Management
Station

Figure 2 — High Availability FortiGate Unified Thre at Management Solution Configuration
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1.5.1.5 User Interfaces

Table 3 describes each of the interfaces thatnaiaeded in the TOE in terms of the external

entity to which it connects, the interface datd tharansferred, the purpose of the interface and

the protocol used for the transfer.

External Entity

Interface Data

Interface Purpose

Protocol(s)

Network Administration | Allow remote administration SSH

Management Data using the CLI command

Station interface

Network Administration | Allow administration using the | HTTPS

Management Data Web-Based GUI.

Station

Certificate Server Certificates/ Transfer certificates and CRLs| X.509
Certificate to the FortiGate. Certificate
Revocation Lists Management
(CRLs) Protocol

(CMP)

VPN Peer/Server

VPN

Configuration of VPN tunnels

IPSec/Internet

to/from the Network Users.

Configuration between the FortiGate and a | Key Exchange
remote peer or server. (IKE) or SSL
Local Console Administration | Allow local administration using Serial
Data the CLI command interface
Local Console Alarms Transfer alarms to the local | Serial
console.
Network User User Data Send and receive user data | Transmission

Control
Protocol/
Internet
Protocol
(TCP/IP) and
protocols built
on it.

FortiGate Cluster

High Availability
Data

Exchange data to configure an
synchronize the FortiGate units
that form a High Availability
cluster.

d FortiGate
Clustering
Protocol
(FGCP)
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External Entity

Interface Data

Interface Purpose

Protocol(s)

administrator to load
cryptographic keys.

Fortinet's Anti-Virus Transfer AV and attack updates TCP/IP and
FortiGuard (AV)/Attack from Fortinet to the FortiGate | protocols built
Distribution Server | Updates Unit. on it.

Web filtering Allow access to categorization

data data for any URL.
USB Token Keys Allow an authorized Media transfer

protocol

1.5.1.6 TOE Features

Table 3 - FortiGate Interfaces

The function of the FortiGate Series is to isotate or more networks from each other and
arbitrate the information transfers between theteorks. Arbitration is based on a set of
policies (rules) that are established by an autkedradministrator and applied to each data
packet that flows through the system. The TOEteatas all data that travels through it from
one network to another.

The FortiGate has a FIPS-CC Mode which, when eddiyean authorized administrator,

provides the capability claimed in this ST. FIPS-Mode provides initial default values, makes

excluded features unavailable by default, and eefthe FIPS configuration requirements.

Table 4 summarizes the most security-relevant Gatg features.

Feature

Description

Access Control

The FortiGate Unified Threat Managen®olution

provides a role-based access control capabiligngure
that only authorized administrators are able toiadter
the FortiGate unit.

Administration
(Network CLI)

The FortiGate provides management capabilitiesavia
text-based Network CLI interface.

Administration (Local
Console CLI)

The FortiGate provides management capabilitiesavia
text-based Local Console CLI.

Administration
(Network Web-Based
GUI)

The FortiGate provides a Network Web-Based GUI,
accessed via HTTPS, for system management and
configuration.

Alarms and Alerts

The FortiGate provides audibld aisible alarms that
announce detected security policy violations.
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Feature

Description

Anti-Virus

The FortiGate Series provides anti-viprstection for
web HyperText Transfer Protocol (HTTP), File Traansf
Protocol (FTP), and email (Simple Mail Transfer tBool
(SMTP), Post-Office Protocol Version 3 (POP3), and
Internet Message Access Protocol (IMAP)) conterit as
passes through the FortiGate unit.

Authentication

The FortiGate implements a usernantepassword
mechanism for identification and authentication.

Authentication (Firewall
Policy Authentication)

The FortiGate Firewall Policy may be configured to
require authentication by the user before the médron
flow is enabled for that user.

Authentication
(FortiToken)

The FortiGate provides an option of using a Foitdro
one-time password for remote administrator and user
authentication.

Certificate Managemeni

The FortiGate provides thktyato obtain certificates
and CRLs from an external certificate managemanese
in support of SSL functionality.

Cryptography

The FortiGate incorporates a FIPS 24@lidated
cryptographic module.

Firewall (Information
Flow Control)

The FortiGate Unified Threat Management Solution
implements a stateful traffic filtering firewall.
Information flow is restricted to that permitted &yolicy
(set of rules) defined by an authorized administralhe
default policy is restrictive (i.e., no traffic fis without
administrator action to configure policy).

FortiGuard Web
Filtering

When a request for a web page appears in traffic
controlled by the FortiGate unit, the URL is semat
FortiGuard server, and the URL category is returiiée
FortiGate unit determines if the URL should be \atd
or blocked, based on the category and the implezdent

policy.

USB Token

The FortiGate provides for key loading the USB port.

Doc No: 1660-011-D002

Version: 2.1 Date: 6 DecenitHrl

Page 14 of 127



WEWA

Enabiing a More Secure Fulure FO rtl G ate ™ Sec u rlty Target

Feature Description
High Availability The FortiGate Series provides a high availability
(FortiGate Cluster) capability between two or more identical units

communicating via the FortiGate clustering protocol
Two modes of operation are supported: active-pagsr
failover protection and active-active for failover
protection and load balancing.

Intrusion Detection and| FortiGate units use signatures to detect and pteven
Prevention attacks to the data passing through them. ThetR8k
signatures may be updated manually or the FortiGiaite
may be configured to automatically download updates
The TOE also includes local anomaly detection tiqumt
itself from direct attacks such as denial of ser(iDOS)
attacks.

IPv6 Both an IPv4 and an IPv6 address may be asgignany
interface on a FortiGate unit. The interface furicsi as
two interfaces, one for IPv4-addressed packets and
another for IPv6-addressed packets. The Forti€aies
supports static routing, periodic router advertisats,
and tunnelling of IPv6-addressed traffic over andP
addressed network. All relevant security claimglypo
IPv4 and IPV6.

Logging The FortiGate unit is able to send log infation to
external FortiAnalyzer servers. Other servers. ([ET¢P,
Syslog Server, Trivial File Transfer Protocol (THT&r
WebTrends Server) are not included.

Logging (management)| The FortiGate supports manageattivities for
configuration of logging, retention of logs, ardnig of
logs, and backing up of logs.

Logging (recording) Logging is performed and datatored in memory,
written to hard disk, or written to a FLASH memaard,
depending on the FortiGate model.

Protection Profilé Protection profiles are used to configure antisir
protection, and IDS/IPS.

* The term 'Protection Profile' is also used by ifettand is not to be confused with the CC terntigy!
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Feature Description

Proxies Firewall rules may be defined that areiapple only to
users who have authenticated to the firewall ireotd
use a proxy service. The evaluated configuratigoperts
user authentication for the FTP, HTTP and Telnet
protocols.

Residual Data All residual information in any resmmlis over-written or
otherwise destroyed such that it cannot be reused o
otherwise accessed either inadvertently or delibbra

Static Routing Static routes are configured byrde§ the destination IP
address and netmask of packets that the FortiGetésu
intended to intercept, and specifying a (gatewRy) |

address for those packets. The gateway addressiesped
the next-hop router to which traffic will be routed

Self-test The FortiGate performs self-tests of libth
cryptographic and the non-cryptographic functions.

Time The FortiGate maintains internal time on aeysclock,
settable by an authorized administrator. Thislcliec
used when time stamps are generated.

VLAN The FortiGate supports VLAN as a sub interfattached
to a physical interface port. The firewall ruletalled
herein may be applied to VLANS.

VPN The FortiGate supports VPN using SSL or IP®ec t
provide a secure connection between widely separate
office networks or securely link telecommuters or
travellers to an office network.

Table 4 - Features Included in the TOE

1.5.1.7 Excluded Features

The FortiGate provides more capability than is galaimed in the ST. When using the TOE in
the evaluated configuration, the excluded feataresnot enabled. The excluded features could
be enabled by an administrator; however, this weolatravene the CC-specific guidance that is
provided to the administrator. Any feature notailetl herein, which allows an external entity to
connect to the TOE, is an excluded feature.

The local console hardware is not included in tdE=T
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1.5.1.8 TOE Environment

The FortiGate units are designed to be installedused in an environment that is configured
and controlled in accordance with administratodgace that is supplied with the product.

1.5.1.9 TOE Guidance Documentation
The following guidance documentation is an integaat of the TOE:

QuickStart FortiGate-50B QuickStart Guide 01-30003-0361-200B04
Guides

FortiGate-60C QuickStart Guide 01-420-002122-202801

FortiGate-80C QuickStart Guide 01-412-89805-2008061

FortiGate-110C QuickStart Guide 01-412-0468-201@11

FortiGate-200B QuickStart Guide 01-420-110056-2309D

FortiGate-310B QuickStart Guide 01-412-112401-2Q291

FortiGate-311B QuickStart Guide 01-30007-97512-252%

FortiGate-620B QuickStart Guide 01-420-112406-20Pb

FortiGate-1000A/FA2 QuickStart Guide 01-30007-119+29091203

FortiGate-1240B QuickStart Guide 01-30007-106970920.17

FortiGate-3016B QuickStart Guide 01-30006-040280328

FortiGate-3040B QuickStart Guide 01-413-125361€2@10

FortiGate-3140B QuickStart Guide 01-420-129377€2A@210

FortiGate-3950B QuickStart Guide 01-413-1243842BID4

FortiGate-3951B QuickStart Guide 01-413-119330e@210

FortiGate-5001SX Security System Guide 01-300000633070201

FortiGate-5001A Security System Guide 01-30000-8328081023
(applies to both 5001A-DW and 5001A-SW)

FortiGate-5001B Security System Guide 01-400-1348318B10118

FortiGate-WIFI-50B QuickStart Guide 01-30005-039#20830

FortiGate- WIFI-60C QuickStart Guide 19-420-0021222:10128

FortiGate- WIFI-80CM QuickStart Guide 01-412-89800090615
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Installation FortiGate Desktop Install Guide 01-400-95522-20@3405
Guides

FortiGate 1U Install Guide 01-400-95523-20090501

FortiGate 2U Install Guide 01-400-95524-20090501

FortiOS The FortiOS Handbook — The Complete Guatd=brtiOS 4.0 MR3 01-
430-99686-20110311

1.5.2 Logical Scope

The logical scope of the TOE may be broken dowthkysecurity function classes. The
following breakdown provides the description of gseurity features of the TOE, and loosely
follows the security functional classes describe8ection 5.1.

1.5.2.1 Audit

In addition to generating audit records, the TOEitoos auditable events and provides a
administrator-configurable threshold for determghapotential security violation. Once the
TOE has detected a potential security violationalanm message is displayed at the TOE’s local
console as well as at each active remote admitigrsession. The alarm message is also
displayed at any remote administrative sessionsiwbécome active before the alarm is
acknowledged. The message contains the poteatatisy violation and all audit records
associated with the potential security violatidrhe message will be displayed at the various
consoles until acknowledged by an administratoddifonally, an authorized administrator may
configure the TOE to generate an audible alarmdaate a potential security violation.

An authorized administrator may view the conterfithe audit records and delete the audit trail.
The TOE provides an authorized administrator wioding and searching capability to
improve audit analysis. An authorized administrat@y configure auditable events, back-up
audit data and manage audit data storage. The T@&dps an authorized administrator with a
configurable audit trail threshold to track the igtbrage capacity. Once the threshold is met,
the TOE displays a message in the same fashiar @stential security violations, including the
optional audible alarm. If log rolling is not eredh, when the TOE reaches the audit storage
capacity threshold, the TOE will enter its CC-Emwode, which prevents all auditable events
except for those events resulting from actionsndikgan authorized administrator to correct the
audit storage problem. If log rolling is enabledddhe audit log becomes full, the TOE will
overwrite the oldest audit records in the audit.tra

The auditing function is supported by reliable tatanps.

1.5.2.2 Encryption

The TOE’s cryptographic module(s) are FIPS PUB 24@&lidated and meet Security Level 1
overall and Security Level 3 for cryptographic mkedports and interfaces, roles, services and
authentication, and design assurance.
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1.5.2.3 Information Flow Control

The TOE provides interfaces to a defined set oivaets and mediates information flow among
these networks. The two evaluated configuratioaglee Single-Unit Configuration, as shown
in Figure 1 and a High-Availability Configuratioas shown in Figure 2. In both of these
configurations the TOE is connected to two or nteevorks and user data flows from a
connected network, through the TOE, to a connewtdgork.

The TOE supports the information flow control p@&required for the Application level
Firewall PP and the Traffic Filter Firewall PP. ditlonally, the TOE supports a VPN
information flow control policy and a web filteringformation flow control policy.

1.5.2.4 ldentification and Authentication

All administration requires authentication by uskmtification and password mechanism. In
addition, remote administration requires the ustnefFortiToken one-time password, which
provides single-use authentication. Administratigay either be performed locally using the
Local Console CLI or remotely using the Network \ARdised GUI or Network CLI. TOE users
are required to authenticate using a password artd'Bken one-time password in order to use
FTP and Telnet protocols. Remote authenticatida idgprotected via encryption (trusted path).
The TOE blocks users after a configurable numbeaudttfientication failures, after which an
administrator must intervene to allow access.

1.5.2.5 Security Management

The TOE provides remote and local administrativerfaces that permit the administrative roles
to configure and manage the TOE. In each of tleeevaluated configurations (i.e., the Single-
Unit Configuration, as shown in Figure 1 and a Highailability Configuration, as shown in
Figure 2), the TOE is connected to two or more pét& and remote administration data flows
from a Network Management Station to the TOE. doheconfiguration there is also a Local
Console, located within a Secure Area, with anrfate to the TOE.

An administrator account is associated with an sepeofile, which determines the permissions
of the individual administrator. Additionally, ea€lortiGate unit comes with a default
administrator account with all permissions, whicaynmot be deleted. The term *authorized
administrator’ is used throughout this ST to ddsean administrator given the appropriate
permission to perform tasks as required.

1.5.2.6 Trusted Channel/Path

A trusted path communication is required for ththantication of remote administrators and
users of TOE services that require authenticatoremote administrator’'s communication
remains encrypted throughout the remote session.

The TOE requires an encrypted trusted channeldomeunication with Fortinet's FortiGuard
Distribution Server and FortiAnalyzer Server.
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1.5.2.7 Protection of the TOE Security Functionality (TSF)

The TOE provides failover in support of the higlaidability features. Inter-TSF
communications are protected to ensure availapdipfidentiality and detection of
modification.

1.5.2.8 IDS Functionality

The TOE provides IDS functionality including rellakzollection and storage of sensor data, and
restricted viewing of this data by an authorizethamstrator.

1.5.2.9 Anti Virus Functionality

The TOE supports anti virus detection and the tgtih block or quarantine suspected
information. A secure mechanism is used to updates signatures.
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2 CONFORMANCE CLAIMS

2.1 COMMON CRITERIA CONFORMANCE CLAIM

This ST has been prepared in accordance with tihen@m Criteria for Information Technology
Security Evaluation (CC), Version 3.1, CCMB-2006@®L July 2009 Revision 3, CCMB-2009-
07-002 July 2009 Revision 3 and CCMB-2007-09-008 2009 Revision 3.

This ST contains functional requirements based dpoctional components in CC Part 2 as well
as a number of extended security functional requargs. Therefore, the TOE is conformant
with CC Part 2 extended.

The TOE for this ST is conformant to the CC Paas8urance requirements for EAL 4,
augmented with ALC_FLR.3 — Systematic Flaw Reméaliat

2.2 PROTECTION PROFILE CONFORMANCE CLAIM

The TOE for this ST is demonstrably conformant wite U.S. Government Protection Profile
Intrusion Detection System Sensor For Basic RolasstiEnvironments, Version 1.3, July 25,
2007; U.S. Government Protection Profile for Apation level Firewall In Basic Robustness
Environments, Version 1.1, July 25, 2007; and &8vernment Protection Profile for Traffic
Filter Firewall In Basic Robustness Environmentsyrsion 1.1, July 25, 2007. This ST also
includes additional security functional requirensetitawn from Part 2 of the CC.
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3 SECURITY PROBLEM DEFINITION

3.1 THREATS, POLICIES AND ASSUMPTIONS
3.1.1 Threats

The threats discussed below are addressed by tke POtential threat agents are unauthorized
persons or external IT entities not authorizeds® tlhe TOE itself. The threat agents are
assumed to have a low attack potential and areressto have a moderate level of resources
and access to all publicly available informatiomatthe TOE and potential methods of
attacking the TOE. It is expected that the Forté3anits will be protected to the extent
necessary to ensure that they remain connectéx toetworks they protect.

T.ASPOOF An unauthorized person on an external orétw
may attempt to by-pass the information flow control
policy by disguising authentication data (e.g.,
spoofing the source address) and masquerading as a
legitimate user or entity on an internal network.

T.AUDACC Persons may not be accountable for thmastthat
they conduct because the audit records are not
reviewed, thus allowing an attacker to escape
detection.

T.AUDFUL An unauthorized person may cause audibres to
be lost or prevent future records from being

recorded by taking actions to exhaust audit storage
capacity, thus masking an attackers actions.

T.COMDIS An unauthorized user may attempt to diselthe
data collected by the TOE by bypassing a security
mechanism.

T.COMINT An unauthorized user may attempt to compuise

the integrity of the data collected by the TOE by
bypassing a security mechanism.

T.IMPCON The TOE may be susceptible to improper
configuration by any user, causing potential
intrusions to go undetected.

T.INADVE Inadvertent activity and access may ocoaran IT
System.
T.INFLUX An unauthorized user may cause malfunctoéthe

TOE by creating an influx of data that the TOE
cannot handle.

T.LOSSOF An unauthorized user may attempt to renoove
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destroy data collected by the TOE.

T.MEDIAT

An unauthorized person may send impernhi&si

information through the TOE, which results in the

exploitation of resources on the internal network

T.MISACT

Malicious activity, such as introductioh Brojan
horses and viruses, may occur on an IT System.

T.MISUSE

Unauthorized accesses and activity intieatf
misuse may occur on an IT System.

T.NOAUTH

An unauthorized person may attempt to lsgote
security of the TOE so as to access and use Sgc
functions and/or non-security functions provided
the TOE.

urit
by

T.NOHALT

An unauthorized user may attempt to conmpise
the continuity of the Sensor’s collection
functionality by halting execution of the TOE.

T.OLDINF

Because of a flaw in the TOE functionirag,
unauthorized person may gather residual
information from a previous information flow or
internal TOE data by monitoring the padding of t
information flows from the TOE.

T.PRIVIL

An unauthorized user may gain access €0TOE
and exploit system privileges to gain access to T
security functions and data.

OE

T.PROCOM

An unauthorized person or unauthorizedrest IT
entity may be able to view, modify, and/or delete
security related information that is sent between

remotely located authorized administrator and the

TOE.

a

T.REPEAT

An unauthorized person may repeatedlyatiyuess
authentication data in order to use this infornmatic
to launch attacks on the TOE.

T.REPLAY

A user may gain inappropriate access &©TOE by
replaying authentication information, or may cau
the TOE to be inappropriately configured by

replaying TSF data or security attributes (capture

as it was transmitted during the course of legitem
use).

T.SELPRO

An unauthorized person may read, modify, o
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destroy security critical TOE configuration data.

T.VIRUS A malicious agent may attempt to pass asvir
through or to the TOE.

3.1.2 Threats Addressed by the Environment

The threat discussed below is addressed by theH@Eonment. It must be countered by
procedural measures and/or administrative methods.

T.TUSAGE The TOE may be inadvertently configureskdy
and administered in an insecure manner by eithe
authorized or unauthorized persons.

=

3.1.3 Organizational Security Policies

The TOE must address the organizational securiigips described below.

P.ACCACT Users of the TOE shall be accountable for
their actions within the IDS.

P.ACCESS All data collected by the TOE shall ordy b
used for authorized purposes.

P.CRYPTO AES (Advanced Encryption Standard as
specified in FIPS 197) encryption (as
specified in SP 800-67) must be used to
protect remote administration functions, and
the associated cryptographic module must
comply, at a minimum, with FIPS 140-2
(level 1).

P.DETECT All events that are indicative of inapprafe
activity that may have resulted from misuse,
access, or malicious activity of IT System
assets must be collected.

P.INTGTY Data collected by the TOE shall be pratect
from modification.

P.INTEGRITY Data transmitted to a peer TOE will be
protected by encryption, where deemed
appropriate.
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P.MANAGE The TOE shall be manageable only by
authorized users.

P.PROTCT The TOE shall be protected from
unauthorized accesses and disruptions of
collection activities.

3.1.4 Assumptions

The following specific conditions are assumed tstex the TOE environment.

A.DIRECT Human users within the physically secuoeitdary
protecting the TOE may attempt to access the TOE
from some direct connection (e.g., a console pbrt)
the connection is part of the TOE.

A.GENPUR There are no general-purpose computinglubiges
(e.g., the ability to execute arbitrary code or
applications) and storage repository capabilitieshe
TOE.

A.LOCATE The processing resources of the TOE wellldcated
within controlled access facilities, which will pent
unauthorized physical access.

A.LOWEXP The threat of malicious attacks aimediatavering
exploitable vulnerabilities is considered low.

A.MANAGE There will be one or more competent indivals
assigned to manage the TOE and the security of the
information it contains.

A.NOEVIL Authorized administrators are non-hostled follow
all administrator guidance; however, they are chgab
of error.

A.NOREMO Human users who are not authorized admnats's

cannot access the TOE remotely from the internal or
external networks.

A.NOTRST The TOE can only be accessed by authouzeds.
A.PHYSEC The TOE is physically secure.
A.PROTCT The TOE hardware and software criticadeourity

policy enforcement will be protected from
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unauthorized physical modification.

A.PUBLIC The TOE does not host public data.

A.REMACC Authorized administrators may access tReET
remotely from the internal and external networks.

A.SINGEN Information cannot flow among the interaad
external networks unless it passes through the TOE
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4 SECURITY OBJECTIVES

This section describes the security objectiveslferTOE and the TOE’s operating environment.
The security objectives are divided between TOEIBgcObjectives (i.e., security objectives

addressed directly by the TOE) and Security Objestior the Operating Environment (i.e.,

security objectives addressed by the IT domainyardn-technical or procedural means). The
mapping of security objectives to assumptions atsrand organizational security policies along

with the rationale for this mapping is found in Seac 4.3.

4.1 SECURITY OBJECTIVES FOR THE TOE
This section defines the security objectives thatta be addressed by the TOE.

O.ACCESS

The TOE must allow authorized users tesgonly
appropriate TOE functions and data.

O.ACCOUN

The TOE must provide user accountability f
information flows through the TOE and for authodze
administrator use of security functions relatedudit.

O.AUDITS

The TOE must record audit records for dateesses
and use of the Sensor functions.

O.AUDREC

The TOE must provide a means to recorehdable
audit trail of security-related events, with actardates
and times, and a means to search and sort thetritit
based on relevant attributes.

O.EADMIN

The TOE must include a set of functionatthallow
effective management of its functions and data.

O.ENCRYP

The TOE must protect the confidentialityt® dialogue
with an authorized administrator through encryptibn
the TOE allows administration to occur remotelynira
connected network.

O.EXPORT

When the TOE makes its Sensor data availalmther
IDS components, the TOE will ensure the
confidentiality of the Sensor data.

O.IDACTS

The Sensor must collect and store inforomaabout all
events that are indicative of inappropriate acgtithiat

may have resulted from misuse, access, or malicious
activity of IT System assets and the IDS.

O.IDAUTH

The TOE must be able to identify and autiieate
authorized users prior to allowing access to TOE
functions, data or, for certain specified servitesa
connected network.
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O.INTEGR The TOE must ensure the integrity of alllidand
Sensor data.

O.INTEGRITY The TOE must be able to protect thegrity of data
transmitted to a peer TOE via encryption and previd
authentication for such data.

O.LIMEXT The TOE must provide the means for an autted
administrator to control and limit access to TOEwsgy
functions by an authorized external IT entity.

O.MEDIAT The TOE must mediate the flow of all infoation
between clients and servers located on internal and
external networks governed by the TOE, and must
ensure that residual information from a previous
information flow is not transmitted in any way.

O.OFLOWS The TOE must appropriately handle potéatidit and
Sensor data storage overflows.

O.PROTCT The TOE must protect itself from unauthedi
modifications and access to its functions and data.

O.SECFUN The TOE must provide functionality thaaleles an
authorized administrator to use the TOE security
functions, and must ensure that only authorized
administrators are able to access such functignalit

O.SECSTA Upon initial start-up of the TOE or recgvfom an
interruption in TOE service, the TOE must not
compromise its resources or those of any connected
network.

O.SELPRO The TOE must protect itself against attsrbp
unauthorized users to bypass, deactivate, or tamitier
TOE security functions.

O.SINUSE The TOE must prevent the reuse of auttatntn data
for users attempting to authenticate to the TOEfeo
connected network.

O.TIME The TOE shall provide reliable time stampsl ¢he
capability for the administrator to set the timedi$or
these time stamps.

O.VIRUS The TOE will detect and block viruses comeéa within
an information flow which arrives at any of the TOE
network interfaces.
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4.2 SECURITY OBJECTIVES FOR THE OPERATIONAL ENVIRONMENT

This section defines the security objectives thatta be addressed by the IT domain or by non-
technical or procedural means.

OE.ADMTRA Authorized administrators are trained@as
establishment and maintenance of security poleaines
practices.

OE.CREDEN Those responsible for the TOE must enthat all

access credentials are protected by the usersiamaer
which is consistent with IT security.

OE.DIRECT Human users within the physically secamandary
protecting the TOE may attempt to access the TOIR {r
some direct connection (e.g., a console port)af th
connection is part of the TOE.

OE.GENPUR There are no general-purpose computipghdlities
(e.g., the ability to execute arbitrary code or
applications) and storage repository capabilitieshe
TOE.

OE.GUIDAN The TOE must be delivered, installed, austered, and
operated in a manner that maintains security.

OE.INSTAL Those responsible for the TOE must eashat the
TOE is delivered, installed, managed, and operated
manner which is consistent with IT security.

OE.LOWEXP The threat of malicious attacks aimedistovering
exploitable vulnerabilities is considered low.

OE.NOEVIL Authorized administrators are non-hossitel follow all
administrator guidance; however, they are capable o
error.

OE.NOREMO Human users who are not authorized adtnators can

not access the TOE remotely from the internal or
external networks.

OE.PERSON Personnel working as authorized admamiss shall be
carefully selected and trained for proper operatibtine
Sensor.

OE.PHYCAL Those responsible for the TOE must enthaethose

parts of the TOE critical to security policy ar@tacted
from any physical attack.
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OE.PHYSEC The TOE is physically secure.
OE.PUBLIC The TOE does not host public data.
OE.REMACC Authorized administrators may accesslh&

remotely from the internal and external networks.

OE.SINGEN Information cannot flow among the intérauiad externa
networks unless it passes through the TOE.
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4.3 SECURITY OBJECTIVES RATIONALE

The following table maps the security objectiveshim assumptions, threats, and organizationalipslidentified for the TOE.

T.ASPOOF
T.AUDACC
T.AUDFUL
T.COMDIS
T.COMINT
T.IIMPCON
T.INADVE
T.INFLUX

T.LOSSOF
T.MEDIAT
T.MISACT
T.MISUSE

T.NOAUTH
T.NOHALT
T.OLDINF

T.PRIVIL

T.PROCOM
T.REPEAT

T.REPLAY
T.SELPRO
T.VIRUS

T.TUSAGE
P.ACCACT
P.ACCESS

P.CRYPTO
P.DETECT
P.INTGTY

P.INTEGRITY
P.MANAGE
P.PROTCT
A.DIRECT
A.GENPUR
A.LOCATE
A.LOWEXP
A.MANAGE
A.NOEVIL

A.NOREMO
ANOTRST
A.PHYSEC
A.PROTCT
A.PUBLIC

A.REMACC
A.SINGEN

O.ACCESS

X
X

x

x

x

x

x

X

O.ACCOUN

O.AUDITS

O.AUDREC

O.EADMIN

O.ENCRYP

O.EXPORT

O.IDACTS

O.IDAUTH

O.INTEGR

O.INTEGRITY

O.LIMEXT

O.MEDIAT

O.0FLOWS

O.PROTCT

O.SECFUN
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4.3.1 Security Objectives Rationale Related to Threats

Threat: An unauthorized person on an external network ntizyrgot to by-pass

T.ASPOOF the information flow control policy by disguisingthentication data (e.g|,
spoofing the source address) and masqueradineggimate user or
entity on an internal network.

Objectives: O.MEDIAT The TOE must mediate the flow of all
information between clients and servers
located on internal and external networks
governed by the TOE, and must ensure that
residual information from a previous
information flow is not transmitted in any
way.

Rationale: O.MEDIAT mitigates this threat by ensuring thatiaformation between
clients and servers located on internal and exteetavorks is mediated
by the TOE.

Threat: Persons may not be accountable for the actiongtagtconduct because

T.AUDACC the audit records are not reviewed, thus allowim@tacker to escape
detection.

Objectives: O.ACCOUN The TOE must provide user accountability f
information flows through the TOE and for
authorized administrator use of security
functions related to audit.

O.AUDREC The TOE must provide a means to record a
readable audit trail of security-related events,
with accurate dates and times, and a means to
search and sort the audit trail based on
relevant attributes.

Rationale: O.AUDREC provides for a readable, searchable aralit O.ACCOUN
requires that users are accountable for informdtawns through the TOE
and that authorized administrators are accountabline use of security
functions related to audit.

Threat: An unauthorized person may cause audit recorde todt or prevent

T.AUDFUL future records from being recorded by taking actitmexhaust audit
storage capacity, thus masking an attackers actions

Objectives: O.SECFUN The TOE must provide functionality that
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enables an authorized administrator to use
TOE security functions, and must ensure th
only authorized administrators are able to
access such functionality.

O.SELPRO The TOE must protect itself against attem
by unauthorized users to bypass, deactivat
or tamper with TOE security functions.

Rationale:

O.SELPRO requires that the TOE protect itself flattempts to bypass,
deactivate, or tamper with TOE security functians|uding, but not
limited to audit functionality. O.SECFUN requirént the TOE provide
functionality that ensures that only the authoriaddinistrators have
access to the TOE security functions.

Threat:
T.COMDIS

An unauthorized user may attempt to disclose the clallected by the
TOE by bypassing a security mechanism.

Objectives:

O.ACCESS The TOE must allow authorized users to
access only appropriate TOE functions and
data.

O.EXPORT When the TOE makes its Sensor data
available to other IDS components, the TO
will ensure the confidentiality of the Sensor
data.

O.IDAUTH The TOE must be able to identify and
authenticate authorized users prior to allow

specified services, to a connected network.

O.PROTCT The TOE must protect itself from
unauthorized modifications and access to it
functions and data.

Rationale:

The O.IDAUTH obijective provides for authenticatiohusers prior to
any TOE data access. The O.ACCESS objective bupds the
O.IDAUTH objective by only permitting authorizedars to access TOE
data. The O.EXPORT objective ensures that confidéy of TOE data
will be maintained. The O.PROTCT objective addesdshis threat by
providing TOE self-protection.

Threat:
T.COMINT

An unauthorized user may attempt to compromisentiegrity of the data
collected by the TOE by bypassing a security meishan

(=)

access to TOE functions, data or, for certain

t

the
at

ing
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Objectives: O.ACCESS The TOE must allow authorized users tessc

only appropriate TOE functions and data.

O.IDAUTH The TOE must be able to identify and
authenticate authorized users prior to allowing
access to TOE functions, data or, for certain
specified services, to a connected network.

O.INTEGR The TOE must ensure the integrity of alllia
and Sensor data.

O.PROTCT The TOE must protect itself from unauthedi
modifications and access to its functions and
data.

Rationale: The O.IDAUTH objective provides for authenticatiohusers prior to any
TOE data access. The O.ACCESS objective builds tipe O.IDAUTH
objective by only permitting authorized users toess TOE data. The
O.INTEGR objective ensures no TOE data will be rfiedi The
O.PROTCT objective addresses this threat by progidiOE self-
protection.

Threat: The TOE may be susceptible to improper configuralip any user,

T.IMPCON causing potential intrusions to go undetected.

Objectives: O.ACCESS The TOE must allow authorized users tesgg

only appropriate TOE functions and data.

O.EADMIN The TOE must include a set of functionatth
allow effective management of its functions a
data.

O.IDAUTH The TOE must be able to identify and
authenticate authorized users prior to allowing
access to TOE functions, data or, for certain
specified services, to a connected network.

OE.INSTAL Those responsible for the TOE must ensoiaé
the TOE is delivered, installed, managed, and
operated in a manner which is consistent with
security.

Rationale: The O.EADMIN objective ensures the TOE has allrtheessary

administrator functions to manage the product. ®H®AUTH objective
provides for authentication of users prior to afElfunction accesses.
The O.ACCESS objective builds upon the O.IDAUTHeabive by only

permitting authorized users to access TOE functidrigese objects are

Doc No: 1660-011-D002 Version: 2.1 Date: 6 Decendfrl Page 36 of 127



WEWA

Enabiing a More Secure Fulure

FortiGate™ Security Target

supported by the OE.INSTAL, which ensures thatit®é& is delivered,
installed, managed, and operated in a manner ¢ensigith IT security.

Threat: Inadvertent activity and access may occur on a8yldtem.
T.INADVE
Objectives: O.AUDITS The TOE must record audit records for data
accesses and use of the Sensor functions.
O.IDACTS The Sensor must collect and store inforomat
about all events that are indicative of
inappropriate activity that may have resulted
from misuse, access, or malicious activity of IT
System assets and the IDS.
Rationale: The O.AUDITS and O.IDACTS objectives address threat by requiring
collection of audit and Sensor data.
Threat: An unauthorized user may cause malfunction of tB& Dy creating an
T.INFLUX influx of data that the TOE cannot handle.
Objectives: O.OFLOWS The TOE must appropriately handle poténtia
audit and Sensor data storage overflows.
Rationale: The O.OFLOWS objective counters this threat by maogithe TOE
handle data storage overflows.
Threat: An unauthorized user may attempt to remove or dgstata collected by
T.LOSSOF the TOE.
Objectives: O.ACCESS The TOE must allow authorized users tessc
only appropriate TOE functions and data.
O.IDAUTH The TOE must be able to identify and
authenticate authorized users prior to allowing
access to TOE functions, data or, for certain
specified services, to a connected network.
O.INTEGR The TOE must ensure the integrity of alllia
and Sensor data.
O.PROTCT The TOE must protect itself from unauthedi

modifications and access to its functions and
data.

Doc No: 1660-011-D002

Version: 2.1

Date: 6 Decendfrl Page 37 of 127



WEWA

Enabiing a More Secure Fulure

FortiGate™ Security Target

1°2)

Rationale: The O.IDAUTH objective provides for authenticatiohusers prior to any
TOE data access. The O.ACCESS objective builds tipe O.IDAUTH
objective by only permitting authorized users toesms TOE data. The
O.INTEGR objective ensures no TOE data will be wele The
O.PROTCT objective addresses this threat by progidiOE self-
protection.

Threat: An unauthorized person may send impermissible métion through the

T.MEDIAT TOE, which results in the exploitation of resouroeshe internal
network.

Objectives: O.MEDIAT The TOE must mediate the flow of all

information between clients and servers locat
on internal and external networks governed b
the TOE, and must ensure that residual
information from a previous information flow i
not transmitted in any way.

Rationale: O.MEDIAT requires that all information that passeugh the networks
is mediated by the TOE and that no residual infeionas transmitted.

Threat: Malicious activity, such as introduction of Trojanorses and viruses, ma

T.MISACT occur on an IT System.

Objectives: O.AUDITS The TOE must record audit records for data

accesses and use of the Sensor functions.

O.IDACTS The Sensor must collect and store inforomat
about all events that are indicative of
inappropriate activity that may have resulted
from misuse, access, or malicious activity of |
System assets and the IDS.

Rationale: The O.AUDITS and O.IDACTS objectives require cdliea of audit and
Sensor data.

Threat: Unauthorized accesses and activity indicative gluse may occur on an

T.MISUSE IT System.

Objectives: O.AUDITS The TOE must record audit records for data

accesses and use of the Sensor functions.
O.IDACTS The Sensor must collect and store inforomat
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about all events that are indicative of inapprdpri
activity that may have resulted from misuse,

[

such

="

D

access, or malicious activity of IT System asset|
and the IDS.

Rationale: The O.AUDITS and O.IDACTS objective address thig#t by requiring
collection audit and Sensor data.

Threat: An unauthorized person may attempt to bypass tharisg of the TOE so

T.NOAUTH as to access and use security functions and/oseourity functions
provided by the TOE.

Objectives: O.ENCRYP The TOE must protect the confidentialityt®
dialogue with an authorized administrator
through encryption, if the TOE allows
administration to occur remotely from a
connected network.

O.IDAUTH The TOE must be able to identify and
authenticate authorized users prior to allowing
access to TOE functions, data or, for certain
specified services, to a connected network.

O.INTEGR The TOE must ensure the integrity of alllia
and Sensor data.

O.LIMEXT The TOE must provide the means for an
authorized administrator to control and limit
access to TOE security functions by an
authorized external IT entity.

O.SECFUN The TOE must provide functionality thadleles
an authorized administrator to use the TOE
security functions, and must ensure that only
authorized administrators are able to access
functionality.

O.SECSTA Upon initial start-up of the TOE or recove
from an interruption in TOE service, the TOE
must not compromise its resources or those @
any connected network.

Rationale: O.IDAUTH requires that users be uniquely identifiefore accessing thg
TOE. O.SECSTA ensures no information is comprothisethe TOE
upon start-up or recovery. O.ENCRYP requires éimsauthorized
administrator use encryption when performing adstrative functions on
the TOE remotely. O.SECFUN requires that the T@ivipe
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functionality that ensures that only the authoriaddinistrator has access
to the TOE security functions. O.INTEGR ensuresitttegrity of the
data associated with those security functions. IlBXT requires that the
TOE provide the means for an authorized administrtat control and
limit access to TOE security functions.

D
o

U

Threat: An unauthorized user may attempt to compromisedméinuity of the

T.NOHALT Sensor’s collection functionality by halting exaouatof the TOE.

Obijectives: O.ACCESS The TOE must allow authorized users tesgg
only appropriate TOE functions and data.

O.IDACTS The Sensor must collect and store inforomat
about all events that are indicative of
inappropriate activity that may have resulted
from misuse, access, or malicious activity of IT
System assets and the IDS.

O.IDAUTH The TOE must be able to identify and
authenticate authorized users prior to allowing
access to TOE functions, data or, for certain
specified services, to a connected network.

Rationale: The O.IDAUTH objective provides for authenticatiohusers prior to any

TOE function accesses. The O.ACCESS objectivalbuipon the

O.IDAUTH objective by only permitting authorizedars to access TOE

functions. The O.IDACTS objective addresses thisdt by requiring the

TOE to collect all events, including those attentpthalt the TOE.

Threat: Because of a flaw in the TOE functioning, an unati#ed person may

T.OLDINF gather residual information from a previous infotima flow or internal

TOE data by monitoring the padding of the inforratilows from the

TOE.

Obijectives: O.MEDIAT The TOE must mediate the flow of all
information between clients and servers locat
on internal and external networks governed by
the TOE, and must ensure that residual
information from a previous information flow i
not transmitted in any way.

Rationale: O.MEDIAT requires that all information that passeugh the networks

is mediated by the TOE and that no residual infeionas transmitted.
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Threat: An unauthorized user may gain access to the TOEeapldit system

T.PRIVIL privileges to gain access to TOE security functiand data.

Objectives: O.ACCESS The TOE must allow authorized users tessc
only appropriate TOE functions and data.

O.IDAUTH The TOE must be able to identify and
authenticate authorized users prior to allowing
access to TOE functions, data or, for certain
specified services, to a connected network.

O.PROTCT The TOE must protect itself from unauthedi
modifications and access to its functions and
data.

Rationale: The O.IDAUTH objective provides for authenticatiohusers prior to any

TOE function accesses. The O.ACCESS objectivalbuwipon the
O.IDAUTH obijective by only permitting authorizedeurs to access TOE
functions. The O.PROTCT objective addresses ket by providing

TOE self-protection.

Threat: An unauthorized person or unauthorized externarifity may be able to

T.PROCOM view, modify, and/or delete security related infation that is sent

between a remotely located authorized administieatdrthe TOE.

Objectives: O.ENCRYP The TOE must protect the confidentialityt®
dialogue with an authorized administrator
through encryption, if the TOE allows
administration to occur remotely from a
connected network.

Rationale: O.ENCRYP requires that an authorized administrasess encryption

when performing administrative functions on the T@motely.

Threat: An unauthorized person may repeatedly try to gae#isentication data ir

T.REPEAT order to use this information to launch attackshenTOE.

Objectives: O.SINUSE The TOE must prevent the reuse of
authentication data for users attempting to
authenticate to the TOE from a connected
network.

Rationale: O.SINUSE requires that the TOE prevent the reusaitifentication data

so that even if valid authentication data is ol#dint will not be used to
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mount an attack.

Threat: A user may gain inappropriate access to the TOEephaying

T.REPLAY authentication information, or may cause the TOBdanappropriately
configured by replaying TSF data or security atités (captured as it was
transmitted during the course of legitimate use).

Objectives: O.SECFUN The TOE must provide functionality thaaleles
an authorized administrator to use the TOE
security functions, and must ensure that only
authorized administrators are able to access
functionality.

O.SINUSE The TOE must prevent the reuse of
authentication data for users attempting to
authenticate to the TOE from a connected
network.

Rationale: O.SINUSE mitigates this threat by preventing theseeof authentication
data. This is supported by O.SECFUN, which enstivasonly
authorized administrators have access to secunitgtions.

Threat: An unauthorized person may read, modify, or destemurity critical

T.SELPRO TOE configuration data.

Objectives: O.SECSTA Upon initial start-up of the TOE or recove
from an interruption in TOE service, the TOE
must not compromise its resources or those @
any connected network.

O.SELPRO The TOE must protect itself against atterop
unauthorized users to bypass, deactivate, or
tamper with TOE security functions.

Rationale: O.SECSTA ensures that no information is compromisethe TOE upon
start-up or recovery. O.SELPRO requires that tb& protect itself from
attempts to bypass, deactivate, or tamper with $&drity functions.

Threat: A malicious agent may attempt to pass a virus tiinaor to the TOE.

T.VIRUS

Objectives: O.VIRUS The TOE will detect and block viruses coméal

within an information flow which arrives at any
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of the TOE network interfaces.

Addressed by
the

Rationale: The O.VIRUS objective ensures that the TOE detmutsblocks viruses
which are contained in any information flow whigaches one of the
TOE network interfaces.

Threat The TOE may be inadvertently configured, used, aainistered in an

insecure manner by either authorized or unauthomzsgsons.

Environment:

T.TUSAGE

Objectives: OE.ADMTRA Authorized administrators are trained@s
establishment and maintenance of security
policies and practices.

OE.GUIDAN The TOE must be delivered, installed,
administered, and operated in a manner that
maintains security.

Rationale: OE.ADMTRA and OE.GUIDAN provide the procedural and

administrative measures necessary to mitigatelhest.

4.3.2 Security Objectives Rationale Related to Policies

Policy:
P.ACCACT

Users of the TOE shall be accountable for theioastwithin the IDS.

Objectives:

O.AUDITS

The TOE must record audit records for data
accesses and use of the Sensor functions.

O.AUDREC

The TOE must provide a means to record a
readable audit trail of security-related events,

with accurate dates and times, and a meanss to

search and sort the audit trail based on
relevant attributes.

O.IDAUTH

The TOE must be able to identify and
authenticate authorized users prior to allowing
access to TOE functions, data or, for certainp
specified services, to a connected network,

O.TIME

The TOE shall provide reliable time stamps
and the capability for the administrator to set
the time used for these time stamps.

Doc No: 1660-011-D002 Version: 2.1

Date: 6 Decendfrl Page 43 of 127



WEWA

Enabiing a More Secure Fulure

FortiGate™ Security Target

Rationale:

The O.AUDITS objective implements this policy byjoering auditing of
all data accesses and use of TOE functions. TH2AXDTH objective
supports this objective by ensuring each useriguaty identified and
authenticated. The O.AUDREC requires a readallé #ail and a
means to search and sort the information contaméte audit trail.
O.TIME supports the audit trail with reliable timamps.

Policy:
P.ACCESS

All data collected by the TOE shall only be useddothorized purposes

Objectives:

O.ACCESS The TOE must allow authorized users to
access only appropriate TOE functions and
data.

O.IDAUTH The TOE must be able to identify and

access to TOE functions, data or, for certai
specified services, to a connected network,

authenticate authorized users prior to allowing

n

O.PROTCT The TOE must protect itself from

functions and data.

unauthorized modifications and access to its

Rationale:

The O.IDAUTH objective provides for authenticatiohusers prior to
any TOE function accesses. The O.ACCESS objebtinlds upon the
O.IDAUTH objective by only permitting authorizedars to access TOE
functions. The O.PROTCT objective provides for T€dH-protection.

Policy:
P.CRYPTO

AES (Advanced Encryption Standard as specifiedRBFL97)
encryption (as specified in SP 800-67) must be tsgdotect remote
administration functions, and the associated ciatehic module must
comply, at a minimum, with FIPS 140-2 (level 1).

Objectives:

O.ENCRYP The TOE must protect the confidentiality o
its dialogue with an authorized administratg
through encryption, if the TOE allows
administration to occur remotely from a
connected network.

=

Rationale:

O.ENCRYP requires that an authorized administraserencryption
when performing administrative functions on the T@motely.

Policy:

All events that are indicative of inappropriateiaty that may have
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P.DETECT resulted from misuse, access, or malicious actoiity System assets
must be collected.

Objectives: O.AUDITS The TOE must record audit records for data

accesses and use of the Sensor functions.

O.IDACTS The Sensor must collect and store inforomat
about all events that are indicative of
inappropriate activity that may have resulted
from misuse, access, or malicious activity of IT
System assets and the IDS.

O.TIME The TOE shall provide reliable time stampsl &
the capability for the administrator to set the
time used for these time stamps.

Rationale: The O.AUDITS and O.IDACTS objectives require cadlien of audit and
Sensor data. O.TIME supports the audit functioypalith reliable
timestamps.

Policy: Data collected by the TOE shall be protected froadification.

P.INTGTY

Objectives: O.INTEGR The TOE must ensure the integrity of alflia

and Sensor data.

Rationale: The O.INTEGR objective ensures the protection ¢ d@m
modification.

Policy: Data transmitted to a peer TOE will be protecteaigryption, where

P.INTEGRITY | deemed appropriate.

Objectives: O.INTEGRITY The TOE must be able to protect thegrity of
data transmitted to a peer TOE via encryption and
provide authentication for such data.

Rationale: The O.INTEGRITY objective ensures that data trati®dibetween peers

can be encrypted.

Policy: The TOE shall be manageable only by authorizedsuser

P.MANAGE

Objectives: O.ACCESS The TOE must allow authorized users tesgq

only appropriate TOE functions and data.
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O.EADMIN The TOE must include a set of functionatth
allow effective management of its functions a
data.

O.IDAUTH The TOE must be able to identify and

authenticate authorized users prior to allowin
access to TOE functions, data or, for certain
specified services, to a connected network.

O.PROTCT The TOE must protect itself from unauthedli
modifications and access to its functions and
data.

OE.CREDEN Those responsible for the TOE must en$iate

all access credentials are protected by the us
in a manner which is consistent with IT securi

ers
ty.

OE.INSTAL Those responsible for the TOE must enshaé
the TOE is delivered, installed, managed, and

security.

operated in a manner which is consistent with IT

OE.PERSON Personnel working as authorized admatdss
shall be carefully selected and trained for pro
operation of the Sensor.

per

Rationale:

The O.EADMIN objective ensures there is a set otfions for
administrators to use, and is supported by the BEJON objective,
which ensures competent administrators will marnthgelr OE, and the
OE.CREDEN objective which ensures that those adstnators will
protect their access credentials. The O.IDAUTHeotiye provides for
authentication of users prior to any TOE functicnesses. The
O.ACCESS objective builds upon the O.IDAUTH objeetby only
permitting authorized users to access TOE functidriee O.PROTCT
objective provides for TOE self-protection.

Policy:
P.PROTCT

The TOE shall be protected from unauthorized aeseasd disruptions o
collection activities.

=

Objectives:

O.OFLOWS The TOE must appropriately handle poténtial
audit and Sensor data storage overflows.

OE.PHYCAL Those responsible for the TOE must entuaie
those parts of the TOE critical to security polig
are protected from any physical attack.
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Rationale: The O.OFLOWS objective requires the TOE handleugisons. It is
supported by the OE.PHYCAL objective, which proseitie TOE from
unauthorized physical attack.

4.3.3 Security Objectives Rationale Related to Assumptian

Assumption: Human users within the physically secure boundanjegting the TOE
A.DIRECT may attempt to access the TOE from some directexdion (e.g., a
console port)

Objectives: OE.DIRECT Human users within the physically secure
boundary protecting the TOE may attempt {o
access the TOE from some direct connection
(e.g., a console port) if the connection is part
of the TOE.

Rationale: Human users within the physically secure boundaoyegting the TOE
may attempt to access the TOE from some directexdiion (e.g., a
console port) if the connection is part of the TOE.

Assumption: There are no general-purpose computing capabi(gies, the ability to

A.GENPUR execute arbitrary code or applications) and storagesitory capabilities
on the TOE.

Objectives: OE.GENPUR There are no general-purpose computing

capabilities (e.g., the ability to execute
arbitrary code or applications) and storage
repository capabilities on the TOE.

Rationale: There are no general-purpose computing capabi(gies, the ability to
execute arbitrary code or applications) and storagesitory capabilities
on the TOE.

Assumption: The processing resources of the TOE will be locatgin controlled

A.LOCATE access facilities, which will prevent unauthorizdggsical access.

Objectives: OE.PHYCAL Those responsible for the TOE must ensure

that those parts of the TOE critical to securjty
policy are protected from any physical attack.

Rationale: The OE.PHYCAL provides for the physical protectafrthe TOE
hardware and software.
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(OE.CREDEN), operate in a manner consistent witkd@urity

Assumption: The threat of malicious attacks aimed at discogeeixploitable

A.LOWEXP vulnerabilities is considered low.

Objectives: OE.LOWEXP The threat of malicious attacks aimed at
discovering exploitable vulnerabilities is
considered low.

Rationale: The threat of malicious attacks aimed at discogeeixploitable

vulnerabilities is considered low.

Assumption: There will be one or more competent individualsgrs=d to manage the

A.MANAGE TOE and the security of the information it contains

Objectives: OE.PERSON Personnel working as authorized admaniss
shall be carefully selected and trained for proper
operation of the Sensor.

Rationale: The OE.PERSON objective ensures all authorized midirators are

qualified and trained to manage the TOE.

Assumption: Authorized administrators are non-hostile and fwlldl administrator

A.NOEVIL guidance; however, they are capable of error.

Objectives: OE.CREDEN Those responsible for the TOE must erthiate
all access credentials are protected by the users
in a manner which is consistent with IT security.

OE.INSTAL Those responsible for the TOE must ensha¢
the TOE is delivered, installed, managed, ang
operated in a manner which is consistent with IT
security.

OE.NOEVIL Authorized administrators are non-hosttel
follow all administrator guidance; however, they
are capable of error.

OE.PHYCAL Those responsible for the TOE must ensuaie
those parts of the TOE critical to security policy
are protected from any physical attack.

Rationale: Administrators are non-hostile (OE.NOEVIL), have@ss credentials

(OE.INSTAL), and ensure that the TOE is protectedfphysical attack
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(OE.PHYCAL).

ely

ers
ty.

Assumption: Human users who are not authorized administratomaat access the

A.NOREMO TOE remotely from the internal or external networks

Objectives: OE.NOREMO Human users who are not authorized
administrators can not access the TOE remot
from the internal or external networks.

Rationale: Human users who are not authorized administrammsiot access the

TOE remotely from the internal or external networks

Assumption: The TOE can only be accessed by authorized users.

A.NOTRST

Objectives: OE.CREDEN Those responsible for the TOE must eniate
all access credentials are protected by the us
in a manner which is consistent with IT securi

OE.PHYCAL Those responsible for the TOE must enghae
those parts of the TOE critical to security poli
are protected from any physical attack.

Rationale: The OE.PHYCAL objective provides for physical piten of the TOE

to protect against unauthorized access. The OEDEREObjective
supports this assumption by requiring protectioalb&uthentication data.

Assumption: The TOE is physically secure.

A.PHYSEC

Objectives: OE.PHYSEC The TOE is physically secure.

Rationale: The TOE is physically secure.

Assumption: The TOE hardware and software critical to secyrdlicy enforcement

A.PROTCT will be protected from unauthorized physical magiifion.

Objectives: OE.PHYCAL Those responsible for the TOE must enguaie
those parts of the TOE critical to security poli
are protected from any physical attack.

Rationale: The OE.PHYCAL objective provides for the physicebgection of the
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TOE hardware and software.

Assumption: The TOE does not host public data.

A.PUBLIC

Objectives: OE.PUBLIC The TOE does not host public data.

Rationale: The TOE does not host public data.

Assumption: Authorized administrators may access the TOE reljétam the internal

A.REMACC and external networks.

Objectives: OE.REMACC Authorized administrators may accessiO&
remotely from the internal and external
networks.

Rationale: Authorized administrators may access the TOE reljétam the internal

and external networks.

Assumption: Information cannot flow among the internal and exaénetworks unless

A.SINGEN it passes through the TOE.

Objectives: OE.SINGEN Information cannot flow among the intérswad
external networks unless it passes through th
TOE.

Rationale: Information cannot flow among the internal and ex& networks unless

it passes through the TOE.
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5 EXTENDED COMPONENTS DEFINITION

This section specifies the extended Security FanatiRequirements (SFR)s used in this ST.
5.1 EXTENDED TOE SECURITY FUNCTIONAL COMPONENTS

This section specifies the extended SFRs for thE. Tibe extended SFRs are organized by
class. Table 6 identifies all extended SFRs implaseby the TOE.

Name Description
FAV_ACT_EXT.1 Anti Virus Actions
IDS_COL_EXT.1 Sensor data collection
IDS_RDR_EXT.1 Restricted data review
IDS_ STG_EXT.1 Guarantee of sensor data availability
IDS_STG_EXT.2 Prevention of sensor data loss

Table 6 — Extended TOE Security Functional Requirerants
5.1.1 Anti-Virus Action Requirements (FAV)

5.1.1.1 FAV_ACT_EXT.1

This extended requirement was explicitly createcthbee the CC does not provide a means to
specify Anti Virus detection and blocking capalmit A new class is explicitly created and it
has a family of FAV_ACT_EXT. The Anti Virus claasd family were modelled after
FPT_PHP TSF physical protection, and FAV_ACT_EXWds loosely modelled after
FPT_PHP.1 Passive detection of physical attackng@ment levelling is shown in Figure 3.

FAV_ACT_EXT: Anti Virus Actions 1

Figure 3 - FAV_ACT_EXT Component Levelling
Management: FAV_ACT_EXT.1
The following actions could be considered for thenagement functions in FMT:

. The management of actions on the information fldvemvirus is detected,;
. The management of actions on virus signatures.

Audit: FAV_ACT_EXT.1
The following actions should be auditable:
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. Minimal: actions taken on the information flow whenus is detected.

Hierarchical to: No other components.
Dependencies: No dependencies.

FAV_ACT_ExT.1.1  The TSF shall provide an authorized administrtercapability to select one
or more of the following actions:

» quarantine the content of the information flow
* remove the content of the information flow

to be taken on detection of a virus in an inforioratilow.

FAV_ACT ExT.12  The TSF shall provide a secure mechanism to egtflatvirus signatures used
by the TSF.

Application Note: Virus signature updates consfaipdates to both the virus signature
database and the processing engine for the detegtidrus attacks. The TOE provides specific
guidance to administrators noting that in the eatd configuration of the TOE, only the virus
signature database updates may be applied to tke TO

5.1.2 IDS Class

A class of IDS requirements was created to spetifi@ddress the data collected and analyzed
by an IDS. The audit class of the CC (FAU) was used model for creating these requirements.
The purpose of this class of requirements is toesddthe unique nature of IDS data and provide
for requirements about collecting, reviewing anchaging the data. This class of requirements
has three families of IDS_COL_EXT, IDS_RDR_EXT, db& STG_EXT, and these
requirements have no dependencies since the sefanlements embody all the necessary
security functions. Component levelling is showrrigure 4.
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IDS_COL_EXT: Sensor Data Collection 1
IDS_RDR_EXT: Restricted Data Review 1
1

IDS_STG_EXT: Sensor Data Storage

Figure 4 - IDS Component Levelling

5.1.2.1 IDS_COL_EXT.1 Sensor Data Collection (EXT)

Management: IDS_COL_EXT.1

There are no management activities foreseen.

Audit: IDS_COL_EXT.1

There are no auditable events foreseen.

Hierarchical to: No other components.

Dependencies: No dependencies.

ibs_coL_ExT.1.1  The Sensor shall be able to collect the follonewgnts from the targeted IT
System resource(s):

a) [selection: Start-up and shutdown, identificatémd authentication events,
data accesses, service requests, network tragficrisy configuration
changes, data introduction]; and

b) [assignment: other specifically defined events
Ibs_coL_ExT.1.2 At a minimum, the Sensor shall collect the folliogvinformation:

a) Date and time of the event, type of event, sulgentity, and the outcome
(success or failure) of the event; and
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b) The additional information specified in the Dist@olumn of Table 3 Sensor

Events.
Component Event Details
IDS_COL_EXT.1 Start-up and shutdown none
IDS_COL_EXT.1 Identification and User identity, location, source
authentication events | address, destination address
IDS_COL_EXT.1 Data accesses Object IDS, requesteeiss,
source address, destination
address
IDS _COL_EXT.1 Service Requests Specific servicars®
address, destination address
IDS_ COL_EXT.1 Network traffic Protocol, source a€ésls,
destination address
IDS_COL_EXT.1 Security configuration | Source address, destination
changes address
IDS_COL_EXT.1 Data introduction Object IDS, locatiof object,
source address, destination
address

Table 7 - Sensor Events

Application Note: In the case where the Sensooikecting host-based events, for the
identification and authentication event, the soaddress could be a subject IDS on a local
machine and the destination is defined by def&uolt.the data access and data introduction
events, the source address could be filename andiestination address may be target location
for the file.

5.1.2.2 IDS_RDR_EXT.1 Restricted Data Review (EXT)
Management: IDS_RDR_EXT.1
The following actions could be considered for thenagement functions in FMT:

. The management (review) of actions on Sensor data.

Audit: IDS_RDR_EXT.1

There are no auditable events foreseen.
Hierarchical to: No other components.
Dependencies: No dependencies.
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Ibs_RDR_ExT.1.1  The Sensor shall providagsignment: authorised usgkgith the capability to
read pssignment: list of Sensor dafeom the Sensor data.

Application Note: This requirement applies to autbed users of the Sensor. The requirement is

left open for the writers of the ST to define whanlthorized users may access what Sensor data.

Ibs_RDR_ExT.12  The Sensor shall provide the Sensor data in anarasuitable for the user to
interpret the information.

Ibs_RDR_ExT.13  The Sensor shall prohibit all users read acaetset Sensor data, except those
users that have been granted explicit read-access.

5.1.2.3 IDS_STG_EXT.1 Guarantee of Sensor Data Availabilitf EXT)
Management: IDS_STG _EXT.1
The following actions could be considered for thenagement functions in FMT:

. The management (selection) of metric for Sensoalatd
. The management (selection) of conditions of st&exsor Data.

Audit: IDS_STG _EXT.1
The following actions should be auditable:

. Minimal: occurrence of conditions of stored Seri3ata.

Hierarchical to: No other components.
Dependencies: No dependencies.
IDs_sTG_exT.1.1  The Sensor shall protect the stored Sensor datadnauthorised deletion.

IDs_sTG_ExT.1.2  The Sensor shall protect the stored Sensor datarhodification.

Application Note: Authorized deletion of data istiwonsidered a modification of Sensor data in
this context. This requirement applies to the dataatent of the Sensor Data, which should be
protected from any modifications.

IDs_sTG_ExT.1.3  The Sensor shall ensure thasgignment: metric for saving Sensor data
Sensor data will be maintained when the followingditions occur:
[selection: Sensor data storage exhaustion, faiattack].

5.1.2.4 IDS_STG_EXT.2 Prevention of Sensor Data Loss (EXT)
Management: IDS_STG _EXT.2
The following actions could be considered for thenagement functions in FMT:

. The management (selection) of actions on Sensa@. Dat
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Audit: IDS_STG _EXT.2

There are no auditable events foreseen.
Hierarchical to: No other components.
Dependencies: No dependencies.

Ips_sTG_ExT.21  The Sensor shalsglection: 'ignore Sensor data’, 'prevent Senséa,dexcept
those taken by the authorised user with specidltsig’'overwrite the oldest
stored Sensor dathand send an alarm if the storage capacity has bee
reached.

Application Note: The ST must define what actidms Eensor takes if the storage capacity has
been reached. Anything that causes the Sensasfastlecting events may not be the best
solution, as this will only affect the Sensor armd the system on which it is collecting data (e.g.,
shutting down the Sensor).

5.2 EXTENDED TOE SECURITY ASSURANCE COMPONENTS

There are no extended TOE Security Assurance coemp®mssociated with this evaluation.
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6 SECURITY REQUIREMENTS

This section provides the security functional ass@ance requirements that must be satisfied
by a compliant TOE. These requirements consiiiraftional components from Part 2 of the
CC, extended requirements, and an Evaluation Assarkevel (EAL) that contains assurance
components from Part 3 of the CC.

6.1 CONVENTIONS

The CC permits four types of operations to be peréa on functional requirements: selection,
assignment, refinement, and iteration. These opastwhen performed on requirements that
derive from CC Part 2 are identified in this SThe following manner:

» Selection: Indicated by surrounding brackets, ¢sglected item]. To improve
readability selections of [none] are generally stodwn.

» Assignment: Indicated by surrounding brackets alits, e.g., §ssigned itein
To improve readability assignments abhg are generally not shown.

* Refinement: Refined components are identified bggianderliningadditional
information, or-strikeeutor deleted text.

* lteration: Indicated by assigning a number in ptresis to the end of the
functional component identifier as well as by mgiti§ the functional component
title to distinguish between iterations, e.qg., ‘FIMCC.1(1), Subset access control
(administrators)’ and ‘FDP_ACC.1(2) Subset accesdrol (devices)'.

6.2 TOE SECURITY FUNCTIONAL REQUIREMENTS

The security functional requirements for this STigiet of the following components from Part 2
of the CC, the referenced Application level Firevi??, the Traffic Filter Firewall PP, the IDS
Sensor PP, and extended components defined iro8éctiThese are summarized in Table 8.

Component Description Source

FAU_ARP.1 Security alarms CC Part 2

FAU_GEN.1 Audit data generation Application levéldwall (FW),
Traffic Filter FW, and IDS Sensor
PPs

FAU_GEN.2 User identity association CC Part 2

FAU_SAA.1 Potential violation analysis CC Part 2

FAU_SAR.1 Audit review Application level FW, TraffiFilter
FW, and IDS Sensor PPs

FAU_SAR.2 Restricted audit review IDS Sensor PP
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Component Description Source
FAU_SAR.3 Selectable audit review Application lei#V, Traffic Filter
FW, and IDS Sensor PPs
FAU_SEL.1 Selective audit IDS Sensor PP
FAU _STG.2 Guarantees of audit data Application level FW, Traffic Filter
availability FW, and IDS Sensor PPs
FAU_STG.4 Prevention of audit data loss Applicatievel FW, Traffic Filter
FW, and IDS Sensor PPs
FCS_CKM.1 Cryptographic Key Generation CC Part 2
FCS_CKM.4 Cryptographic key destruction CC Part 2
FCS_COP.1 Cryptographic operation Application Iéw and Traffic
Filter FW PPs
FDP_IFC.1(1) Subset information flow control | Application level FW and Traffic
(unauthenticated policy) Filter FW PPs
FDP_IFC.1(2) Subset information flow control | Application level FW PP
(authenticated policy)
FDP_IFC.1(3) Subset information flow control | CC Part 2
(VPN policy)
FDP_IFC.1(4) Subset information flow control | CC Part 2
(web filtering policy)
FDP_IFF.1(1) Simple security attributes Application level FW and Traffic
(unauthenticated policy) Filter FW PPs
FDP_IFF.1(2) Simple security attributes Application level FW PP
(authenticated policy)
FDP_IFF.1(3) Simple security attributes (VPN | CC Part 2
policy)
FDP_IFF.1(4) Simple security attributes (web | CC Part 2
filtering policy)
FDP_RIP.2 Full residual information protection Applicationvkd FW and Traffic

Filter FW PPs
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Component Description Source
FIA_AFL.1(1) Authentication failure handling | Application level FW PP
(Application Level Firewall)
FIA_AFL.1(2) Authentication failure handling Traffic Filter FW PP
(Traffic Filter Firewall)
FIA_ATD.1 User attribute definition Applicationvel FW, Traffic Filter
FW, and IDS Sensor PPs
FIA_UAU.1 Timing of authentication Traffic FilterWt and IDS Sensor
PPs
FIA_UAU.4 Single-use authentication Traffic Filter FW PP
mechanisms
FIA_UAU.5 Multiple authentication Application level FW and Traffic
mechanisms Filter FW PPs
FIA_UID.2 User identification before any Application level FW, Traffic Filter

action

FW and IDS Sensor PPs

FMT_MOF.1(1)

Management of security function
behaviour (Traffic Filter FW)

s Traffic Filter FW PP

FMT_MOF.1(2)

Management of security function
behaviour (IDS Sensor)

SIDS Sensor PP

FMT_MOF.1(3)

Management of security function
behaviour (Application Level FW
1)

sApplication level FW PP

FMT_MOF.1(4)

Management of security function
behaviour (Application Level FW
2)

sApplication level FW PP

FMT_MSA.1(1)

Management of security attribute
(Application Level FW 1)

sApplication level FW PP

FMT_MSA.1(2)

Management of security attribute
(Application Level FW 2)

sApplication level FW PP

FMT_MSA.1(3)

Management of security attribute
(Application Level FW 3)

sApplication level FW PP

FMT_MSA.1(4)

Management of security attribute
(Application Level FW 4)

sApplication level FW PP

Doc No: 1660-011-D002

Version: 2.1 Date:

6 DecendfHrl Page 59 of 127



JEnWA

Enabiing a More Secure Fulure

FortiGate™ Security Target

Component

Description

Source

FMT_MSA.1(5)

Management of security attributesCC Part 2

(VPN)

FMT_MSA.3

Static attribute initialization

Applicatn level FW and Traffic
Filter FW PPs

FMT_MTD.1(1)

Management of TSF data (audit
data)

IDS Sensor PP

FMT_MTD.1(2)

Management of TSF data
(cryptographic TSF data)

Application level FW PP

FMT_MTD.1(3)

Management of TSF data (time
TSF data)

Application level FW PP

FMT_MTD.2 Management of limits on TSF data  Applioa level FW PP
FMT_SMF.1 Specification of Management Application level FW, Traffic Filter
Functions FW and IDS Sensor PPs
FMT_SMR.1 Security Roles CC Part 2
FPT_FLS.1 Failure with preservation of secur€C Part 2
state
FPT_ITA.1 Inter-TSF availability within a IDS Sensor PP
defined availability metric
FPT_ITC.1 Inter-TSF confidentiality during | IDS Sensor PP
transmission
FPT _ITI.1 Inter-TSF detection of modificatign ID®r&or PP
FPT_STM.1 Reliable time stamps Application level Fwaffic Filter
FW and IDS Sensor PPs
FTP_ITC.1 Inter-TSF trusted channel CCPart 2
FTP_TRP.1 Trusted path CC Part 2

IDS_COL_EXT.1

Sensor data collection

IDS Sensor PP

IDS_RDR_EXT.1

Restricted data review

IDS Sensor PP

IDS_STG_EXT.1

Guarantee of sensor data
availability

IDS Sensor PP

IDS_STG_EXT.2

Prevention of sensor data loss

ID&s6ePP
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Component Description Source
FAV_ACT_EXT.1 | Anti Virus Actions Extended requirenteadded to
specify Anti Virus capabilities of
the TOE

Table 8 - Summary of Security Functional Requiremets
6.2.1 Security Audit (FAU)

6.2.1.1 FAU_ARP.1 Security alarms
Hierarchical to: No other components.
Dependencies: FAU_SAA.1 Potential violation anislys

FAU_ARP.1.1 The TSF shaltakmisplay an alarm message (with or without an auslibl
alarm)send a notification to an email address, SNMP oafyslog servér
upon detection of a potential security violation.

6.2.1.2 FAU_GEN.1 Audit data generation
Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps

FAU_GEN.1.1 The TSF shall be able to generate an audit reafattte following auditable
events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the [basic] level of aydihd

c) [All auditable events listed in Table 9, which iscamplete list,
encompassing events required by the basic levaldit, the IDS-specific

events required by the IDS Sensor PP, and the Fd¥Hspevents required
by the Application level FW PP and Traffic FilteWWFPH.

FAU_GEN.1.2 FAU_GEN.1.2 The TSF shall record within each aueliord at least the
following information:

a) Date and time of the event, type of event, subgaattity, and the outcome
(success or failure) of the event; and

b) For each audit event type, based on the auditafelet elefinitions of the
functional components included in the Sinf¢rmation specified in Table 9
Auditable Event$

Doc No: 1660-011-D002 Version: 2.1 Date: 6 Decendfrl Page 61 of 127



JEnWA

Enabiing a More Secure Fulure

FortiGate™ Security Target

Requirement Auditable Events Additional Audit Record
Contents
FAU_ARP.1 Action taken due to Condition that was
detection matched and message
details
FAU_GEN.1 Start-up and shutdown of
audit ]
Object IDS, requested
Access to Sensor access
FAU_GEN.2 None
FAU_SAA.1 Changes to the
monitoring rules
Detection of violation Condition that was
matched and action
performed
FAU_SAR.1 Reading of information | The identity of the
from the audit records | administrator performing
(Opening the audit trail) | the function
FAU_SAR.2 Unsuccessful attempts {orhe identity of the
read information from | administrator attempting
the audit records the function
FAU_SEL.1 All modifications to the | The identity of the
audit configuration that | administrator performing
occur while the audit the function
collection functions are
operating
FAU_STG.2 None
FAU STG.4 Actions taken due to the The identity of the
audit storage failure. administrator performing
the function
FCS_CKM.1 Generation and loading| Type of cryptographic
of a key operation
Failure of the activity )
Any applicable
cryptographic mode(s) o
operation, excluding any
sensitive information

=R
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Requirement

Auditable Events

Additional Audit Record

=

=R

Contents
FCS_CKM.4 Failure of the key Type of cryptographic
zeroization operation

Any applicable
cryptographic mode(s) o
operation excluding any
sensitive information

FCS_COP.1 Failure of the Type of cryptographic

cryptographic operation | operation

Any applicable
cryptographic mode(s) o
operation, excluding any
sensitive information
Identity of the external
IT entity attempting to
perform the
cryptographic operation

FDP_IFC.1(1) None

FDP_IFC.1(2) None

FDP_IFC.1(3) None

FDP_IFC.1(4) None

FDP_IFF.1(2) Decisions to permit/denyPresumed identity of

information flows

Failure to reassemble
fragmented packets

source subject

Identity of destination
subject

Transport layer protocol,
if applicable

Source subject service
identifier, if applicable

Destination subject
service identifier, if
applicable

Identity of the firewall

interface on which the
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Requirement

Auditable Events

Additional Audit Record
Contents

TOE received the packe

Identity of the rule that
allowed or disallowed th
packet flow

Reason why fragmented
packets could not be
reassembled (i.e., invalig
fragment identifier,
invalid offset, invalid
fragment data length)

FDP_IFF.1(2)

Decisions to permit/den
information flows

Failure to reassemble
fragmented packets

yPresumed identity of
source subject

Identity of destination
subject

Transport layer protocol,
if applicable

Source subject service
identifier, if applicable

Destination subject
service identifier, if
applicable

Identity of the firewall
interface on which the
TOE received the packet

Identity of the rule that
allowed or disallowed th
packet flow

D

Reason why fragmented
packets could not be
reassembled (i.e., invalid
fragment identifier,
invalid offset, invalid
fragment data length)

FDP_IFF.1(3)

Decisions to permit/den

information flows

yPresumed identity of
source subject
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Requirement

Auditable Events

Additional Audit Record
Contents

Operation applied to eac
information flow
permitted

Hdentity of destination
subject

Transport layer protocol,
if applicable

Source subject service
identifier, if applicable

Destination subject
service identifier, if
applicable

Identity of the firewall
interface on which the
TOE received the packe

For denied information
flows, the reason for
denial.

FDP_IFF.1(4) Decisions to permit/denyldentification of the user
information flows creating the traffic
Identification of the
policy that applies
Applicable URL
Status (e.g. blocked,
allowed)
FDP_RIP.2 None
FIA_AFL.1 The reaching of the Identity of the
threshold for the unsuccessfully
(1) and (2) unsuccessful authenticated user

authentication attempts

The actions (e.g.
disabling of an account)
taken

The subsequent, if
appropriate, restoration
to the normal state (e.qg.

re-enabling of an

Claimed identity of the
unsuccessfully
authenticated user and
the identity of an
authorized administrator
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Requirement

Auditable Events

Additional Audit Record

Contents
account) performing the function
FIA_ATD.1 None
FIA_UAU.1 All uses of the User identity, location
authentication
mechanism
FIA_UAU .4 Use of the authentication User identity, location
mechanism
FIA_UAU.5 All use of the Claimed identity of the
authentication user attempting to
mechanism authenticate
FIA_UID.2 All use of the user Claimed identity of the

identification mechanism
used for authorized user
(that is, those that

authenticate to the TOE

user using the
sidentification
mechanism, location

FMT_MOF.1(1)

All modifications in the
behaviour of the
functions in the TSF

The identity of the
administrator performing
the function

FMT_MOF.1(2)

All modifications in the
behaviour of the
functions in the TSF

The identity of the
administrator performing
the function

FMT_MOF.1(3)

Use of the functions
listed in this requirement
pertaining to audit

The identity of the
administrator performing
the function

FMT_MOF.1(4)

Use of the functions
listed in this requirement
pertaining to audit

The identity of the
administrator performing
the function

FMT_MSA.1(1)

All manipulation of the
security attributes

The identity of the
administrator performing
the function

FMT_MSA.1(2)

All manipulation of the
security attributes

The identity of an
authorized administrator|
performing the function

FMT_MSA.1(3)

All manipulation of the

The identity the

administrator performing
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Requirement

Auditable Events

Additional Audit Record
Contents

security attributes

the function

FMT_MSA.1(4)

All manipulation of the
security attributes

The identity of the
administrator performing
the function

FMT_MSA.3

None

FMT_MTD.1(1)

All modifications to the
values of TSF data

FMT_MTD.1(2,3,4,5)

None

FMT_MTD.2 All modifications of the | The identity of the
limits administrator performing
_ the function
Actions taken when the
guota is exceeded
(include the fact that the
guota was exceeded)
FMT_SMF.1 Use of management The identity of the
functions administrator performing
the function
FMT_SMR.1 Modifications to the User identification of the
group of users that are | administrator performing
part of a role modification, and the
user whose role is
Unsuccessful attempts tomodified.
use a role due to the
given conditions on the | The identity of the
roles administrator performing
the function
FPT_FLS.1 Failure of the TSF
FPT ITA.1 The absence of TSF data
when required by a TOE.
FPT_ITC.1 None
FPT_ITI1 The detection of

modification of
transmitted TSF data.

The action taken upon
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Requirement

Auditable Events

Additional Audit Record
Contents

detection of modification
of transmitted TSF data.

FPT_STM.1 Changes to the time The identity of the
administrator performing
the operation

FTP_ITC.1 All attempted uses of theldentification of the

trusted channel functionsinitiator and target of all
trusted channels

FTP_TRP.1 All attempted uses of thddentification of the

trusted path functions

claimed user identity

IDS_COL_EXT.1

See IDS_COL_EXT.1.2

IDS_RDR_EXT.1

None

IDS_STG_EXT.1

Occurrence of conditions

of stored Sensor Data.

IDS_STG_EXT.2

None

FAV_ACT_EXT

Actions taken on the
information flow when
virus is detected

Table 9 - Auditable Events

6.2.1.3 FAU_GEN.2 User identity association

Hierarchical to:
Dependencies:

FAU_GEN.2.1

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of idieedi users, the TSF shall be able

to associate each auditable event with the ideafitite user that caused the

event.

6.2.1.4 FAU_SAA.1 Potential violation analysis

Hierarchical to:
Dependencies:

No other components.
FAU_GEN.1 Audit data generation
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FAU_SAA.1.1 The TSF shall be able to apply a set of rulemamitoring-the-auditedvents
and based upon these rules indicate a potentitico of the enforcement of
the SFRs.

FAU_SAA.1.2 The TSF shall enforce the following rules for ntonng audited events:

a) Accumulation or combination of |

(1)Administrator-specified number of Information Flpalicy violations by
an individual presumed source network identifieg(elP address),
destination network identifier or individual desdtron subject service
identifier (e.g., TCP port) within an administratepecified time period;

(2)Any failure of the self-tests; and
(3)Administrator-specified number of encryption or iggtion failures]

known to indicate a potential security violation;

b) [the following additional rules:

Administrator-specified percentage of available iagtbrage usage known to
indicate a potential security violati¢n

6.2.1.5 FAU_SAR.1 Audit review
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_SAR.1.1 The TSF shall providea[ithorized administratotswvith the capability to read
[all audit information} from the audit records.

FAU_SAR.1.2 The TSF shall provide the audit records in a neasaitable for the user to
interpret the information.

6.2.1.6 FAU_SAR.2 Restricted Audit review
Hierarchical to: No other components.
Dependencies: FAU_SAR.1 Audit review

FAU_SAR.2.1 The TSF shall prohibit all users read accesbdaudit records, except those
users that have been granted explicit read-access.
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6.2.1.7 FAU_SAR.3 Selectable Audit review
Hierarchical to: No other components.
Dependencies: FAU_SAR.1 Audit review

FAU_SAR.3.1 The TSF shall provide the ability to-apmgrform[searches and sortifgf
audit data based on:

a) [user identity;

b) presumed subject address;
c) ranges of dates;

d) ranges of times;

e) ranges of addressgs

6.2.1.8 FAU_SEL.1 Selective audit
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FMT_MTD.1 Management of TSF data

FAU SEL.1.1 The TSF shall be able to select the set of evertte audited from the set of all
auditable events based on the following attributes:

a) [event type];
b) [traffic flow and event severity leyel

6.2.1.9 FAU_STG.2 Guarantees of audit data availability
Hierarchical to: FAU_STG.1 Protected audit tradrage
Dependencies: FAU_GEN.1 Audit data generation
FAU_STG.2.1 The TSF shall protect the stored audit recordbenaudit trail from
unauthorised deletion.

FAU_STG.2.2 The TSF shall be able to [prevent] unauthorisedifications to the stored
audit records in the audit trail.

FAU_STG.2.3 The TSF shall ensure tha authorized administrator's selection of all bet
most recerjtstored audit records will be maintained whenftil®wing
conditions occur: [audit storage exhaustion].

Application Note: Both the Traffic Filter Firewadnd Application Level Firewall PPs require
FAU_STG.1. The IDS PP requires FAU_STG.2. As FAUG.2 is hierarchical to
FAU_STG.1, the requirement is sufficiently cover@derefore, FAU_STG.1 is not included
herein.

6.2.1.10FAU_STG.4 Prevention of audit data loss
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FAU_STG.4.1

Hierarchical to: FAU_STG.3 Action in case of ptésiaudit data loss
Dependencies: FAU_STG.1 Protected audit traibsfer

The TSF shall [prevent audited events, excegethaken by the authorised
user with special rights] angHall limit the number of audit records lostfthe
audit trail is full.

6.2.2 Cryptographic Support (FCS)

6.2.2.1 FCS_CKM.1 Cryptographic key generation

FCS_CKM.1.1

Hierarchical to: No other components.

Dependencies: FCS_COP.1 Cryptographic operation
FCS_CKM.4 Cryptographic key destruction

The TSF shall generate cryptographic keys in acsaré with a specified
cryptographic key generation algorithiFlPS-approved Random Number
Generator American National Standards Institute $ANX9.31 Appendix]A
and specified cryptographic key sizéstgd in Table 1pthat meet the
following: [standards listed in Table 10

Key Usage Key Size Standard Cryptographic

Algorithm Validation
Program (CAVP)
Certificate Number

For symmetric 128, 192 | a minimum overall rating of tbd
cryptography (AES) | or 256 FIPS PUB 140-2, Level 1

For symmetric 192 National Institute of tbd
cryptography (including | Standards and Technology
(3DES) parity) (NIST) SP 800-67 (TDEA)

For asymmetric 2048 ANSI X9.31 tbd
cryptography

Table 10 - Cryptographic Key Generation

6.2.2.2 FCS_CKM.4 Cryptographic key Destruction

FCS_CKM.4.1

Hierarchical to: No other components.
Dependencies: FCS_CKM.1 Cryptographic key germrati

The TSF shall destroy cryptographic keys in adaoce with a specified
cryptographic key destruction methdays are zeroized when a factory reset
is performed via the web-based manager, CLI, osotdhthat meets the
following: [FIPS PUB 140-2 Key Management Security Lejel 1
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6.2.2.3 FCS_COP.1 Cryptographic operation
Hierarchical to: No other components.

Dependencies: FCS_CKM.4 Cryptographic key germrati
FCS_CKM.1 Cryptographic key destruction

FCS_COP.1.1 The TSF shall perforntlje cryptographic operations specified in Tablé ihl
accordance with a specified cryptographic algoriftime cryptographic
algorithms specified in Table Jland cryptographic key sizesrjptographic
key sizes specified in Table] 1hat meet the following:standards listed in

Table 11.
Operation Algorithm Key Size or Standard CAVP
Digest Length Certificate
(bits) Number

Encryption and AES (Advanced | at least 128 FIPS PUB 140; thd
Decryption of | Encryption 2 (Level 1)
remote Standard)
administrator
sessions
Encryption and AES (operating | 128, 192, and | FIPS PUB 197 | tbd
Decryption in | in CBC mode for| 256 for AES | (AES) and
support of the | IPSec and SSL) | and 192 National
VPN policy Triple Data (including Institute of

Encryption parity) for Standards and

Algorithm TDEA Technology

(TDEA) (NIST) SP 800-

(operating in 67 (TDEA)

CBC mode for

SSL)
Cryptographic | RSA Digital 2048 ANSI X9.31- tbd
Signature Signature 1998
Services Algorithm

(rDSA)
Hashing SHA-1 and n/a FIPS 140-2 tbd

HMAC PUB 180-2, and

FIPS 140-2
PUB 198

Random ANSI X9.31 n/a ANSI X9.31 tbd
Number Appendix A
Generation

Table 11- Cryptographic Operation
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6.2.3 User Data Protection (FDP)

6.2.3.1 FDP_IFC.1(1) Subset information flow control (unauhenticated policy)
Hierarchical to: No other components.
Dependencies: FDP_IFF.1 Simple security attributes

FDP_IFC.1(1).1 The TSF shall enforce theINAUTHENTICATED INFORMATION FLOW
SFA on:

a) [subjects: unauthenticated external IT entities 8end and receive
information through the TOE to one another;

b) information: traffic sent through the TOE from oswébject to another;

c) operation: pass informatign

6.2.3.2 FDP_IFC.1(2) Subset information flow control (auttenticated policy)
Hierarchical to: No other components.
Dependencies: FDP_IFF.1 Simple security attributes

FDP_IFC.1(2).1 The TSF shall enforce thAUTHENTICATED INFORMATION FLOW SFP
on:

a) [subjects: a human user or external IT entity treatds and receives FTP
and Telnet information through the TOE to one aagtbnly after the
human user initiating the information flow has anticated at the TOE per
FIA_UAU.5;

b) information: FTP and Telnet traffic sent througle thOE from one subject
to another; and

C) operation: initiate service and pass informafjon

6.2.3.3 FDP_IFC.1(3) Subset information flow control (VPN mlicy)
Hierarchical to: No other components.
Dependencies: FDP_IFF.1 Simple security attributes
FDP_IFC.1(3).1 The TSF shall enforce thelPN SFR on:

Subjects
TOE interfaces

Information
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network packets
Operation

SSL and IPSec operatidns

6.2.3.4 FDP_IFC.1(4) Subset information flow control (web iltering policy)
Hierarchical to: No other components.
Dependencies: FDP_IFF.1 Simple security attributes
FDP_IFC.1(4).1 The TSF shall enforce theveb Filtering SFPon:

Subjects

Human users
Information

Web pages
Operation

HTTP and HTTPB

6.2.3.5 FDP_IFF.1(1) Simple security attributes (unauthenttated policy)
Hierarchical to: No other components.

Dependencies: FDP_IFC.1 Subset information flontics
FMT_MSA.3 Static attribute initialization

FDP_IFF.1(1).1 The TSF shall enforce th[NAUTHENTICATED INFORMATION FLOW
SFH based on at least the following types of subgxt information security
attributes:

a) [subject security attributes:
* presumed address;
» schedule

b) information security attributes:

e presumed address of source subject;

» presumed address of destination subject;

» transport layer protocol;

» TOE interface on which the traffic arrives and degpa
service;

* Schedule: One-time schedule (Start Time, End TiRexurring schedule
(Days of week on which schedule is active, StameTEnd Time)
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FDP_IFF.1(1).2

FDP_IFF.1(1).3

FDP_IFF.1(1).4

FDP_IFF.1(1).5

FDP_IFF.1(1).6

« Stateful packet attributes: Connection-orientedtpcols (sequence
number, acknowledgement number, Flags (SYN, ACK, RR));
Connectionless protocols (source and destinatidwosk identifiers,
source and destination service identifigrs)

The TSF shall permit an information flow betweeoontrolled subject and
anothercontrolled subjectia a controlled operation if the following rulksld:
a) [Subjects on an internal network can cause inforomato flow through the
TOE to another connected network if:
 all the information security attribute values aneambiguously permitted
by the information flow security policy rules, whesuch rules may be
composed from all possible combinations of theeahf the information
flow security attributes, created by the authorizaelinistrator;
» the presumed address of the source subject, imtbemation, translates
to an internal network address;
» and the presumed address of the destination suljettte information,
translates to an address on the other connectedar&t

b) Subjects on the external network can cause infaamab flow through the

TOE to another connected network if:

« all the information security attribute values aneambiguously permitted
by the information flow security policy rules, whesuch rules may be
composed from all possible combinations of theeahf the information
flow security attributes, created by the authorizelinistrator;

» the presumed address of the source subject, imtbemation, translates
to an external network address; and

» the presumed address of the destination subjettgeimnformation,
translates to an address on the other connectedor&f

The TSF shall enforce thedng.

The TSF shall provide the followingr authorized administrator shall have
the capability to view all information flows allod/éy the information flow
policy ruleset before the ruleset is applied

The TSF shall explicitly authorize an informatibow based on the following
rules: jhong.

The TSF shall explicitly deny an information flda&sed on the following
rules:

a) [The TOE shall reject requests for access or seswdeere the information
arrives on an external TOE interface, and the pmesd address of the
source subject is an external IT entity on an in&mnetwork;
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b) The TOE shall reject requests for access or seswdeere the information
arrives on an internal TOE interface, and the pmesad address of the
source subject is an external IT entity on the redlenetwork;

c) The TOE shall reject requests for access or seswdeere the information
arrives on either an internal or external TOE irfeze, and the presumed
address of the source subject is an external liyeoh a broadcast
network;

d) The TOE shall reject requests for access or seswdeere the information
arrives on either an internal or external TOE irfeze, and the presumed
address of the source subject is an external ITyeoh the loopback
network;

e) The TOE shall reject requests in which the sulgpetifies the route in
which information shall flow en route to the regeg/subject; and

f) For application protocols supported by the TOE (eQNS, HTTP, SMTP,
and POP3), the TOE shall deny any access or serempeests that do not
conform to its associated published protocol speatiion (e.g., Request for
Comments (RFC)). This shall be accomplished thrqargtocol filtering
proxies that are designed for that purppse

Application Note: Rule f) applies when an applioatievel proxy is provided for the following
protocols: Domain Name Service (DNS), HTTP, SMTij ROP3.

6.2.3.6 FDP_IFF.1(2) Simple security attributes (authenticéed policy)
Hierarchical to: No other components.

Dependencies: FDP_IFC.1 Subset information flontr
FMT_MSA.3 Static attribute initialization

FDP_IFF.1(2).1 The TSF shall enforce thATHENTICATED INFORMATION FLOW SFP
based on the following types of subject and infdramasecurity attributes:

a) [Subject security attributes:

. presumed address;

. source network identifier.

. Set of destination subject identifiers.
b) Information security attributes:

. identity of source subject (combination of usenidg and
presumed address of source subject);
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. identity of destination subject (combination ofruslentity and
presumed address of destination subject);

. transport layer protocol,
. TOE interface on which traffic arrives and departs;
. service (i.e. FTP and Telnet);

. destination subject service identifier (e.g. TCBta®tion port
number):

. security relevant service command;

. FTP sub-commands specified in RFC 959, and theogiti
commands introduced by RFC 2228;

. HTTP request methods specified in RFC 2616.

. Stateful packet attributes: for Connection-orienpgdtocols
(sequence number, acknowledgement number, Fladg (SY
ACK, RST, and FIN)) and Connectionless protocasr(se and
destination network identifiers, source and degtoraservice
identifiers].

FDP_IFF.1(2).2 The TSF shall permit an information flow betweeoontrolledsubject and
anothercontrolled subjectia a controlled operation if the following rulesld:

a) [Subjects on an internal network can cause inforomato flow through the

TOE to another connected network if:

» the human user initiating the information flow agmiicates according to
FIA_UAU.5;

« all the information security attribute values aneambiguously permitted
by the information flow security policy rules, whesuch rules may be
composed from all possible combinations of theeahf the information
flow security attributes, created by the authorizelhinistrator;

» the presumed address of the source subject, imtbemation, translates
to an internal network address; and

» the presumed address of the destination subjettgeimformation,
translates to an address on the other connectedar&t

b) Subjects on the external network can causerrdton to flow through the

TOE to another connected network if:

» the human user initiating the information flow agmiicates according to
FIA_UAU.5;

 all the information security attribute values aneambiguously permitted
by the information flow security policy rules, whesuch rules may be
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composed from all possible combinations of theashf the information
flow security attributes, created by the authoriaglhinistrator;

» the presumed address of the source subject, imtbemation, translates
to an external network address; and

» the presumed address of the destination subjetieiinformation,
translates to an address on the other connectedor&f]

FDP_IFF.1(2).6 The TSF shall explicitly deny an information fldvsed on the following
rules:

a) [The TOE shall reject requests for access or seswdeere the information
arrives on an external TOE interface, and the pmesd address of the
source subject is an external IT entity on an in&mnetwork;

b) The TOE shall reject requests for access or seswdeere the information
arrives on an internal TOE interface, and the pmasa address of the
source subject is an external IT entity on the redlenetwork;

c) The TOE shall reject requests for access or sesvideere the information
arrives on either an internal or external TOE irfse, and the presumed
address of the source subject is an external ITyeoh a broadcast
network;

d) The TOE shall reject requests for access or sesvideere the information
arrives on either an internal or external TOE irfse, and the presumed
address of the source subject is an external ITtyeah the loopback
network;

e) The TOE shall reject requests in which the sulgpetifies the route in
which information shall flow en route to the regeg/subject);

f) The TOE shall reject Telnet or FTP command requistisdo not conform
to generally accepted published protocol defingida.g., RFCs). This must
be accomplished through protocol filtering proxdesigned for that

purposé.

Application Note: FDP_IFF.1(2).3, FDP_IFF.1(2)athd FDP_IFF.1(2).5 are omitted as
indicated in the Application level FW PP.

6.2.3.7 FDP_IFF.1(3) Simple security attributes (VPN policy
Hierarchical to: No other components

Dependencies: FDP_IFC.1 Subset information flontic
FMT_MSA.3 Static attribute initialization

FDP_IFF.1(3).1 The TSF shall enforce thelPN SFR based on the following types of subject
and information security attributes: [
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Subjects: TOE Interfaces
Security attributes:
. set of source subject identifiers.
. set of destination subject identifiers.
Information: network packets
Security attributes:
. presumed identity of source subject; and
. identity of destination subjett.

FDP_IFF.1(3).2 The TSF shall permit an information flow betweeoontrolled subject and
controlled information via a controlled operatidnhe following rules hold:

a) [the presumed identity of the source subject ibénset of source subject
identifiers

b) the identity of the destination subject is in teeaf source destination
identifiers;

c) the information security attributes match the ditities in an information
flow policy rule (contained in the information flgelicy ruleset defined by
an authorized administrator) according to the finsatch algorithm; and

d) the selected information flow policy rule specitieat the information flow
Is to be permitted, and which SSL or IPSec opematdo be applied to that
information flow}.

FDP_IFF.1(3).3 The TSF shall enforce thed additional ruleg

FDP_IFF.1(3).4 The TSF shall explicitly authorise an informatitow based on the following
rules: jhong.

FDP_IFF.1(3).5 The TSF shall explicitly deny an information fldvsed on the following
rules: [

a) The TOE shall reject requests for access or sesvideere the presumed
source identity of the information received by T@E is not included in the
set of source identifiers for the source subject;

b) The TOE shall reject requests for access or seswdeere the presumed
source identity of the information received by T@&E specifies a broadcast
identity;

c) The TOE shall reject requests for access or sesvideere the presumed
source identity of the information received by TM@E specifies a loopback
identifier;
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d) The TOE shall reject requests in which the infororateceived by the TOE
contains the route (set of host network identijiégswhich information
shall flow from the source subject to the destorasubject))

6.2.3.8 FDP_IFF.1(4) Simple security attributes (web filteing policy)
Hierarchical to: No other components

Dependencies: FDP_IFC.1 Subset information flontr
FMT_MSA.3 Static attribute initialization

FDP_IFF.1(4).1 The TSF shall enforce theveb Filtering SFPbased on the following types of
subject and information security attributes: [

Subjects: Human users
Security attributes:

. Optional User ID

. Optional User Group
Information: Web pages
Security attributes:

. URL;

. Category assigned by FortiGuard web filtering seevbased on the
website content; and

. Category group assigned by FortiGuard web filtergegvice; and

. Classification assigned by FortiGuard web filterisgrvice based on
the characteristics of the site, if applicable;

. Local category, if applicable;
. Override, if applicablg.

FDP_IFF.1(4).2 The TSF shall permit an information flow betweecontrolled subject and
controlled information via a controlled operatidnhe following rules hold:

a) [The policy for the category, category group andsification to which
the URL has been assigned by the FortiGuard wadgifig service is set
to ‘allow’; or

b) The local category, if used, is set to ‘all¢w’
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FDP_IFF.1(4).3 The TSF shall enforce thed additional ruleg
FDP_IFF.1(4).4 The TSF shall explicitly authorise an informatitow based on the following
rules:

[An override has been set for the URL

FDP_IFF.1(4).5 The TSF shall explicitly deny an information fldvsed on the following
rules:

[The authenticated user has reached the daily giostthis category, category
group or classificatioh

Application Note: The FortiGuard web filtering gee assigns all websites to a category based
on content. Those not assigned to other categareeassigned to the ‘Unrated’ category.
Category groups are similar categories groupedtegdor ease of administration. A
classification is assigned based on the charatitsrisf the site rather than the site content. For
example, the cached content classification indgcHtat the site caches content, but provides no
indication of the content type. Not every URL la@isassigned classification. A quota is a time
limit placed on viewing URLSs assigned to a particudategory, category group or classification.

6.2.3.9 FDP_RIP.2 Full residual information protection
Hierarchical to: FDP_RIP.1 Subset residual infdramaprotection
Dependencies: No dependencies.

FDP_RIP.2.1 The TSF shall ensure that any previous infornmationtent of a resource is
made unavailable upon the [allocation of the resetn] all objects.

6.2.4 Identification and Authentication (FIA)

6.2.4.1 FIA_AFL.1(1) Authentication failure handling (Appli cation Level Firewall)
Hierarchical to: No other components
Dependencies: FIA_UAU.1 Timing of authentication.

FIA_AFL.1(1).1 The TSF shall detect when [a non-zero numberriohted by the authorized
administrator] of unsuccessful authentication agiEssnoccur related to
[authorized TOE administrator access or authoriz@& IT entity access].

FIA_AFL.1(1).2 When the defined number of unsuccessful authaintic attempts has been met
or surpassed, the TSF shall [prevent the offendsey from successfully
authenticating until an authorized administrat@etasome action to make
authentication possible for the user in question.]

6.2.4.2 FIA_AFL.1(2) Authentication failure handling (Traff ic Filter Firewall)
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Hierarchical to: No other components
Dependencies: FIA_UAU.1 Timing of authentication.

FIA_AFL.1(2).1 The TSF shall detect when [a settable, non-zerohber determined by the
authorized administrator] of unsuccessful authatibto attempts occur related
to [external IT entities attempting to authenticlaten an internal or external
network].

FIA_AFL.1(2).2 When the defined number of unsuccessful authaintic attempts has been met
or surpassed, the TSF shall [prevent the offendkigrnal IT entity from
successfully authenticating until an authorized imistrator takes some action
to make authentication possible for the externatnfity in question.]

6.2.4.3 FIA_ATD.1 User attribute definition
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_ATD.1.1 The TSF shall maintain the following list of setpattributes belonging to
individual users:

a) [identity;

b) association of a human user with the authorizediathtnator role;
c) authentication data; and

d) authorizationg

6.2.4.4 FIA_UAU.1 Timing of authentication
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FIA_UAU.1.1 The TSF shall allowidlentification as stated in FIA_UID]&n behalf of the
authorized administrator or authorized externagmiity accessing the TOB
be performed before the authorized administrat@ubinorized external IT
entity is authenticated.

FIA_UAU.1.2 The TSF shall require each authorized adminmsti@t authorized external IT
entity to be successfully authenticated before allowmgather TSF-mediated
actions on behalf of that authorized administratoauthorized external IT

entity.

6.2.4.5 FIA_UAU.4 Single-use authentication mechanisms
Hierarchical to: No other components.
Dependencies: No dependencies.
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FIA_UAU.4.1 The TSF shall prevent reuse of authenticatioa dgated toduthentication
attempts from either an internal or external netiwby

a) authorized administrators;

b) authorized external IT entitigs

6.2.4.6 FIA_UAU.5 Multiple authentication mechanisms
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_UAU.5.1 The TSF shall providgohssword; single usand device level X.509 certificate
based authentication mechanisin® support user authentication.

FIA_UAU.5.2 The TSF shall authentication any user’s clainekhiity according to the
[following multiple authentication mechanism rules:

a) single-use authentication mechanism shall be useduthorized
administrators to access the TOE remotely suchsbhetessful
authentication must be achieved before allowing @iwer TSF-mediated
actions on behalf of that authorized administrator;

b) single-use authentication mechanism shall be useduthorized external
IT entities accessing the TOE such that succeastukntication must be
achieved before allowing any other TSF-mediatedaston behalf of that
authorized external IT entity;

c) single-use authentication mechanism shall be useduman users sending
or receiving information through the TOE using Fa@iPTelnet such that
successful authentication must be achieved beltowiag any other TSF-
mediated actions on behalf of that human user;

d) reusable password mechanism shall be used for @atftbadministrators
to access the TOE via a directly connected ternsnah that successful
authentication must be achieved before allowing @iwer TSF-mediated
actions on behalf of that authorized administr&tor

6.2.4.7 FIA_UID.2 User identification before any action
Hierarchical to: FIA_UID.1 Timing of identificatio
Dependencies: No dependencies.

FIA_UID.1.1 The TSF shall allowro action$ on behalf of the user to be performed before
the user is identified.
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FIA_UID.1.2

The TSF shall require each user to be succegsfidhtified before allowing
any other TSF-mediated actions on behalf of that.us

6.2.5 Security Management (FMT)

6.2.5.1 FMT_MOF.1(1) Management of security functions behawur (Traffic Filter FW)

FMT_MOF.1(1).1

Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

The TSF shall restrict the ability to [perfdrthe functions
a) [start up and shutdown;

b) create, delete, modify, and view information fl@ewity policy rules that
permit or deny information flows;

c) create, delete, modify, and view user attributeigaldefined in FIA_ATD.1,

d) enable and disable single-use authentication meshanin FIA_UAU.4 (if
the TOE supports authorized IT entities and/or renamministration from
either an internal or external network);

e) modify and set the threshold for the number of egthauthentication
attempt failures (if the TOE supports authorizeceiilities and/or remote
administration from either an internal or exterrmagtwork);

f) restore authentication capabilities for users thave met or exceeded the
threshold for permitted authentication attemptdegls (if the TOE supports
authorized IT entities and/or remote administratioom either an internal
or external network);

g) enable and disable external IT entities from comicating to the TOE (if
the TOE supports authorized external IT entities);

h) modify and set the time and date;

i) archive, create, delete, empty, and review thetauail;

j) backup of user attribute values, information fleewrity policy rules, and
audit trail data, where the backup capability shadl supported by
automated tools;

k) recover to the state following the last backup; and

[) additionally, if the TSF supports remote adminigtra from either an
internal or external network:

Doc No: 1660-011-D002 Version: 2.1 Date: 6 Decendfrl Page 84 of 127



JEnWA

Enabiing a More Secure Fulure FO rtl G ate ™ Sec u rlty Target

* enable and disable remote administration from ingémand external
networks;

* restrict addresses from which remote administratan be
performed

to [an authorized administratfr

6.2.5.2 FMT_MOF.1(2) Management of security functions behawur (IDS Sensor)
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1(2).1 The TSF shall restrict the ability to [modify thehaviour of] the functions
[Sensor data collection and revigte [authorized Sensor administratdrs

Application Note: For this requirement, the pleranodify the behaviour of refers to the
ability of all Administrators to manage the IDS @tions of the TOE.

Application Note: The term “Sensor administratoriginates from the IDS Sensor PP. Itis
essentially an administrator whose profile alloessor data collection and review activities.

6.2.5.3 FMT_MOF.1(3) Management of security functions behawur (Application Level
FW 1)

Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1(3).1 The TSF shall restrict the ability to [enablesatile] the functions
a) [operation of the TOE;

b) multiple use authentication functions describe&liA_UAU.3 to[an
authorized administratgr

Application Note: By “Operation of the TOE” in abpave, the PP means having the TOE start up
(enable operation) and shut down (disable operatiBy “multiple use authentication” in b)
above, the PP means the management of passwosingel use authentication mechanisms.

6.2.5.4 FMT_MOF.1(4) Management of security functions behawur (Application Level
FW 2)

Hierarchical to: No other components.
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Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1(4).1 The TSF shall restrict the ability to [enablesahle, determine and modify the
behaviour of] the functions

a) [audit trail management;

b) backup and restore for TSF data, information flaes, and audit trail
data; and

c) communication of authorized external IT entitiethwtihe TOEto [an
authorized administratgr

Application Note: Determine and modify the behaviofielement ¢ (communication of
authorized external IT entities with the TOE )ngended to cover functionality such as
providing a range of addresses from which the ai#ed external entity can connect.

6.2.5.5 FMT_MSA.1(1) Management of security attributes (Appgication Level FW 1)
Hierarchical to:  No other components.

Dependencies: FDP_IFC.1 Subset information flontcd
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1(1).1 The TSF shall enforce thNAUTHENTICATED SFPo restrict the ability
to [delete attributes from a rule, modify attributesainule, add attributes to a
rule] the security attributedigted in section FDP_IFF.1(1)]1o [the
authorized administratgr

6.2.5.6 FMT_MSA.1(2) Management of security attributes (Appication Level FW 2)
Hierarchical to:  No other components.

Dependencies: FDP_IFC.1 Subset information flontrd
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1(2).1 The TSF shall enforce thAUTHENTICATED SFPto restrict the ability to
[delete attributes from a rule, modify attributesainule, add attributes to a
rule] the security attributedi$ted in section FDP_IFF.1(2)]1o [the
authorized administratgr

6.2.5.7 FMT_MSA.1(3) Management of security attributes (Appication Level FW 3)
Hierarchical to:  No other components.
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Dependencies: FDP_IFC.1 Subset information flontd
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1(3).1 The TSF shall enforce thNAUTHENTICATED SFPo restrict the ability
to deleteand[creatd the security attributesriformation flow rules described
in FDP_IFF.1(1] to [the authorized administratpr

6.2.5.8 FMT_MSA.1(4) Management of security attributes (Appication Level FW 4)
Hierarchical to:  No other components.

Dependencies: FDP_IFC.1 Subset information flontd
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1(4).1 The TSF shall enforce thAUTHENTICATED SFPto restrict the ability to
deleteand[creatd the security attributesrformation flow rules described in
FDP_IFF.1(2]) to [the authorized administratpr

6.2.5.9 FMT_MSA.1(5) Management of security attributes (VPN
Hierarchical to:  No other components.

Dependencies: FDP_IFC.1 Subset information flonted
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1(5).1 The TSF shall enforce th€lPN SFP to restrict the ability to [query, modify,
delete] the security attributesdurce and destination subject identifieis [the
authorized administratgr

6.2.5.10FMT_MSA.3 Static attribute initialisation
Hierarchical to:  No other components.

Dependencies: FMT_MSA.1 Management of securitybaites
FMT_SMR.1 Security roles

FMT_MSA.3.1 The TSF shall enforce theINAUTHENTICATED SFP, AUTHENTICATED
SFP and VPN SHRo provide [restrictive] default values for infoation flow
security attributes that are used to enforce tHe. SF

FMT_MSA.3.2 The TSF shall allow theéHe authorized administratpto specify alternative
initial values to override the default values wia@nobject or information is
created.

Application Note: The default values for the infation flow control security attributes
appearing in FDP_IFF.1 (1) and FDP_IFF.1 (2) arenided to be restrictive in the sense that
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both inbound and outbound information is deniedhgyTOE until the default values are
modified by an authorized administrator.

6.2.5.11FMT_MTD.1(1) Management of TSF data (IDS Sensor)
Hierarchical to:  No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1(1).1 The TSF shall restrict the ability to [quexyd add Sensor and audit data, and
shall restrict the ability to query and modify ather TOE dathto [the
authorized administratots

6.2.5.12FMT_MTD.1(2) Management of TSF data (Application Lerel Firewall 1)
Hierarchical to:  No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1(2).1 The TSF shall restrict the ability to [query, nfgddelete] the {iser attributes
defined in FIA_ATD.1]ito [theauthorized administratgr

6.2.5.13FMT_MTD.1(3) Management of TSF data (Application Level Firewall 2)
Hierarchical to:  No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1(3).1 The TSF shall restrict the ability tedi the [time and date used to form the
timestamps in FPT_STM.1.1b [the authorized administratpr

6.2.5.14FMT_MTD.2 Management of limits on TSF data (Applicaion Level Firewall)

Hierarchical to: No other components.
Dependencies: FMT_MTD.1 Management of TSF data
FMT_SMR.1 Security Roles
FMT_MTD.2.1 The TSF shall restrict the specification of timeits for [the number of

authentication failurefsto [the authorized administratpr
FMT_MTD.2.2 The TSF shall take the following actions, if fi@F data are at, or exceed, the
indicated limits: ctions specified in FIA_AFL.(1)1.2

6.2.5.15FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components.
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Dependencies: No dependencies.
FMT_SMF.1.1 The TSF shall be capable of performing the foltmumanagement functions [

a) administer cryptographic functionality;

b) administer web filtering functionality;

c) administer VPN functionality; and

d) administer security audit and alarm functionality

Application Note: Many of the management functians covered in FMT_MOF.1, iterations 1
through 4, as detailed in the referenced PPs. SRR is used to cover any management
functions not explicitly expressed therein.

6.2.5.16FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the followimgles puthorised administrator, and
authorised Sensor administratgrs

Application Note: The TOE does not specifically ntain a role called “Sensor administrator”.
However, an access profile may be created to mytadministrator to manage only the sensor
functionality.

FMT_SMR.1.2 The TSF shall be able to associate huosars with the authorized
administratoroles

6.2.6 Protection of the TSF (FPT)

6.2.6.1 FPT_FLS.1 Failure with preservation of secure state
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_FLS.1.1 The TSF shall preserve a secure state when Hlogviog types of failures
occur: failure of a unit in a FortiGate cluster is deted}e

Application Note: The FPT_FLS.1 requirement isyamplemented in the High Availability
configuration of the TOE.

6.2.6.2 FPT_ITA.1 Inter-TSF availability within a defined availability metric (IDS
Sensor)

Hierarchical to: No other components.
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Dependencies: No dependencies.

FPT_ITA.L1 The TSF shall ensure the availability of [auditlaensor data] provided to a
remote trusted IT product withilofie minute of creating the audit recprd
given the following conditionsgudit or Sensor data is available for
transmissioih

6.2.6.3 FPT_ITC.1 Inter-TSF confidentiality during transmis sion (IDS Sensor)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_ITC.1.1 The TSF shall protect all TSF data transmittednfthe TSF to a remote
trusted IT product from unauthorised disclosurardutransmission.

6.2.6.4 FPT_ITI.1 Inter-TSF detection of modification (IDS Sensor)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_ITIL1 The TSF shall provide the capability to detectification of all TSF data
during transmission between the TSF and a remasgéetl IT product within
the following metric: by comparing SHA-1 hash resilts

FPT_ITL12 The TSF shall provide the capability to verife timtegrity of all TSF data
transmitted between the TSF and a remote trustg@ddduct and perform
[drop and log the pacKeif modifications are detected.

6.2.6.5 FPT_STM.1 Reliable time stamps (IDS Sensor, Applitceon Level FW, Traffic
Filter FW)

Hierarchical to: No other components.

Dependencies: No dependencies.
FPT_STM.1.1 The TSF shall be able to provide reliable tinsargis for its own use
6.2.7 Trusted Path/Channels (FTP)

6.2.7.1 FTP_ITC.1 Inter-TSF trusted channel
Hierarchical to: No other components.
Dependencies: No dependencies.

FTP_ITC.1.1 The TSF shall provide a communications channevden itself and another
trusted IT product that is logically distinct formther communication channels
and provides assured identification of its end {so&nd protection of the
channel data from modification or disclosures.

FTP_ITC.1.2 The TSF shall permit [the TSF, another trustegndduct] to initiate
communication via the trusted channel.
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FTP_ITC.1.3 The TSF shall initiate communication via the tegschannel for
[authentication and High Availability Cluster comnmation].

6.2.7.2 FTP_TRP Trusted Path
Hierarchical to: No other components.
Dependencies: No dependencies.

FTP_TRP.1.1 The TSF shall provide a communications path betwiself and [remote]
users that is logically distinct form other comnmuation paths and provides
assured identification of its end points and pridd@cof the communicated data
from [modification].

FTP_TRP.1.2 The TSF shall permit [remote users] to initiadencnunication via the trusted
path.
FTP_TRP.1.3 The TSF shall require the use of the trusted fmatfproxy user, VPN User and

remote administratiopn
6.2.8 IDS Component Requirements (IDS)

6.2.8.1 IDS_COL_EXT.1 Sensor Data Collection (EXT)
Hierarchical to: No other components.
Dependencies: No dependencies.

iIbs_coL_exT.1.1  The Sensor shall be able to collect the followewgnts from the targeted IT
System resource(s):

a) [network traffic]; and
b) [no other specifically defined evehts
Ips_coL_exT.12 At a minimum, the Sensor shall collect the foliogvinformation:

a) Date and time of the event, type of event, subgentity, and the outcome
(success or failure) of the event; and

b) The additional information specified in the Distaolumn of Table 3 Sensor

Events.
Component Event Details
IDS_ COL_EXT.1 Start-up and shutdown none
IDS_ COL_EXT.1 Identification and User identity, location,
authentication events source address, destination
address
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Component Event Details

IDS_COL_EXT.1 Data accesses Object IDS, requested
access, source address,
destination address

IDS _COL_EXT.1 Service Requests Specific servicars®
address, destination address
IDS_ COL_EXT.1 Network traffic Protocol, source a€ésls,
destination address
IDS_COL_EXT.1 Security configuration Source address, destination
changes address
IDS_COL_EXT.1 Data introduction Object IDS, locatiof

object, source address,
destination address

6.2.8.2 IDS_RDR_EXT.1 Restricted Data Review (EXT)
Hierarchical to: No other components.
Dependencies: No dependencies.

IDS_RDR_ExT.1.1  The Sensor shall provid@diministrator$ with the capability to readll
entrieg from the Sensor data.

IDS_RDR_ExT.12  The Sensor shall provide the Sensor data in anarasuitable for the user to
interpret the information.

IDS_RDR_ExT.1.3  The Sensor shall prohibit all users read aceetset Sensor data, except those
users that have been granted explicit read-access.

6.2.8.3 IDS_STG_EXT.1 Guarantee of Sensor Data Availabilitf EXT)
Hierarchical to: No other components.
Dependencies: No dependencies.
Ips_sTc_ExT.1.1  The Sensor shall protect the stored Sensor datadnauthorised deletion.

IDs_sTG_exT.1.2  The Sensor shall protect the stored Sensor datarhodification.

Application Note: Authorized deletion of data istiwonsidered a modification of Sensor data in
this context. This requirement applies to the dataatent of the Sensor Data, which should be
protected from any modifications.

IDs_sTG_exT.1.3  The Sensor shall ensure thie authorized administrator's selection of all or
the most recehSensor data will be maintained when the followaagditions
occur: [Sensor data storage exhaustion].
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6.2.8.4 IDS_STG_EXT.2 Prevention of Sensor Data Loss (EXT)
Hierarchical to: No other components.
Dependencies: No dependencies.

IDs_sTG ExT.2.1  The Sensor shall provide an authorized admingtthe capability to select
one of the following actions

a) prevent Sensor data, except those taken by therget user with special
rights; or

b) overwrite the oldest stored Sensor data.]
and send an alarm if the storage capacity has fleaehed.
6.2.9 Anti-Virus Action Requirements (FAV)

6.2.9.1 FAV_ACT_EXT.1 Anti-Virus Actions (EXT)
Hierarchical to: No other components.
Dependencies: No dependencies.

FAV_ACT_ExT.1.1  The TSF shall provide an authorized administrtercapability to select one
or more of the following actions:

* quarantine the content of the information flow
* remove the content of the information flow

to be taken on detection of a virus in an inforioatilow.

FAV_ACT ExT.12  The TSF shall provide a secure mechanism to egtlatvirus signatures used
by the TSF.

Application Note: Virus signature updates consfaipdates to both the virus signature
database and the processing engine for the detedtidrus attacks. The TOE provides specific
guidance to administrators noting that in the eatd configuration of the TOE, only the virus
signature database updates may be applied to tke TO
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6.3 SECURITY REQUIREMENTS RATIONALE

The following table provides a mapping betweenSk&s and Security Objectives.

O.ACCESS

O.ACCOUN

O.AUDITS

O.AUDREC

O.EADMIN

O.ENCRYP
O.EXPORT
O.IDACTS

O.IDAUTH

O.INTEGR

O.INTEGRITY
O.LIMEXT
O.MEDIAT
O.0FLOWS
O.PROTCT

O.SECFUN

O.SECSTA

O.SELPRO
O.SINUSE
O.TIME

0.VIRUS

FAU_ARP.1

x

FAU_GEN.1

x

FAU_GEN.2

FAU_SAA.1

FAU_SAR.1

FAU_SAR.2

FAU_SAR.3

FAU_SEL.1

FAU_STG.2

FAU_STG.4

FCS_CKM.1

FCS_CKM.4

FCS_COP.1

FDP_IFC.1(1)

FDP_IFC.1(2)

FDP_IFC.1(3)

FDP_IFC.1(4)

FDP_IFF.1(1)

FDP_IFF.1(2)

FDP_IFF.1(3)

FDP_IFF.1(4)

FDP_RIP.2

FIA_AFL.1(1)

FIA_AFL.1(2)

FIA_ATD.1

FIA_UAU.1

FIA_UAU.4
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FIA_UAU.5 X X
FIA_UID.2 X X X
FMT_MOF.1(1) X X X
FMT_MOF.1(2) X X X X
FMT_MOF.1(3) X X X
FMT_MOF.1(4) X X X
FMT_MSA.1(1) X X X X
FMT_MSA.1(2) X X X X
FMT_MSA.1(3) X X X | X
FMT_MSA.1(4) X X x| x
FMT_MSA.1(5) X x| x
FMT_MSA.3 X x| x
FMT_MTD.1(1) X X | X X
FMT_MTD.1(2) X
FMT_MTD.1(3) X
FMT_MTD.2 X
FMT_SMF.1 X
FMT_SMR.1 X X
FPT_FLS.1 X X
FPT_ITA.1 X
FPT_ITC.1 X X
FPT_ITT.1 X X
FPT_STM.1 X X
FTP_ITC.1 X
FTP_TRP.1 X
IDS_COL_EXT.1 X
IDS_RDR_EXT.1 | X X X
IDS_STG_EXT.1 X
IDS_STG_EXT.2 X X X X
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Table 12 - Mapping of SFRs to Security Objectives
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6.3.1 Security Functional Requirements Rationale Relatedo Security Objectives

Table 13 shows the Security Functional RequiremRatgonale related to Security Objectives.

Objective:
O.ACCESS

The TOE must allow authorized users to accessappyopriate TOE
functions and data.

Security Functional
Requirements:

FAU_SAR.2 Restricted audit review

FAU_STG.2 Guarantees of audit data availability
FIA_UAU.1 Timing of authentication

FIA_UID.2 User identification before any action

FMT_MTD.1(1) Management of TSF data (audit data)

IDS_RDR_EXT.1 Restricted data review

IDS STG_EXT.2 Prevention of sensor data loss

Rationale:

The TOE restricts the review of audit data to thgissted explicit
access in accordance with FAU_SAR.2, and protéetaitidit data
from deletion as well as guarantee the availabdftthe audit data in
accordance with FAU_STG.2. Users authorized tossectiee TOE arg
defined using an identification and authenticapoocess as directed
by FIA_UID.2 and FIA_UAU.1. Only authorized adnsiators of
the Sensor may query and add Sensor and auditadaitadicated in
FMT_MTD.1. The Sensor is required to restrict teei@w of
collected Sensor data to those granted with expéeid access in
accordance with IDS_RDR_EXT.1, and the sensor ptothe
Sensor data collected from an IT System from anglifivation and
unauthorized deletion as detailed in IDS_STG_EXT.1.

\L4

Objective:
O.ACCOUN

The TOE must provide user accountability for infatran flows
through the TOE and for authorized administrat@r efssecurity
functions related to audit.

Security Functional
Requirements:

FAU_GEN.1 Audit data generation

FIA_UID.2 User identification before any action

Rationale:

FAU_GEN.1 outlines the data that must be includhedlidit records
and which events must be audited. FIA UID.2 erssthiat a user is
identified to the TOE prior to the execution of awtion on behalf of]
that user.
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Objective: The TOE must record audit records for data accesssise of the
O.AUDITS Sensor functions.

Security Functional | FAU_GEN.1 Audit data generation
Requirements: _ _ __

FAU_GEN.2 User identity association

FAU_SEL.1 Selective audit

FAU STG.4 Prevention of audit data loss
Rationale: FAU_GEN.1 details the set of events that the TOtrbe capable of

recording, ensuring that any security relevant etleat takes place in
the TOE is audited. This requirement also dethgsinformation that
must be contained in the audit record for eachtahl#i event.
FAU_GEN.2 ensures that the audit records assoaiager identity
with the auditable event. FAU_SEL.1 allows an autted
administrator to configure which auditable evenii$ lve recorded in
the audit trail. FAU_STG.4 mitigates audit datesldy taking
specific action when the audit trail is full.

Objective: The TOE must provide a means to record a readaidli¢ taail of
O.AUDREC security-related events, with accurate dates anesti and a means to
search and sort the audit trail based on reletsnibates.

Security Functional | FAU_ARP.1 Security alarms
Requirements: i )
FAU_GEN.1 Audit data generation
FAU_SAA.1l Potential violation analysis
FAU SAR.1 Audit review
FAU _SAR.3 Selectable audit review
FPT_STM.1 Reliable time stamps
Rationale: FAU_ARP.1 requires that the alarm be displayethatdcal

administrative console and at the remote admirtigr@onsole(s)
when an administrative session exists. FAU_ GEMsLees that
audit data is recorded, while FAU_SAA.1 definesakients that
indicate a potential security violation and willnggate an alarm.
FAU_SAR.1 provides the administrators with the dalits to read
the entire audit data contained in the audit treAU_SAR.3
complements FAU_SAR.1 by providing the administratbe
flexibility to specify criteria that can be useds®arch or sort the
audit records residing in the audit trail. FPT_STMupports the

Doc No: 1660-011-D002 Version: 2.1 Date: 6 Decendfrl Page 98 of 127



WEWA

Enabiing a More Secure Fulure

FortiGate™ Security Target

audit functionality by ensuring the availability iliable timestamp
information.

Objective:
O.EADMIN

The TOE must include a set of functions that aleffective
management of its functions and data.

Security Functional
Requirements:

FAU_ SAR.1 Audit review
FAU_SAR.3 Selectable audit review
FAU SEL.1 Selective audit

FMT_MOF.1(2) Management of security functions

behaviour (IDS Sensor)

IDS_ RDR_EXT.1 Restricted data review

Rationale: The TOE must provide the ability to review and ngasthe audit trai
in accordance with FAU_SAR.1, FAU_SAR.3, and FAULSE
The TOE provides the capability to collect and egwsensor data in
accordance with FMT_MOF.1(2) and IDS_RDR_EXT.1.
Objective: The TOE must protect the confidentiality of itsldgue with an
O.ENCRYP authorized administrator through encryption, if T@E allows

administration to occur remotely from a connectetivork.

Security Functional
Requirements:

FCS_CKM.1 Cryptographic Key Generation
FCS_CKM.4 Cryptographic key destruction
FCS_COP.1 Cryptographic operation
FTP_TRP.1 Trusted path

Rationale:

FCS_CKM.1, FCS_CKM.4, and FCS_COP.1 ensure that @t
supports cryptographic operations that are necgssgrotect the
confidentiality of its dialogue with an authorizadministrator
through encryption. FTP_TRP.1 further details {iratected
communication.

Objective:
O.EXPORT

When the TOE makes its Sensor data available &r ¢fi
components, the TOE will ensure the confidentiadityhe Sensor
data.
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Security Functional | FPT_ITA.1 Inter-TSF availability within a defined

Requirements: availability metric
FPT_ITC.1 Inter-TSF confidentiality during

transmission

FPT_ITI.1 Inter-TSF detection of modification
FTP_ITC.1 Inter-TSF trusted channel

Rationale: The TOE makes the collected data available to dihproducts in
accordance with FPT_ITA.1. The TOE protects tHeected data
from modification, and ensures its integrity whiae tlata is
transmitted to another IT product, as detailed®T HTC.1,
FPT_ITI.1, and FTP_ITC.1.

Obijective: The Sensor must collect and store information abt@vents that are

O.IDACTS indicative of inappropriate activity that may haesulted from misuse,

access, or malicious activity of IT System assetstae IDS.

Security Functional
Requirements:

IDS_COL_EXT.1 Sensor data collection

Rationale: The Sensor is required to collect events indicativiappropriate
activity that may have resulted from misuse, acomsmalicious
activity of IT System assets of an IT System, daitizl
IDS_COL_EXT.1.

Obijective: The TOE must be able to identify and authenticatb@ized users

O.IDAUTH prior to allowing access to TOE functions, datafor certain specified

services, to a connected network.

Security Functional | FAU_SAR.2 Restricted audit review

Requirements: . S
FAU_STG.2 Guarantees of audit data availability
FIA_ATD.1 User attribute definition
FIA_UAU.1 Timing of authentication
FIA_UAU.4 Single-use authentication mechanisms
FIA_UAU.5 Multiple authentication mechanisms
FIA_UID.2 User identification before any action
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FMT_MOF.1(2) Management of security functions
behaviour (IDS Sensor)

FMT_MTD.1(2) Management of TSF data (audit data)

FMT_SMR.1 Security Roles

IDS_ RDR_EXT.1 Restricted data review

IDS_STG_EXT.2 Prevention of sensor data loss

Rationale:

FAU_SAR.2 requires that the TOE restrict the revahaudit data to
those granted with explicit read-access permissind,FAU_STG.2
requires that the TOE protect the stored auditrisctrom
unauthorized deletion. Subject security attribatesuses to enforce
the authentication policy of the TOE, as detaile&iA_ATD.1. Users
authorized to access the TOE must be identifiedaaridenticated in
accordance with FIA_UID.2, FIA_UAU.1, FIA_UAU.4, dn
FIA_UAU.5. The TOE provides the ability to restrtbe management
of the behaviour of functions of the TOE to authed users as
detailed in FMT_MOF.1(2) and FMT_MTD.1. The Sensastricts the
review of collected Sensor data to those grantpticixread access, a
noted in IDS_RDR_EXT.1, and protects the colle@edsor data and
guarantees the availability of the data in the eeéstorage
exhaustion, failure or attack in accordance wit IBTG_EXT.1.
The TOE roles supporting this functionality areasled FMT_SMR.1.

Objective:
O.INTEGR

The TOE must ensure the integrity of all audit &sthsor data.

Security Functional
Requirements:

FAU_STG.2 Guarantees of audit data availability

FMT_MTD.1(2) Management of TSF data (audit data)

FPT_ITC.1 Inter-T_SF_ confidentiality during
transmission

FPT_ITI1 Inter-TSF detection of modification

IDS_STG_EXT.2 Prevention of sensor data loss

Rationale:

FAU_STG.2 ensures that the TOE protects the awadist lom
deletion, and guarantees the availability of thditadata in the event @
storage exhaustion, failure or attack. Only au#w®al administrators
may query or add audit and Sensor data, in accoedaith
FMT_MTD.1(1). The Sensor protects the collectechdaim

modification and ensures its integrity when theadattransmitted to
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another IT product, as detailed in FPT_ITC.1 and APL.1. The
TOE prevents the loss of Sensor data, as detailddS STG_EXT.2.

Objective:
O.INTEGRITY

The TOE must be able to protect the integrity dadeansmitted to a
peer TOE via encryption and provide authenticatasrsuch data.

Security Functional | FDP_IFC.1(3) Subset information flow control (VPN
Requirements: policy)
FDP_IFF.1(3) Simple security attributes (VPN Palicy
Rationale: FDP_IFC.1(3) and FDP_IFF.1(3)) satisfies this otoyecby defining
the VPN Information Flow Security Functional Polityat ensures tha
all IPSec and SSL encrypted data is authenticatddrdeqgrity is
ensured through encryption.
Objective: The TOE must provide the means for an authorizedr@dtrator to
O.LIMEXT control and limit access to TOE security functibysan authorized

external IT entity.

Security Functional
Requirements:

FMT_MOF.1(1) Management of security functions

behaviour (Traffic Filter FW)

FMT_MOF.1(3) Management of security functions

behaviour (Application Level FW 1)

FMT_MOF.1(4) Management of security functions

behaviour (Application Level FW 2)

Rationale: FMT_MOF.1(1), FMT_MOF.1(3) and FMT_MOF.1(4) enstinat
the TSF restricts the ability to modify the behaviof management
functions relevant to the firewall functionality &m authorized
administrator.

Objective: The TOE must mediate the flow of all informatioriveeen clients and

O.MEDIAT servers located on internal and external netwookeimed by the

TOE, and must ensure that residual information feopmevious
information flow is not transmitted in any way.

Security Functional | FDP_IFC.1(1) Subset information flow control
Requirements: (unauthenticated policy)
FDP_IFC.1(2) Subset information flow control
(authenticated policy)
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FDP_IFF.1(2) Simple security attributes (unautheaigd
policy)

FDP_IFF.1(2) Simple security attributes (authenéda
policy)

FDP_IFC.1(4) Subset information flow control (web
filtering policy)

FDP_IFF.1(4) Simple security attributes (web filigr
policy)

FDP_RIP.2 Full residual information protection

FMT_MSA.1(1) Management of security attributes
(Application Level FW 1)

FMT_MSA.1(2) Management of security attributes
(Application Level FW 2)

FMT_MSA.1(3) Management of security attributes
(Application Level FW 3)

FMT_MSA.1(4) Management of security attributes
(Application Level FW 4)

FMT_MSA.1(5) Management of security attributes (JPN

FMT_MSA.3 Static attribute initialization

Rationale: FDP_IFC.1(1) and FDP_IFF.1(1) detail how the TOHIiaes the

flow of information for the unauthenticated poli®quired for the

Traffic Filter Firewall and Application Level Fireall functionality.

FDP_IFC.1(2) and FDP_IFF.1(2) detail how the TOH s the

flow of information for the authenticated policyguered for the Traffic

Filter Firewall and Application Level Firewall fuhonality.

FDP_IFC.1(4) and FDP_IFF.1(4) detail how the TOH maes the

flow of information for the web filtering policy.

FDP_RIP.2 ensures that residual information fropneaious

information flow becomes unavailable on reallocatod the resource.

FMT_MSA.1(1), FMT_MSA.1(2), FMT_MSA.1(3), FMT_MSA(4),

FMT_MSA.1(5) and FMT_MSA.3 provide for the managemef that

functionality.

Objective: The TOE must appropriately handle potential audlit Sensor data
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O.OFLOWS

storage overflows.

Security Functional
Requirements:

FAU_STG.2 Guarantees of audit data availability

FAU_STG.4 Prevention of audit data loss

IDS_STG_EXT.1 Guarantee of sensor data availability

IDS_STG_EXT.2 Prevention of sensor data loss

Rationale:

The TOE protects the audit data from deletion dt ageguarantees the
availability of the audit data in the event of stge exhaustion, failure
or attack, in accordance with FAU_STG.2. The T@&pnts the loss
of audit data in the event its audit trail is fall detailed in
FAU_STG.4. The Sensor protects the collected Sateta from
modification and unauthorized deletion, as weljaarantees the
availability of the data in the event of storagbauxstion, failure or
attack, as noted in IDS_STG_EXT.1, and the Senswepts the loss
of audit data in the event its audit trail is fadl detailed in
IDS_STG_EXT.2.

Objective:
O.PROTCT

The TOE must protect itself from unauthorized migdiions and
access to its functions and data.

Security Functional
Requirements:

FAU_STG.2 Guarantees of audit data availability

FMT_MTD.1(2) Management of TSF data (audit data)

IDS_STG_EXT.1 Guarantee of sensor data availability

Rationale:

The TOE protects audit data from unauthorized ncatibn in
accordance with FAU_STG.2. FMT_MTD.1 restricts #fdlity to add
Sensor and audit data, and to query and modify &g to authorized
administrators. The Sensor protects the Sensarfaah any
modification and unauthorized deletion, in accomdawith
IDS_STG_EXT.1.

Objective:
O.SECFUN

The TOE must provide functionality that enablesathorized
administrator to use the TOE security functiongl arust ensure that
only authorized administrators are able to acces &inctionality.

Security Functional | FAU_STG.2 Guarantees of audit data availability
Requirements: . ,
FAU STG.4 Prevention of audit data loss
FIA_ATD.1 User attribute definition
Doc No: 1660-011-D002 Version: 2.1 Date: 6 Decendfrl Page 104 of 127



WEWA

Enabiing a More Secure Fulure

FortiGate™ Security Target

FMT_MOF.1(2) Management of security functions
behaviour (IDS Sensor)
FMT_MOF.1(3) Management of security functions
behaviour (Application Level FW 1)
FMT_MOF.1(4) Management of security functions
behaviour (Application Level FW 2)
FMT_MSA.1(1) Management of security attributes
(Application Level FW 1)
FMT_MSA.1(2) Management of security attributes
(Application Level FW 2)
FMT_MSA.1(3) Management of security attributes
(Application Level FW 3)
FMT_MSA.1(4) Management of security attributes
(Application Level FW 4)
FMT_MSA.1(5) Management of security attributes (JPN
FMT_MSA.3 Static attribute initialization
FMT_MTD.1(2) Management of TSF data (cryptographig
TSF data)
FMT_MTD.1(3) Management of TSF data (time TSF datg)
FMT_MTD.2 Management of limits on TSF data
FMT_SMR.1 Security Roles
FMT_SMF.1 Specification of Management Functions

Rationale:

FAU_STG.2 ensures that the audit trail is protedtech tampering,
and access to the security functionality is limitedhe authorized
administrator. FAU_STG.4 ensures that the autedremdministrator
will be able to manage the audit trail if it shoblelcome full.
FIA_ATD.1 allows for the provision of attributes tlistinguish user
permissions and support accountability.

The FMT_MOF iterations detail a list of securitynfitions supported
by the TOE. The FMT_MSA.1 iterations further detae
functionality required to manage the TOE, and &irret that
functionality to authorized users. The FMT_MTDr@tons describe
the types of TSF data, and detail how access sadétia must be
restricted. FMT_MTD.2 ensures that the TSF resttiice specification
of limits on the number of unauthenticated failu@she authorized
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administrator and specifies the action to be takimits on the TSF
data are reached or exceeded. FMT_SMF.1 alsofigsecianagement
functions, and FMT_SMR.1 details the security rdepporting all
this functionality.

Objective: Upon initial start-up of the TOE or recovery from iaterruption in
O.SECSTA TOE service, the TOE must not compromise its ressior those of
any connected network.
Security Functional | FAU_STG.2 Guarantees of audit data availability
Requirements: _ )
FAU_STG.4 Prevention of audit data loss
FMT_MOF.1(1) Management of security functions
behaviour (Traffic Filter FW)
FMT_MOF.1(3) Management of security functions
behaviour (Application Level FW 1)
FMT_MOF.1(4) Management of security functions
behaviour (Application Level FW 2)
FMT_MSA.1(1) Management of security attributes
(Application Level FW 1)
FMT_MSA.1(2) Management of security attributes
(Application Level FW 2)
FMT_MSA.1(3) Management of security attributes
(Application Level FW 3)
FMT_MSA.1(4) Management of security attributes
(Application Level FW 4)
FMT_MSA.1(5) Management of security attributes (JPN
FMT_MSA.3 Static attribute initialization
FPT_FLS.1 Failure with preservation of secure state
Rationale: FAU_STG.2 ensures that the audit trail is protedtech tampering,

the security functionality is limited to the autla®d administrator and
that start-up and recovery does not compromiseatldé records.
FAU_STG.4 ensures that the authorized administraiibbe able to
administer the audit trail, should it become fulhe FMT_MOF.1
iterations restrict the ability to perform variosscurity management
functions to authorized administrators, mitigatthg risk of
compromise to TOE or other connected resourcesFME MSA.1
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iterations ensure that the TSF enforces the va&#is to restrict the
ability to modify TOE security attributes. FMT_MS3\provide for
restrictive default values to ensure that the fildwnformation is
denied, unless specifically authorized.

FPT_FLS.1 allows for further protection, maintamia secure state ir
the case of failover.

Objective: The TOE must protect itself against attempts byuthnaized users to
O.SELPRO bypass, deactivate, or tamper with TOE securitgtions.
Security Functional | FAU_STG.2 Guarantees of audit data availability
Requirements: _ ]
FAU STG.4 Prevention of audit data loss
FIA_AFL.1(1) Authentication failure handling
FIA_AFL.1(2) Authentication failure handling
FPT_FLS.1 Failure with preservation of secure state
Rationale: FAU_STG.2 ensures that the audit trail is protedtech tampering,

the security functionality is limited to the autla®d administrator and
that start-up and recovery does not compromisatldé records.
FAU_STG.4 ensures that the authorized administraiibbe able to
administer the audit trail if it should become full

FIA_AFL.1(1) and FIA_AFL(2) ensure that unauthodagsers cannot
perform a brute force attack in an attempt to autibate. After a
configurable number of failures, authenticationdimees unavailable to
the user until restored by an authorized admirimtra

FPT_FLS.1 allows for further protection, maintamim secure state ir
the case of failover.

Obijective: The TOE must prevent the reuse of authenticatita fa users
O.SINUSE attempting to authenticate to the TOE from a cotetenetwork.
Security Functional | FIA_ATD.1 User attribute definition
Requirements: . .
FIA_UAU.1 Timing of authentication
FIA_UAU.4 Single-use authentication mechanisms
FIA_UAU.5 Multiple authentication mechanisms
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Rationale: FIA_ATD.1 supports this objective by detailing thger attributed
used in identification and authentication. FIA_UAUFIA_UAU.4
and FIA_UAU.5 describe the multiple authenticatmachanisms, and
require their appropriate use in all attempts tivawticate at the TOE
from an internal or external network.

Objective: O.TIME | The TOE shall provide reliable time stamps andctygability for the
administrator to set the time used for these titamps.

Security Functional | FPT_STM.1 Reliable time stamps
Requirements:

FMT_MTD.1(3) Management of TSF data (AppFW?2)
Rationale: FPT_STM.1 requires that the TOE be able to proxetiable time

stamps for its own use. FMT_MTD.1(3) provides tapability to set
the time used for generating time stamps to anoaiztu
administrator.

Obijective: The TOE will detect and block viruses containechwitan information
O.VIRUS flow which arrives at any of the TOE network interés.
Security Functional | FAV_ACT_EXT.1 Anti Virus Actions

Requirements:

Rationale: FAV_ACT_EXT.1 ensures that the TOE can detect dadkb
information that may contain a virus.

Table 13 - Security Functional Requirements Rationia
6.4 DEPENDENCY RATIONALE

Table 14 identifies the Security Functional Requieats from Part 2 of the CC and their
associated dependencies. It also indicates whitbe3T explicitly addresses each dependency.

SFR Dependencies Dependency Satisfied
FAU_ARP.1 FAU_SAA.1 Yes
FAU_GEN.1 FPT_STM.1 Yes
FAU_GEN.2 FAU_GEN.1 Yes
FIA _UID.1
FAU_SAA.1 FAU_GEN.1 Yes
FAU_ SAR.1 FAU_GEN.1 Yes
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SFR Dependencies Dependency Satisfied
FAU_SAR.2 FAU_SAR.1 Yes
FAU_SAR.3 FAU_SAR.1 Yes
FAU_SEL.1 FAU_GEN.1 Yes
FMT_MTD.1
FAU_STG.2 FAU_GEN.1 Yes
FAU_STG.4 FAU_STG.1 Although FAU_STG.1 is not iroba,
FAU_STG.2, which is hierarchical to
FAU_STG.1 is included, thereby satisfying
the dependency.
FCS_CKM.1 FCS_COP.1 Yes
FCS_CKM.4
FCS_CKM.4 FCS_CKM.1 Yes
FCS_COP.1 FCS_CKM.1 Yes
FCS_CKM.4
FDP_IFC.1(2) FDP_IFF.1 Yes
FDP_IFC.1(2) FDP_IFF.1 Yes
FDP_IFC.1(3) FDP_IFF.1 Yes
FDP_IFC.1(4) FDP_IFF.1 Yes
FDP_IFF.1(1) FDP_IFC.1 Yes
FMT_MSA.3
FDP_IFF.1(2) FDP_IFC.1 Yes
FMT_MSA.3
FDP_IFF.1(3) FDP_IFC.1 Yes
FMT_MSA.3
FDP_IFF.1(4) FDP_IFC.1 FMT_MSA.3 is not included for this SFR|
FMT_MSA.3 None of the security attributes used by the
web filtering SFP have default values.
User ID and User Group have no values
until assigned. Only the local category and
override attributes are set within the TOE,
and these have no values until assigned
Therefore, the dependency is satisfied.
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SFR Dependencies Dependency Satisfied
FDP_RIP.2 None Yes
FIA_AFL.1(1) FIA_UAU.1 Yes
FIA_AFL.1(2) FIA_UAU.1 Yes
FIA_ATD.1 None Yes
FIA_UAU.1 FIA_UID.1 Yes
FIA_UAU.4 None Yes
FIA_UAU.5 None Yes
FIA_UID.2 None Yes
FMT_MOF.1(1) FMT_SMR.1 Yes

FMT_SMF.1
FMT_MOF.1(2) FMT_SMR.1 Yes
FMT_SMF.1
FMT_MOF.1(3) FMT_SMR.1 Yes
FMT_SMF.1
FMT_MOF.1(4) FMT_SMR.1 Yes
FMT_SMF.1
FMT_MSA.1(1) FDP_IFC.1 Yes
FMT_SMR.1
FMT_SMF.1
FMT_MSA.1(2) FDP_IFC.1 Yes
FMT_SMR.1
FMT_SMF.1
FMT_MSA.1(3) FDP_IFC.1 Yes
FMT_SMR.1
FMT_SMF.1
FMT_MSA.1(4) FDP_IFC.1 Yes
FMT_SMR.1
FMT_SMF.1
FMT_MSA.1(4) FDP_IFC.1 Yes
FMT_SMR.1
FMT_SMF.1
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SFR Dependencies Dependency Satisfied
FMT_MSA.3 FMT_MSA.1 Yes
FMT_SMR.1
FMT_MTD.1(1) FMT_SMR.1 Yes
FMT_SMF.1
FMT_MTD.1(2) FMT_SMR.1 Yes
FMT_SMF.1
FMT_MTD.1(3) FMT_SMR.1 Yes
FMT_SMF.1
FMT_MTD.2 FMT_MTD.1 Yes
FMT_SMR.1
FMT_SMF.1 None Yes
FMT_SMR.1 FIA_UID.1 Yes
FPT FLS.1 None Yes
FPT_ITA.1 None Yes
FPT_ITC.1 None Yes
FPT ITIL1 None Yes
FPT STM.1 None Yes
FTP_ITC.1 None Yes
FTP_TRP.1 None Yes
IDS _COL_EXT.1 None Yes
IDS_ RDR_EXT.1 None Yes
IDS_STG_EXT.1 None Yes
IDS_STG_EXT.2 None Yes
FAV_ACT EXT.1 None Yes

Table 14 - Functional Requirement Dependencies
6.5 TOE SECURITY ASSURANCE REQUIREMENTS

The TOE assurance requirements for this ST coabtbie requirements corresponding to the
EAL 4 level of assurance, as defined in the CC Baaugmented by the inclusion of Systematic
Flaw Remediation (ALC_FLR.3). EAL 4 was chosendompetitive reasons. The developer is
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claiming the ALC_FLR.3 augmentation since thereaaneimber of areas where current Fortinet
practices and procedures exceed the minimum reqairts for EAL 4.

The assurance requirements are summarized in T&ble

Assurance Components
Assurance Class
Identifier Name
ADV_ARC.1 Security architecture description
ADV_FSP.4 Complete functional specification
Development Implementation representation of the
ADV_IMP.1
- TSF
ADV_TDS.3 Basic modular design
AGD_OPE.1 Operational user guidance
Guidance documents
AGD_PRE.1 Preparative procedures
ALC CMC .4 Production support, acceptance
- procedures and automation
ALC_CMS.4 Problem tracking CM coverage
ALC DEL.1 Delivery procedures
Life-cycle support ALC_DVS.1 Identification of security measures
ALC _FLR.3 Systematic flaw remediation
ALC LCD.1 Developer defined life-cycle model
ALC TAT.1 Well-defined development tools
Security Target Evaluation| ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction
ASE_0OBJ.2 Security objective
ASE_REQ.2 Derived security requirements
ASE_SPD.1 Security problem definition
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Assurance Components
Assurance Class
Identifier Name
ASE_TSS.1 TOE summary specification
ATE_COV.2 Analysis of coverage
ATE_DPT.1 Testing: basic design
Tests
ATE_FUN.1 Functional testing
ATE_IND.2 Independent testing - sample
Vulnerability Assessment AVA VAN.3 Focused vulndlisp analysis

Table 15 - EAL 4 Assurance Requirements

6.6 PROTECTION PROFILE TAILORING

The following tailoring was applied to the Applicat Level FW PP, the Traffic Filter FW PP
and the IDS Sensor PP to produce this ST. All gharare compliant with demonstrable PP
conformance in accordance with Section D3 of the CC

The following tailoring was performed with respézthe three referenced PPs:

a)
b)
c)
d)

e)

f)

Additional threats were added, but these threasar contradictory and only add to the
required functionality of the TOE;

Additional organizational security policies werealad, but these are not contradictory
and only add to the required functionality of theH;

Additional security objectives were added, but ¢haie not contradictory and only add to
the required functionality of the TOE;

In response to consumer demand, the assurancegeasks upgraded from EAL2 to
EAL4, augmented by ALC_FLR.3; and

The names of the security objectives for the emvirent were changed from the
“O.XXX" notation in the FW PPs to “OE.XXX” notatioto provide a clearer distinction
from the TOE security objectives, which are lalgel®.XXX".

A.ACCESS was removed as an assumption, as the pisarwas not appropriate for
the Application Level FW PP and the Traffic FilleN PP. OE.INTROP was removed
as there is a 1-to-1 mapping between A.ACCESS d&adNJROP. This assumption and
objective for the environment are not necessath@$DS function is performed on data
passing through the TOE (not collected from systerternal to the TOE) and is
processed based on rules internal to the TOE. efdrerit is unnecessary to restrict the
environment in such a way. A.SINGEN was addechguee that the TOE has access to
all information (e.g. traffic) it needs.
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9)

h)

)

K)

FDP_RIP.1 (from the FW PPs) was replaced with FOP.R Since FDP_RIP.2 is
hierarchical to FDP_RIP.1, the PP requirement it me

FAU_GEN.1.1 — Subparagraph c) from the PP was m&bto include the requirements
from all three PPs.

The PP-specific requirements for audit data germrdFAU_GEN.1) were merged with
other audit requirements into one comprehensive;tab

FAU_STG.1 was replaced with FAU_STG.2. Since FAUGS is hierarchical to
FAU_STG.1, the requirement from the FW PPs has besn

From the Application Level Firewall PP, FIA_UAU.5-1Added device level X.509
certificate based authentication mechanism in supdd/PN peers;

Several assumptions not included in the IDS SeRBowere included in the Firewall
PPs, and are therefore included in the ST;

m) FAU_SAA.1.1 from the IDS Sensor PP - 'the auditeeh¢s' was changed to 'events’,

n)

0)

FAU_STG.2.2 — The IDS Sensor PP requires that goiant TOE ‘detect’ audit trail
modifications. The requirement has been refindaetonore restrictive by replacing the
word ‘detect’ with ‘prevent’;

FIA_UID.1 was replaced by FIA_UID.2. Since FIA_UMDis hierarchical to
FIA_UID.1, the IDS Sensor PP requirement is mett an

p) IDG_STG_EXP.2 — This requirement from the IDS Sei®® has been refined to show

that the TOE is capable of two, rather than just ohthe selections provided by that PP.
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7 TOE SUMMARY SPECIFICATION

This section provides a description of the secduhctions and assurance measures of the TOE
that meet the TOE security requirements.

7.1 TOE SECURITY FUNCTIONS
A description of each of the TOE security functidoléows.
7.1.1 Security Audit

The TOE creates audit records for administrativenés; potential policy violations and
information flow decisions. The TOE records thentity of the administrator or user who
caused the event for which the audit record isteceaThe TOE applies timestamps to auditable
events as they occur.

The administrator can review, search and sort tiokt @ecords. Filtering which audit records are
to be displayed may be done using the FortiOS tefeature, which allows reports to be
configured and run from logs stored on the Fortw@Qatit's hard drive. Report configurations
essentially provide a means of filtering and sgrtmgs. This is only supported in the Network
Web-Based GUI. The audit records are stored lpcading memory, a hard disk or a FLASH
memory card depending on the model. The storageaieused by each model for audit record
storage are identified in Table 2.

An authorized administrator specifies whether tETprevents the loss of audit records or
provides log rolling capabilities. If log rolling not enabled, reaching 95% of the audit storage
capacity results in the TOE entering an error makieh shuts down the network interfaces and
therefore prevents the occurrence of auditableteemrcept those taken by an authorized
administrator to clear the error mode). When tlé=Ts in the error mode, only administrative
access is allowed and this access is restrictad tuthorized administrator. The 95% audit log
threshold limit allows the TOE to record the actidaken by an authorized administrator to clear
the error mode. When log rolling is enabled thaest audit records are overwritten.

If the TOE is operating as part of an Active-Acti@ cluster, the HA master logs all
administrative events for the cluster. The stafusach node in a clustered TOE is identified by
a heartbeat. When the heartbeat response is reweddrom a slave node, the master node no
longer routes packets to the failed node. In thenethat the master fails, an existing node in the
cluster will be promoted to become the master nddee HA master also logs all potential

policy violations and information flow decisionsatht processes. HA slaves log all potential
policy violations and information flow decisionsatithey process. The administrator can access
slave audit records through the master HA unit.

If the audit log of any node in a cluster becomals fhat node takes the action specified for the
master node. If this action is to shut down the TitErfaces the following will result:

a. If the audit log of a slave node becomes full {(aetictive cluster), the slave node drops
out of the cluster,;

b. If the audit log of a master node becomes fulliyaeactive cluster), the master node has
failed and one of the slave nodes will become e master node; and
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c. If the audit log of the master node (active-passiuster) becomes full, the master node
has failed and the backup node will take over asriaster node.

Upon detecting a potential policy violation, the E@nmediately displays an alarm message
identifying the potential policy violation and, thie option of an authorized administrator,
generates an audible alarm and makes accessikdeiditerecord contents associated with the
auditable event(s) that generated the alarm. TIDe displays alarm messages and sounds the
audible alarm until the alarm has been acknowledged

TOE Security Functional Requirements addressed: BRP.1, FAU_GEN.1, FAU_GEN.2
FAU SAA.1, FAU_SAR.1, FAU_SAR.2, FAU SAR.3, FAU_SHI FAU_STG.2 and
FAU _STG.4.

7.1.2 ldentification and Authentication

In order to protect the TOE data and servicesTtBE requires identification and authentication
for all administrative access and network user sst@ specific services. The TOE maintains
identity, role/authorization and authenticationadit support this functionality. Identification
and authentication is always enforced on the seriaiface (local console). On the network
interfaces identification and authentication isoeoéd for all administrator access, specific
services, and VPN users. For local administratbesjdentification and authentication
mechanism is a username and password combinatiorerhote administration and user access
to Telnet and FTP protocols, a FortiToken one-tpassword is required for authentication.
Proxy users and administrators are presented véaitsi@m screen (configurable by an
authorized administrator) prior to authenticatiang must access this screen and authenticate
prior to access. VPN users authenticate using predtkeys or certificates for IPSec VPNs and
certificates for SSL VPNs. The accounts are crebyean authorized administrator over the
serial or network interfaces. All proxy user sessi VPN user sessions, and administrator
sessions are subject to a time out value. Whessaaseis inactive for a period of time which
exceeds this value, the session is terminateddoy @E. An authorized administrator may set
the timeout value in the range from 1 to 480 misuféhe timeout values for proxy user sessions
and administrator sessions are independent andmagt to different values by an authorized
administrator. The user is required to re-auttvatei to gain access following timeout.

The account of an administrative user or IT ensitgisabled after a configurable number of
unsuccessful authentication attempts. An authdraministrator must take action to reenable
the account before authentication may take place.

The TOE also requires identification and authetibeafor high availability units in a cluster.
Each unit has a unique identifier (username) aslgeaed password.

The USB interface does not directly require idécation and authentication since the authorized
administrator must be authenticated to load keys fihe USB token.

TOE Security Functional Requirements addressed: AFA..1(1), FIA_AFL.1(2), FIA_ATD.1,
FIA_UAU.1, FIA_UAU.4, FIA_UAU.5, and FIA_UID.2.
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7.1.3 Protection (Cryptographic Support and Trusted PathChannel)

The TOE provides trusted paths and trusted chanmeitected by encryption to guard against
disclosure and protected by cryptographic signatuetect modifications. The trusted paths
and trusted channels are logically distinct frofmentcommunication paths and provide assured
identification of their end points.

The trusted paths are used to protect remote asimator authentication, all remote
administrator actions, Proxy User authenticatioRNvuser authentication, and all VPN user
actions. Remote administration sessions appliggd\tetwork Web-Based GUI and Network
CLL.

The Network CLI uses SSH version 2 and only sugpibit use of the following FIPS PUB 140-
2 approved algorithms to encrypt all authenticaiad communications data:

« 3DES
« AES
+ HMAC-SHA1

Only administrator accounts stored in the locahantication database are permitted to be
authenticated (i.e. root authentication and prosgraccounts cannot be used).

By default, SSH connections to the TOE are disahletimust be explicitly enabled before an
administrator can use the Network CLI interface.

The TOE supports the use of fingerprints as defindRIFC 4251, in that it provides "[a method]
for verifying the correctness of host keys, e.dieaadecimal fingerprint derived from the SHA-
1 hash [FIPS-180-2] of the public key." When awiek CLI connection is first established, the
TOE transmits a 2048-bit RSA public key to the agxtimg client which can be used to validate
the identity of the TOE. Each FortiGate unit isideded with a factory installed 2048-bit RSA
public/private key pair. However an authorized adstrator may use a USB token to replace
this key pair with another key pair which he hasegated or obtained from an alternate source.
An administrator attempting to establish a NetwGtk connection with the TOE can choose to
allow or disconnect the connection based on theeafentioned fingerprint. If the administrator
chooses to continue, the identity of the TOE issaered to be valid and the TOE prompts the
connecting client for user and password credentials

The Network Web-Based GUI uses the HTTPS protamo$écure administrator
communications. With respect to the TOE implemigonieof HTTPS, TLS version 1.0 (RFC
2246) is used to encrypt and authenticate admanistr sessions between the remote browser
and TOE. The TOE supports ciphersuites; TLS_DHEARSITH_3DES_EDE_CBC_SHA
(RFC 2246) and TLS_DHE_RSA_WITH_AES 128 CBC_SHA(R3I268).

These ciphersuites mean that the keying materdgtsrmined when the session is established
through a Diffie-Hellman (DH) exchange which cotsigf:

» Server sends 2048-bit RSA public certificate
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» Server generates, signs (RSA PKCS#1) and sendsaidngters and DH public value

» Client generates and sends DH public value. Thengayaterial is then used to
encrypt/decrypt (AES128 and 3DES) and authenti¢di@AC-SHA1L) the data
exchange.

By default, HTTPS connections to the TOE are disilaind must be explicitly enabled before an
administrator may use the Network Web-Based GUI.

When a connection is first established, the sgmesents the 2048-bit RSA certificate to the
connecting web browser. The administrator can @xanme certificate to validate the identity of
the TOE and then choose to continue with the cdioret the certificate conforms to the
expected values. Only after the certificate hakexplicitly accepted as valid will the
administrator be presented with the login page,revtige user and password credentials can be
submitted for authentication. As with the Netw@kl, only local administrator account
credentials can be used to successfully autheatioghe TOE via the Network Web-Based
GUI.

The trusted channels provide communication betvileed OE and the FortiGuard Distribution
Server and FortiAnalyzer units. These channelsogieally distinct from other communication
channels and provide assured identification ofetiné points and protection of the channel data
from disclosure. A FortiGuard Distribution Serveay be used to obtain updates to the IDS/IPS
(attack) signatures and virus definitions, and diRoalyzer unit may be used to collect and
analyze logging information.

The TOE must be explicitly configured to obtain Axd IDS/IPS signature updates from the
FortiGuard Distribution Server. A User DatagramtBcol (UDP) port must be specified for this
purpose. This UDP port is used by the FortiGuastrDution Network to advise the TOE that
signature updates are available for download. Whem OE becomes aware that an update is
available it will, if so configured, initiate a sted channel connection to the FortiGuard
Distribution Server using the factory-loaded 2048RSA certificate which is issued by the
Fortinet CA. This certificate cannot be modifieddayy TOE administrator. Alternatively, the
AV and IDS/IPS signature updates can be downloadmaually by the TOE administrator or on
a schedule (hourly/daily/weekly). A trusted chdnsealso used for these manual/schedules
updates.

AV and IDS/IPS signature updates consist of updatésth the signatures data files and the AV
and IDS/IPS processing engines. The TOE providesifsp guidance to administrators which
notes that in the evaluated configuration of theE] @nly updates to the signatures data files
may be applied.

The TOE must be explicitly configured to send lagpinformation to the FortiAnalyzer Server.
The IP address of the FortiAnalyzer must be spagtifand this address is used by the TOE to
send logging information to the FortiAnalyzer. Whbe TOE sends logging information it will,
if so configured, initiate a trusted channel coniimecto the FortiAnalyzer Server using IPSec.

The TOE uses FIPS-approved cryptography that has ineplemented in FIPS 140-2 validated
cryptographic modules. The FIPS-validated crympbic modules implemented in the TSF
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meet Security Level 1 overall and meet Securitydl&/for the following: cryptographic module
ports and interfaces; roles, services and authaitig and design assurance. The proprietary
FortiASIC™ chip is a hardware component which foyast of the validated cryptographic
modules used in the TOE. Cryptographic key destrmdiy the TOE meets the key zeroization
requirements of Key Management Security Level infllPS PUB 140-2. The TOE only stores
keys in memory, either in RAM or Flash memory. Kays destroyed by overwriting the key
storage area with an alternating pattern at least.0

The TSF provides a cryptographic function that dmiaistrator may use to verify the integrity

of all TSF data (except the audit data) and tofyehie integrity of the TSF executable code.

The TOE runs the suite of self-tests provided leyRHPS 140-2 cryptographic module during
initial start-up, at the request of an administraémd periodically at an administrator-specified
interval not less than once a day, to demonsthe&tearrect operation of the cryptographic
components of the TSF. The TOE will enter intdRS-Error Mode when failure of a self test
(integrity verification self-test, or cryptograplself-test) is detected. This mode allows the TOE
to enter into a secure state. These self-testsxa@ited on initial start-up or at the requestrof
administrator.

The TOE provides a USB interface which may be usedn authorized administrator to load
private keys for the DSA asymmetric algorithm frartSB token.

The 2048-bit RSA certificate used by the NetworkbBABased GUI can be replaced by
certificates trusted by an authorized administrafidiese keys/certificates are to be placed on
the USB token and the load operation can be exésudea Network CLI or Network Web-
Based GUI administrator session.

TOE Security Functional Requirements addressed; BB#M.1, FCS_CKM.4, FCS_COP.1,
FTP_ITC.1,and FTP_TRP.1

7.1.4 User Data Protection

The TOE operates in accordance with four informmafiow security functional policies:

a. The UNAUTHENTICATED INFORMATION FLOW SFP allows un¢henticated users
to pass information through the TOE, with firewakdiation according to the firewall
rules defined by an authorized administrator;

b. The AUTHENTICATED INFORMATION FLOW SFP allows authicated users to
pass information through the TOE, with firewall rreggbn according to the firewall rules
defined by an authorized administrator;

c. The VPN SFP allows authenticated users to sendea@ilve information protected by
trusted paths and channels to and from the TOE; and

d. The Web Filtering SFP allows users to access drdgd URLs which are allowed.

The security functional policies are implementedirasvall rules. The rules that implement the
SFPs have restrictive default values and by defauibformation is allowed to flow, and TOE
services are not available to unauthenticated useegardless of firewall rules, packets which
include specific parameters as specified by tharggdunctional requirements which define the
security functional policies are never permittegh&ss through the TOE. Modification of the
rules is restricted to an authorized administratod an authorized administrator may also
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specify alternative initial values to override thefault values. The TOE allows an authorized
administrator to view all information flows allowéxy the information flow policy rules before
the rules are applied.

The TOE mediates all information flows which pas®ugh it. For information to pass through
the TOE, it must match one of an authorized adnmatisr specified firewall rules which permit
the information flow.

The TOE ensures that all information flows providedhe TOE by external entities for transfer
to other entities are subjected to the definedviadlerules and conform to them before they are
allowed to proceed toward the destination entity.

The TSF immediately enforces revocation of a ugarmission to use the information flow and
also immediately enforces changes to the informétmw policy rules when applied. The TOE
also immediately enforces the disabling of a serwbich was available to an unauthenticated
user.

The TOE ensures that no information from previoystycessed information flows is transferred
to subsequent information flows. This applies dotmformation that is input to the TOE from
an external source and to information (e.g., pagltits) that might be added by the TOE during
processing of the information from the externalrseu The TOE also ensures that TSF data
may not be replayed.

The TOE follows a sequence of ordered steps inrdocdéecide whether or not a requested
information flow is allowed to proceed. The vemgt processing step performed by the
FortiGate unit on incoming information is an inspec for IDS/IPS anomalies which target the
TOE directly. Examples of IDS/IPS anomalies inclsga floods, ping of death, source routing
and port scans. If the incoming information fleswniot blocked by the inspection for IDS/IPS
anomalies, it is next processed against the firguadicy rules and authentication requirements.
If the incoming information flow is allowed by tHieewall policy rules (using the first match
algorithm) and if any required authentication hasrbcompleted successfully, the incoming
information flow may be subject to additional redtons based on any Protection Profile which
is associated with the firewall policy rule whidloaved the information flow.

Protection Profiles are used to define additiondrmation flow restrictions which may be
based on any or all of the following types of imf@tion:

* Scheduling

*  SMTP commands

«  SMTP MIME types

* FTP subcommands

* HTTP request methods
* Virus signatures

» IPS signature matching

Only an authorized administrator may create, modifgelete a Protection Profile. Additionally,
only an authorized administrator may associateogeBtion Profile with a firewall policy rule.
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If the request is an HTTP or HTTPS, the URL mayghbecked against the FortiGuard Web
Filtering Policy. FortiGuard Web Filtering is madp of an external service which provides
category, category group and classification infdramafor any requested website, and an
internal policy that applies that information. WiheortiGuard Web Filter is enabled in a web
filter profile, the setting is applied to all fir@l policies that use this profile. When a request

a web page appears in traffic controlled by ontnes$e firewall policies, the URL is sent to the
nearest FortiGuard server. The URL category igmetl If the category is blocked, the TOE
provides a replacement message in place of theeséegl page. If the category is not blocked, the
page request is sent to the requested URL as normal

The specific steps used by the TOE to process imgpmformation flows and enforce its
security policy are summarized below:

1. Local IDS/IPS Anomaly protection (kernel level);

2. Firewall flow control policy enforcement: First nahed policy must explicitly allow
traffic to flow;

3. Authenticated flow control policies: If configurdar flow-control policy, successful
authentication required for traffic to flow; and

4. Protection Profile services (if explicitly enabled)
a. Scheduling: If scheduling is enabled, time periagstrbe explicitly allowed,
b. SMTP Commands: All SMTP commands permitted unleptiatly denied,
c. MIME Types: All MIME types permitted unless expligidenied,
d. FTP Sub-Commands: All FTP sub-commands permittéesarexplicitly denied,
e

. HTTP Request Methods: All HTTP request methods gacthunless explicitly
denied,

f. FortiGuard Web Filter: All URL requests are checkegainst the web filter policy
to determine if they are allowed or blocked.

g. Virus protection: If content is matched agains®ahsignature, the configured
action is performed, and

h. IDS/IPS Signature matching: If the nature of tharerction or content is matched
against an IDS/IPS signature, the configured agtigrerformed.

It must be noted that traffic is only passed tortbgt enforcement method if previous
enforcement methods explicitly allow the traffic.

After all security policy enforcement is performaald no further security scrutiny is required,
the packet data is forwarded to the network hostegasrmined by the configuration of the egress
interface and/or static route. Additionally, ankaarized administrator may set a maximum quota
for the amount of data received by a subject (soaralestination) in a specified period of time.
If a maximum quota has been set by an authorizedrastrator, this quota will be enforced by
the TOE.

TOE Security Functional Requirements addressed; FBR1(1), FDP_IFC.1(2),
FDP_IFC.1(3), FDP_IFF.1(1), FDP_IFF.1(2), FDP_IKB)1FDP_RIP.1.

Doc No: 1660-011-D002 Version: 2.1 Date: 6 Decendfrl Page 121 of 127



WEWA

Enabiing a More Secure Fulure FO rtl G ate ™ Sec u rlty Target

7.1.5 Security Management

Appropriately authorized administrators may readitdog data, acknowledge alarms and
manage cryptographic functionality, including thxeeution of self-tests, delete audit records
and modify the cryptographic security data, andquer all other TOE administration functions.
The TOE immediately enforces the revocation ofexr fidm an administrative access profile.

The TOE provides a web-based GUI and a CLI to maadlgpf the security functions behaviour
and security attributes required by the Applicaterel FW PP, the Traffic Filter FW PP, the
IDS Sensor PP, as well as the VPN, cryptographicsacurity audit and alarm functionality
detailed in Section 6. The TOE allows both locad &mote administration. Local
administration is performed using the Local Consdtemote administration is performed using
the Network web-based GUI or Network CLI interfaces

An administrator account consists of an administtatdentification and authentication
information, and access profile. The access pridieset of permissions that determine which
functions the administrator is allowed to accdssr any function, a profile may allow either
read only or read-write access. When an administreas read-only access to a feature, the
administrator can access the web-based managefqratat feature but cannot make changes
to the configuration. Similar permissions are ecéd for the CLI.

Each FortiGate unit comes with a default administraccount with all permissions, which may
not be deleted. The term ‘authorized administrasansed throughout this ST to describe an
administrator given the appropriate permissioneldgrm tasks as required.

TOE Security Functional Requirements addressed: AWOF.1(1), FMT_MOF.1(2),
FMT_MOF.1(3), FMT_MOF.1(4), FMT_MSA.1(1), FMT_MSAZ2), FMT_MSA.1(3),
FMT_MSA.1(4), FMT_MSA.1(5), FMT_MSA.3, FMT_MTD.1(1FMT_MTD.1(2),
FMT_MTD.1(3), FMT_MTD.2, FMT_SMF.1 and FMT_SMR.1.

7.1.6 Protection of the TSF

The TOE maintains an isolated security domaintiown execution. FortiOS is the only
application running on the TOE hardware, and nem#pplications may be loaded onto the
TOE. Administrators and users do not have aceeigtoperating system or the file system (i.e.
there are no root/system level users). The TOEstall security and configuration data in
segregated configuration files. The TOE only pdesgi identification, authentication and
information flow services to non-administrative tsseBefore establishing a user session that
requires authentication or before establishingdaniaistrative session, the TOE displays an
administrator-specified advisory notice and consearhing message regarding unauthorized use
of the TOE. Additionally, the TOE protects itskif rejecting replay of communications,
avoiding overload of its interfaces, and managegs®ns. The TOE terminates Authenticated
User, administrative sessions, and VPN sessioas aftadministrator-configurable time interval
of inactivity.

The TOE ensures that no residual data from preypagkets passing through the TOE is reused
in any way. Any residual information in any resaiig over-written or otherwise destroyed so
that it cannot be reused or otherwise accesseeraitadvertently or deliberately.

The Sensor data is made available to remote trui§tpcbducts within one minute of receipt of
request for the data, provided the data is avalédyl transmission. The TOE uses encryption to
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ensure that data transmitted from the TSF to a tetnosted IT product is protected from
unauthorized disclosure during transmission. TO& Tetects modification of TSF data
transmitted between the TSF and a remote trustgaddduct. The TOE will retransmit the data
if the remote trusted IT product detects modificas and requests a re-transmission.

The HA feature provides failover protection capi&pilvhich includes configuration
synchronization. The FortiGate units that makehgHA cluster exchange configuration
information using a proprietary protocol (FGCP)fdde any information is exchanged,
members of a HA cluster authenticate using inforomabuilt into the FortiGate unit at the time
of manufacture. Configuration information is exced every time the configuration of the
master node in a HA cluster is updated. In this,wiag slave or passive nodes in a cluster are
prepared to assume the role of master node shiogilch&ster node fail.

Time is provided by the TSF and can only be charyean authorized administrator. Changes
to the time are audited. The TOE includes a harewkck which is used to generate reliable
time stamps which in turn are used for audit res@uad to provide scheduling features for flow
control policies. The hardware clock does not tglgn any external factors in order to function
correctly. The time setting of the hardware clockyronly be modified by an authorized
administrator and all such modifications are reedroh the audit log. The integrity of the
hardware clock is verified during the TOE self-¢est

TOE Security Functional Requirements addressed: RIP2, FPT_FLS.1, FPT_ITA.1,
FPT_ITC.1, FPT_ITIL1, FPT_STM.1.

7.1.7 Intrusion Detection/Intrusion Prevention

The TOE provides an Intrusion Detection/Intrusisaw@ntion System that examines network
traffic arriving on its interfaces for evidenceiofrusion attempts. If such evidence is found, the
TOE records the event in a sensor log. The sdogas made available only to authorized
administrators, and is provided in a manner sugtétnl the administrators to interpret the
information.

The TOE protects the stored sensor data from nuadiiin and from unauthorized deletion. The

TOE allows an authorized administrator to spedity action to be taken if the storage allocated

for sensor data is full, either stop generatingseedata, or overwrite the oldest sensor data. An
alarm is sent if the storage capacity has beerhesac

TOE Security Functional Requirements addressed: @@3._EXT.1, IDS_RDR_EXT.1,
IDS_STG_EXT.1, and IDS_STG_EXT.2.

7.1.8 Anti Virus Actions
The TOE detects and prevents virus attacks corttaimthin information flows which arrive at
any of its network interfaces. An authorized adstiaitor may configure the TOE to block and

or quarantine a virus which is detected in an imfation flow. The TOE provides a secure
mechanism via a trusted channel for the updateéro$ wignatures used by the TSF.

TOE Security Functional Requirements addressed: BT _EXT.1,
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TERMINOLOGY AND ACRONYMS

7.2 TERMINOLOGY
The following terminology is used in this ST:
Term Description

Firewall Rules Firewall rules are configuration graeters set by an authorized
administrator that allow or deny data flow through TOE. These
rules may optionally include the use of a firewatbtection profile
that enforces AV and IDS/IPS configuration paramsete

FortiGate Clustering A proprietary protocol used to exchange data tdigare and

Protocol synchronize the FortiGate units that form a Higrakability
cluster.
Local Console A management console (may be a canmadrkstation or VT100

type terminal) connected directly to the TOE. Alilgb the Local
Console falls outside the TOE Boundary it is lodatethe same
physical location as the TOE and therefore is mhediwith the
same physical protection as is provided for the TOE

Network Management A computer located remotely from the TOE but whihble to
Station establish a network connection to the TOE. The detw
Management Station falls outside the TOE Boundary.

Presumed Address The TOE can make no claim ag te#h address of any source or
destination subject; the TOE can only supposetheste addresses
are accurate. Therefore, a ‘presumed addresses tasidentify
source and destination addresses.

Protection Profile Both the Common Criteria andtifet use the term Protection
Profile. Within this ST, the context generally makeclear which
usage is appropriate. However, for clarity, the iage is
generally noted by the abbreviation PP while theifet usage is
always denoted by spelling out the complete term.

7.3 ACRONYMS
The following acronyms are used in this ST:

Acronym Definition
AES Advanced Encryption Standard
ANSI American National Standards Institute
ASIC Application-specific Integrated Circuit
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Acronym
AV
CAVP
CBC
ccC
CLI
CM
CMP
CMVP
CRL
DES
DH
DNS
DOS
EAL
FGCP
FIPS
FTP
FW
GUI
HMAC
HTTPS
IDS
IKE
IMAP
IPS
IPSec

Definition

Anti-Virus

Cryptographic Algorithm Validation Program
Cipher-block Chaining

Common Criteria

Command Line Interface

Configuration Management

Certificate Management Protocol
Cryptographic Module Validation Program
Certificate Revocation List

Data Encryption Standard

Diffie-Hellman

Domain Name Service

Denial of Service

Evaluation Assurance Level

FortiGate Clustering Protocol

Federal Information Processing Standards
File Transfer Protocol

Firewall

Graphical User Interface

Hash Message Authentication Code
Hypertext Transfer Protocol Secure
Intrusion Detection System

Internet Key Exchange

Internet Message Access Protocol
Intrusion Prevention System

Internet Protocol Security
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Acronym
IPv4, IPv6
IT
LCD
n/a
NAT
NIST
NTP
PKCS
POP3
PP
rDSA
RFC
RSA
SFP
SFP
SFR
SHA
SMTP
SNMP
SSH
SSL
ST
TCP
TCP/IP
TDEA
TFTP

Definition

Internet Protocol version 4, InternadtBcol version 6
Information Technology

Liquid Crystal Display

Not Applicable

Network Address Translation

National Institute of Standards and Technology
Network Time Protocol

Public-Key Cryptography Standards
Post-Office Protocol Version 3

Protection Profile

RSA Digital Signature Algorithm

Request for Comments

Rivest, Shamir and Adleman

Security Functional Policy

Small form factor pluggable (in hardware table)
Security Functional Requirement

Secure Hash Algorithm

Simple Mail Transfer Protocol

Secure Network Mail Protocol

Secure Shell

Secure Sockets Layer

Security Target

Transmission Control Protocol

Transmission Control Protocol/Internet Pcoto
Triple Data Encryption Algorithm

Trivial File Transfer Protocol
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Acronym Definition
TOE Target of Evaluation
TSF TOE Security Functionality
UDP User Datagram Protocol
USB Universal Serial Bus
UTM Unified Threat Management
VLAN Virtual Local Area Network
VPN Virtual Private Network
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