Australian Government

C\ Ausfralian
Cyber Security
_\ \) Centre

Australian Signals Directorate

Australian Informatlon Securlty' R
Evaluatlon Program

v s 4@ s - s s
N YT Y Y T PY Y
N R T ST I
-Certlflcatlon Report oo
g v e mom ® 4 - « = » » 5 4 4am 4
: 40 - . s = m
’ A
. Rubrik Securlty Cloud Prlvate v2 3
>
A 4« - H4nm
e H O - ......................
comm Ver5|onlOO4June2024 e
4 A 4P « N I R B
ArEpHER-~- - s dqe
He «94nm - - “ s om RIS e 1 |
::::: D_Cumentreference AISEPCCCR-2024EFTTO37CRV10“‘::'_:;=:' B
» @ m o « |«(€ertification explres five yea.rs from certification report date) s o0 c/NTC o d
AP O <<ol» - . .o « = 4 s> s e m o« o« e om ........... S
ABOOOonE 4A)p « P T T T T R < AA> o « nmHE
4dOAdE A <«mqe - - . ] c AA" - - BT )
HO)>HALAG®D Ao . . . - - e o - DG | SR YN |
([ E N FY NN N B DI . PR - Ade n s PO =
> AAAAN® e 4 A= - . s . s "+ <« m 4@ A -« H» <« - «c s 00> 4
4P OOP O 4 <ip . -« . B > 4 A A e . .o - Ad: - « > A amO <
dAABONEA» « « 4. “ 4 & 4 e 4 4 WM A4 = <« s @ H A DA - « A ® A ® 4 A A
AdABBAE>» E <« A 4« + m = < o * 4 <« AN AN <o u = Pp@e - e @ 0> O 4N e
4dAAO> OO A AN «H + . < m > > AAd4d>r «arum <«>» > AR > A B P AP> e 4
BEEHA9@®>» P> HEHEAL>» @ > = B . & & & 4 4 5 &« m & o 8 & » » @ 5 & » 5 B 4 <« » « > r APFPPFPPFPFES
AOOHNENEAONE A A A 4 + » 5 <« B > 4 A NEEALAOFPHEHO®PFPOHE<4ANG®HELE « = + = = « o - <« s> m 400 «EHEE<0
AR AEAP AP 40> H o5 > 4 B <« HOAAN O A ANACAPHAACAD A4 . LI <« e 40> AO®P> Aad
OAO P HAPEr «mooncsorruoHPHAALANP AHNOEP»»>»» - - . A:c0erdoermHOemLoOn
PP AOP AR AO» A> A <00 A <B>r A4dEs « QP isPpior s i < . . . . »r EEeOeNALACCANGS®
EEAOCA P HOP ACHEO®LCALOG®E® <« = s rq4qr + ««>rH«aN . e Assmao<cOorPrar>r a4
AP AMOAEP P 0 A LAO CHO® < 44O® < i+ o4 srinq004- . . cAasr <M ANOAOAACA®
dp PP AdAAAN A AL AE A A<« <HEB>» o o <5 «ar> ibird:r o - . . " e « <« o HO> P> HEHLAP AP A>
AGOANOOAGHOE L AP P AP <> <« <1 s n s 0p > HOA4ON - - c e e I N R BN I A
POOGOOPHAAOEANE > PP o> <> = « s s R EHOAPAPDPDA4OA) - i 4+ 4 s e mAaEENAAAAENELAS®
QABNNAAAAAP PP AA0 A i <n > sno<am>r  HPPA4Od4dA - - "« b e i r M AAAdAAANOPE
AP P AOAEP AOP HAANEE > = o0 s «<0Hi < .ir»rAdHEPdBEA4«- . ® 4+ 4 4 4 0o HEO® AP A AAA
HHAE AP A BEHAAOHE AN <« <« <P rEHOPPeo «n «n <o rPpAOAAAAALA - A > > 4 e m® a0 Aa> OPFP PP AdEnR
HEEEE> < EEEEHABNELA® i ddB AA4A> s »>» ««asnm«  OOHOEAO A « i e s 4 s A A e HOACOP
PHPAGHP PP OO A0 (< ABREPEPON e rnounr> <o «pPHAPAOPP AL« =4 « ¢ » » » » B> 00 HP>A> E»
AOHAAGOAHNO)P A AHO AN AAOGOHOE AL <« > «omnnr «nom <0 iQADAOHEI AL ¢+ s 2> 4 0 a0 pr AR A > «
PAAANNAEEENAP AA AP P AAO AN > « s orarominmirrirAdPpHAAAA >+ « o0 s0r «<AN>E <R
QAo P HO P A HEEPPHE> A<4AP 0 A isn <« <o «onm«nnnmr «rnsoBJEHrPrE»e* <> 4 a0 rm <0 rEHAis <> aie
PHAOE AAAP 400> AH A CAHAE <A i oo srmsme s anmeoen<«runifAlrairsmnsopdAPp <« <BH 0P <> o H <«
PPrAHOEE<AEEAPPAPEPOEP L «F <4 <0 4 B 0 0B 0 ON <« <4> 0 4<44iArr <0sidddOP 40 40 <« 4 «mEH»
OOP HAAAAO PP AP P HAOGHED> A B 4 0 F F B 4> 4> 4 db 44ir BB AR <> s s« <«HBAPHPOP» «E i «ame.
PO AAP AN AN AOHN A AAAOGOON « <4 4«Pr caroso0ssiasmrrriorom<onoe<«r0PpOHAPEALL» A asre
QOAAAVPHAP HAP AA®O® i «>» EEEEAERP «<issrunnromririrnnor abddP AOANA<ALmer <> .
PAAP O AOP AP PP PP <> > EEEPF A0 4F B> > B iAo obr di10rb B« <00idd0 AP HOAP O «<r a0
AdOAPPEPEOP PP <> > B <r 4 F 4« 4> 0F 4 sr om0 iriorBerr s <slHO00A<AO<4APEPE L0 4 ian
».A..A.A."‘AbAlb.dldbA..AbIb44>b!4ll.bb4bbr4.>‘<..‘...>“‘qbq.
PPrOAdP O AAAEP P> ¢ <0 « < i «BFPEHOEPrLiLaroaramrrrorRNoeorAdAREPIOOACOO.L <00l L«
OAHAAOGO > > H AN ¢ 0> « ¢ 4 B B 4 A A AEN> B> o4 iisioissdabdroecooP@diAdPP AP dAdinonnm.i <
dOOAHEV OAAEEI A > 4 > ¢ 8 4 4 B A B 40 <> > > armno oo inr>>rosi<0HAALAAAD AMABRA4A4O® = . 4> 1.
HAPPPEBAAAHEAE» <> 0 0 « <« B > 4 0 4«0 0 <« 5 8 <« 48 <0 AR e AiRNNA0OAOAAND AO000 A A *»* L H « «
HAAOCHOAD COH’ > > Een > m«mEris«>nr>0r00re<AilBNANP AMOOO0OPOCOAAEP> > .00
dEOPHOHEAPPOP 0O ER > <5 >0 0 i85 «i «<n0>abAarBO<A<EEAPOAOPHEP D APAHOG<«>>m.L>E
AOP AP AABNBAOE <> A0 e inronnnce.nni<drircoomNor<4>POPHANA® l)
HAAAP AMHOACEP C <+ >0 4«48 <«<r . .23 AdPOrPAAdaar AP 10004 g
A R A A e A a0 04 CcyDeEr.gov.au
AAV AOAABHOEE>» « < 4P > <4 44«3 0+ s AAEP ANCAOPPOAALAALAGOO P HOANNE) > > <EEE<OH
HAGHAADP A9OO0O A« > r H <> A B H <0+ 5. ¢+ A0P 00 AAAOAOAP AP OAHEOE>APDP Al e <> ¢ immE>E
AdAP AABAAEP P> 0> L 40 <H i> > o p AP AABAGCAONANAAAAGOA D ANANOE> ¢ <4 s00 <0 .

. = s >

- » YYHR -
T A
 u > A -
» . mEY
s Y AP -
S

Y A AP SO E LAY PP P ANPPYHEROFP > > B> i > OHOOHELEPETYELY LAY AVOAY® A

A AAOPPHEHGO®AOGHEE» > Y OV A AAY PP A @ ARY o >r YOHEHELEHE» ® L BN A= » AYYOVY Y o+

AP EY P Y YO Pr oEEY ) >» @HE»>» YTHEHEHELO®PFPPFPPPE»> > >» 8 AAAAAYER>» ¥ 4

i s o m 4« AANANS e -

= ' Vo e » -

YT Y 4 o> m o»

O P YEHY AYYHEHEALAD>» PP Y HA® LA AYHERALAP»P P> A ®OE P> 4 4 TP ProYrP -

v

Yr AAO®O P > EEYYHEHOFP ARNP>P EP>» A 00> PF A Y Y A Y 4 Y > 5 Y » o 58 8 Y 8 » 4 4 4 o =8 »

ABYEDP>PY AY )P AAVEEAYSE>» YYHLP>» ® AEREEY @Y 4 Y » ¥ &Y » o 8 5 4 ¥ o ¥ » u v



(\ Australian
Cyber Security
-\ \) Centre

Table of contents

Executive summary 4

Introduction 5

Overview 5

Purpose 5

Identification 5

Target of Evaluation 7

Overview 7

Description of the TOE 7

TOE Functionality 7

TOE physical boundary 7

TOE Architecture 8

Clarification of scope 9

Non-evaluated functionality and services 9

Security 9

Usage 9

Evaluated configuration 9

Software delivery procedures 9

Installation of the TOE 9

Version verification 9

Documentation and guidance 9

Secure usage 10

Evaluation 11

Overview 11
.......................... c e e A AP O AOANACOAPOP>POHA>O A4E»
--------------- AOEHOAP>PEHEIPP>FPOFPLLALO Hr>oeor e
. cybergovau - e e e AP OAP P AP AAPOCAOE> D) OPA>>
. s e O AP AP ACAAOGO LN A A« >bEEENR
................. <“EPAAPOACAP COONNACPOANACEAOAANA
............. A 4> AOEP> AAOCHOE>E>P AOEAA<A<OEP>PONRE<«ALOGL®



Evaluation procedures
Functional testing

Penetration testing

Certification
Overview
Assurance
Certification result

Recommendations

Annex A — References and abbreviations

References

Abbreviations

............

.........

........

A Y N A

> @AY D> o

c\ Australian
Cyber Security
-\ \) Centre

® AV 00 .

H> A > H A
eVVYYVYe A
HAD>PVYVAY
Yo APrbYVYeO

40 A
o>
> 4 A
4A0
(N N
H> <

11
11

11

12
12
12
12

12

14
14

14

HAO0AP>PO>POHAP>O A4l
>OP> AAO> mH>oer e
A R RENE N2 3 0> A>>
ABN<«4O0 A «O >bEEEN
A4dP> O AN AAEAOGOAANRA
OHAA<A<OEP>PON<CAO®LO®



e » E B » »

A m e Vv a4

(\ Australian
Cyber Security
_\ \) Centre

Executive summary

This report describes the findings of the IT security evaluation of Rubrik Security Cloud — Private (SC-P) v2.3 against
Common Criteria EAL2+ALC_FLR.2.

The Target of Evaluation (TOE) is Rubrik Security Cloud — Private v2.3. The TOE permits administration and
management of multiple Rubrik clusters through a single web user interface. A Rubrik cluster is a collection of objects
that includes sources from where data is being backed up, targets where backups are stored, and security principals,
the users and service accounts, that manages the cluster. The TOE is a software product that runs on an on-premises
virtual machine (VM).

This report concludes that the TOE has complied with the Common Criteria (CC) evaluation assurance level EAL2
augmented with ALC_FLR.2 and that the evaluation was conducted in accordance with the Common Criteria and the
requirements of the Australian Information Security Evaluation Program (AISEP).

The evaluation was performed by Teron Labs and was completed on 2 May 2024.
With regard to the secure operation of the TOE, the Australian Certification Authority (ACA) recommends:

= potential purchasers of the TOE should review the intended operational environment and ensure that they are
comfortable that the stated security objectives for the operational environment can be suitably addressed

= the users should make themselves familiar with the guidance provided with the TOE and pay attention to all
security warnings

= the users must maintain the confidentiality, integrity and availability of security relevant data for TOE
initialisation, start-up and operation if stored or handled outside the TOE

= system auditors should review the audit trail generated and exported by the TOE periodically

= the users should verify the integrity of the TOE software prior to installation by comparing the MD5 hash of the
downloaded software against the value available from Rubrik.

This report includes information about the underlying security policies and architecture of the TOE, and information
regarding the conduct of the evaluation.

It is the responsibility of the user to ensure that the TOE meets their requirements. For this reason, it is recommended
that a prospective user of the TOE refer to the Security Target and read this Certification Report prior to deciding
whether to purchase the product.
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Introduction

Overview

This chapter contains information about the purpose of this document and how to identify the Target of Evaluation
(TOE).

Purpose

The purpose of this Certification Report is to:

= report the certification of results of the IT security evaluation of the TOE against the requirements of the Common
Criteria

= provide a source of detailed security information about the TOE for any interested parties.

This report should be read in conjunction with the TOE’s Security Target [6] which provides a full description of the
security requirements and specifications that were used as the basis of the evaluation.

Identification

The TOE is Rubrik Security Cloud — Private (SC-P) v2.3.

Description Version

Evaluation scheme Australian Information Security Evaluation Program

TOE Rubrik Security Cloud — Private (SC-P)

Software version v2.3

Security Target Rubrik Security Cloud — Private v2.3 Security Target Version 1.0, 09 May
2024

Evaluation Technical Report Evaluation Technical Report Rubrik Security Cloud Private dated 02 May
2024

Document reference EFT-TO37-ETR 1.0

Criteria Common Criteria for Information Technology Security Evaluation Part 2
Conformant and Part 3 Conformant, April 2017, Version 3.1 Rev 5

Methodology Common Methodology for Information Technology Security, April 2017
Version 3.1 Rev 5

Conformance EAL 2 augmented with ALC_FLR.2 (Flaw reporting procedures)
Developer Rubrik Inc.
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Target of Evaluation

Overview

This chapter contains information about the Target of Evaluation (TOE), including a description of functionality
provided, the scope of evaluation, its security policies and its secure usage.

Description of the TOE

The TOE is Rubrik Security Cloud — Private (SC-P) v2.3.

The Target of Evaluation (TOE) permits administration and management of multiple Rubrik clusters through a single
web user interface. A Rubrik cluster is a collection of objects that includes sources from where data is getting backed
up, targets where backups are stored, and security principals, the users and service accounts, that manages the cluster.

Rubrik Security Cloud - Private (SC-P) provides a global management view of the daily operations of the connected
Rubrik clusters. The SC-P software applications monitor the protection and compliance status of Rubrik clusters.
Generate reports and charts using current and historical data about the health, protection and compliance status of all
of the objects that the Rubrik clusters protect.

The TOE’s major security features consist of:

e  Web Admin Console
o The Web Admin Console is a web-based graphical interface used to configure and manage the TOE's
security functionality.
o The Web Admin Console can also be configured to display a custom advisory warning when accessing
the login page.
e Local Authentication and Identification
o The TOE requires that users must be successfully authenticated and identified before the user is
allowed to perform any other TSF-mediated actions.
e  Cryptographic Support
o A cryptographic module is used by the TOE for secure communication via TLS and SSH.

TOE Functionality

The TOE functionality that was evaluated is described in section 1.4.2 of the Security Target [6].

TOE physical boundary

The TOE physical boundary is shown below. TOE architecture components listed are located within the Web Ul and
Audit/Event Log Receiver sections of the TOE.
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Components

Rubrik Security Cloud - Private (SC-P) runs on an on-premises Virtual Machine (VM), and consists of the components
described in the following table. The TOE physical boundary is identified for each component

Component

Description

Physical Boundary Location

Dashboard

Top-down view of all Rubrik clusters using aggregated
summary information. Provides a large screen-type
view of overall events, compliance, capacity, and
alerts.

Clusters

Status-at-a-glance summary view of each of the Rubrik
clusters and the ability to take a closer look at a
selected cluster.

Inventory

Summary view of the inventory list of data sources on
all Rubrik clusters. When this feature is enabled for the
PMC account, the Inventory tab and the feature
inventory card are available.

Web Ul

SLA Domains

Continually updating view of all SLA Domains created
on all Rubrik clusters that are managed by SC-P. The
SLA Domain tab is available when this feature is
enabled for the SC-P account.

Events

Continually updating view of all events on all Rubrik
clusters, with filters to focus on a specific Rubrik
cluster, event, protection object, or user.

Audit/ Event Log Receiver

Reports

Customizable reports and charts. Use reports for
auditing purposes and to get a snapshot view of
specific events on Rubrik clusters.

Web Ul

cyber.gov.au

A
| |
v v
H> e -
Yyre»

A 4> 40

A Y E A s

> @AY D> o

® AV 00 .

H> A > H A
eVVYYVYe A
HAD>PVYVAY
A V' B N |

40 A
N>
> 4 A
4A0
(N N
H> <

HA40AP>POP>POHN > A4
>OP> AAO> > e
A R RENE N2 >
ARN<4d0 A 4«0 |
A4d> O AN A<AEAOGOA AR
OHAA<A<OEP>PON<CAO®LO®

>
[ ]
>
|
A



e » E B » »

A m e Vv a4

(\ Australian
Cyber Security
_\ \) Centre

Clarification of scope

The evaluation was conducted in accordance with the Common Criteria and associated methodologies.

The scope of the evaluation was limited to those claims made in the Security Target [6].

Non-evaluated functionality and services

Potential users of the TOE are advised that some functions and services have not been evaluated as part of the
evaluation. Potential users of the TOE should carefully consider their requirements for using functions and services
outside of the evaluated configuration.

Australian Government users should refer to the Australian Government Information Security Manual [4] for policy
relating to using an evaluated product in an unevaluated configuration.

Security

The TOE Security Policy is a set of rules that defines how information within the TOE is managed and protected. The
Security Target [6] contains a summary of the evaluated functionality.

Usage

Evaluated configuration

Instructions for using the TOE in the evaluated configuration are provided in the Rubrik Security Cloud — Private v2.3
Guidance Documentation Supplement, Version 1.0, 09 May 2024 [5].

Software delivery procedures

The TOE is delivered to customers in the form of a .zip or .ova file. The download can be checked by comparison with a
MD5 hash provided on the Rubrik website.

Installation of the TOE

The Guidance Documentation Supplement [5] contains all relevant information for the secure configuration of the TOE.

Version verification

The Rubrik software version evaluated is described as v2.3 but it should be noted that in full detail the version is 2-3-0-
29. The version string “2-3-0-29" is expected in the virtual machine image filenames.

Documentation and guidance

The Guidance Documentation Supplement [5] available from Rubrik must be used as guidance on the secure installation
and secure use of the TOE in the evaluated configuration. Additional guidance documents are referenced in the
supplement documentation.

Generic Common Criteria information is available at https://www.commoncriteriaportal.org.

The Australian Government Information Security Manual is available at https://www.cyber.gov.au/ism [4].
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Secure usage

The evaluation of the TOE took into account certain assumptions about its operational environment. These
assumptions must hold in order to ensure the security objectives of the TOE are met.

= the IT environment provides the TOE with the necessary reliable timestamps
= the TOE is located within a controlled access facility
= the TOE software will be protected from unauthorized modification

= there are one or more competent individuals assigned to manage the TOE and the security of the information it
contains

= the users who manage the TOE are non-hostile, appropriately trained, and follow all guidance.
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Evaluation

Overview

This chapter contains information about the procedures used in conducting the evaluation and the testing conducted as
part of the evaluation.

Evaluation procedures

The criteria against which the Target of Evaluation (TOE) has been evaluated are contained in the Common Criteria for
Information Technology Security Evaluation Version 3.1 Revision 5, Parts 2 and 3 [1, 2].

Testing methodology was drawn from Common Methodology for Information Technology Security, April 2017 Version
3.1 Revision 5 [3].

The evaluation was carried out in accordance with the operational procedures of the Australian Information Security
Evaluation Program [9]. In addition, the conditions outlined in the Arrangement on the Recognition of Common Criteria
Certificates in the field of Information Technology Security were also upheld [8].

Functional testing

To gain confidence that the developer testing was sufficient to ensure the correct operation of the TOE, the evaluators
analysed the evidence of the developer’s testing effort. This analysis included examining the test coverage, test plans
and procedures, and expected and actual results. The evaluators found that the developer tests covered all Security
Functional Requirements specified in the Security Target.

The evaluators examined the TOE prior to testing and determined that the test configuration was consistent with the
configuration under evaluation as specified in the Security Target. The evaluators followed the user installation and
configuration guidance to ensure that the TOE had been installed correctly and was in a known state prior to
conducting testing.

The evaluators drew upon the developer testing evidence to perform a sample of the developer tests in order to verify
that the test results were consistent with those recorded by the developers. The evaluators also devised and conducted
additional functional testing.

Penetration testing

A vulnerability analysis of the TOE was conducted in order to identify any obvious vulnerability in the product and to
show that the vulnerabilities were not exploitable in the intended environment of the TOE.

The evaluator performed a vulnerability analysis of the TOE in order to identify any obvious security vulnerability in the
product, and if identified, to show that the security vulnerabilities were not exploitable in the intended environment of
the TOE. This analysis included a search for possible security vulnerabilities in publicly-available information.

The following factors have been taken into consideration during the penetration tests:
= time taken to identify and exploit (elapsed time)
= specialist technical expertise required (specialist expertise)
= knowledge of the TOE design and operation (knowledge of the TOE)
= window of opportunity

= |T hardware/software or other equipment required for exploitation.
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Certification

Overview

This chapter contains information about the result of the certification, an overview of the assurance provided and
recommendations made by the certifiers.

Assurance

EAL2 provides assurance by providing a full Security Target and an analysis of the Security Functional Requirements
(SFRs) in that Security Target, using a functional and interface specification, guidance documentation and a basic
description of the architecture of the TOE, to understand the security behaviour.

The analysis is supported by independent testing of the TOE Security Functionality (TSF), evidence of developer testing
based on the functional specification, selective independent confirmation of the developer test results, and a
vulnerability analysis (based upon the functional specification, TOE design, security architecture description and
guidance evidence provided) demonstrating resistance to penetration attackers with a basic attack potential.

EAL2 also provides assurance through use of a configuration management system and evidence of secure delivery
procedures.

This EAL represents a meaningful increase in assurance from EAL1 by requiring developer testing, a vulnerability
analysis (in addition to the search of the public domain), and independent testing based upon more detailed TOE
specifications.

Certification result

Teron Labs has determined that the TOE upholds the claims made in the Security Target [6] and has met the
requirements of Common Criteria EAL2 augmented with ALC_FLR.2 (Flaw reporting procedures).

After due consideration of the conduct of the evaluation as reported to the certifiers, and of the Evaluation Technical
Report [7], the Australian Certification Authority certifies the evaluation of Rubrik Security Cloud — Private v2.3
performed by the Australian Information Security Evaluation Facility, Teron Labs.

Certification is not a guarantee of freedom from security vulnerabilities.

Recommendations

Not all of the evaluated functionality present in the TOE may be suitable for Australian Government users. For further
guidance, Australian Government users should refer to the Australian Government Information Security Manual [4].

Potential purchasers of the TOE should review the intended operational environment and ensure that they are
comfortable that the stated security objectives for the operational environment can be suitably addressed.

In addition to ensuring that the assumptions concerning the operational environment are fulfilled, and the guidance
document is followed, the Australian Certification Authority also recommends:

= potential purchasers of the TOE should review the intended operational environment and ensure that they are
comfortable that the stated security objectives for the operational environment can be suitably addressed

= the users should make themselves familiar with the guidance provided with the TOE and pay attention to all
security warnings
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= the users must maintain the confidentiality, integrity and availability of security relevant data for TOE
initialisation, start-up and operation if stored or handled outside the TOE

= system auditors should review the audit trail generated and exported by the TOE periodically

= the users should verify the integrity of the TOE software prior to installation by comparing the MD5 hash of the
downloaded software against the value available from Rubrik.
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Annex A — References and abbreviations

References

1. Common Criteria for Information Technology Security Evaluation Part 2: Security functional components April
2017, Version 3.1 Revision 5

2. Common Criteria for Information Technology Security Evaluation Part 3: Security assurance components April
2017, Version 3.1 Revision 5

3. Common Methodology for Information Technology Security Evaluation, Evaluation Methodology, April 2017,
Version 3.1 Revision 5

4. Australian Government Information Security Manual: https://www.cyber.gov.au/ism

5. Rubrik Security Cloud — Private v2.3 Guidance Documentation Supplement, Version 1.0, 09 May 2024

6. Rubrik Inc. Security Cloud — Private v2.3 Security Target, Version 1.0, 09 May 2024

7. Evaluation Technical Report - EFT-TO37-ETR V1.0 dated 2 May 2024

8. Arrangement on the Recognition of Common Criteria Certificates in the field of Information Technology
Security, 2-July-2014

9. AISEP Policy Manual (APM): https://www.cyber.gov.au/sites/default/files/2023-
03/2022 AUG_REL _AISEP_Policy Manual 6.3.pdf

Abbreviations

AISEP Australian Information Security Evaluation Program

ACA Australian Certification Authority

ALC_FLR Assurance in Life Cycle — Flaw Remediation

ASD Australian Signals Directorate

CcC Common Criteria

CCRA Common Criteria Recognition Arrangement

EAL2 Evaluation Assurance Level 2

MD5 Message Digest #5 — 128 bit non-cryptographic hash function

.ova Open Virtual Appliance format for virtual machine

PMC Polaris / Rubrik Management Console

SC-pP Security Cloud — Private (by Rubrik)

SFR Security Functional Requirement

SLA Service Level Agreement

ST Security Target document

TOE Target of Evaluation
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TSF TOE Security Functionality
.zip Compressed archive file
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