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1.1

Introduction (ASE_INT)

Security Target reference
Document identification: ST33J2M0 C03 SECURITY TARGET FOR COMPOSITION.
Version number: Rev C03.2, issued in Septembre 2023.

Registration: registered at ST Microelectronics under number
SMD_ST33J2M0_ST_19_002.

TOE reference

This document presents the Security Target (ST) of the ST33J2M0 C03 Security
Integrated Circuit (IC), designed on the ST33 platform of STMicroelectronics, with
firmware version 3.2.5 and 3.3.0.

The precise reference of the Target of Evaluation (TOE) is given in Section 1.4: TOE
identification and the security IC features are given in Section 1.6: TOE description.

A glossary of terms and abbreviations used in this document is given in Appendix A:
Glossary.
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Context

The Target of Evaluation (TOE) referred to in Section 1.4: TOE identification, is evaluated
under the French IT Security Evaluation and Certification Scheme and is developed by the
Connected Security Sub-group of STMicroelectronics (ST).

The assurance level of the performed Common Criteria (CC) IT Security Evaluation is EALS
augmented by ADV_IMP.2, ADV_INT.3, ADV_TDS.5, ALC_CMC.5, ALC_DVS.2,
ALC_FLR.1, ALC_TAT.3, ASE_TSS.2, ATE_COV.3, ATE_FUN.2 and AVA_VAN.5.

The intent of this Security Target is to specify the Security Functional Requirements (SFRs)
and Security Assurance Requirements (SARs) applicable to the TOE security ICs, and to
summarise their chosen TSF services and assurance measures.

This ST claims to be an instantiation of the "Eurosmart - Security IC Platform Protection

Profile with Augmentation Packages" (PP) registered and certified under the reference BSI-

CC-PP-0084-2014 in the German IT Security Evaluation and Certification Scheme, with the

following augmentations:

+  Addition #1: “Support of Cipher Schemes” from AUG

*  Addition #4: “Area based Memory Access Control” from AUG

+  Additions specific to this Security Target, some of which in compliance with JIL
SRFPDCL and ANSSI-CC-CER/F/06.003.

The original text of this PP is typeset as indicated here, its augmentations from AUG as
indicated here, and text originating in JIL SRFPDCL and ANSSI-CC-CER/F/06.003 as
indicated here, when they are reproduced in this document.

This ST instantiates the following packages from the above mentioned PP:
*  Authentication of the Security IC

*  Loader dedicated for usage in secured environment only

. Loader dedicated for usage by authorized users only.

Extensions introduced in this ST to the SFRs of the Protection Profile (PP) are exclusively
drawn from the Common Criteria part 2 standard SFRs.

This ST makes various refinements to the above mentioned PP and AUG. They are all
properly identified in the text typeset as indicated here or here. The original text of the PP
is repeated as scarcely as possible in this document for reading convenience. All PP
identifiers have been however prefixed by their respective origin label: BSI for BSI-CC-PP-
0084-2014, AUG1 for Addition #1 of AUG, AUG4 for Addition #4 of AUG., and ANSSI for
JIL SRFPDCL and ANSSI-CC-CER/F/06.003.

TOE identification

The Target of Evaluation (TOE) is the ST33J2MO0 CO03 platform.

“ST33J2MO0 C03” completely identifies the TOE including its components listed in Table 1:
TOE components, its guidance documentation detailed in Table 14: Guidance
documentation, and its development and production sites indicated in Table 15: Sites list.

CO03 is the version of the evaluated platform. Any change in the TOE components, the
guidance documentation and the list of sites leads to a new version of the evaluated
platform, thus a new TOE.

4
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Table 1. TOE components

IC Maskset name Master |dent|1‘(|8at|on IC version Firmware version
number
H 3.2.5and 3.3.0
K500A 0137h
I 3.3.0
1. Part of the product information.
16 The IC maskset name is the product hardware identification.

The IC version is updated for any change in hardware (i.e. part of the layers of the maskset)
or in the OST software.

17 All along the product life, the marking on the die, a set of accessible registers and a set of
specific instructions allow the customer to check the product information, providing the
identification elements, as listed in Table 1: TOE components, and the configuration
elements as detailed in the Data Sheet, referenced in Table 14: Guidance documentation.

1.5 TOE overview

18 The ST33J2MO is a serial access microcontroller designed for secure mobile applications
that incorporates the most recent generation of ARM processors for embedded secure
systems. Its SecurCore® SC300™ 32-bit RISC core is built on the Cortex® M3 core with
additional security features to help to protect against advanced forms of attacks.

19 Cadenced at 70 MHz, the SC300™ core brings great performance and excellent code
density thanks to the Thumb®-2 instruction set.

20 Strong and multiple fault protection mechanisms ensure a guaranteed high-detection
coverage that facilitates the development of highly secure software. This is achieved by
using two CPUs in locked-step mode, error codes in sensitive memories and hardware

logic.
21 The high-speed embedded Flash memory introduces flexibility to the system.
22 Different derivative devices may be configured depending on the customer needs:

. either by ST during the manufacturing or packaging process,

*  or by the customer during the packaging, or composite product integration, or
personnalisation process.

23 They all share the same hardware design and the same maskset (denoted by the Master
identification number). The Master identification number is unique for all product
configurations.

24 The configuration of the derivative devices is realized in Admin configuration, by ST or by

the customer. It can impact the available NVM size, 10s, the availability of Nescrypt, AES
accelerator, EDES accelerator, and the availability of the LPU, as detailed here below:

4
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Table 2. Derivative devices configuration possibilities
Features Possible values
NVM size Selectable by 128 Kbytes granularity from 2048
Kbytes to 512 Kbytes

12C Active, Inactive

IART Active, Inactive

SWP Active, Inactive

SPI Active, Inactive

Nescrypt Active, Inactive

AES accelerator Active, Inactive

EDES accelerator Active, Inactive

Library Protection Unit (LPU) | Active, Inactive

Crypto1 Active, Inactive

All combinations of different features values are possible and covered by this certification.
All possible configurations can vary under a unique IC, and without impact on security.

The Master identification number is unique for all product configurations.

Each derivative device has a specific Child product identification number, also part of the
product information, and specified in the Data Sheet and in the Firmware User Manual,
referenced in Table 14.

The rest of this document applies to all possible configurations of the TOE, except when a
restriction is mentioned. For easier reading, the restrictions are typeset as indicated here.

Note that the IC version | with Firmware version 3.2.5 is not in the scope of this evaluation.
In a few words, the ST33J2MO0 CO03 offers a unique combination of high performances and
very powerful features for high level security:

. Two instances of the SecurCore® SC300™ CPU connected in Lockstep mode,

+  Die integrity,

. Monitoring of environmental parameters,

. Protection mechanisms against faults,

. AIS20/AIS31 class PTG.2 compliant True Random Number Generator,

*  Memory Management Unit,

. CRC calculation block,

+  optional Hardware Security Enhanced DES accelerator,

. optional Hardware Security AES accelerator,

+  optional NExt Step CRYPTography accelerator (NESCRYPT).

4
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TOE description

TOE hardware description

The TOE features hardware accelerators for advanced cryptographic functions, with built-in
countermeasures against side channel attacks.

If AES is active, the AES (Advanced Encryption Standard) accelerator provides a high-
performance implementation of AES-128, AES-192 and AES-256 algorithms. It can operate
in ECB (Electronic Code Book) and CBC (Cipher Block Chaining) mode.

If EDES is active, the 3-key triple DES accelerator (EDES+) supports efficiently the Data
Encryption Standard (TDES [2]), enabling DES computation. It can operate in ECB
(Electronic Code Book) and CBC (Cipher Block Chaining) mode.

Note that a triple DES can be performed by a triple DES computation or by 3 single DES
computations.

If Nescrypt is active, the NESCRYPT crypto-processor allows fast and secure
implementation of the most popular public key cryptosystems with a high level of
performance (4], [6], [8],[9], [10], 11]).

The TOE offers 50 Kbytes of User RAM and up to 2048 Kbytes of secure User high-density
Flash memory (NVM). A memory management unit (MMU) allows to use virtual addressing
on these memories, and enables the user to define its own region organization with specific
protection and access permissions.

As randomness is a key stone in many applications, the ST33J2MO0 CO03 features a highly
reliable True Random Number Generator (TRNG), compliant with PTG.2 Class of
AIS20/AIS31 [1] and directly accessible thru dedicated registers.

The TOE also provides a 16- and 32-bit ISO 3309 CRC calculation block (1ISO13239, IEEE
802.3, etc.).

The ST33J2MO CO03 offers a serial communication interface fully compatible with the
ISO/IEC 7816-3 standard (T=0, T=1) and a single-wire protocol (SWP) interface for
communication with a near field communication (NFC) router in Secure Element
applications.

Two 12C Master/Slave interfaces are available as well as an SPI Master/Slave interface for
communication in non-SIM applications.

Three general-purpose 16-bit timers as well as a watchdog timer are available.

All these 10s are configurable as detailed inTable 2: Derivative devices configuration
possibilities.

The detailed features of this TOE are described in the Data Sheet and in the Cortex SC300
Technical Reference Manual, referenced in Table 14.

Figure 1 provides an overview of the ST33J2MO0 C03 platform.
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Figure 1. ST33J2MO0 C03 platform block diagram
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TOE software description

The OST ROM contains a Dedicated Software which provides full test capabilities
(operating system for test, called "OST"), not accessible by the Security IC Embedded
Software (ES), after TOE delivery.

The System ROM and ST NVM of the TOE contain a Dedicated Software (Firmware) which
provides:

a Secure Flash Loader, enabling to securely and efficiently download the Security IC
Embedded Software (ES) into the NVM. It also allows the evaluator to load software
into the TOE for test purpose. The Secure Flash Loader is available in Admin
configuration. The customer can choose to activate it in any phase of the product life-
cycle under highly secured conditions, or to deactivate it definitely at a certain step.
low-level functions called Flash Drivers, enabling the Security IC Embedded Software
(ES) to modify and manage the NVM contents. The Flash Drivers are available in User
configuration.

a set of protected commands for device testing and product profiling, not intended for
the Security IC Embedded Software (ES) usage, and not available in User
configuration.

a very reduced set of uncritical commands for basic diagnostic purpose (field return
analysis), only reserved to STMicroelectronics.

a set of highly protected commands for secure diagnostic purpose (advanced quality
investigations), that can only be activated by the customer and be operated by

SMD_ST33J2M0_ST_19_002 KYI
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STMicroelectronics on its own audited sites. This feature is protected by specific strong
access control, completed by environmental measures which prevent access to
customer assets. Furthermore, it can be permanently deactivated by the customer.

The Security IC Embedded Software (ES) is in User NVM.

Note: The ES is not part of the TOE and is out of scope of the evaluation.

TOE documentation

The user guidance documentation, part of the TOE, consists of:
+ the product Data Sheet and die description,

»  the product family Security Guidance,

+ the AIS31 user manuals,

. the product family programming manual,

+ the ARM SC300 Technical Reference Manual,

. the Firmware user manual,

. the Flash loader installation guide.

The complete list of guidance documents is detailed in Table 14.

Delivery format and method

The IC part of the TOE can be delivered in form of wafers, micromodules or packages, as
described in the Data Sheet referenced in Table 14.
All the possible forms of delivery are equivalent from a security point of view.

The firmware is integrated on the IC before delivery.

All the guidance documents are delivered as ciphered pdf files.

TOE life cycle

This Security Target is fully conform to the claimed PP. In the following, just a summary and
some useful explanations are given. For complete details on the TOE life cycle, please refer
to the Eurosmart - Security IC Platform Protection Profile with Augmentation Packages
(BSI-CC-PP-0084-2014), section 1.2.3.

The composite product life cycle is decomposed into 7 phases. Each of these phases has
the very same boundaries as those defined in the claimed Protection Profile.

SMD_ST33J2M0_ST_19_002 15/80
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Figure 2. Security IC Life-Cycle if Security IC Embedded Software is loaded by
Security IC Dedicated Software into the programmable non-volatile
Memory
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The life cycle phases are summarized in Table 3.
The sites potentially involved in the TOE life cycle are listed in Table 15.

The limit of the evaluation corresponds to phases 2, 3 and optionally 4, including the
delivery and verification procedures of phase 1, and the TOE delivery either to the IC
packaging manufacturer or to the composite product integrator ; procedures corresponding
to phases 1, 5, 6 and 7 are outside the scope of this evaluation.

In the following, the term "Composite product manufacturing” is uniquely used to indicate
phases 1, optionally 4, 5 and 6 all together.

This ST also uses the term "Composite product manufacturer” which includes all roles
responsible of the TOE during phases 1, optionally 4, 5 and 6.

The TOE is delivered after phase 3 in form of wafers or after phase 4 in packaged form,
depending on the customer’s order.

In the following, the term "TOE delivery" is uniquely used to indicate:

+ after phase 3 (or before phase 4) if the TOE is delivered in form of wafers or sawn
wafers (dice) or

+  after phase 4 (or before phase 5) if the TOE is delivered in form of packaged products.

The TOE is delivered in Admin (aka Issuer) or User configuration.
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Table 3. Composite product life cycle phases
Phase Name Description
1 Security IC embedded | security IC embedded software development
software development | specification of IC pre-personalization requirements
9 IC development IC design
IC dedicated software development
IC manufacturing and integration and photomask fabrication
3 testing IC manufacturing
IC testing
IC pre-personalization
4 IC packaging security IC packaging (and testing)
pre-personalization if necessary
5 Security IC product composite product finishing process
finishing process composite product testing
6 Security IC composite product personalization
personalization composite product testing
7 Security IC end usage | composite product usage by its issuers and consumers

TOE environment

Considering the TOE, three types of environments are defined:

. Development environment corresponding to phase 2,

. Production environment corresponding to phase 3 and optionally 4,

*  Operational environment, including phase 1 and from phase 4 or 5 to phase 7.

TOE Development Environment

To ensure security, the environment in which the development takes place is secured with
controllable accesses having traceability. Furthermore, all authorized personnel involved
fully understand the importance and the strict implementation of defined security
procedures.

The development begins with the TOE's specification. All parties in contact with sensitive
information are required to abide by Non-Disclosure Agreements.

Design and development of the IC then follows, together with the dedicated and engineering
software and tools development. The engineers use secure computer systems (preventing
unauthorized access) to make their developments, simulations, verifications and generation
of the TOE's databases. Sensitive documents, files and tools, databases on tapes, and
printed circuit layout information are stored in appropriate locked cupboards/safe. Of
paramount importance also is the disposal of unwanted data (complete electronic erasures)
and documents (e.g. shredding).

The development centres possibly involved in the development of the TOE are denoted by
the activity “DEV” or “ES-DEV” in Table 15.
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Reticules and photomasks are generated from the verified IC databases; the former are
used in the silicon Wafer-fab processing. As reticules and photomasks are generated off-
site, they are transported and worked on in a secure environment. During the transfer of
sensitive data electronically, procedures are established to ensure that the data arrive only
at the destination and are not accessible at intermediate stages (e.g. stored on a buffer
server where system administrators make backup copies).

The authorized sub-contractors potentially involved in the TOE mask manufacturing are
denoted by the activity “MASK” in Table 15.

TOE production environment

As high volumes of product commonly go through such environments, adequate control
procedures are necessary to account for all product at all stages of production.

Production starts within the Wafer-fab; here the silicon wafers undergo the diffusion
processing. Computer tracking at wafer level throughout the process is commonplace. The
wafers are then taken into the test area. Testing and pre-personalization of each TOE
occurs to assure conformance with the device specification and to load the customer
information.

The authorized front-end plant possibly involved in the manufacturing of the TOE are
denoted by the activity “FE” in Table 15.

The authorized EWS plant potentially involved in the testing and the pre-personalization of
the TOE are denoted by the activity “EWS” in Table 15.

The authorized plants dedicated to pre-personalization, if any, are denoted by the activity
“PERSO” in Table 15.

Wafers are then scribed and broken such as to separate the functional from the non-
functional ICs. The latter is discarded in a controlled accountable manner. The good ICs are
then packaged in phase 4, in a back-end plant. When testing, programming or deliveries are
done offsite, ICs are transported and worked on in a secure environment with accountability
and traceability of all (good and bad) products.

When the product is delivered after phase 4, the authorized back-end plants possibly
involved in the packaging of the TOE are denoted by the activity “BE” in Table 15.

All sites denoted by the activity “WHS” or “WHSD” in Table 15 can be involved for the
logistics.

TOE operational environment
A TOE operational environment is the environment of phases 1, optionally 4, then 5to 7.
At phases 1, 4, 5 and 6, the TOE operational environment is a controlled environment.

End-user environments (phase 7): composite products are used in a wide range of
applications to assure authorized conditional access. Examples of such are pay-TV, banking
cards, brand protection, portable communication SIM cards, health cards, transportation
cards, access management, identity and passport cards. The end-user environment
therefore covers a wide range of very different functions, thus making it difficult to avoid and
monitor any abuse of the TOE.

4
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2 Conformance claims (ASE_CCL, ASE_ECD)

2.1 Common Criteria conformance claims

76 The ST33J2MO0 CO03 platform Security Target claims to be conformant to the Common
Criteria version 3.1 revision 5.

77 Furthermore it claims to be CC Part 2 (CCMB-2017-04-002) extended and CC Part 3
(CCMB-2017-04-003) conformant.

78 The extended Security Functional Requirements are those defined in the Eurosmart -
Security IC Platform Protection Profile with Augmentation Packages (BSI-CC-PP-0084-
2014):

. FCS_RNG Generation of random numbers,

*+  FMT_LIM Limited capabilities and availability,

*  FAU_SAS Audit data storage,

+  FDP_SDC Stored data confidentiality,

«  FIA_API Authentication proof of identity .

The reader can find their certified definitions in the text of the "BS/-CC-PP-0084-2014"
Protection Profile.

79 The assurance level for the ST33J2M0 CO03 platform Security Target is EAL 5 augmented
by ADV_IMP.2, ADV_INT.3, ADV_TDS.5, ALC_CMC.5, ALC DVS.2, ALC FLR.1,
ALC_TAT.3, ASE_TSS.2, ATE_COV.3, ATE_FUN.2 and AVA_VAN.5.

2.2 PP Claims:

2.21 PP Reference

80 The ST33J2MO0 CO03 platform Security Target claims strict conformance to the Eurosmart -
Security IC Platform Protection Profile with Augmentation Packages (BSI-CC-PP-0084-
2014), for the part of the TOE covered by this PP (Security IC), as required by this
Protection Profile.
81 The following packages have been selected from the BSI-CC-PP-0084-2014-
. Package “Authentication of the Security IC”,
. Packages for Loader:
— Package 1: Loader dedicated for usage in Secured Environment only,
— Package 2: Loader dedicated for usage by authorized users only.

4
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PP Additions

The main additions operated on the BS/-CC-PP-0084-2014 are:

. Addition #4: “Area based Memory Access Control” from AUG,
+  Addition #1: “Support of Cipher Schemes” from AUG,

*  Specific additions for the Loader, to comply with JIL SRFPDCL and ANSSI-CC-
CER/F/06.003,

+  Specific additions for the Secure Diagnostic capability,
. Refinement of assurance requirements.

All refinements are indicated with type setting text as indicated here, original text from the
BSI-CC-PP-0084-2014 being typeset as indicated here or here. Text originating in AUG is
typeset as indicated here. Text originating in JIL SRFPDCL and ANSSI-CC-CER/F/06.003 is
typeset as indicated here.

The security environment additions relative to the PP are summarized in Table 4.
The additional security objectives relative to the PP are summarized in Table 5.
A simplified presentation of the TOE Security Policy (TSP) is added.

The additional SFRs for the TOE relative to the PP are summarized in Table 7.

The additional SARs relative to the PP are summarized in Table 9.

PP Claims rationale

The differences between this Security Target security objectives and requirements and
those of BSI-CC-PP-0084-2014, to which conformance is claimed, have been identified and
justified in Section 4 and in Section 5. They have been recalled in the previous section.

In the following, the statements of the security problem definition, the security objectives,
and the security requirements are consistent with those of the BS/-CC-PP-0084-2014.

The security problem definition presented in Section 3, clearly shows the additions to the
security problem statement of the PP.

The security objectives rationale presented in Section 4.3 clearly identifies modifications
and additions made to the rationale presented in the BSI-CC-PP-0084-2014.

Similarly, the security requirements rationale presented in Section 5.4 has been updated
with respect to the Protection Profile.

All PP requirements have been shown to be satisfied in the extended set of requirements
whose completeness, consistency and soundness have been argued in the rationale
sections of the present document.

4
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Security problem definition (ASE_SPD)

95 This section describes the security aspects of the environment in which the TOE is intended
to be used and addresses the description of the assets to be protected, the threats, the
organisational security policies and the assumptions.

96 Note that the origin of each security aspect is clearly identified in the prefix of its label. Most
of these security aspects can therefore be easily found in the Eurosmart - Security IC
Platform Protection Profile with Augmentation Packages (BSI-CC-PP-0084-2014), section
3. Only those originating in AUG or in JIL SRFPDCL | ANSSI-CC-CER/F/06.003, and the
ones introduced in this Security Target, are detailed in the following sections.

97 A summary of all these security aspects and their respective conditions is provided in
Table 4.

Table 4. Summary of security aspects

Label Title
BSI.T.Leak-Inherent Inherent Information Leakage
BSI.T.Phys-Probing Physical Probing
BSI.T.Malfunction Malfunction due to Environmental Stress
@ | BSIL.T.Phys-Manipulation Physical Manipulation
@©
g BSI.T.Leak-Forced Forced Information Leakage
[ﬁ BSI.T.Abuse-Func Abuse of Functionality
|Q BSI.T.RND Deficiency of Random Numbers
BSI.T.Masquerade-TOE Masquerade the TOE
AUG4.T.Mem-Access Memory Access Violation
ANSSI. T.Open-Samples-Diffusion | Diffusion of open samples
BSI.P.Process-TOE Protection during TOE Development and Production
» | BSI.P.Lim-Block-Loader Limiting and blocking the loader functionality
% BSI.P.Ctrl-Loader Controlled usage to Loader Functionality
AUG1.P.Add-Functions Additional Specific Security Functionality (Cipher Scheme
Support)
® | BSI.A.Process-Sec-IC Protection during Packaging, Finishing and Personalization
i)
a
g BSI.A.Resp-Appl Treatment of User Data
3
<
3.1 Description of assets
98 Since this Security Target claims strict conformance to the Eurosmart - Security IC Platform

Protection Profile with Augmentation Packages (BSI-CC-PP-0084-2014), the assets defined
in section 3.1 of the Protection Profile are applied and the assets regarding threats are
clarified in this Security Target.

4
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The assets (related to standard functionality) to be protected are

*  -the user data of the Composite TOE,

* - the Security IC Embedded Software, stored and in operation,

» - the security services provided by the TOE for the Security IC Embedded Software.

The user (consumer) of the TOE places value upon the assets related to high-level security
concermns:

SC1 integrity of user data of the Composite TOE,

SC2 confidentiality of user data of the Composite TOE being stored in the TOE’s protected
memory areas,

SC3 correct operation of the security services provided by the TOE for the Security IC
Embedded Software.

Note the Security IC Embedded Software is user data and shall be protected while being
executed/processed and while being stored in the TOE'’s protected memories.

The Security IC may not distinguish between user data which is public knowledge or kept
confidential. Therefore the security IC shall protect the user data of the Composite TOE in
integrity and in confidentiality if stored in protected memory areas, unless the Security IC

Embedded Software chooses to disclose or modify it.

In particular integrity of the Security IC Embedded Software means that it is correctly being
executed which includes the correct operation of the TOE’s functionality. Parts of the
Security IC Embedded Software which do not contain secret data or security critical source
code, may not require protection from being disclosed. Other parts of the Security IC
Embedded Software may need to be kept confidential since specific implementation details
may assist an attacker.

The Protection Profile requires the TOE to provide at least one security service: the
generation of random numbers by means of a physical Random Number Generator. The
annex 7 provides packages for typical additional security services. The Security Target may
require additional security services as described in these packages or define TOE specific
security services. It is essential that the TOE ensures the correct operation of all security
services provided by the TOE for the Security IC Embedded Software.

According to the Protection Profile there is the following high-level security concern related
to security service:

SC4 deficiency of random numbers.

To be able to protect these assets (SC1 to SC4) the TOE shall self-protect its TSF. Critical
information about the TSF shall be protected by the development environment and the
operational environment. Critical information may include:

. logical design data, physical design data, IC Dedicated Software, and configuration
data,
. initialisation Data and Pre-personalization Data, specific development aids, test and

characterisation related data, material for software development support, and
photomasks.

Such information and the ability to perform manipulations assist in threatening the above
assets.

Note that there are many ways to manipulate or disclose the user data of the Composite
TOE: (i) An attacker may manipulate the Security IC Embedded Software or the TOE. (ii) An
attacker may cause malfunctions of the TOE or abuse Test Features provided by the TOE.
Such attacks usually require design information of the TOE to be obtained. They pertain to
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109

110

3.2
111
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all information about (i) the circuitry of the IC (hardware including the physical memories),
(i) the IC Dedicated Software with the parts IC Dedicated Test Software (if any) and IC
Dedicated Support Software (if any), and (iii) the configuration data for the TSF. The
knowledge of this information may enable or support attacks on the assets. Therefore the
TOE Manufacturer must ensure that the development and production of the TOE (refer to
Section 1.2.3) is secure so that no restricted, sensitive, critical or very critical information is
unintentionally made available for attacks in the operational phase of the TOE (ef{8}Her

O rrerability-analysis).

ST must apply protection to support the security of the TOE. This not only pertains to the
TOE but also to all information and material exchanged with the developer of the Security IC
Embedded Software. This covers the Security IC Embedded Software itself if provided by
the developer of the Security IC Embedded Software or any authentication data required to
enable the download of software. This includes the delivery (exchange) procedures for
Phase 1 and the Phases after TOE Delivery as far as they can be controlled by the TOE
Manufacturer. These aspects enforce the usage of the supporting documents and the
refinements of SAR defined in the Protection Profile.

The information and material produced and/or processed by ST in the TOE development
and production environment (Phases 2 up to TOE Delivery) can be grouped as follows:

. logical design data,

. physical design data,

. IC Dedicated Software, Initialisation Data and Pre-personalization Data,

. Security IC Embedded Software, provided by the Security IC Embedded Software
developer and implemented by the IC manufacturer,

. specific development aids,

. test and characterisation related data,

. material for software development support, and

. photomasks and products in any form

as long as they are generated, stored, or processed by ST.

Application note:

The TOE providing a functionality for Security IC Embedded Software secure loading into
NVM, the ES is considered as User Data being stored in the TOE’s memories at this step,

and the Protection Profile corresponding packages are integrated, as well as the
requirements from JIL SRFPDCL.

Threats

The threats are described in the BSI-CC-PP-0084-2014, section 3.2.
Only those originating in AUG, and ANSSI-CC-CER/F/06.003 are detailed in the following
section.

BSI.T.Leak-Inherent Inherent Information Leakage
BSI.T.Phys-Probing Physical Probing

BSI.T.Malfunction Malfunction due to Environmental Stress
BSI.T.Phys- Physical Manipulation
Manipulation
SMD_ST33J2M0_ST_19_002 23/80
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BSI.T.Leak-Forced

BSI.T.Abuse-Func
BSI.T.RND

Forced Information Leakage
Abuse of Functionality

Deficiency of Random Numbers

BSI.T.Masquerade-TOE Masquerade the TOE

AUG4.T.Mem-Access

ANSSI.T.Open-
Samples-Diffusion

24/80

Memory Access Violation:

Parts of the Security IC Embedded Software may cause security
violations by accidentally or deliberately accessing restricted data
(which may include code). Any restrictions are defined by the
security policy of the specific application context and must be
implemented by the Security IC Embedded Software.

Clarification: This threat does not address the proper definition and
management of the security rules implemented by the Security IC
Embedded Software, this being a software design and correctness
issue. This threat addresses the reliability of the abstract machine
targeted by the software implementation. To avert the threat, the set
of access rules provided by this TOE should be undefeated if
operated according to the provided guidance. The threat is not
realized if the Security IC Embedded Software is designed or
implemented to grant access to restricted information. It is realized
if an implemented access denial is granted under unexpected
conditions or if the execution machinery does not effectively control
a controlled access.

Here the attacker is expected to (i) take advantage of flaws in the
design and/or the implementation of the TOE memory access rules
(refer to BSI.T.Abuse-Func but for functions available after TOE
delivery), (ii) introduce flaws by forcing operational conditions (refer
to BSI.T.Malfunction) and/or by physical manipulation (refer to
BSI.T.Phys-Manipulation). This attacker is expected to have a high
level potential of attack.

Diffusion of open samples:

An attacker may get access to open samples of the TOE and use
them to gain information about the TSF (loader, memory
management unit, ROM code, ...). He may also use the open
samples to characterize the behavior of the IC and its security
functionalities (for example: characterization of side channel
profiles, perturbation cartography, ...). The execution of a dedicated
security features (for example: execution of a DES computation
without countermeasures or by de-activating countermeasures)
through the loading of an adequate code would allow this kind of
characterization and the execution of enhanced attacks on the IC.

4
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Organisational security policies

The TOE provides specific security functionality that can be used by the Security IC
Embedded Software. In the following specific security functionality is listed which is not
derived from threats identified for the TOE’s environment because it can only be decided in
the context of the Security IC application, against which threats the Security IC Embedded
Software will use the specific security functionality.

ST applies the Protection policy during TOE Development and Production (BSI.P.Process-
TOE) as specified below.

BSI.P.Lim-Block-Loader and BSI.P.Ctrl-Loader are dedicated to the Secure Flash Loader,
and described in the BSI-CC-PP-0084-2014 packages “Loader dedicated for usage in
secured environment only” and “Loader dedicated for usage by authorized users only”.
BSI.P.Ctrl-Loader has been completed in accordance with JIL SRFPDCL.

ST applies the Additional Specific Security Functionality policy (AUG1.P.Add-Functions) as
specified below.

New Organisational Security Policies (OSPs) are defined here below:

BSI.P.Process-TOE Identification during TOE Development and Production:

An accurate identification is established for the TOE. This
requires that each instantiation of the TOE carries this unique
identification.

BSI.P.Lim-Block-Loader Limiting and blocking the loader functionality:

The composite manufacturer uses the Loader for loading of
Security IC Embedded Software, user data of the Composite
Product or IC Dedicated Support Software in charge of the IC
Manufacturer. He limits the capability and blocks the availability
of the Loader(") in order to protect stored data from disclosure
and manipulation.

1. Note that blocking the Loader is not required, as only authorized users
can use the Loader as stated in BSI.P.Ctrl-Loader.
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BSI.P.Ctrl-Loader

AUG1.P.Add-Functions

Assumptions

Controlled usage to Loader Functionality:

Authorized user controls the usage of the Loader functionality in
order to protect stored and loaded user data from disclosure and
manipulation.

The activation of the loaded Additional Gede user data is

possible if:

— integrity and authenticity of the Additional Gede user data
have been successfully checked;

— the loaded Additional-Gede user data is targeted to the Initial
TOE (Identification Bata of the Additional Gede user data and
the Initial TOE will be used for this check).

Identification Bata of the resulting Final TOE shall identify the

Initial TOE and the aetivated-Additional Gede user data.

Identification Data shall be protected in integrity.

Note: Here, the term TOE denotes the TOE itself as well as the

composite TOE which both may be maintained by loading of

data.

Additional Specific Security Functionality:

The TOE shall provide the following specific security functionality
to the Security IC Embedded Software:

— Triple Data Encryption Standard (TDES), if EDES is active,
— Advanced Encryption Standard (AES), if AES is active.

1. Note that SHA-1 is no longer recommended as a cryptographic function
in the context of smart card applications. Hence, Security IC Embedded
Software may need to use another SHA to achieve a suitable strength.

The following assumptions are described in the BSI-CC-PP-0084-2014, section 3.4.

BSI.A.Process-Sec-IC
BSI.A.Resp-Appl

Protection during Packaging, Finishing and Personalization

Treatment of User Data of the Composite TOE

4
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Security objectives (ASE_OBJ)

The security objectives of the TOE cover principally the following aspects:

. protection of the TOE and associated documentation during development and

Note that the origin of each objective is clearly identified in the prefix of its label. Most of
these security aspects can therefore be easily found in the BS/-CC-PP-0084-2014, sections

4.1 and 7.3. Only those which have been amended, those originating in AUG, those

originating in JIL SRFPDCL, and the ones introduced in this Security Target, are detailed in

+ integrity and confidentiality of assets,
production phases,
. provide random numbers,
. provide cryptographic support and access control functionality.
A summary of all security objectives is provided in Table 5.
the following sections.
Table 5. Summary of security objectives

Label

Title

TOE

BSI.0.Leak-Inherent

Protection against Inherent Information Leakage

BSI.O.Phys-Probing

Protection against Physical Probing

BSI.0.Malfunction

Protection against Malfunctions

BSI.O.Phys-Manipulation

Protection against Physical Manipulation

BSI.0.Leak-Forced

Protection against Forced Information Leakage

BSI.0.Abuse-Func

Protection against Abuse of Functionality

BSI.0O.ldentification

TOE ldentification

BSI.O.RND

Random Numbers

BSI.O.Cap-Avail-Loader

Capability and Availability of the Loader

BSI.O.Ctrl_Auth_Loader

Access control and authenticity for the Loader

ANSSI.O.Prot-TSF-Confidentiality

Protection of the confidentiality of the TSF

ANSSI.0.Secure-Load-ACode

Secure loading of the Additional Code

ANSSI.0.Secure-AC-Activation

Secure activation of the Additional Code

ANSSI.O.TOE-Identification
0O.Secure-Load-AMemimage

0.MemlImage-Identification

Secure identification of the TOE

Secure loading of the Additional Memory Image

Secure identification of the Memory Image

BSI.0.Authentication

Authentication to external entities

AUG1.0.Add-Functions

Additional Specific Security Functionality

AUG4.0.Mem-Access

Dynamic Area based Memory Access Control

4
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Table 5. Summary of security objectives (continued)

Label

Title

BSI.OE.Resp-Appl

Treatment of User Data of the Composite TOE

BSI.OE.Process-Sec-IC

Protection during composite product manufacturing

BSI.OE.Lim-Block-Loader

Limitation of capability and blocking the Loader

4

.g BSI.OE.Loader-Usage Secure communication and usage of the Loader
% BSI.OE.TOE-Auth External entities authenticating of the TOE
-g OE.Composite-TOE-Id Composite TOE identification
(@ OE.TOE-Id TOE identification
OE.Enable-Disable-Secure-Diag Enabling or disabling the Secure Diagnostic
OE.Secure-Diag-Usage Secure communication and usage of the Secure
Diagnostic
4.1 Security objectives for the TOE
BSI1.0.Leak-Inherent Protection against Inherent Information Leakage
BSI1.0.Phys-Probing Protection against Physical Probing
BSI1.0.Malfunction Protection against Malfunctions
BSI1.0.Phys-Manipulation Protection against Physical Manipulation
BSI.0.Leak-Forced Protection against Forced Information Leakage
BSI.0.Abuse-Func Protection against Abuse of Functionality
BSI.O.ldentification TOE Identification
BSI.O.RND Random Numbers
BSI1.0.Cap-Avail-Loader Capability and Availability of the Loader
BSI.0.Ctrl-Auth-Loader Access control and authenticity for the Loader
BSI.O.Authentication Authentication to external entities
ANSSI.O.Prot-TSF- Protection of the confidentiality of the TSF:
Confidentiality
The TOE must provide protection against disclosure of
confidential operations of the Security IC
(loader, memory management unit, ...) through the use of a
dedicated code loaded on open samples.
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ANSSI.O.Secure-Load-
ACode

ANSSI.O.Secure-AC-
Activation

ANSSI.O.TOE-Identification

Secure loading of the Additional Code:

The Loader of the Haitial TOE shall check an evidence of
authenticity and integrity of the loaded Additional Code.

The Loader enforces that only the allowed version of the
Additional Code can be loaded on the Initial TOE. The Loader
shall forbid the loading of an Additional Code not intended to
be assembled with the Initial TOE.

During the Load Phase of an Additional Code, the TOE shall
remain secure.

Note: Concretely, the TOE manages the Additional Code as a
Memory Image.

Secure activation of the Additional Code:

Activation of the Additional Code and update of the
Identification Data shall be performed at the same time in an
Atomic way.

All the operations needed for the code to be able to operate as
in the Final TOE shall be completed before activation.

If the Atomic Activation is successful, then the resulting
product is the Final TOE, otherwise (in case of interruption or
incident which prevents the forming of the Final TOE), the
Initial TOE shall remain in its initial state or fail secure.

Secure identification of the TOE:

The Identification Data identifies the Initial TOE and Additional
Code. The TOE provides means to store Identification Data in
its non-volatile memory and guarantees the integrity of these
data.

After Atomic Activation of the Additional Code, the
Identification Data of the Final TOE allows identifications of
Initial TOE and Additional TOE. The user shall be able to
uniquely identify Initial TOE and Additional Code(s) which are
embedded in the Final TOE.

0O.Secure-Load-AMemImage Secure loading of the Additional Memory Image:

4

The Loader of the TOE shall check an evidence of authenticity
and integrity of the loaded Memory Image.

The Loader enforces that only the allowed version of the
Additional Memory Image can be loaded after the Initial
Memory Image. The Loader shall forbid the loading of an
Additional Memory Image not intended to be assembled with
the Initial Memory Image.

Note: This objective is similar to ANSSI.O.Secure-Load-
ACode, applied to user data (e.g. embedded software).
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0O.Memlmage-Identification Secure identification of the Memory Image:

AUG1.0.Add-Functions

AUG4.0.Mem-Access

The Identification Data identifies the Initial Memory Image and
Additional Memory Image. The TOE provides means to store
Identification Data in its non-volatile memory and guarantees
the integrity of these data.

Storage of the Additional Memory Image and update of the
Identification Data shall be performed at the same time in an
Atomic way, otherwise (in case of interruption or incident
which prevents this alignment), the Memory Image shall
remain in its initial state or the TOE shall fail secure.

The Identification Data of the Final Memory Image allows
identifications of Initial Memory Image and Additional Memory
Image.

Note: This objective is similar to ANSSI.O.Secure-AC-
Activation and ANSSI.O.TOE-Identification, applied to user
data (e.g. embedded software).

Additional Specific Security Functionality:

The TOE must provide the following specific security
functionality to the Security IC Embedded Software:

— Triple Data Encryption Standard (TDES), if EDES is active,
— Advanced Encryption Standard (AES), if AES is active.

1. Note that SHA-1 is no longer recommended as a cryptographic
function in the context of smart card applications. Hence, Security IC
Embedded Software may need to use another SHA to achieve a
suitable strength.

Dynamic Area based Memory Access Control:

The TOE must provide the Security IC Embedded Software
with the capability to define dynamic memory segmentation
and protection. The TOE must then enforce the defined
access rules so that access of software to memory areas is
controlled as required, for example, in a multi-application
environment.

Security objectives for the environment

Security Objectives for the Security IC Embedded Software development environment

(phase 1):

BSI.OE.Resp-Appl

Treatment of User Data of the Composite TOE

Security Objectives for the operational Environment (phase 4 to 7):
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BSI.OE.Process-Sec-IC  Protection during composite product

manufacturing

BSI.OE.Lim-Block-Loader Limitation of capability and blocking the Loader:

BSI.OE.Loader-Usage

BSI.OE.TOE-Auth

OE.Composite-TOE-Id

OE.TOE-Id

OE.Enable-Disable-
Secure-Diag

4

The Composite Product Manufacturer will protect
the Loader functionality against misuse, limit the
capability of the Loader and, if desired, terminate
irreversibly the Loader after intended usage of the
Loader.

Note that blocking the Loader is not required, as
only authorized users can use the Loader as
stated in BSI.P.Ctrl-Loader.

Secure communication and usage of the Loader:

The authorized user must support the trusted
communication channel with the TOE by
confidentiality protection and authenticity proof of
the data to be loaded and fulfilling the access
conditions required by the Loader.

The authorized user must organize the
maintenance transactions to ensure that the
additional code (loaded as data) is able to operate
as in the Final composite TOE. The authorized
user must manage and associate unique
Identification to the loaded data.

External entities authenticating of the TOE:

The operational environment shall support the
authentication verification mechanism and know
authentication reference data of the TOE.

Composite TOE identification:

The composite manufacturer must maintain a
unique identification of a composite TOE under
maintenance.

TOE identification:

The IC manufacturer must maintain a unique
identification of the TOE under maintenance.

Enabling or disabling the Secure Diagnostic:

If desired, the Composite Product Manufacturer
will enable (or disable) irreversibly the Secure
Diagnostic capability, thus enabling the IC
manufacturer (or disabling everyone) to exercise
the Secure Diagnostic capability.
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OE.Secure-Diag-Usage = Secure communication and usage of the Secure Up to phase 7
Diagnostic:

The IC manufacturer must support the trusted
communication channel with the TOE by fulfilling
the access conditions required by the Secure
Diagnostic.

The IC manufacturer must manage the Secure
Diagnostic transactions so that they cannot be
used to disclose critical user data of the
Composite TOE, manipulate critical user data
of the Composite TOE, manipulate Security
IC Embedded Software or bypass,
deactivate, change or explore security
features or security services of the TOE

Security objectives rationale

The main line of this rationale is that the inclusion of all the security objectives of the BS/-
CC-PP-0084-2014 Protection Profile, together with those in AUG, and those introduced in
this ST, guarantees that all the security environment aspects identified in Section 3 are
addressed by the security objectives stated in this chapter.

Thus, it is necessary to show that:

»  security environment aspects from AUG and from this ST, are addressed by security
objectives stated in this chapter,

»  security objectives from AUG and from this ST, are suitable (i.e. they address security
environment aspects),

»  security objectives from AUG and from this ST, are consistent with the other security
objectives stated in this chapter (i.e. no contradictions).

The selected augmentations from AUG introduce the following security environment

aspects:

*  TOE threat "Memory Access Violation, (AUG4.T.Mem-Access)",

* organisational security policy "Additional Specific Security Functionality, (AUG1.P.Add-
Functions)".

The augmentation made in this ST introduces the following security environment aspect:

. TOE threat "Diffusion of open samples, (ANSSI. T.Open-Samples-Diffusion)".

The justification of the additional threat provided in the next subsections shows that it does

not contradict to the rationale already given in the Protection Profile BSI-CC-PP-0084-2014
for the assumptions, policy and threats defined there.

4
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Table 6. Security Objectives versus Assumptions, Threats or Policies
Assumption, Threat or . e
Organisational Security Policy Security Objective Notes
BSI.A.Resp-Appl BSI.OE.Resp-Appl Phase 1
BSI.P.Process-TOE BSI.0.Identification Phase 2-3
optional
Phase 4
BSI.A.Process-Sec-IC BSI.OE.Process-Sec-IC Phase 5-6
optional
Phase 4
BSI.P.Lim-Block-Loader BSI1.0.Cap-Avail-Loader
BSI.OE.Lim-Block-Loader
BSI.P.Ctrl-Loader BSI.0.Ctrl_Auth_Loader
ANSSI.O.Secure-Load-ACode
ANSSI.O.Secure-AC-Activation
ANSSI.O. TOE-Identification
O.Secure-Load-AMemlImage
O.MemlImage-Identification
BSI.OE.Loader-Usage
OE.TOE-Id
OE.Composite-TOE-Id
AUG1.PAdd-Functions AUG1.0.Add-Functions
BSI.T.Leak-Inherent BSI.0.Leak-Inherent
BSI.T.Phys-Probing BSI1.0.Phys-Probing
BSI. T.Malfunction BSI.0.Malfunction
BSI. T.Phys-Manipulation BSI1.0.Phys-Manipulation
BSI.T.Leak-Forced BSI1.0.Leak-Forced
BSI. T.Abuse-Func BSI.0.Abuse-Func
OE.Enable-Disable-Secure-Diag
OE.Secure-Diag-Usage
BSI.TRND BSI.0.RND
BSI. T.Masquerade-TOE BSI1.0.Authentication
BSI.OE.TOE-Auth
AUG4.T.Mem-Access AUG4.0.Mem-Access
ANSSI. T.Open-Samples-Diffusion ANSSI.O.Prot-TSF-Confidentiality
BSI.0.Leak-Inherent
BSI1.0.Leak-Forced
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TOE threat "Abuse of Functionality"

The justification related to the threat “Abuse of Functionality, (BS/. T.Abuse-Func)’ is as
follows:

The threat BSI. T Abuse-Func is directly covered by the security objective BSI.O.Abuse-
Func, supported by the security objectives for the operational environment OE.Enable-
Disable-Secure-Diag and OE.Secure-Diag-Usage for the particular case of the Secure

Diagnostic. Therefore BSI. T.Abuse-Func is covered by these three objectives.

TOE threat "Memory Access Violation"

The justification related to the threat “Memory Access Violation, (AUG4.T.Mem-Access)” is
as follows:

According to AUG4.0.Mem-Access the TOE must enforce the dynamic memory
segmentation and protection so that access of software to memory areas is controlled.
Any restrictions are to be defined by the Security IC Embedded Software. Thereby security
violations caused by accidental or deliberate access to restricted data (which may include
code) can be prevented (refer to AUG4. T.Mem-Access). The threat AUG4.T.Mem-Access is
therefore removed if the objective is met.

The added objective for the TOE AUG4.0.Mem-Access does not introduce any
contradiction in the security objectives for the TOE.

TOE threat "Diffusion of open samples”

The justification related to the threat “Diffusion of open samples, (ANSSI. T.Open-Samples-
Diffusion)” is as follows:

According to threat ANSSI. T.Open-Samples-Diffusion, the TOE shall provide protection
against attacks using open samples of the TOE to characterize the behavior of the IC and its
security functionalities. The objective ANSSI.O.Prot-TSF-Confidentiality requires protection
against disclosure of confidential operations of the Security IC through the use of a
dedicated code loaded on open samples. Additionally, BSI.O.Leak-Inherent and
BSI.0.Leak-Forced ensures protection against disclosure of confidential data
processed in the Security IC. Therefore ANSSI. T.Open-Samples-Diffusion is covered by
these three objectives.

The added objective for the TOE ANSSI.O.Prot-TSF-Confidentiality does not introduce any
contradiction in the security objec