
 

 



                                                                    

 



                                                                    

 

 ........................................................................................................................ 2 

  ................................................................ 5 

  .......................................................................................................................... 5 

  ................................................................................................................. 7 

  ....................................................................................................................... 7 

  ......................................................................................................................... 7 
2.2.1  ............................................................................. 7 

  .................................................................................................................. 11 
2.3.1  ....................................................................................... 11 
2.3.2  ....................................................................................... 12 
2.3.3  ................................................................................ 13 
2.3.4  ....................................................................................................... 13 
2.3.5  ................................................................................................ 14 

  ................................................................................... 15 

  ........................................................................................................ 15 

  ................................................................................................................................ 15 

  ....................................................................................................................... 15 

  ........................................................................................... 15 

  ................................................................. 16 

  .................................................................................................................................... 16 

  ................................................................................................................................. 16 
4.2.1  .................................................................................... 16 

  ...................................................................................... 16 

  ......................................................................................................................... 16 

  .................................................................................. 17 

  ....................................................................................... 17 

  .................................................. 17 

  ........................................................................................... 17 

  ....................................................... 17 

  ............................................................................ 18 

 ............ 18 

 .............................................................. 18 
7.2.1  ........................................................................... 28 

  .............................................................................. 30 

  ........................................................................................ 30 
7.4.1  ...................................................................................................... 31 
7.4.2  ............................................................................................... 31 

  ........................................................................................... 32 

  ..................................................................... 33 



                                                                    

 

  ......................................................................................................... 33 
8.1.1  ............................................................................. 33 
8.1.2  ............................................................ 35 
8.1.3  ........................................................................................ 36 
8.1.4  ....................................................................................... 38 
8.1.5  ............................................................................................ 40 
8.1.6  ................................................ 42 

  ........................................................................................................................... 45 

  ................................................................................................................................ 45 

  ............................................................................................................................... 47 

  ............................................................................................................................. 48 



                                                                   

 5 

 

 

 

 

 

 



                                                                   

 6 



                                                                   

 7 

 

 

 

2.2.1 



                                                                   

 8 

 



                                                                   

 9 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



                                                                   

 10 



                                                                   

 11 

 

2.3.1 

 

 

 

 

 

 

 

 

 

 

 

 



                                                                   

 12 

 

 

 

 

 

 

 

 

 

 

 

 

2.3.2 

 

 



                                                                   

 13 

 

 

 

 

 

 

 

2.3.3 

2.3.4 



                                                                   

 14 

2.3.5 

 

 

 

 

 



                                                                   

 15 

 

 

 

 

 

PP [5]



                                                                   

 16 

 

 

 

4.2.1 

 

 



                                                                       

 

 

 

 

 

 



                                                                       

 

 

 

 



                                                                       

 

 

 

 

 

 



                                                                       

 

 

 

 



                                                                       

 



                                                                       

 



                                                                       

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



                                                                       

 

 

 

 

 

 

 

 

 

 

 

 

 



                                                                       

 

 

 

 

 

 

 

 



                                                                       

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



                                                                       

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



                                                                       

 

 

 

 

 

 

7.2.1 



                                                                       

 



                                                                       

 

 

 

 



                                                                       

 

7.4.1 

7.4.2 



                                                                       

 

 



                                                                       

 

 

 

8.1.1 



                                                                       

 



                                                                       

 

8.1.2 



                                                                       

 

8.1.3 



                                                                       

 

 

 

 

 



                                                                       

 

 

8.1.4 



                                                                       

 



                                                                       

 

8.1.5 



                                                                       

 



                                                                       

 

8.1.6 



                                                                       

 



                                                                       

 



                                                                    

 

 

 



                                                                    

 

 



                                                                    

 

 



                                                                    

 

 



                                                                    

 



                                                                    

 



                                                                    

 


	REVISION HISTORY
	1 Security Target Introduction (ASE_INT)
	1.1 ST Reference

	2 TOE Description
	2.1 TOE Reference
	2.2 TOE Overview
	2.2.1 TOE Usage and Security Features

	2.3 TOE Description
	2.3.1 TOE Hardware Description
	2.3.2 TOE Firmware Description
	2.3.3 TOE Guidance Documentation
	2.3.4 Forms of delivery
	2.3.5 Life Cycle Description


	3     Conformance Claim (ASE_CCL)
	3.1 CC Conformance Claim
	3.2 PP Claim
	3.3 Package Claim
	3.4 Conformance Claim Rationale

	4 Security Problem Definition (ASE_SPD)
	4.1 Assets
	4.2 Threats
	4.2.1 Compliance to ANSSI Note 6

	4.3 Organizational Security Policies
	4.4 Assumptions

	5 Security Objectives (ASE_OBJ)
	5.1 Security Objectives for the TOE
	5.2 Security Objectives for the Operational Environment
	5.3 Security Objectives Rationale

	6 Extended Components Definition (ASE_ECD)
	7 Security Requirements (ASE_REQ)
	7.1 Security Functional Requirements Listed by the TPM 2.0 Protection Profile
	7.2 Security Functional Requirements for the TOE
	7.2.1 Extended Component FCS RNG.1

	7.3 TOE Security Assurance Requirement
	7.4 Security Requirement Rationale
	7.4.1 Sufficiency of SFR
	7.4.2 Dependency rationale

	7.5 Security Assurance Rationale

	8 TOE summary specification (ASE_TSS)
	8.1 TOE security features
	8.1.1 SF_CRY: Cryptographic Support
	8.1.2 SF_I&A: Identification and Authentication
	8.1.3 SF_G&T: General and Test
	8.1.4 SF_OBH: Object Hierarchy
	8.1.5 SF_TOP: TOE operation
	8.1.6 Assignment of Security Functional Requirement


	9 Reference
	9.1 Acronym
	9.2 Glossary
	9.3 Literature


