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This document provides the basis for an evaluatioa specific Target of Evaluation (TOE).
The evaluated solution is the Cisco Unified Wirel&setwork (WLAN) & Wireless Intrusion
Prevention System (wIPS) release 7.0.230.0, inalgidCisco Aironet 3502i, 3502e, 1262,
1252, 1142 AGN access points, 1242, 1131 AG acgesds, and 1524, 1522 AG outdoor
mesh access points; Cisco Wireless LAN ControlE0& Cisco Wireless LAN Controllers
4402, 4404 and; Cisco Wireless Integrated Servitedule (WiSM), and WiSM2. This
Security Target (ST) defines a set of assumptidmitithe aspects of the environment, a list
of threats that the product intends to countegtao$ security objectives, a set of security
requirements, and the IT security functions prodithg¢ the TOE which meet the set of
requirements.
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1 Security Target Introduction

This section presents Security Target (ST) iderdiibn information and an overview of the
ST. The structure and content of this ST compligh the requirements specified in the
Common Criteria (CC), Part 1, Annex A, and ParCBapter 4.

1.1 ST & TOE Identification

This section provides information needed to idgndifid control this ST and its TOE. This ST
targets Evaluation Assurance Level EAL4 augmentigd WLC_FLR.2.

ST Title | Cisco Wireless Local Area Network (WLAN) Access
System with Integrated Wireless Intrusion Prevamtio
System (wIPS) Security Target

ST Version| 1.1

Publication Date March 2013




Vendor / Developer

Cisco Systems, Inc.

TOE ldentification

Cisco Unified Wireless Network (WLAN)& Wireless
Intrusion Prevention System (wIPS) release 7.0230.

CC ldentification

Common Criteria for Information Technology Security
Evaluation, version 3.1, Revision 3, July 2009

Common Criteria
Conformance Claim

The ST is compliant with the Common Criteria (CC)
version 3.1 Revision 3.

The ST is EAL4 Augmented with ALC_FLR.2, Part 2
extended, and Part 3 conformant.

Protection Profile
Conformance

This ST claims compliance to the US Government Wag
Local Area Network (WLAN) Access System for Basic
Robustness Environments, version 1.1, 25, July 2007
(pp_wlan_as_br_v1.1).

Security Target
Evaluation Status

Final

Keywords

Wireless, WLAN, Access Point, AP, wiPS

1.2 Security Target Overview

The TOE consists of hardware and software useddwige a Cisco Unified Wireless
Network & Wireless Intrusion Prevention System T®Ereafter referred to as the TOE,
WLAN TOE or WLAN Access System TOE. The TOE is carapd of multiple hardware and
software products including the Cisco Aironet 35@®502e, 1262, 1252, 1142 AGN access
points, 1242, 1131 AG access points, and 1524, B82dutdoor mesh access points; Cisco
Wireless LAN Controller 5508; Cisco Wireless LAN @wollers 4402 and 4404; Cisco
Wireless Integrated Services Module (WiSM), and WS Separately, these products are
components of the WLAN TOE. Collectively they enqmass the entire WLAN TOE. WLAN
TOE components are listed below.

1. The Access Point, hereafter referred to as the AP:

» Cisco Aironet 1131 AG Series Access Point
+ Cisco Aironet 1142 AGN Series Access Poaint
» Cisco Aironet 1242 AG Series Access Point
+ Cisco Aironet 1252 AGN Series Access Poaint
+ Cisco Aironet 1262 AGN Series Access Poaint
» Cisco Aironet 1522 AG Series Access Point

» Cisco Aironet 1524 AG Series Access Point

» Cisco Aironet 3502e AGN Series Access Point
» Cisco Aironet 3502i AGN Series Access Point




2. The Controller, hereafter referred to as the Cdietror the WLC (or WiSM when distinction
is necessary between the WLC appliances and thel&é¥§ Services Module):

Cisco 4400 Series Wireless LAN Controllers
Cisco 5508 Series Wireless LAN Controllers

The Wireless Integrated Services Module (WiSM), #i@M2 hereafter both referred to
as the WiSM.

3. The WLAN software. The end user downloads front@isom a WLAN Controller image
bundle that includes AP images (images of I0S P3dJA4 for each AP model) that each
AP downloads directly from its Controller. Thosd N image bundlesthat are part of the
TOE are:

Cisco Unified Wireless Network Software Releasef@r@Cisco 5500 Series Wireless
LAN Controllers.

a. AIR-CT5500-K9-7-0-230-0.aes

Cisco Unified Wireless Network Software Releasef@rCCisco 4400 Series (4402 and
4404) Wireless LAN Controllers.

a. AIR-WLC4400-K9-7-0-230-0.aes

b. Boot Software 7.0 for Cisco 4400 Series ControllaiR-WLC4400-K9-7-0-
230-0-ER.aes

Cisco Unified Wireless Network Software Releasef@r@Catalyst 6500 Series Wireless
Services Module (WiSM and WiSM2).

a. SWISMK9-7-0-230-0.aes
b. AIR-WISM2-K9-7-0-230-0.aes

c. Boot Software Release 7.0 for Catalyst 6500 S&veEMs: SWISMK9-7-0-
230-0-ER.aes

This ST is based on the US Government Wireless ILAoza Network (WLAN) Access
System for Basic Robustness Environments, versibnJuly 25, 2007 (pp_wlan_as_br_v1.1)
and describes Cisco product features that sati&fysecurity functional and assurance
requirements identified in the PP.

1.3 References

The following documentation was used to prepare 87

[CC_PART1] Common Criteria for Information TechngjoSecurity Evaluation -

Part 1: Introduction and general model, dated 2089, version 3.1,
Revision 3, CCMB-2009-07-003

[CC_PARTZ] Common Criteria for Information TechngjoSecurity Evaluation -

Part 2: Security functional components, dated 209, version 3.1,
Revision 3, CCMB-2009-07-002

[CC_PART3] Common Criteria for Information TechngjoSecurity Evaluation -

Part 3: Security assurance components, dated 008, ersion 3.1,
Revision 3,CCMB-2009-07-003
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[CEM]

Common Methodology for Information Technolo§gcurity
Evaluation - Evaluation Methodology, dated July 20@rsion 3.1,
Revision 3, CCMB-2009-07-004

[WLANPP]

US Government Wireless Local Area Netw¢vKLAN) Access
System for Basic Robustness Environments, versibnJuly 25, 2007
(pp_wlan_as_br_v1.1)

1.4 Acronyms, Abbreviations & Terms

The following acronyms and abbreviations are usethis Security Target:

Table 1Acronyms, Abbreviations & Definitions

Acronyms &
Abbreviations

Definition

AAA

Authentication, Authorization, and Accounting

ACS

Cisco Secure Access Control Server

AES

Advanced Encryption Standard

AP

Access Point

CcC

Common Criteria for Information Technology SetuEvaluation

CCM

Counter with CBC-MAC (Cipher Block Chaining Message
Authentication Code)

CCMP

CCM mode Protocol

CCTL

Common Criteria Testing Laboratory

CEM

Common Evaluation Methodology for Information Teology
Security

CAPWAP

Control and Provisioning of Wireless Acc&ssnts

CLI

Command Line Interface

CM

Configuration Management

CPU

Central Processing Unit

DDR

Double Data Rate

DHCP

Dynamic Host Configuration Protocol

EAL

Evaluation Assurance Level




EAP Extensible Authentication Protocol

EAP-TLS Extensible Authentication Protocol-Trangploayer Security

EAPOL EAP over LAN

ECC Error Correction Coding

FSP Functional Specification

GUI Graphical User Interface

HLD High Level Design

HTTPS Secure Hypertext Transfer Protocol

IDS Intrusion Detection System

IEEE Institute of Electrical and Electronics Enging

IETF Internet Engineering Task Force

ISE Cisco Identity Services Engine

IT Information Technology

LAN Local Area Network

LDAP Lightweight Directory Access Protocol

LEAP Lightweight Extensible Authentication Protocol [EARsco
Wireless authentication type]

MAC Message Authentication Code

Mbps Megabits per second

MIB Management Information Base (for SNMPv3)

MSE Cisco Mobility Services Engine

NAS Network Access Server

NCS Cisco Prime Network Control System

NIAP National Information Assurance Partnership

NIC Network Interface Card

NMSP Network Mobility Services Protocol

(OF] Operating System

PAC ProtectedAccess Credentials




PEAP Protected Extensible Authentication Protocol
PEAP (EAP- PEAP (Extensible Authentication Protocol-Generikdio Card)
GTC)

PEAP (EAP- PEAP (Extensible Authentication Protocol-Micros@tiallenge
MSCHAP V2) |Authentication Protocol version 2)

PKI Public Key Infrastructure

PMK Pairwise Master Keys

PP Protection Profile

PSK Pre-shared key

PSPF Public Secure Protocol Format

RADIUS Remote Authentication Dial-In User Service

RF Radio Frequency

RFID Radio-Frequency Identification

RSSI Received Signal Strength Indication

SAR Security Assurance Requirement

SDRAM Synchronous Dynamic Random Access Memory
SFP Security Function Policy

SFR Security Functional Requirement

SNMPv3 Simple Network Management Protocol version 3
SOF Strength of Function

SSH Secure Shell

SSID Service Set Identifier

SSL Secure Socket Layer

ST Security Target

TDofA Time Difference of Arrival

TOE Target of Evaluation

TSC TSF Scope of Control

TSF TOE Security Function




TSP

TOE Security Policy

Wi-Fi Wireless Fidelity

WIDS Wireless Intrusion Detection System
wIPS Wireless Intrusion Prevention System
WiSM Wireless Services Module

WLAN Wireless LAN

WLC Cisco Wireless LAN Controller

WCS Cisco Wireless Control System
WPA2 Wi-Fi Protected Access 2

The following terms are used in this Security Targe

Table 2Terms & Definitions

Terms Definitions

802.1X The IEEE 802.1X standard provides a framework fangn
authentication types and the link layer.

AAA Client |Provides authentication, authorization and accognthlso known as a
NAS

ACS/ISE The IT Environment that includes the hardware apérating system

Host that hosts the ACS and/or ISE software.

CARS The Operating System that runs on the ACS HostGertOS Linux
distribution operating system, as configured foe by the ACS
software.

EAP Stands for the extensible authentication protoE#R). EAP is a
protocol that supports the communication of othghantication
protocols. EAP uses its own start and end messabed allows it to
then support any number of third-party messagewdsat supplicants
and an authentication server.

EAP-FAST |[Stands for EAP-flexible authentication secure tumge(EAP-FAST).
This method provides an encrypted tunnel to distélpre-shared keys
known as protected access credential (PAC) keys.

EAP-GTC EAP-GTC (Generic Token Card), which is describe®RFC 2284, is

used for authenticating token card credentials ecthe network. EAP-
GTC is typically used inside a TLS tunnel creatgdli LS or PEAP to
provide server authentication in wireless environtae

g |



EAP- EAP-MS-CHAP-V2 (Microsoft Challenge-Handshake Auttieation
MSCHAP V2 |Protocol version 2) is a mutual authentication rodtthat supports
password-based user or computer authentication-BSFCHAP-V2 is
typically used inside a TLS tunnel created by TT&wSPEAP.

EAP-TLS EAP-TLS (RFC 2716) stands for Extensible AuthertmaProtocol-
Translation Layer Security. It uses the TLS protq&-C 2246)
authentication hand shaking implementation for 82uthentication.
TLS provides a way to use certificates for bothriesed server
authentication and for dynamic session key genemnadind protection of
the authentication session.

Management |A wireless technology enabling one access poinatiate a neighboring

Frame Access Point's management frames.
Protection
PEAP Protected Extensible Authentication Protocol, Pctdd EAP, is a

method to securely transmit authentication infoioratincluding
passwords, over wired or wireless networks.

PEAP uses server-side public key certificates thenticate the server.
It then creates an encrypted SSL/TLS tunnel betwkerclient and the
authentication server. The ensuing exchange ofeatittation
information to authenticate the client is then gpted and user
credentials are safe from eavesdropping.

WPA2 Wi-Fi Protected Access

2 TOE Description

This section provides an overview of the Cisco igmifWireless Network & Wireless
Intrusion Prevention System. This chapter alsorgefithe physical and logical boundaries;
summarizes the security functions; and describestaluated configuration.

2.1 TOE Product Type

The Target of Evaluation (TOE) is a Wireless LANass system (WLAN) with an integrated
Wireless Intrusion Prevention System (wIPS). Thealéiss LAN access system defined in
this ST comprises multiple products operating thgeto provide secure wireless access to a
wired and wireless network. The Wireless IntrusRrevention System defined in this ST are
the wiPS capabilities defined in this ST includifs signature detection, rogue AP and
client detection and containment, and 802.11 mamage frame protection (MFP). This TOE
as identified above is the Cisco Unified WirelesstWork & Wireless Intrusion Prevention
System TOE which provides end-to-end wireless guitoyn, centralized WLAN

management, Authentication, Authorization, and Aating (AAA) policy enforcement, and
basic Wireless Intrusion Prevention System (wIP&h wupport foradvanced WiPS and
location tracking when used with the Cisco Mobil8grvices Engine (MSE). Note that the
TOE does not claim conformance to an IDS/IPS Ptaiedrofile, the wiP Sfunctionality
described in this ST includes detection of wireledsusion attempts, generation of audit data
related to those events, delivery of that audiadatexternal components (WCS or




NCS,MSE, and syslog server) in the environmeniafoalysis and review, and denial of
traffic flow and/or containment of rogue accessmp®iand clients consistent with applied
wIPS policies. The AP performs analysis of wirelgsdfic in the course of generating wiPS
data — the wiPS event log items represent evemtsfean the wiPS system to the MSE.
Responses to the wiPS data from the WCS or NCSarevsa SNMPv3 and from MSE are
sent via NMSP to the Controller, and wiPS policgates are pushed from the Controller to
APs where wIPS policies are enforced. The TOE satie the WCS or NCS and MSE
components in the IT environment to support theSvfenctionality by defining wiPS

policies, and for location tracking by correlatiwmiyeless signal metrics measured by multiple
APs.

2.2 TOE Overview

The TOE is a system of products administrativelgfagured to interoperate to provide a
WLAN. The TOE allows mobile, wireless clients to maming hosts on the wireless

network, and to connect to the wired network usangess points (APs). The TOE has Access
Point TOE components (Cisco Aironet3502i, 3502662121252, 1142 AGN access points,
1242, 1131 AG access points, and 1524, 1522 AGomutchesh access points), Controller
TOE components (Cisco Wireless LAN Controllers 4402 4404,Cisco Wireless LAN
Controller 5508,and the Cisco WiSM (Cisco Wirel&ssvices Module) and WiSM2.

Note that although there are several TOE componeuiten the TOE is operational there is
only one component that providesadministrativeriiaiges authenticated by the TOE: the
Controller, so there is one administrator role loa TOE.

2.3 TOE Physical Boundary

The TOE physical boundary defines all hardware swftlvare that is required to support the
TOE'’s logical boundary and the TOE's security fuans. The TOE’s support of the logical
boundary and security functions is divided intodtianal components (TOE components)
which are described in this section.

Hardware and software not included in the TOE’sgit@l boundary and relied on by the
TOE and therefore supplied by the IT Environmerdescribed in the IT Environmental
Dependencies section of this document. Securitgtionality included in the TOE’s
physical boundary but not identified in the TOEdgjical boundary or claimed as TOE
security functions is identified in the TOE Componh€ommunication Methods.

Table 3 below identifies the required componentthmevaluated configuration and identifies
whether or not they are within the TOE boundaryisTih followed by a sample network
arrangement of the TOE and detailed subsectiorsagch TOE component.




Table 3Required Number & Versions

Component Required Part of
Name Quantity | Model Number and Versions TOE
AP One or Cisco Aironet 1131 AG Series Access Points Yes
more Cisco Aironet 1142AGN Series Access Points
Cisco Aironet 1242 AG Series Access Points
Cisco Aironet 1252 AGN Series Access Points
Cisco Aironet 1262 AGN Series Access Points
Cisco Aironet 1522 AG Series Access Points
Cisco Aironet 1524 AG Series Access Points
Cisco Aironet 3502e AGN Series Access Points or
Cisco Aironet 3502i AGN Series Access Points
each running 10Sversion 12.4(23c)JA4 (downloadetthéo
AP from the Controller) and includingthe Cisco FIRS
part number AIRLAP-FIPSKIT
4400 Controller One or Cisco 4400 Series Wireless LAN Controller running Yes
or more software version 7.0.230.0; and the Cisco FIP it
5508 Controller numberAIRWLC4400FIPSKIT,
or Cisco 5508 Series Wireless LAN Controller running
WiSM software version 7.0.230.0; and the Cisco FIP it
or numberAIR-CT5508FIPSKIT or
WiSM2 Cisco Wireless Integrated Service Module (WiSM) or
WiSM2 w/software version 7.0.230.0, and Cisco HPS
as appropriate for the 6500 chassis.
6500 Chassis and | One or 6500 Catalyst chassis; and tfésco FIPS kit part number| No
Supervisor 720 more CVPNG6500FIPS/KIT.
(with 720 Supervisor w/software 10S versidiiz 2(18)SXF2r
WiSM or | 12.2(18)SXF5
WiSM2
only)
Cisco ACS or ISE | One or Cisco Secure Access Control Server (ACS) versi8rob. | No
more lateron any of the following platforms:
Cisco 1120 Secure ACS appliance
Cisco 1121 Secure ACS appliance
Virtual appliances running VMware version ESX 3rd
Or
Cisco Identity Services Engine (ISE) version 1.1 or
later on any supported hardware or virtual appkanc
Syslog server One or Any syslog server that supports receiving syslogra\LS, | No
more and meets pre-filtering requirements specified in
FAU_SEL.1(2), including:
Kiwi Syslog Daemon version 9.2 or later, or
Syslog-ng version 2.0 or later.
Wireless Client One or No specific version requirements No
more
Cisco MSE One Release 5.1.30.0 (or greater) No
Cisco WCS or One WCS release 5.1.64.0 (or greater) No
NCS NCS release 1.0 (or greater)
Certificate One This CA does not need to be dedicated for use @ ®E, | No
Authority nor managed by the TOE administrators, it only sgede
available to generate certificates for use withsysog
server (for syslog over TLS), and when using EARSTar
EAP-FAST.
LDAP Server or None or | IfISE is being used as the RADIUS server to auibate | No
Active Directory One Controller Management Users, an LDAP, AD, or addil

Server

RADIUS server (such as ACS) is also required.




Figure 1 depicts a sample TOE configuration, higfling the physical boundary. The shaded
portions define the components in the physical l@uy. The un-shaded portions define the
components supplied by the IT Environment.

Access WLAN WCS or NCS
Points Controller (SNMPv3) MSE
/' (NMSP)
Wireless
Clients
LAN Management ACS or ISE
Network (RADIUS)
LAN
Resources
Certificate
Authority
Admin Host Syslog Active
(CLI over SSH, (over TLS) Directory LDAP
or GUI over TLS)

Controller models: WiSM2, WiSM, 5508, 4404, or 4402
AP models: 1131, 1142, 1242, 1252, 1262, 1522, 1524, 3500e, or 3500i

D Components included in the TOE

D Components not included in the TOE

Figure 1Sample Deployment Topology

The following subsections describe the TOE comptmandetail.

2.3.1 Access Point (AP) TOE Component

The following Access Point models:
» Cisco Aironet 1131 AG Series Access Points
» Cisco Aironet 1142 AG Series Access Points
» Cisco Aironet 1242 AG Series Access Points
» Cisco Aironet 1252 AG Series Access Points
» Cisco Aironet 1262 AG Series Access Points
» Cisco Aironet 1520 AG Series Access Points
» Cisco Aironet 3500 AG Series Access Points

Hereafter referred to as Access Points or APsAfg provides the connection point between
wireless client hosts and the wired network. Onathenticated as trusted nodes on the wired
infrastructure, the APs provide encryption senacethe wireless network between
themselves and the wireless client. The APs alsonconicate directly with the Controller for
management purposes.

The physical boundary of the APs includes FIPS Kitd cover the physical interfaces of the
APs to make them FIPS compliant. The FIPS Kitspae of the physical boundary of the
AP. The FIPS Kits for the APs are the Cisco produanber AIRLAP-FIPSKIT.
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The AP TOE components have an RF interface, anrB¢hénterface, and a serial console
interface. All three of these interfaces are cdigbby the software executing on the AP.

The seven Access Point series included in the TBDsipal boundary vary by the antenna
support they offer; however the differences doaffect the security functionality of the
TOE.

The serial or console interface to the AP is neotuded in the evaluated configuration. This
interface cannot be used for administration or mpmhtion of the AP when the AP is in its
evaluated configuration, fully managed by a ConémlAll administration and configuration
of the AP TOE component occurs through the CorgrollOE component.

The Ethernet interface of the AP is a wired inteeféahat connects the AP to the Controller.
The Ethernet interface is used as a managemenmfaneeto the AP and also as the
communication channel for those successfully autbated wireless users to communicate
with the wired network controlled by the TOE ané thther successfully authenticated
wireless users. Wired communications between the &Rl Controllers (or WiSM) is carried
out using the Control and Provisioning of Wirelégsxess Points (CAPWAP). Control and
Provisioning of Wireless Access Points (CAPWAPasIETF network protocol draft
supported by the APs and controllers that aidsimmlized management and security of the
controllers and APs. Specifically, CAPWAP suppdrtsfic handling, authentication,
encryption and policy enforcement. CAPWAP is theenying protocol selected by the IETF
Control and Provisioning of Wireless Access Po{i@&PWAP) Working Group. CAPWAP
has also been validated by NIST for FIPS 140-2 Lewveertification. CAPWAP allows the
APs and Controllers to carry out secure control bridging communications over a FIPS
140-2 validated assured channel using DTLS with AEBC encryption. On the 5508
Controller and 1131, 1142, 1242, 1252, 1262, 3521, 3502| series access points a
secondary DTLS tunnel is supported for protectiboli@nt data as part of CAPWAP. Note
that all TOE devices have a separate tunnel fentliata traffic as part of CAPWAP, but
only the devices above support DTLS protectionhid tunnel.

*  Wireless communications between clients and ARarised out using the IEEE 802.11
protocol standardgoverning communication transmis§or wireless devices. For this
evaluation the APs use one or more of the follow8@2.11a, 802.11b, 802.11g and
802.11n for wireless communication. The wirelessigéy protocol that is to be used
with the APs is WPA2, which is the Wi-Fi Alliancetéroperable specification based on
IEEE 802.11i security standard (described below).

The following table provides details for each of thccess Points models included in the
TOE.

Table 4Cisco Access Point Model, Hardware Configutéon, and Part Number

TOE Configuration Hardware Configuration Part Numbers




Cisco Aironet 1131 AG
Series Access Point

The Cisco Aironet 1131 AG Series IEE

802.11a/b/g Access Point is a fixed-
configuration dual-band Access Point.
The Cisco 1131 AG Series IEEE

802.11a/b/g Access Point provides two

FAIR-LAP1131AG-A-K9
AIR-LAP1131AG-C-K9
AIR-LAP1131AG-E-K9
AIR-LAP1131AG-I-K9

radios each with diversity antennas thatAIR-LAP1131AG-K-K9
provide omni-directional coverage. The pA|R-L AP1131AG-N-K9

TOE's physical boundary includes the
listed Cisco Aironet 1131 AG Series
Access Points which are considered

AIR-LAP1131AG-P-K9
AIR-LAP1131AG-Q-K9

hardware components of the TOE. ThisAIR-LAP1131AG-S-K9

module is within the TOE boundary.

AIR-LAP1131AG-T-K9

Cisco Aironet 1142 AG
Series Access Point

The Cisco Aironet 1142 AG Series IEE
802.11a/b/g/n Access Point is a fixed-
configuration dual-band Access Point.
The Cisco 1142 AG Series IEEE
802.11a/b/g /n Access Point provides t

radios each with diversity antennas tha
provide omni-directional coverage. The

TOE's physical boundary includes the
listed Cisco Aironet 1142 AG Series
Access Points which are considered

hardware components of the TOE. This

module is within the TOE boundary.

FAIR-LAP1142N-A-K9
AIR-LAP1142N-C-K9
AIR-LAP1142N-E-K9

MmJR-LAP1142N-P-K9

tAIR-LAP1142N-K-K9

AIR-LAP1142N-N-K9

AIR-LAP1142N-S-K9

AIR-LAP1142N-T-K9

AIR-LAP1142N-I-K9

Cisco Aironet 1242 AG
Series Access Point

The Cisco Aironet 1242 AG Series IEE
802.11a/b/g Access Point is a fixed-
configuration dual-band Access Point.
The Cisco 1242 AG Series IEEE
802.11a/b/g Access Point provides two
radios each with diversity antennas tha

provide omni-directional coverage. The

TOE's physical boundary includes the
listed Cisco Aironet 1242 AG Series
Access Points which are considered
hardware components of the TOE. This
module is within the TOE boundary.

FRAIR-LAP1242AG-A-K9
AIR-LAP1242AG-C-K9
AIR-LAP1242AG-E-K9
AIR-LAP1242AG-I-K9

tAIR-LAP1242AG-K-K9
AIR-LAP1242AG-N-K9
AIR-LAP1242AG-P-K9
AIR-LAP1242AG-Q-K9
AIR-LAP1242AG-S-K9
AIR-LAP1242AG-T-K9




Cisco Aironet 1252 AG
Series Access Point

e —
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The Cisco Aironet 1252 AG Series IEERRAIR-LAP1252AG-A-K9

802.11a/b/g/n Access Point is a fixed-
configuration dual-band Access Point.
The Cisco 1252 AG Series IEEE

802.11a/b/g /n Access Point provides t

AIR-LAP1252AG-C-K9
AIR-LAP1252AG-E-K9
MJR-LAP1252AG-1-K9

radios each with diversity antennas thatAIR-LAP1252AG-K-K9
provide omni-directional coverage. The p|R-L AP1252AG-N-K9

TOE's physical boundary includes the
listed Cisco Aironet 1252 AG Series
Access Points which are considered

AIR-LAP1252AG-P-K9
AIR-LAP1252AG-S-K9

hardware components of the TOE. ThisSAIR-LAP1252AG-T-K9

module is within the TOE boundary.

Cisco Aironet 1262 AG
Series Access Point

k|

The Cisco Aironet 1262 AG Series IEERAIR-LAP1262N-A-K9

802.11a/b/g/n Access Point is a fixed-
configuration dual-band Access Point.
The Cisco 1262 AG Series IEEE

802.11a/b/g /n Access Point provides t

AIR-LAP1262N-C-K9
AIR-LAP1262N-E-K9
MJR-LAP1262N-1-K9

radios each with diversity antennas thatAIR-LAP1262N-K-K9
provide omni-directional coverage. The p|R-| AP1262N-N-K9

TOE's physical boundary includes the
listed Cisco Aironet 1262 AG Series
Access Points which are considered

AIR-LAP1262N-Q-K9
AIR-LAP1262N-S-K9

hardware components of the TOE. ThiSAIR-LAP1262N-T-K9

module is within the TOE boundary.




Cisco Aironet 1520 AG
Series Access Point

The Cisco Aironet 1520 AG Series IEE
802.11a/b/g Access Point is a fixed-
configuration dual-band Access Point.
The Cisco 1520 AG Series IEEE
802.11a/b/g Access Point provides two
radios each with diversity antennas tha
provide omni-directional coverage. The
Cisco Aironet 1520 AG Series is
comprised of two models, the Cisco
Aironet 1522 and the Cisco Aironet
1524. The TOE's physical boundary
includes the listed Cisco Aironet 1520
AG Series Access Points which are
considered hardware components of th
TOE. This module is within the TOE
boundary.

FAIR-LAP1522AG-A-K9
AIR-LAP1522AG-C-K9
AIR-LAP1522AG-E-K9
AIR-LAP1522AG-K-K9
tAIR-LAP1522AG-N-K9
AIR-LAP1522AG-M-K9
AIR-LAP1522AG-P-K9
AIR-LAP1522AG-S-K9
AIR-LAP1522AG-T-K9
AIR-LAP1522CV-A-K9
AIR-LAP1522PC-A-K9
AIR-LAP1522PC-N-K9
AIR-LAP1522HZ-A-K9
AIR-LAP1522HZ-C-K9
AIR-LAP1522HZ-N-K9
AIR-LAP1522HZ-E-K9
AIR-LAP1522HZ-S-K9
AIR-LAP1524PS-A-K9
AIR-LAP1524SB-A-K9
AIR-LAP1524SB-C-K9
AIR-LAP1524SB-M-K9
AIR-LAP1524SB-N-K9

Cisco Aironet 3500 AG
Series Access Point

The Cisco Aironet 3500 AG Series IEE
802.11a/b/g/n Access Point is a fixed-
configuration dual-band Access Point.
The Cisco 3500 AG Series IEEE
802.11a/b/g /n Access Point provides t
radios each with diversity antennas tha
provide omni-directional coverage. The
3500 series is made up of two models,
the Cisco Aironet 3502E and the Cisco
Aironet 35021. The "E" designation
refers to "External" antennas while the
"I" designation refers to an "Internal”
antenna configuration. The TOE's
physical boundary includes the listed
Cisco Aironet 3500 AG Series Access
Points which are considered hardware
components of the TOE. This module is
within the TOE boundary.

FAIR-CAP35021-A-K9
AIR-CAP3502|-C-K9
AIR-CAP3502I-E-K9
My R-CAP3502I-1-K9
tAIR-CAP3502I-K-K9
AIR-CAP3502I-N-K9
AIR-CAP3502I1-Q-K9
AIR-CAP35021-S-K9
AIR-CAP3502|-T-K9
AIR-CAP3502E-A-K9
AIR-CAP3502E-C-K9
AIR-CAP3502E-E-K9
AIR-CAP3502E-I-K9
*AIR-CAP3502E-K-K9
AIR-CAP3502E-N-K9
AIR-CAP3502E-Q-K9
AIR-CAP3502E-S-K9
AIR-CAP3502E-T-K9
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2.3.2 Wireless LAN Controller TOE Component

The Wireless LAN Controller TOE components (henedferred to as Controller) are
management devices for one or more APs and thdessd ANs that are implemented on the
APs. The Controller communicates with the AP TOEponents, and other external
components including admin workstation, ACS/ISEvees, syslog server, WCS or NCS, and
MSE through its network interface. The Controllprevide WLAN security, monitoring,
quality of service and radio resource managemanwices for APs over redundant Gigabit
Ethernet network interfaces.

The Controllers provide security management sesvfoe APs include managing access
control lists (ACLSs) for wireless devices, definitite authentication policies and
authorization and accounting servers that are todesl by the TOE, defining the encryption
types and security policies that the APs are toexf, and managing the radio resource
management capabilities.

The Controllers provide monitoring management seyito monitor the state of APs, the
state of wireless devices associated with the AR8)g with the security events detected by
the APs which include wireless intrusion preventsignature detection, rogue device
detection, 802.11 management frame protection hac¢ontainment of rogue access points
and rogue wireless clients.

* The Controllers have a web based and a commanihtimgace for administration. Both
are included in the evaluated configuration of Ti@E. Changes that affect APs are
pushed out to the APs immediately using CAPWAP rganent plane messages.

* AES RADIUS key wrap is used to protect the 802RWK distributed from ACS/ISE to
the Controller after a successful wireless usenenttcation. The Controller ensures that
this management interface between the Controllditiae ACS/ISE is invoked and
succeeds before allowing any other mediate seciunitytion dealing with authentication
or accounting to proceed.

e The Controller interfaces with the APs for managet@®mmunication. The Controller
ensures that the management interface functionsaoked and succeed before allowing
any further management functions to be carriecbetween the Controller and the APs.

Controllers enforce protection of audit events gdivgged by transmitting syslog over TLS
to the Syslog server.

The following table provides details for each of Wireless LAN Controllers included in the
TOE.




Table 5Cisco Wireless LAN Controllers, Hardware Cofiguration, and Part Numbers

TOE Configuration Hardware Configuration Part Numbers

Cisco 4400 Series Wireles$he Cisco 4400 Wireless LAN Controller is a sepés |AIR-WLC4402-12-K9

LAN Controller wireless LAN controllers that is available in twodels: |A|R-WLC4402-25-K9

the 4402 Cisco 4400 Series Wireless LAN Contraiied

the 4404 Cisco 4400 Series Wireless LAN Controller. AIR-WLC4402-50-K9
AIR-WLC4404-100-K9

The two models differ in the number of redundardabit

_ Ethernet connections they provide:

The 4402 Cisco 4400 Series Wireless LAN Controller
provides one set of two redundant Gigabit Ethernet
connections.

The 4404 Cisco 4400 Series Wireless LAN Controller
provides two sets of redundant Gigabit Ethernet
connections.

Within the Cisco 4400 models are products that uary
the number of access points they support and the
regulatory domains they support. The Cisco 4402=\&/4s
LAN Controller supports either 12, 25 or 50 acqesisits
while the Cisco 4404 Wireless LAN Controller suptsor
100 access points.

Part of the physical boundary of the 4400 series
controllers are FIPS Kits that change the physical
interfaces of the 4400 series controllers to makent
FIPS compliant. The FIPS Kits are part of the ptgfsi
boundary of the 4400 series controllers. The FIRS fidr
the 4400 series controllers are the Cisco produetirer
AIRWLC4400-FIPSKIT.This module is within the TOE

boundary.
Cisco 5500 Series Wireles$he Cisco 5500 Series Wireless LAN Controller AIR-CT5508-12-K9
LAN Controller functionally is the same as the 4400 series Cdatrol | A|R-CT5508-25-K9

Whereas the 4400 series supported up to 100 apoats
the Cisco 5500 series supports up to 500 accessspoi AIR-CT5508-50-K9
The Cisco 5508 Wireless LAN Controller supports 22, | AIR-CT5508-100-K9

Ermsal”  50. 100, 250 or 500 access points. FIPS Kit AIR- | AIR-CT5508-250-K9

CT5508FIPSKIT=. AIR-CT5508-500-K9




Catalyst 6500 Wireless
Integrated Service Modul
(WiSM) and WiSM2

The WiSM and WiSM2 functionally is the same as the
4400 or 5500 series Controllers. The WiSM and WiSM
are hardware modules that plug into a Catalyst 6500

WS-SVC-WISM-1-K9
AN'S-SVC-WISM2-1-K9

switch chassis. Each WiSM blade supports up to 300 WS-SVC-WISM2-3-K9
Access Points. The Supervisor 720 provides rowtimgy | WS-SVC-WISM2-5-K9
switching to support network connectivity to the

management interface of the WiSM and WiSM2.

The WiSM and WiSM2 controllerssupport the followifig
chassis configurations: 6503, 6504, 6506, 65096&11¢.
The chassis vary in the number of slots they pravulit
this difference does not affect the security fumzdlity
claimed by the TOE. Up to four WiSM or WiSM2 blades
with support for 1200 APs can be managed by aeingl
6509 or 6513 Catalyst chassis with a Supervisor A20
fifth WiSM or WiSM2 blade can be installed in the
Catalyst 6509 or 6513 chassis for redundant failo¥e
another WiSM or WiSM2 within the same chassis. The
chassis is not included in the TOE physical boupdaor
is the Sup720.

Though the 6500 chassis is not part of the phy3iCd#t
boundary, the evaluated configuration requires tiat
Catalyst 6500 be installed with its FIPS Kit, Cigmoduct
number CYPN6500FIPS/KIT.

2.4 TOE Logical Boundary

This section identifies the security functions pd®d by the TSF.
* Administration (FMT)
+ Audit (FAU)
e Encryption (FCS)
» |dentification and Authentication (FIA)
* Information Flow Control (FDP)
e Self Protection (FPT)

e Wireless Intrusion Prevention System (IPS)

2.4.1 Administration (FMT)

The TOE's Administration security functions provédgecurity capabilities that guarantees
Controller administrators are required to identfyd authenticate to the TOE or to a
RADIUS server configured for use by the TOE befany administrative actions can be
performed. Syslog administrators identify and aotloate to the Syslog Host OS prior to
managing syslog settings or reviewing audit dadaest there. RADIUS server administrators
authenticate to ISE or ACS prior to administratthg RADIUS server. NCS/WCS and MSE
administrators authenticate to NCS/WCS and MSEeetsgely before configuring

NCS/WCS and MSE. The Syslog Host OS, RADIUS serN&S/WCS and MSE are outside
the TOE scope of control, so authentication ofrtlaeiministrators is also outside the scope of
control. The TOE only allows administration of T@Emponents to occur from the wired
network. The TOE’s management security capabilityvfles administrator support




functionality that enables a human user to conigamd manage TOE
components.Management functions include configaratif cryptographic keys, encryption
settings, audit settings, authentication credesitiaahd the use of authentication servers.

The SFRs covered by this security function are FMDF.1(1), FMT_MOF.1(2),
FMT_MOF.1(3), FMT_MSA.2, FMT_MTD.1(1), FMT_MTD.1(2FMT_MTD.1(3),
FMT_SMF.1(1), FMT_SMF.1(2), FMT_SMF.1(3), FMT_SMK1), FTA_SSL.3

2.4.2 Audit (FAU)

The TOE’s Audit security function supports audit@ed generation and selective audit record
generation functionality. All components of the T@#&rk to implement an auditing

capability of security relevant events that happeder the control of the TOE. Audit records
are generated by the APs, and Controllers of th&  Tahd the ACS/ISE of the TOE IT
Environment. The TOE's audit data viewing capabpifirovides administrator support
functionality that enables administrators to viewd# records and selective view audit
records along with allowing them to selectively oke what events they want audited.

Audit generation by the TOE (viewable via the coliar or the remote syslog server):

» The TOE generates audit records of administrattorzerelated to the management of
TSF data and configuration data. Controller adstiator actions are audited by means
of TACACS+ Accounting messages sent from the Cdietrto the ACS/ISE. In the
evaluated configuration, ACS/ISE will be configutedsend these messages to the
syslog server as well.

* The TOE generates wlPS audit records based ontasigsadistributed by the MSE, by
monitoring and analyzing wireless network trafficdagenerating events/alerts for
potential intrusions. The TOE includes Denial ofuv@e Security Penetration Attack
Wireless Intrusion Prevention Signatures whicksgsuto detect unauthorized or
threatening WLAN activity. This information is genated by the APs, and forwarded
through the Controller to the MSE over a TLS prteddnterface.

Audit generation by the TOE IT Environment (viewabia the ACS/ISE):

» Wireless users authentication attempts (succeasfiifailed) and ACS/ISE
administrative audit events are sent from the ABBAo the Syslog storage for pre-
selection, storage and review. Other ACS/ISE aadditities (the management of user
accounts controlled by the ACS/ISE, the encrypgolicies controlled by the ACS/ISE
for wireless users, and the changing of auditirngabdities controlled by the ACS/ISE)
may be written into ACS/ISE persistent storageaftime before being sent to the Syslog
server. Post selection filtering can be done onaamjt records stored on the Syslog
server.

The SFRs covered by this security function are FGEN.1(1), FAU_GEN.2,
FAU_SEL.1(1), FPT_STM_(EXT).1

2.4.3 Encryption (FCS)

The TOE's wireless network encryption security ftioo ensures that when an administrator
has configured encryption, all network packet dagloads are encrypted with the scheme
defined by the administrator for flows of informati occurring in the RF domain. This allows
for the TOE to provide end-to-end encryption capaés between wireless clients, trusted
APs and trusted nodes that reside within the TOE.TOE also uses encryption to protect
communication between TOE components, remote adination and communication with
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external components such as the time server usédotroller clock updates. The APs, and
Controllers all use FIPS 140-2 validated cryptomedusee the TSS for details.

The SFRs covered by this security function are F&XSM_(EXT).1, FCS_CKM.1(1),
FCS_CKM.1(2), FCS_CKM.2, FCS_CKM_(EXT).2, FCS_CKMHKECS_COP.1(1),
FCS_COP.1(2), FCS_COP.1(3), FCS_COP.1(4), FCS_t®fT)(1

2.4.4 ldentification & Authentication (FIA)

The TOE's Identification and Authentication secyffiinction provides I&A support of all
wireless client hosts (WPA2 with preshared keyS8WtA2 with 802.1X) connecting to the
trusted wired network from the wireless networkrgjavith providing 1&A for all
administrators (username/password over HTTPS) poi@ccessing TOE functionality.
Additionally the TOE components authenticate eattfeovia certificates used inCAPWAP,
and Controllers authenticate environmental comptsesth username and password
(SNMPv3), with shared secrets (RADIUS with AES kenap), and certificates (syslog over
TLS, and NMSP to/from MSE).

The SFRs covered by this security function are ABL.1(1), FIA_ATD.1(1),
FIA_ATD.1(2), FIA_UAU.1, FIA_UAU_(EXT).5(1), FIA_UD.2, FIA_USB.1(1),
FIA_USB.1(2), FTA_TAB.1, FTP_ITT.1, FTP_ITC_(EXT).ETP_TRP.1

2.4.5 Information Flow Control (FDP)

The TOE's Information Flow Control security functigprovides control of information by
enforcing the wireless encryption scheme that lgntadministratively configured. This
encryption policy determines whether the APs andt@ulers will encrypt and decrypt
communications with wireless clients.

The SFR covered by this security function is FDPDP(EXT).1

2.4.6 Self Protection (FPT)

The TOE controls actions carried out by a userdmtiolling a user session and the actions
carried out during a user session. By maintainimg @ontrolling a user session a user has
with the TOE the TOE protects itself from the an8mf unauthorized users.The hardware
components of the TOE perform TSF tests duringahgtart-up of the component. These
include the cryptographic module testing on the ARd Controllers. The APs and
Controllers also perform an integrity check on tieafiguration files upon initial start up.

The results for these tests are reported at theaderupon boot up. The Controller and APs
execute FIPS 140-2 power on self tests and comdititests to ensure the proper operation of
the cryptographic functionality.

The SFRs covered by this security function are FRIP.1(1), FPT_ITT.1,
FPT_TST_(EXT).1, FPT_TST.1(1), FPT_TST.1(2)

2.4.7 Wireless Intrusion Prevention System (IPS)

The wlPS functionality of the TOE provides IDS sigure detection, generation of audit
messages related to IDS signature detection, measunt and collection of wireless signal
strength for us in wireless device location tragk{requires deployment of multiple APs and
an MSE), as well as IPS functionality including tminment of rogue wireless devices
through transmission of targeted de-authenticagitbacks to prevent rogue devices from
connecting to other wireless devices. The AP$efftOE support Adaptive wiPS functions,




which requires integration with MSE and NCS or W®8t Adaptive wiPS is beyond the
logical scope of this evaluation, so is not disedsBirther in this ST.

2.5 IT Environment Dependencies

The following section defines the IT Environmentrgqmonents relied upon by the TOE and
not included in the physical boundary and therefrgplied by the IT Environment. The
following section details the IT Environment sugglicomponents and the dependencies on
them from TOE components.

2.5.1 Wireless Client Hosts

All wireless client hosts connecting to the wirestwork from the wireless network are
excluded from the TOE’s physical boundary.

2.5.2 Administrator Management Hosts

The Controllerssupport remote access from a wotikstavia HTTPS or SSH (authenticated
via RADIUS). Additionally, the controllers suppa¢rial access from a workstation, but that
functionality is not permitted in the TOE evaluamzhfiguration and would be authenticated
to the local Management User database on the Atartrédministrator Management Hosts
(HTTPS and SSH clients) are not included in the TJ#hysical boundary.

2.5.3 Cisco Secure Access Control Server (ACS) and Cislaentity Services
Engine (ISE)

The Cisco Secure ACS version 5.x (hereafter refetoeas the ACS) and Cisco Identity
Services Engine (ISE) are different generationprofiucts that provide centralized
authentication, authorization and accounting. TIBSASE centralizes access control and
accounting and enables ACS/ISE administrators Hlétyato configure user accounts from a
centralized source. User account information inekidupport for wireless client hosts
attempting to access the wired LAN and Controlémaistrator accounts for access to
Controllers.

» Cisco Secure ACS is available in several platfoomfigurations. Cisco Secure ACS
version 5.x software is provided on either the €it20 Secure ACS 5.x Appliance or
the Cisco 1121 Secure ACS 5.x Appliance. Additibnaisco Secure ACS version 5.2
software is available as a virtual appliance rugnfiMware version ESX 3.5 or 4.0.

e Cisco ISE is available as a physical appliancener8800 series models (3315, 3355, and
3395, for small, medium, and large deploymentsaesyely), and the Cisco Identity
Services Engine virtual appliances supported on \AMWESX/ESXi 4.x, which should
be run on hardware that equals or exceeds theatbasdics of the physical appliances.

0 When ISE is used as the RADIUS server for Contr(d)ethe wireless client
accounts can be defined within ISE, but ISE mustdrdigured to defer (proxy)
authentication of Controller administrators (Managat Users) to a separate
(second-tier) authentication server that is ablentimrce lockout after failed
login attempts. Those second-tier authenticat@mess could include Active
Directory, LDAP, or an ACS server.

The Controller can be configured to require the Ad®®ase the Controller’s internal database
of wireless user accounts, or to use either ACEarto perform RADIUS authentication,
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authorization, and accounting of wireless clietist tconnect to the TOE. When RADIUS is
ued, the Controller is configured into ACS or 1ISEaaRADIUS client which enables APs to
pass secure wireless user authentication requastsgh the Controller to a AAA server.
IEEE 802.1X (which is part of IEEE 802.11i secuyity used by the TOE to manage secure
authentication of wireless clients into the TOE.

» APs enforce the 802.1X port access control, Cdetimanage the 802.1X state
machine and the AAA server terminates the 802.1e6thuthentication and resulting
802.11i key derivation.

* With 802.1X port access control, APs disallow alleless packets transmitted from
wireless hosts from entering the trusted wired netvexcept for 802.1X EAP packets.
APs forward 802.1X EAP packets to the Controllefchtpasses them to the AAA
server. Upon the completion of a successful 802atkentication session between a
wireless client and the AAA server, access is gaumb the trusted wired network.

The RADIUS protocol is used to communicate the 882authentication information between
the Controller and ACS/ISE. ACS/ISE verifies theusmme and password using the user
databases it is configured to query, such as tbal lACS/ISE user database, or a RADIUS
store. ACS/ISE returns a success or failure respoiesthe Controller to the AP, which
permits or denies user access based on the resfarseives. When the user authenticates
successfully, ACS/ISE sends a set of authorizagithibutes to the AP. If RADIUS
accounting is also configured the AP then begims/éoding wireless user accounting
information to ACS/ISE for logging.

When the user has successfully authenticated, of sstssion attributes can be sent to the
AAA client to provide additional security and coaltof privileges, otherwise known as
authorization. These attributes might include tReatidress pool, access control lists (ACLS),
or type of connection.

ACS or ISEcan also be used for authenticatiorh@uzation and accounting for
administrators of the TOE (Management Users onty,SNMPv3 Users). When ISE is used
as a directly-accessible (first-tier) RADIUS serv¥er any Controller(s), ISE must be
configured to defer (proxy) authentication and auitation requests for those accounts to a
separate (second-tier) authentication server thabie to enforce lockout after failed login
attempts. Those second-tier authentication serv@utd include Active Directory, LDAP, or
an ACS server. The Controller's Management Usarsh®e configured through ACS for
authentication and authorization using RADIUS, andtroller TACACS+ accounting can be
used by ACS/ISE for logging actions performed bynlsigement Users on the Controller.

e The network communication interface between ACS/&8H the Controller is controlled
and protected with the use of the RADIUS protooolrfon-crypto client related
communications and AES RADIUS key wrap for FIPS pbamt transfer of the 802.11i
PMK to the controller.

* The ACS/ISE controls and mediates all actions ¢leatr through these interfaces and
make sure that the enforcement functions (thoskngdeaith access control of the
interfaces) are invoked and succeed before alloamgother mediated action to occur
with any of its other security functions. Througilese mediations and access controls of
the interfaces of the ACS/ISE the ACS/ISE achienas-bypassability.

2.5.4 Cisco Wireless Control System (WCS) and Network Cdrol System (NCS)

The Cisco Wireless Control System (WCS) is a saféewaroduct that provides a centralized
management service for Cisco WLAN products inclgdine APs, Controllers and MSEs.
WCS also provides centralized management for theeM&s Intrusion Prevention (wIPS),
forwarding wiPS profiles to the MSE for further ttibution. The WCS component is
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required to maintain a WCS administrator role whpagpose is to configure wiPS and
monitor and review wlPS records.

The Cisco Prime Network Control System (NCS) pregi¢onverged user and access
management for wired and wireless networks witlibvlisy into endpoint connectivity—
regardless of device, network, or location, andpanat identity policy monitoring through
integration with Cisco Identity Services EngineE)S

2.5.5 Cisco Mobility Services Engine (MSE)

The Cisco Mobility Services Engine (MSE) is an appte supporting a suite of mobility
services programs. It supports the TOE’s wiPS fiomality by sending wiPS profiles to
Controllers for further distribution to APs and eddang wiPS data from the Controllers.

2.5.6 Syslog Server

The syslog server can be one of any syslog sehatrsupports receiving syslog over TLS,
and is capable of filtering audit messages uporipdgcTwo compatible software syslog
daemons are Kiwi Syslog and Syslog-ng. Use of égyserver can provide centralized
location for storage of audit data forwarded frdra WLAN Controller (and optionally from
other IT Environment components) and support filtgrof the audit data.

2.6 Security Functionality Not Included in the TOE’s Logical
Boundary

The following section defines functionality inclutlen the TOE'’s physical boundary but not
included in the TOE's logical boundary or claimexdtihe TOE's security functionality.

2.6.1 ldentification & Authentication

ACS supports many different I&A protocols, and oalgubset are included within the TOE.
Table 7 lists the I&A methods included in the TOpWsysical boundary (AAA Client and
AAA Server implementation) and identifies which arat supported in the evaluated
configuration. The I&A methods omitted are not ohesl secure enough to use in the
evaluated configuration.

Table 6ACS/ISE I1&A Methods Included in the TOE Physcal Boundary

I&A Wireless Agent Host |Administrative Hosts
ASCII/PAP Not supported Not supported
CHAP Not supported Supported
MS-CHAP Not supported Not supported
LEAP Not supported Not supported
EAP-MD5 Not supported Supported




EAP-TLS Supported Not supported
EAP-MSCHAPv2 Supported Not supported
EAP-GCT Supported Not supported
EAP-FAST Supported Not supported
WPA2-PSK Supported Not supported
HTTPS Not supported Supported

2.6.1.1 Controller Functionality Excluded from the Logical Boundary

Controller TACACS+ authentication and authorizatame not included in the Logical
Boundary of the TOE. Controller TACACS+ accountis@llowed in the evaluated
configuration but would be redundant to syslog rages generated by the Controller.

2.7 TOE Evaluated Configuration

The TOE's evaluated configuration requires one orarControllersplus one or more of APs.

Additionally, the following list itemizes the evalted configuration requirements:

1)

2)
3)

4)
5)
6)
7
8)
9)

The ACS or ISE is installed and configured to suppathentication for all installed
Controllers.

The Syslog server supporting syslog over TLS israpenal on a Syslog Host.

The Controllers are configured with SNMPv3 enakdad SNMPv1 and SNMPv2
disabled.

AES RADIUS key wrapis enabled between the Contrslend ACS or ISE.

Telnet is disabled on the Controllers.

RADIUS is used for authentication of wireless ctien

RADIUS is used for authentication and authorizatodthe Controlleradministrator.
TACACS+ is used for accounting of Controlleradmtrasor actions on the Controller.
All APs are CAPWAP APs.

10) A TFTP client is included locally on the Controllier downloading image bundle

updates.FTP shall not be used.

11) A separate NTP server is included in the IT envinent for use with the ACS, MSE,

WCS or NCS, and the syslog components.

12) Wireless administration is disabled on the TOE.

2.8 TOE Component Communication Methods

The evaluated configuration of the TOE consistseferal components that work together to
provide the TOE functionality described in this SBble 8 details the secure communication
methods used between TOE components:




Table 7TOE Component Communication Methods

To/From a TOE

Component Communication Method

Between Controller and |RADIUS withAES Key Wrap

ACS

Between Controller and |CAPWAP

APs

Between Controllers EolP tunnels using SSL

Between APs Authenticated AP to AP wireless neighbor messages

(AES encrypted)

3 Conformance Claims

3.1 Protection Profile Reference

This ST claims conformance to the US Governmentel#gs Local Area Network (WLAN)
Access System Protection Profile (PP) For BasicBtitess Environments, version 1.1, July
25, 2007 (pp_wlan_as_br_v1.1)

3.2 Protection Profile Refinements

This ST makes the following refinements to the Bferenced above:

1) The term “FIPS 140-1/2" was replaced with the téRtPS 140-2" to reflect the
validation scheme under which all TOE cryptomoduwese evaluated,

2) The Table associated with FAU_GEN.1(1) was refirethe following ways:
1. toindicate iteration numbers for FIA_ATD.1, andAFUSB.1;

2. to add additional rows added via refinement for FBSM_(EXT).1, FCS_CKM.2,
FCS_COP.1(1), FCS_COP.1(2), FMT_SMF.1(1), FMT_SN®B,IFMT_SMF.1(3),
FPT_ITT.1, FTP_TST_(EXT).2 and FTA_TAB.1,;

to change the FIA_UID.1 row to FIA_UID.2;
to remove FMT_REV.1; and

to correct typos FDP_PUD.1 (EXT) to FDP_PUD_(EXTard 2nd
FCS_CKM.1(1) to FCS_CKM.1(2)

3) FCS_BCM_(EXT).1.2 was deleted to bring the ST infoomance with current
cryptography policy as exemplified in the commonnagement requirements PP (draft).

4) FCS_CKM.1.1(2) changed 128 bit symmetric strengtB@48 bit modulus (to match
FCS_COP.1(2)).

5) FCS_COP.1(3) was refined to include support for SH#sr compatibility with existing
protocols (DTLS/TLS,SNMPv3).
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6) FDP_PUD_(EXT).1 was updated to remove the wordHenticated” from both bullets
as the encryption happens prior to authenticatimh@CS_COP_(EXT).2 was changed to
FCS_COP.1(1).

7) FIA_AFL.1.2(2) was refined to replace “TSF” with OE IT Environment”.

8) FIA_USB.1 was refined to include the word “admingbr” prior to user, to specify that
this is for the administrative TOE users. Also, itezation identifier of (1) was added to
it, because a second iteration was added for vaselesers.

9) FMT_MOF.1(1) was refined to specify administratnsth read-write permission.”
10) FMT_MOF.1(2) was refined to specify administrattngth read-write permission.”

11) FMT_MOF.1(3) was refined: to specify administrattngth read-write permission,” and
to remove the bullet about setting an authenticatélure limit because that function is
enforced by and configured on the RADIUS servethim IT Environment.

12) FMT_MOF.1(4) on the IT Environment was refined tidall the available selections
from CC Part 2 “disable, enable, modify the behaviof”. Without all those abilities,
the “security administrator of the authorized ITigri wouldn't be able to do what’s
defined in the iterations of FMT_MTD.1 on the IT\HEronment.

13) FPT_TST.1(1) and FPT_TST.1(2) were modified to g®athe role from cryptographic
administrator to administrator.

14) FTP_TRP.1 was refined to change the two mentiorfsvoeless users” to “wireless
client devices” as the path is not truly to theruse

15) The wording of the rationale to support mapping MENAGE to
T.TSF_COMPROMISE was adjusted to reflect propeusoon the IT Environment and
functions. Wording was changed from, “...the adnti@tor can view security relevant
audit events,” to, “...the TOE operational environmimits access to management
functions to the administrator.”

16) The wording of rationale to support mapping of ODUMENTED_DESIGN to
T.POOR_DESIGN was updated to reference ADV_TDSeiadtof ADV_RCR to be
consistent with CC v3.1.

17) The wording of O.TIME_STAMPS was changed to refligwt fact that the TOE has its
own hardware clock and it's that hardware clock’'thased when applying timestamps to
audit records, while the clock itself can be upddtg an administrator, or an
administratively-defined source of automated clapkiates.

3.3 Protection Profile Additions

3.3.1 TOE Security Problem Definition Additions

e The TOE for this ST contains functionality for Wiees IPS (wIPS) specific audit events. These are
captured in a threat, policy, objective and expljcstated SFR. This ST claims conformance to tRe P
listed above with the following additions for théR® functionality:

T.WIRELESS_INTRUSION

Rogue APs and malicious wisslelients may attempt to subvert
the wireless network.
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P.WIRELESS_ LOCATION_POLICY In concordance with fA®D 8100.2 Wireless LAN Policy, the
TOE will supportlocation tracking for all 802.11viees
transmitting within the RF environment.

O.WIPS_FUNCTIONS The TOE will provide the capalitio identify wiPS events,
create records based on the observed actions fyeaifis IT
System resources; and deny unauthorized trafficcantain
rogue access points and clients.

* The TOE evaluated configuration requires that veisslclients that are configured to allow storage of
TOE authentication credentials be physically andéchnologically protected such that an
unauthorized user cannot attempt to use the stnedentials.

T.CLIENT_INSECURE An unauthorised user may attetogiain access to an authorised
client with saved credentials and attempt to sutther wireless
network.

OE.CLIENT_PROTECT Wireless clients and/or theirtsaaill be configured to not allow

unauthorized access to networking services of ihelegs client or to
stored TOE authentication credentials.

A.CLIENT_PROTECT Wireless clients and/or their Isoate configured to not allow
unauthorized access to networking services of ihelegs client or to
stored TOE authentication credentials.

3.3.2 TOE Security Functional Requirement Additions

The SFRs that were added to the set in the Proteé&tiofile for the TOE are listed in this
section.

ThelPS_SDC_(EXT).1, IPS_ANL_(EXT).1, and IPS_RCTX{B.1SFRswere added to cover
the O.WIPS_FUNCTIONS.

The FIA_USB.1(2) SFR was added to cover the uskyestibinding for wireless clients.

FPT_ITT.1 was added to describe the protection®fF Tata in transmission between the
Controller and APs.

IPS_ANL_(EXT).1 was added to cover the wiPS everalgsis function of the AP
component, which functions as a precursor to wiBditageneration (as referenced from the
Table of auditable events in FAU_GEN.1(1)),and wke&ction (IPS_RCT_(EXT).1). The
format for this SFR was drawn from, but not claimieonformance to, the Intrusion
Detection System System For Basic Robustness Emwients, Version 1.7, July 25, 2007.

IPS_RCT_(EXT).1 was added to cover the wiPS readtimctions of the TOE to drop traffic
or de-authenticate unauthorized wireless accesgpand clients. The format for this SFR
was drawn from, but not claiming conformance t@ thtrusion Detection System System For
Basic Robustness Environments, Version 1.7, July2R87.

4 Security Problem Definition

This section identifies the following:




» Significant assumptions about the TOE's operati@em&ironment.

* IT related threats to the organization counterethiyT OE.

» Environmental threats requiring controls to provédéficient protection.

» Organizational security policies for the TOE asrappiate.

This document identifies assumptions as A.assumptiith “assumption” specifying a unique
name. Threats are identified as T.threat with “#ttepecifying a unique name. Policies are
identified as P.policy with “policy” specifying anique name.

The Security Problem Definition described belove@nsistent with that of the PP except as
noted above in the listing of TOE Security ProblBefinition Additions.

4.1 Assumptions

The specific conditions listed in the following s#ttions are assumed to exist in the TOE's
IT environment. These assumptions include bothtprakrealities in the development of the
TOE security requirements and the essential enwieortal conditions on the use of the TOE.
The assumptions are identical to the assumpti@miited in [WLANPP].

Table 8TOE Assumptions

Name

Assumption

A.NO_EVIL

Administrators are non-hostile, appropeig trained and follow
all administrator guidance.

A.NO_GENERAL_PURPOSE

There are no general-purposgating or storage repository
capabilities (e.g., compilers, editors, or useriapfons)
available on the TOE.

A.PHYSICAL

Physical security, commensurate with ladue of the TOE and
the data it contains, is assumed to be providetthdy
environment.

A.TOE_NO_BYPASS

Wireless clients are configuredrsd information cannot flow
between a wireless client and any other wireldssicbr host
networked to the TOE without passing through théeTO

A.CLIENT_PROTECT

Wireless clients and/or their Isoate configured to not allow
unauthorized access to networking services of ihelegs client
or to stored TOE authentication credentials.

4.2 Threats

Table 10 lists the threats addressed by the TORdT Environment. The threats are
identical to the threats identified in [WLANPP]. iIFthe threats below, attackers are assumed

to be of low attack potential.




Table 9Threats

Threat Name

Threat Definition

T.ACCIDENTAL_ADMIN_ERROR

An administrator may ina@ctly install or configure the TOE
resulting in ineffective security mechanisms.

T.ACCIDENTAL_
CRYPTO_COMPROMISE

A user or process may cause key, data or executalke
associated with the cryptographic functionalitypto
inappropriately accessed (viewed, modified, or tdele thus
compromising the cryptographic mechanisms and #ta d
protected by those mechanisms.

T.MASQUERADE

A user or process may masquerade adhanentity in order to
gain unauthorized access to data or TOE resources.

T.POOR_DESIGN

Unintentional errors in requiremesgscification or design of
the TOE may occur, leading to flaws that may bdated by
a casually mischievous user or program.

T.POOR_IMPLEMENTATION

Unintentional errors in impleentation of the TOE design may
occur, leading to flaws that may be exploited tmasually
mischievous user or program.

T.POOR_TEST

The developer or tester performs irgafft tests to
demonstrate that all TOE security functions opecateectly
(including in a fielded TOE) may occur, resultimgincorrect
TOE behavior being undiscovered leading to flaved thay be
exploited by a mischievous user or program.

T.RESIDUAL_DATA

A user or process may gain unauthed access to data
through reallocation of TOE resources from one oser
process to another.

T.TSF_COMPROMISE

A user or process may cause, tiram unsophisticated
attack, TSF data, or executable code to be inapiatefy
accessed (viewed, modified, or deleted).

T.UNATTENDED_SESSION

A user may gain unauthorizedess to an unattended session.

T.UNAUTHORIZED_ACCESS

A user may gain access twises (either on the TOE or by
sending data through the TOE) for which they are no
authorized according to the TOE security policy.

T.UNAUTH_ADMIN_ACCESS

An unauthorized user or presenay gain access to an

administrative account.



T.WIRELESS_INTRUSION

Rogue APs and malicious wisslelients may attempt to
subvert the wireless network.

T.CLIENT_INSECURE

An unauthorised user may attetopdain access to an
authorised client with saved credentials and atteampubvert
the wireless network.

4.3 Organizational Security Policies

An organizational security policy is a set of rylpgactices, and procedures imposed by an orgaoizéd
address its security needs. Table 11 identifieotiganizational security policies applicable to WeAN.

Table 100rganizational Security Policies

Policy Name

Policy Definition

P.ACCESS_BANNER

The TOE shall display an initiahber for administrator
logins describing restrictions of use, legal agreets, or any
other appropriate information to which users cohbgn
accessing the system.

P.ACCOUNTABILITY

The authorized users of the TOEHHbe held accountable for
their actions within the TOE.

P.CRYPTOGRAPHY

The TOE shall provide cryptograghicections for its own use,
including encryption/decryption operations.

P.CRYPTOGRAPHY_VALIDATED

Only NIST FIPS validatedyptography (methods and
implementations) are acceptable for key managefthent
generation, access, distribution, destruction, hiagdand
storage of keys) and cryptographic services @mcryption,
decryption, signature, hashing, key exchange, andam
number generation services).

P.ENCRYPTED_CHANNEL

The TOE shall provide the cafigito encrypt/decrypt
wireless network traffic between the TOE and thoseless
clients that are authorized to join the network.

P.NO_AD_HOC_NET WORKS

In concordance with the DOrééss Policy, there will be no
ad hoc 802.11 or 802.15 networks allowed.

P.WIRELESS_LOCATION_POLICY

In concordance with th®D 8100.2 Wireless LAN Policy,
the TOE will supportlocation tracking for all 802.tlevices
transmitting within the RF environment.
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5 Security Objectives

This section identifies the security objectivestod TOE and the IT Environment. The
security objectives identify the responsibilitiefstioe TOE and the TOE’s IT environment in
meeting the security needs.

Objectives of the TOE are identified asoBjectivewith objectivespecifying a unique name.
Objectives that apply to the IT environment areigiested as OBbjectivewith objective
specifying a unique name.

5.1 Security Objectives for the TOE

Table 12identifies the security objectives of tH@H. These security objectives reflect the
stated intent to counter identified threats andtmply with any security policies identified.
An explanation of the relationship between the obtijes and the threats/policies is provided
in the rationale section of this document.

Table 11Security Objectives for the TOE

Name TOE Security Objective

O.ADMIN_GUIDANCE The TOE will provide administratemwith the necessary
information for secure management.

O.AUDIT_GENERATION The TOE will provide the capaibjito detect and create
records of security-relevant events associated ug#rs.

O.CONFIGURATION_IDENTIFICAT | The configuration of the TOE is fully identified amanner
ION that will allow implementation errors to be ideid,
corrected with the TOE being redistributed promptly

O.CORRECT_TSF_OPERATION The TOE will provide theahility to verify the correct
operation of the TSF.

O.CRYPTOGRAPHY The TOE shall provide cryptographicctions to maintain the
confidentiality and allow for detection of modifigan of user
data that is transmitted between physically sepdrportions
of the TOE, or outside of the TOE.

O.CRYPTOGRAPHY_VALIDATED | The TOE will use NIST FIPB10-2 validated cryptomodules
for cryptographic services implementing NIST-ap@ov
security functions and random number generatiovicses
used by cryptographic functions.

O.DISPLAY_BANNER The TOE will display an advisoryanwning prior to establishing
an administrator session regarding use of the T o
permitting the use of any TOE services that reguire
authentication.
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O.DOCUMENTED_DESIGN

The design of the TOE is adeglyaand accurately
documented.

O.WIPS_FUNCTIONS

The TOE will provide the capalitio identify wiPS events,
create records based on the observed actions freaifis IT
System resources, and deny unauthorized trafficcanthin
rogue access points and clients.

O.MANAGE The TOE will provide functions and faciés necessary to
support the administrators in their managemenhefsecurity
of the TOE, and restrict these functions and faedifrom
unauthorized use.

O.MEDIATE The TOE must mediate the flow of infornaat to and from

wireless clients communicating via the TOE RF
Transmitter/Receiver in accordance with its segyndlicy.

O.PARTIAL_FUNCTIONAL_TESTI
NG

The TOE will undergo some security functional tegtihat
demonstrates the TSF satisfies some of its seduritstional
requirements.

O.RESIDUAL_INFORMATION

The TOE will ensure that ainformation contained in a
protected resource within its Scope of Controldsneleased
when the resource is reallocated.

O.SELF_PROTECTION

The TSF will maintain a domainife own execution that
protects itself and its resources from externalrietrence,
tampering, or unauthorized disclosure throughvta o
interfaces.

O.TIME_STAMPS

The TOE shall obtain reliable clogidates from the IT
Environment and retain the capability for the adetmtor to
set the time used for timestamps.

O.TOE_ACCESS

The TOE will provide mechanisms tloaitiol a user’s logical
access to the TOE.

O.VULNERABILITY_ANALYSIS

The TOE will undergo someulnerability analysis to
demonstrate the design and implementation of thE @@es
not contain any obvious flaws.

The assumptions identified above are incorporatesieaurity objectives for the environment.

5.2 Security Objectives for the Environment

They levy additional requirements on the environm&hich are largely satisfied through
procedural or administrative measures. Table 18tifles the security objectives for the

environment.

Table 12Security Objectives for the Environment

Name

IT Environment Security Objective




OE.AUDIT_PROTECTION

The IT Environment will providae capability to protect audit
information and the authentication credentials.

OE.AUDIT_REVIEW

The IT Environment will provide theapability to selectively
view audit information.

OE.MANAGE The TOE IT environment will augment th©FE functions and
facilities necessary to support the administraitotieir
management of the security of the TOE, and restrate
functions and facilities from unauthorized use.

OE.NO_EVIL Sites using the TOE shall ensure thatiadstrators are non-

hostile, appropriately trained and follow all adistrator
guidance.

OE.NO_GENERAL_PURPOSE

There are no general-purposguting or storage repository
capabilities (e.g., compilers, editors, or userliapfons)
available on the TOE.

OE.PHYSICAL

The environment provides physical ségucommensurate
with the value of the TOE and the data it contains.

OE.PROTECT_MGMT_COMMS

The IT environment shall paitthe transport of audit records
to the audit server, remote network management, and
authentication server communications with the T@Q#& éme
service in a manner that is commensurate withigths posed
to the network.

OE.RESIDUAL_INFORMATION

The TOE IT Environment wiinsure that any information
contained in a protected resource within its Saafpg@ontrol is
not released when the resource is reallocated.

OE.SELF_PROTECTION

The IT environment will maintailomain for its own
execution that protects itself and its resourcemfexternal
interference, tampering, or unauthorized discloslreugh its
own interfaces.

OE.TOE_ACCESS

The IT environment will provide meaisens that support the
TOE in providing user’s logical access to the TOE.

OE.TOE_NO_BYPASS

Wireless clients are configurethso information cannot flow
between a wireless client and any other wirelessicbr host
networked to the TOE without passing through théeTO

OE.TIME_STAMPS

The TOE IT environment shall provigdiable time stamps
and the capability for the administrator to settthree used for
these time stamps.

OE.CLIENT_PROTECT

Wireless clients and/or theirtsasill be configured to not
allow unauthorized access to networking servicab®f
wireless client or to stored TOE authenticatiorderdials.

"



6 Security Requirements

This section identifies the Security Functional Regments for the TOE and for the IT
Environment. The Security Functional Requirementduded in this section are derived
verbatim from Part 2 of th€ommon Criteria for Information Technology Security
Evaluation version 3.1 revision 3.

The CC defines operations on Security FunctionaURements: assignments, selections,
assignments within selections and refinements. @bument uses the following font
conventions to identify the operations defined hg €C.

» Assignments: indicated by showing the value in sgbaackets [Assignment_value].
» Selections: indicated Htalicized text
» Assignments within selections: indicated in itakashin the preater brackefs

» Refinements: indicated imold text with the addition of details and bold text with
strikethrough fefinement) when details are deleted.

Multiple Security Functional Requirement instan¢gsrations) are identified by the Security
Functional Requirement component identificatioridaled by the instance number in
parenthesis (e.g.,FCS_CKM.1(1)) and the SecuritycEional Requirement element name
followed by the instance number in parenthesis.(&GS_CKM.1.1(1)).

Operations already completed within the ProtecBoofile (US Government Wireless Local
Area Network (WLAN) Access System Protection Pmfibr Basic Robustness
Environments, July 25 2007, version 1.1) will nettepeated here in the Security Target.
Please see the PP for these details. Therefae&SHR operations from CC Part 2 that have
already been completed in the PP will not showftimt conventions in the bullet list above.

Extended SFRs are identified by having a labeléBded component SFR for the TOE"' after
the requirement name for TOE SFRs.

The TOE security requirements described below ansistent with those of the WLAN PP
except as noted in the listing of TOE Security Rioral Requirement Additions in section 3
above.

6.1 TOE Security Functional Requirements

This section identifies the Security Functional Regments for the TOE. The TOE Security Functional
Requirements that appear Table 13 are describetie detail in the following subsections.

Table 13TOE Security Functional Requirements

Functional Component

FAU_GEN.11) Audit data generation

FAU_GEN.2(1) User identity association

FAU_SEL.1(2) Selective audit

FCS_BCM_(EXT).1 Extended: Baseline Cryptographicduvie
FCS_CKM.1(1) Symmetric Cryptographic Key Generation
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FCS_CKM.1(2)

Asymmetric Cryptographic key genenatio

FCS_CKM.2

Cryptographic Key Distribution

FCS_CKM_(EXT).2

Extended: Cryptographic Key Handlemd Storage

FCS_CKM.4

Cryptographic key destruction

FCS_COP.1(1)

Cryptographic Operation (symmetrigagteon)

FCS_COP.1(2)

Cryptographic Operation (cryptograjsignatures)

FCS_COP.1(3)

Cryptographic Operation (hashing)

FCS_COP.1(4)

Cryptographic Operation (cryptographic agreement)

FCS_COP_(EXT).1

Extended: Random Number Generation

FDP_PUD_(EXT).1

Extended: Protection of User Data

FDP_RIP.1(1) Subset residual information protection
FIA_AFL.1(1) Administrator Authentication failureandling
FIA_ATD.1(1) Administrator attribute definition
FIA_ATD.1(2) User attribute definition

FIA_ UAU.1 Timing of local authentication

FIA_UAU_(EXT).5(1)

Extended: Multiple authenticatianechanisms

FIA _UID.2 User identification before any action
FIA_USB.1(1) User-subject bindingAdministrator)
FIA_USB.1(2) User-subject binding (Wireless User)

FMT_MOF.1(1)

Management of cryptographic securitydtions behavior

FMT_MOF.1(2)

Management of audit security functidirehavior

FMT_MOF.1(3)

Management of authentication secutityctions behavior

FMT_MSA.2

Secure security attributes

FMT_MTD.1(1)

Management of Audit pre-selection data

FMT_MTD.1(2)

Management of Authentication data (Adistrator)

FMT_MTD.1(3)

Management of Authentication data (t)se




FMT_SMF.1(1)

Specification of Management Functi¢@syptographic Function)

FMT_SMF.1(2)

Specification of Management Functi6h®E Audit Record Generation)

FMT_SMF.1(3)

Specification of Management Functi¢@syptographic Key Data)

FMT_SMR.1(1)

Security roles

FPT_ITT.1

Basic internal TSF data transfer protection

FPT_STM_(EXT).1

Extended: Reliable time stamps

FPT_TST_(EXT).1

Extended: TSF Testing

FPT_TST.1(1)

TSF Testing (for cryptography)

FPT_TST.1(2)

TSF Testing (for key generation congmbs)

FTA_SSL.3

TSF-initiated termination

FTA_TAB.1

Default TOE access banners

FTP_ITC_(EXT).1

Extended: Inter-TSF trusted channel

FTP_TRP.1

Trusted Path

IPS_SDC_(EXT).1

wIPS Data Collection

IPS_ANL_(EXT).1

wIPS Analysis

IPS_RCT_(EXT).1

wIPS Reaction

6.1.1 FAU_GEN.1(1) Audit Data Generation

The TSF shall be able to generate an audit reafottte following auditable events:
a. Start-up and shutdown of the audit functions;

b. All auditable events for the minimum level ofday and

c. [additional auditable events shown in columnf Zable 14.

FAU_GEN.1.1(1)

Table 14SFR Auditable Events

Additional Audit Record
Requirement Auditable Events Contents
FAU_GEN.11) None None
FAU_GEN.2 None None




FAU_SEL.X1)

All modifications to the audit
configuration that occur while the audit
collection functions are operating.

The identity of the
Administrator performing the
function.

FCS_BCM_(EXT).1

None

None

FCS_CKM.1(1)

Generation of a key.

The identity hue t
Administrator performing the
function.

FCS_CKM.142)

Generation of a key.

The identity of the
Administrator performing the
function.

FCS_CKM.2

Success and Failure of key distribution.

None

FCS_CKM_(EXT).2

Error(s) detected during cryptodragkey
transfer

If available the authentication
credentials of subjects with
which the invalid key is shared.

FCS_CKM.4

Destruction of a cryptographic key

If gadale the identity of the
Administrator performing the
function

FCS_COP.1(1),(2),(3).(4)

None

None

FCS_COP_(EXT).1

None

None

FDP_PUD1(EXT) (EX
7.1

Enabling or disabling TOE encryption of
wireless traffic

The identity of the
administrator performing the
function.

FDP_RIP.11)

None

None

FIA_AFL.1(1)

The reaching of the threshold for the
unsuccessful authentication attempts an
the actions (e.g., disabling of a terminal)
taken and the subsequent, if appropriate
restoration to the normal state (e.g., re-
enabling of a terminal

None
d

FIA_ATD.1(1),(2)

None

None

FIA_UAU.1

Use of the authentication mechanism
(success or failure)

User identity - the TOE
SHALL NOT record invalid
passwords in the audit log.

FIA_UAU_(EXT).5(1)

Failure to receive a responsenfrthe
remote authentication server

Identification of the
Authentication server that did
not reply
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FIA_UID.2

Nene Unsuccessful use of the user
identification mechanism,

Nene user identity provided

FIA_USB.1(1),(2)

Unsuccessful binding of user security
attributes to a subject

None

FMT_MOF.1(1)

Changing the TOE encryption algorithm
including the selection not to encrypt
communications

Encryption algorithm selected
(or none)

FMT_MOF.1(2)

Start or Stop of audit record genenati

None

FMT_MOF.1(3)

Changes to the TOE remote authentica
settings;

Changes to the threshold of failed
authentication attempts;

Changes to the session lock timeframe

iThe identity of the
administrator performing the
function.

FMT_MSA.2

All offered and rejected values for setyur
attributes

None

FMT_MTD.1(1)

Changing the TOE audit pre-selectiated

None

FMT_MTD.1(2)
FMT_MTD.1(3)

Changing the TOE authentication
credentials

None — the TOE SHALL NOT
record authentication
credentials in the audit log.

FMT_SMF.1(1)

Use of the (cryptographic) management
functions

None

FMT_SMF.1(2) Use of the (audit record generation) None
management functions

FMT_SMF.1(3) Use of the (crypto key data) None
management functions

EMT-REVL Unsuecessiul-revocation-of-security None
aftributes:

FMT_SMR.1(1) Modifications to the group of useratth |None
are part of a role

FPT_ITT.1 The detection of modification of TSF None
data

FPT_STM_(EXT).1 Changes to the time None

FPT_TST_(EXT).1 Execution of the self test Sucawdzailure of test

FPT_TST.11) Execution of the self test Success or Failuresf t
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FPT_TST-2(2) Execution of the self test Success or Failuresf t

FTA SSL.3 TSF Initiated Termination Terminationaof interactive
session by the session locking
mechanism.

FTA_TAB.1 None None

FTP_ITC_(EXT).1 Initiation/Closure of a trusted ana!l; Identification of the remote

Failure of the trusted channel functions. | €ntity with which the channel
was attempted/created,;

Success or failure of the event

Identification of the initiator
and target of failed trusted
channel functions.

FTP_TRP.1 Initiation of a trusted channel Identification of the remote

Failures of the trusted path functions. | entity with which the channel
was attempted/created;
Success or failure of the event
Identification of the user
associated with all trusted
path failures, if available.

FAU_GEN.1.2(1) The TSF shall record within each audit record asti¢he following information:

a) Date and time of the event, type of event, suthpentity (if applicable), and the
outcome (success or failure) of the event; and

b) For each audit event type, based on the audimt#nt definitions of the functional componentduded in the
PPR/ST, information specified in column threeTdble 14.

6.1.2 FAU_GEN.2 User ldentity Association

FAU_GEN.2.1 For audit events resulting from actions of idertifusers, the TSF shall be able to associate
each auditable event with the identity of the ubat caused the event.

Application note:  Actions of Management Usersand SNMPVv3 Usersardifae in audit messages by their
username though Management Users are human usérSNMPv3 Users are remote entities
such as NCS, WCS, or MSE servers.

6.1.3 FAU SEL.1(1) Selective Audit

FAU SEL.1.1(1) The TSF shall be able to include or exclude abtiitavents from the set of audited events
based on the following attributes:

a) event type.

6.1.4 FCS_BCM_(EXT).1 Extended: Baseline Cryptographic Maule

FCS_BCM_(EXT).1.1All FIPS-approved cryptographic functions implermezhby the TOE shall be implemented
in a crypto-module that is FIPS 140-2 validated] parform the specified cryptographic
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functions in a FIPS-approved mode of operation. FRS 140-2 validation shall include an
algorithm validation certificate for all FIPS-appeal cryptographic functions implemented
by the TOE.

6.1.5 FCS CKM.1(1) Cryptographic Key Generation (for symmetric keys)

FCS_CKM.1.1(1) The TSF shall generate symmetric cryptographic kesysg a FIPS-Approved Random
Number Generator as specified in FCS_COP_(EXThd ,paovide integrity protection to
generated symmetric keys in accordance with NISB&R57 "Recommendation for Key
Management" Section 6.1.

6.1.6 FCS CKM.1(2) Cryptographic Key Generation (for asynmetric keys)

FCS_CKM.1.1(2) The TSF shall generate asymmetric cryptographis keyaccordance with the mathematical
specifications of the FIPS-approved or NIST-recomdeal standard [FIPS 186-3], using a
domain parameter generator paéIPS-Approved Random Number Generator as spedéifie
FCS_COP_(EXT).1]in a cryptographic key generationeme that meets the following:

- The TSF shall provide integrity protection asdw@ance of domain parameter and public
key validity to generated asymmetric keys in acaaoe with NIST SP 800-57
"Recommendation for Key Management" Section 6.1.

- Generated key strength shiadleguivalent-to-or-greaterthana-symmetric key-stregth-
of 128 bits-using-conservative-estimate®)48 bits or higher

6.1.7 FCS_CKM.2 Cryptographic Key Distribution

FCS_CKM.2.1 The TSF shall distribute cryptographic keys in adeace with a specified cryptographic key
distribution methoddutomated (Electronic) Methatiat meets the following:

a) NIST Special Publication 800-57, "Recommendatiandfey Management" Section 8.1.5

b) NIST Special Publication 800-56A, "RecommendationRair-Wise Key Establishment
Schemes Using Discrete Logarithm Cryptography”

6.1.8 FCS_CKM_(EXT).2 Extended: Cryptographic Key Handling & Storage

FCS_CKM_(EXT).2.1 The TSF shall perform a key error detection chetkach transfer of key (internal,
intermediate transfers).

FCS_CKM_(EXT).2.2 The TSF shall store persistent secret and prkeys when not in use in encrypted form or
using split knowledge procedures.

FCS_CKM_(EXT).2.3 The TSF shall destroy non-persistent cryptog@ghys after a cryptographic
administrator-defined period of time of inactivity.

FCS_CKM_(EXT).2.4 The TSF shall prevent archiving of expired (pt@&jasignature keys.
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6.1.9 FCS CKM.4 Cryptographic Key Destruction

FCS_CKM.4.1 The TSF shall destroy cryptographic keys in acancg with a cryptographic key zeroization
method that meets the following:

a) Key zeroization requirements of FIPS PUB 140-2 ci8&y Requirements for
Cryptographic Modules”

b) Zeroization of all plaintext cryptographic keys aitother critical cryptographic
security parameters shall be immediate and complete

c) The TSF shall zeroize each intermediate storagefareplaintext key/critical
cryptographic security parameter (i.e., any storageh as memory buffers, that is
included in the path of such data) upon the traredfféhe key/critical cryptographic
security parameter to another location.

d) For non-volatile memories other than EEPROM andliléhe zeroization shall be
executed by overwriting three or more times usimdifferent alternating data pattern
each time.

e) For volatile memory and non-volatile EEPROM andshlanemories, the zeroization
shall be executed by a single direct overwrite istimg of a pseudo random pattern,
followed by a read-verify.

6.1.10FCS_COP.1(1) Cryptographic Operation (Data Encrypton/Decryption)

FCS _COP.1.1(1) The cryptomodulgshall perform encryption and decryption usingFiieS-approved security function
AES algorithm operating in [ECB, CBC, CCMP, CMACdalkey Wrap modes] and cryptographic key
size 0f128 bits

6.1.11FCS_COP.1(2) Cryptographic Operation (CryptographicSignatures)

FCS _COP.1.1(2) The TSF shall perform cryptographic signature sswiusing the FIPS-approved security
functiors
Digital Signature Algorithm (DSA) with a key simeodulus) of [2048 bits],

RSA Digital Signature Algorithm (rDSA) with a kéges(modulus) of [2048 bits]
that meets NIST Special Publication 800-57, "Recemdation for Key Management."

6.1.12FCS_COP.1(3) Cryptographic Operation (Hashing)

FCS _COP.1.1(3) The TSF shall perform cryptographic hashing seigsing the FIPS-approved security
function Secure Hash Algorithm and message digestos 160 bits or 256 bits

6.1.13FCS_COP.1(4) Cryptographic Operation (CryptographicKey Agreement)

FCS_COP.1.1(4) The TSF shall perform cryptographic key agreersentices using the FIPS-approved
security function as specified in NIST Special Fedilon 800-56A, "Recommendation for
Pair-Wise Key Establishment Schemes Using Disdregarithm Cryptography[Diffie-
Hellman] and cryptographic key sizes (modulus)28f48 bits]that meets NIST Special
Publication 800-57, "Recommendation for Key Managet
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6.1.14FCS_COP_(EXT).1 Extended: Random Number Generation

FCS_COP_(EXT).IThe TSF shall perform all random number generafRNG) services in accordance with
a FIPS-approved RNG [X9.31 or FIPS 186-2]seededriyopy gathered during startup
via an entropy gathering process.

FCS_COP_(EXT).1.2The TSF shall defend against tampering of the sandumber generation (RNG)/
pseudorandom number generation (PRNG) sources.

6.1.15FDP_PUD_(EXT).1 Extended: Protection of User Data

FDP_PUD_(EXT).1.1When the administrator has enabled encrypfiovireless client data during transmission
the TSF shall:

« encrypt authenticated user data transmitted toral@sgs client from the radio
interface of the wireless access system using tyyata@graphic algorithm(s) specified

in FCS—COP{(EXT)-FCS_COP.1(1)
- decrypt authenticated user data received from al@gs client by the radio interface
of the wireless access system using the cryptogeadforithm(s) specified in

FCS-_COP(EXT).FCS_COP.1(1)

Application Note This requirement helps support carrying out endrtd security for this wireless
solution. User data is protected in transit fromelé@ss client to the trusted boundary of
the access points (the APs) where it then is déedypnd enters the protected wired
network.

6.1.16FDP_RIP.1(1) Subset Residual Information Protection

FDP_RIP.1.1(1) The TSF shall ensure that any previous informatimment of a resource is made unavailable
uponthe allocation of the resource the following objects: network packet objects.

6.1.17FIA_AFL.1(1) Administrator Authentication Failure Handling

FIA_AFL.1.1(2) The TSF shaltlefer authentication of remote administrators to aRADIUS server for the
IT Environment to detect when an administrator configurable positiveger within the
range [1 to 10] of unsuccessful authenticationmnagtis occur related to remote administrators
logging on to the WLAN access system.

FIA_AFL.1.2(2) When the defined number of unsuccessful autheiditattempts has been met or surpassed,
the TSF shall prevent remote login by administisibgrcontinuing to defer authentication
of remote administrators to a RADIUS serveuntil an action is taken by a local
Administratoror a RADIUS administrator.

Application note:  Authentication of Management Users is deferreal RRADIUS server for authentication
failure handling. This requirement is not applieato administrative authentication at the
SNMPv3 interface of the Controller.

6.1.18FIA_ATD.1(1) Administrator Attribute Definition

FIA_ATD.1.1(1) The TSF shall maintain the following minimum lidtsecurity attributes belonging to
individual administrators: password, [usernamegeasanode].

Application note:  An “access mode” of ReadOnly, or ReadWrite is@sad to each SNMPv3 User account.
SNMPv3 User accounts are the only administrativeoants stored and used locally in
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the Controller, attributes for Management Userssaoeed in the RADIUS server.

6.1.19FIA_ATD.1(2) User Attribute Definition

FIA_ATD.1.1(2) The TSF shall maintain the following minimum lidtsecurity attributes belonging to
individual remotely authenticated users: [

« Using EAP-TLS: client’s device certificate

« Using EAP-FAST without client certificate: usernaared password

« Using EAP-FAST with client certificate: client’s diee certificate

+ Using EAP-FAST with EAP-GTC: username and PAC (&ctetd Access Credentials)
« Using EAP-MSCHAPV2 without client certificate: usame and password

« Using EAP-MSCHAPV2 with client certificate: cliestdevice certificate

« Using WPA2-PSK: Passphrase ( ASCII or Hex)]

6.1.20FIA_UAU.1 Timing of Local Authentication

FIA_UAU.1.1 The TSF shall allow [login attempts] on behalf @&issto be performed before the user is
authenticated.
FIA_UAU.1.2 The TSF shall require each user to be successfutlyenticated before allowing any other

TSF-mediated actions on behalf of that user.

6.1.21FIA_UAU_ (EXT).5(1)Extended: Multiple Authentication Mechanisms

FIA_UAU_(EXT).5.1(1) The TSF shall provide local authentication, andraate authentication mechanism to
perform user authentication.

FIA_UAU_(EXT).5.2(1) The TSF shall, at the option of the administraitorpke the remote authentication
mechanism for administrators and wireless LAN users

Application note:  Local authentication mechanisms are used forughentication of SNMPv3 Users, and
optionally for authentication of wireless usersenfbte authentication is used for all
authentication of Management Users connecting @038H CLI or the TLS GUI, and
optionally for authentication of wireless users.

6.1.22FIA _UID.2 User Identification Before any Action

FIA_UID.2.1 The TSF shall require each user to be successdidhtified before allowing any other TSF-
mediated actions on behalf of that user.

6.1.23 FIA_USB.1(1) User-Subject Binding (Administrator)
FIA USB.1.1(2) The TSF shall associate the followiagministrator user security attributes with subjects
acting on the behalf of that user: [username, srd§l, access mode].

FIA USB.1.2(1) The TSF shall enforce the following rules on thdahassociation of user security attributes
with subjects acting on the behalf of usetise[username role will be bound to the
administrative session upon successful authenticati with the TOE].

FIA USB.1.3(1) The TSF shall enforce the following rules govegnalhanges to the user security attributes
associated with subjects acting on the behalf efsignone].
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Application note:  An “access mode” such as ReadOnly, and ReadWridssigned to each administrative
user account (Management User account or SNMPv3 atsmount).

6.1.24 FIA_USB.1(2) User-Subject Binding (Wireless User)
FIA_USB.1.1(2) The TSF shall associate the followwgelesauser security attributes with subjects acting on
the behalf of that user: [host MAC address].

FIA_USB.1.2(2) The TSF shall enforce the following rules on thiéial association of user security attributes
with subjects acting on the behalf of users: [algsgs user will have their MAC address
associated with their session after successfukatittation with the TOE].

FIA_USB.1.3(2) The TSF shall enforce the following rules govegnihanges to the user security attributes
associated with subjects acting on the behalf efaignone].

6.1.25 FMT_MOF.1(1) Management of Cryptographic SecurityFunctions
Behavior

FMT_MOF.1.1(1) The TSF shall restrict the ability to modify thehbeior of the cryptographic functions
» Crypto: load a key

» Crypto: delete/zeroize a key

« Crypto: set a key lifetime

« Crypto: set the cryptographic algorithm

« Crypto: set the TOE to encrypt or not to encryptel@ss transmissions

» Crypto: execute self tests of TOE hardware ancctgptographic functions

to administratonwith read-write permission.

6.1.26FMT_MOF.1(2) Management of Audit Security Functiors Behavior

FMT_MOF.1.1 (2) The TSF shall restrict the ability to enable, disaand modify the behaviorof the functions
« Audit: pre-selection of the events which triggeraardit record,

« Audit: start and stop of the audit function
to administratongith read-write permission.

6.1.27 FMT_MOF.1(3) Management of Authentication SecurityFunctions
Behavior

FMT_MOF.1.1(3) The TSF shall restrict the ability to modify thehb&ior of the Authenticationfunctions
« Auth: allow or disallow the use of an authenticatgerver

. . I I  authentication fail I : I
I . lisallow f loains
« Auth: set the length of time a session may remaarctive before it is terminated
to administratongith read-write permissions.

Application note:  The TOE must be configured to defer all authetiiceof Management Users to the RADIUS
server, though the administrator can allow or thsalise of the RADIUS server for wireless
users, and can add or remove secondary, tertiario(t7 total) RADIUS
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servers.Authentication failure limits are managgdhe RADIUS server administrator.
Inactivity timeouts only apply to interactive inteces (CLI and GUI), not to programmatic
interfaces (SNMPv3 and NMSP).

6.1.28FMT_MSA.2 Secure Security Attributes

FMT_MSA.2.1 The TSF shall ensure that only secure values aepéed for security attributes.

6.1.29FMT_MTD.1(1) Management of Audit Pre-selection Dah

FMT_MTD.1.1(1) The TSF shall restrict the ability to query, modilear,createthe set of rules used to pre-
select audit events to the administrator.

6.1.30FMT_MTD.1(2) Management of Authentication Data (Administrator)

FMT_MTD.1.1(2) The TSF shall restrict the ability to query, mgdidelete, clear, create the authentication
credentials and user identification credentialstmimistrators.

6.1.31FMT_MTD.1(3) Management of Authentication Data (Ugr)

FMT_MTD.1.1(3) The TSF shallrestrict the ability to modify theeuauthentication credentials to TOE users.

6.1.32FMT_SMF.1(1) Specification of Management FunctiongCryptographic
Function)

FMT_SMF.1.1(1) The TSF shall be capable of performing the follogvsecurity management functions: query
and set the encryption/decryption of network paskaa FCS_COP.1(1))in conformance
with the administratds configuration of the TOE.

6.1.33FMT_SMF.1(2) Specification of Management Function§TOE Audit Record
Generation)

FMT_SMF.1.1(2) The TSF shall be capable of performing the follayiecurity management functions: query,
enable or disable Security Audit.

6.1.34FMT_SMF.1(3) Specification of Management FunctiongCryptographic
Key Data)

FMT_SMF.1.1(3) The TSF shall be capable of performing the follogvsecurity management functions: query,
set, modify, and delete the cryptographic keyslanddata in support of FDP_PUD_(EXT)
and enable/disable verification of cryptographig esting.

6.1.35 FMT_SMR.1(1) Security Roles

FMT_SMR.1.1(1) The TSF shall maintain the roles administratorgeleiss user.
FMT_SMR.1.2(1) The TSF shall be able to associate users with.roles

Application note:  TOE administratorsinclude Management Users, anbl®IB Users, and each administrartive
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account has an “access mode” such as ReadOnlyReadWrite.

6.1.36FPT_ITT.1 Basic Internal TSF Data Transfer Protecton

FPT_ITT.1 The TSF shall protect TSF data franodificatioranddisclosurewhen it is transmitted
between separate parts of the TOE.

6.1.37FPT_STM_(EXT).1 Extended: Reliable Time Stamps

FPT_STM_(EXT).1.1 The TSF shall be able to provide reliable time gtsnsynchronized via an external time
source, for its own use.

6.1.38FPT_TST_(EXT).1 Extended: TSF Testing

FPT_TST (EXT).1.1  The TSF shall run a suite of self tests duringitiitéal start-up and also either
periodically during normal operation or at the resfuof an authorized administrator to
demonstrate the correct operation of the TSF.

FPT_TST _(EXT).1.2  The TSF shall provide authorized administrator$ilie capability to verify the integrity
of stored TSF executable code through the useeof 8F-provided cryptographic services.

6.1.39FPT_TST.1(1) TST Testing (for cryptography)

FPT _TST.1.1(1) The TSF shall run a suite of self tests in accordamith FIPS PUB 140-2 and Appendix C of
the PPduring initial start-up (on power on), at the reguof thesryptographic administrator
(on demand), under various conditions defined atise 4.9.1 of FIPS 140-2, and
periodically (at least once a day) to demonstita¢ecbrrect operation of the following
cryptographic functions:

a) key error detection;
b) cryptographic algorithms;
c) RNG/PRNG

FPT_TST.1.2(1) The TSF shall provide authorizedyptographicadministrators with the capability to verify
the integrity of TSF data related to the cryptogmapy using TSF-provided cryptographic
functions.

FPT_TST.1.3(1) The TSF shall provide authorizedyptographicadministrators with the capability to verify
the integrity of stored TSF executable code rel&bettie cryptography by using TSF-
provided cryptographic functions.

6.1.40FPT_TST.1(2) TSF Testing (for key generation compants)

FPT_TST.1.1(2) The TSF shall perform self tests immediately afemeration of a key to demonstrate the
correct operation of each key generation comporieahy of these tests fails, that generated
key shall not be used, the cryptographic moduldl sact as required by FIPS PUB 140-2
for failing a self-test, and this event will be éed.

FPT_TST.1.2(2)  The TSF shall provide authorizegyptegraphicadministrators with the capability to verify
the integrity of TSF data related to the key geti@naby using TSF-provided cryptographic
functions.

FPT_TST.1.3(2)  The TSF shall provide authorizegyptegraphicadministrators with the capability to verify
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the integrity of stored TSF executable code relédetie key generation by using TSF-
provided cryptographic functions.

6.1.41 FTA _SSL.3 TSF-Initiated Termination

FTA _SSL.3.1 The TSF shall terminate a local interactive or lgiss session after an administrator
configurable time interval of user inactivity.

Application note:  For administrative sessions (not wireless seskitims “local interactive” session is
understood here to mean the ‘interactive’ (CLI d&#l{ssession that is established with and
maintained ‘locally’ on the controller (via SSHBLS).

6.1.42FTA _TAB.1 Default TOE Access Banners

FTA TAB.1.1 Before establishing a user session, the TSF disgllay an advisory warning message
regarding unauthorized use of the TOE.

Application note:  This SFR applies only to interactive administraiivierfaces (the Controller CLI, and the
Controller GUI), and does not apply to the SNMPw&iface.

6.1.43FTP_ITC_(EXT).1 Extended: Inter-TSF Trusted Channel

FTP_ITC_(EXT).1.1The TOE shall provide an encrypted communicaticemolel between itself and entities in
TOE IT Environment that is logically distinct froather communication channels and
provides assured identification of its end pointd protection of the channel data from
modification or disclosure.

FTP_ITC_(EXT).1.2 The TSF shall permit the TSF, or the IT Environtremtities to initiate communication via
the trusted channel.

FTP_ITC_(EXT).1.3The TSF shall initiate communication via the teasthannel for all authentication functions,
remote logging, tim§giemote administration, communications with MSEnoounications
with WCS or NCS]

6.1.44FTP_TRP.1 Trusted Path

FTP_TRP.1.1 The TSF shall provide a communication path betwesetf and wirelessisersclient devices
that is logically distinct from other communicatipaths and provides assured identification
of its end points and protection of the communidatata from modification, replay or

disclosure.
FTP_TRP.1.2 The TSF shall permit wireless client devices ftbdate communication via the trusted path.
FTP_TRP.1.3 The TSF shall require the use of the trusted fmthvirelessiserclient authentication,jone].

6.1.45IPS_SDC _(EXT).1 Extended: wiPS Data Collection

IPS_SDC_(EXT).1.1The TSF shall be able to collect the following imf@ation from wireless networks:
a) wireless network traffic.

IPS_SDC_(EXT).1.2The TSF shall be able to collect and record thieehg information, and transmit the
information to the MSE for further analysis andogjng:

a) date and time of the event;
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b)
c)
d)

e)

identity of the source and destination of the igaff

AP identity;

wireless signal strength; and

the wireless network traffic details indicativetbg following advanced wiPS events:

a. DoS Attack Detection including:

i
ii.
iii.
iv.
V.
vi.
Vii.

viii.

Xi.

Xii.

Xiii.

Xiv.
XV.
XVi.

XVii.

Xviii.

XiX.

Association flood

Association table overflow
Authentication flood

EAPOL-Start attack

PS-Poll flood

CTS Flood

Queensland University of Technology Exploit
RF jamming attack

RTS flood

Virtual carrier attack
Authentication-failure attack
Deauthentication broadcast attack
Deauthentication flood attack
Disassociation broadcast attack
Disassociation flood attack
EAPOL-logoff attack

FATA-jack tool detected
Premature EAP-failure attack

Premature EAP-success attack

b. Security Penetration Attack Detection including:

iv.
V.
Vi.

Vii.

viii.

Xi.

Xii.

Xiii.

Airsnarf attack

ChopChop Attack

Day-zero attack by WLAN security anomaly
Day-zero attack by device security anomaly
Device probing for access points

Dictionary attack on EAP methods

EAP attack against 802.1x authentication
Fake access points detected

Fake DHCP server detected

Fast WEP crack detected

Fragmentation Attack

Hotspotter tool detected

Malformed 802.11 packets detected




Xiv.
XV.
XVi.
XVil.
XViii.
XiX.
XX.
XXi.
XXil.
XXiii.

XXIV.

Man in the middle attack detected

NetStumbler detected

PSPF violation

ASLEAP attack detected

Honey pot access point detected

Soft access point or Host access point detected
Spoofed MAC address detected

Suspicious after-hours traffic

Unauthorized association by vendor list
Unauthorized association detected

Wellenreiter detected

c. A violation in the authentication policy of a netiko

d. A violation in the encryption policy of a network

e. Events related to detection of authorized wireldsgices

Application Note This IPS Data Collection SFR (IPS_SDC) is distiftom the wIPS Analysis SFR
(IPS_ANL) in that this SFR lists the wireless netlwevents for which the MSE
performs data correlation, analysis, and generatfcaudit records of detected events

based on that analysis. ldentity of the data smisased for detection of rogue APs and

rogue clients, and to allow correlation to an aetiigt of malicious source addresses.
Signal strength measurements are included in aisadigga to support location tracking
by the MSE through correlation of data from mukipgdPs.

6.1.46IPS_ANL (EXT).1 Extended: wiPS Analysis

IPS_ANL_(EXT).1.1The TSF shall perform the following analysis funog(s) on all wireless data received:
a) signature check;

b) integrity check; and

¢) measurement of signal strength.

IPS_ANL_(EXT).1.2The TSF shall record within each analytical reatifeast the following information:
a) date and time of the event;

b) identity of the source and destination of the iaff
c) AP identity; and

d) Basic wlPS events detected:

a. DoS Attack Detection including:

iv.
V.

Vi.

Vii.

Association flood

Authentication flood
Unauthenticated Association
Deauthentication broadcast attack
Deauthentication flood attack
Disassociation broadcast attack
Disassociation flood attack




b. Security Penetration Attack Detection including:
i. NetStumbler detected
ii. Wellenreiter detected
Events related to detection of ad-hoc 802.11 device
d. Events related to detection of rogue clients
e. Spoofed 802.11 Management Frames

Application Note This wIPS Analysis SFR (IPS_ANL) is distinct frotmet IPS Data Collection SFR
(IPS_SDCQC)in that this SFR lists the wireless nekwevents for which the AP performs
analysis, and generation of audit records of detkewvents based on that analysis.

6.1.471IPS_RCT_(EXT).1 Extended: wiPS Reaction

IPS_RCT_(EXT).1.1The TSF shall be able to take one or more appngpaictions listed below when an IPS
policy violation is detected:

a) Drop traffic that matches signatures listed in IRSL_(EXT).1.1; and/or

b) Drop traffic that fails integrity checks described-DP_PUD_(EXT).1; and/or

c) Drop traffic that fails authentication checks; aord/

d) Drop traffic that matches an entry in the actiws 6f malicious source addresses; and/or

e) Launch a de-authentication attack (rogue contairjreegainst one or more rogue APs
and associated clients, and generate an auditdeddhe rogue containment with the
following audit message details:

a. date and time of the event;
b. identity of the rogue target; and
c. AP identity.

6.2 Security Requirements for the IT Environment

6.2.1 FAU_GEN.1(2) Audit Data Generation

FAU GEN.1.1(2) The TOE IT Environment shall be able to generatawdit record of the following auditable
events:

a. Start-up and shutdown of the audit functions;
b. All auditable events for the minimum level ofdity and
c. [additional auditable events shown in columnf Zable 15.

Table 15TOE IT Environment Auditable Events

Additional Audit Record
Requirement Auditable Events Contents
FAU_GEN.12) None None
FAU_SAR.1 None None
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FAU_SAR.2 Unsuccessful attempt to read the audit | The identity of the user
records attempting to perform the
action
FAU_SAR.3 None None
FAU_STG.1 None None
FAU_STG.3 Any actions taken when the audit limits|None

are exceeded.

FAU_SEL.1(2)

All modifications to the audit
configuration that occur while the audit
collection functions are operating.

The identity of the
Administrator performing
the function.

FDP_RIP.1(2)

None

None

FIA_AFL.1(2)

The reaching of the threshold for the
unsuccessful authentication attempts an
the actions (e.g., disabling of a terminal)
taken and the subsequent, if appropriate
restoration to the normal state (e.g., re-
enabling of a terminal

None
d

FIA_ATD.1(3)

None

None

FIA_UAU_(EXT).5(2)

Failure to receive a response from the
remote authentication server

Identification of the
Authentication server that did
not reply

FIA _UID.1 None None
FMT_MTD.1(4) Changes to the time data None
FMT_MTD.1(5) Changing the TOE audit pre-selecti@tad) None
FMT_SMR.1(2) Modifications to the group of useratth |None

are part of a role

FPT_STM.12)

Setting time/date

Identity of the administrator
that performed the action

FTP_ITC_(EXT).1

Initiation/Closure of a trusted anel

Identification of the remote
entity with which the channel
was attempted/created,;

Success or failure of the event.

FAU_GEN.1.2(2)

The TOE IT Environment shall record within eachiauecord at least the following
information:

a) Date and time of the event, type of event, suthpentity (if applicable), and the
outcome (success or failure) of the event; and
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b) For each audit event type, based on the auditalnt definitions of the functional
components included in tH&R/ST, information specified in column three Bdible
15.

6.2.2 FAU_SAR.1 Audit Review

FAU_SAR.1.1 The TOE IT environment shall provide only the[adisirator]with the capability to read [all
audit data] from the audit records.
FAU_SAR.1.2 The TOE IT environment TSF shall provide the auelifords in a manner suitable for the

administrator to interpret the information.

6.2.3 FAU_SAR.2 Restricted Audit Review

FAU SAR.2.1 The TOE IT environment shall prohibit all useradeaccess to the audit records, except those
users that have been granted explicit read-access.

6.2.4 FAU_SAR.3 Selectable Audit Review

FAU_SAR.3.1 The TOE IT environment shall provide the abilityperform gearchepof audit data based
on event type, date, time, and/argssage contenis

6.2.5 FAU_STG.1 Protected audit trail storage

FAU STG.1.1 The TOE IT environment shall protect the storeditanedords from unauthorized deletion.

FAU_STG.1.2 The TOE IT environment shall be able to preventutimarized modifications to the audit
records in the audit trail.

6.2.6 FAU_STG.3 Action in case of possible audit data les

FAU STG.3.1  The TOE IT environment shall [immediately alert tmministrator by displaying a message
at the local consolepng if the audit trail exceeds an administrator-datgpercentage of
storage capacity.

6.2.7 FAU_SEL.1(2) Selective Audit

FAU_SEL.1.1(2) TheTOE IT environmentshall be able to include or exclude auditable evéoim the set of
audited events based on the following attributes:

a) user identity

b) [device interface, wireless client identity].

6.2.8 FDP_RIP.1(2) Subset Residual Information Protection

FDP_RIP.1.1(2) TheTOE IT Environment shall ensure that any previous information contdat resource is
made unavailable upon the allocation of the resotadhe following objects: network packet
objects.
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6.2.9 FIA_ AFL.1(2) Remote User Authentication failure hardling

FIA_AFL.1.1(2) The TOE IT Environment shalldetect when an admiaist configurable positive integer
within [a non-zero positive integef of unsuccessful authentication attempts occuateel to
[remote users logging on to the WLAN access system]

FIA_AFL.1.2 (2) When the defined number of unsuccessful autherditattempts has been met or surpassed,
the TOE IT Environment shall prevent the remote user from authenticatimg action is
taken by an administrator.

6.2.10FIA_ATD.1(3) User attribute definition

FIA _ATD.1.1(3) TheTOE IT environment shall maintain the following minimum list of sedyrattributes
belonging to individual remotely authenticated ssg@rser ID, password, host MAC
address, X.509 certificates (for EAP-TLS), PAC (folEAP-FAST), smart card token (for
EAP-GCT), 802.11i session encryption keys

6.2.11FIA_UAU_(EXT).5(2) Remote authentication mechanisms
FIA_UAU_(EXT).5.1(2) The TOE IT Environment shall provide a remote antication mechanism to provide
TOE remote user authentication.

FIA_UAU_(EXT).5.2(2) The TOE IT Environment shall authenticate any sseldimed identity according to the
[AAA authentication policies defined on the Controleér].

6.2.12FIA_UID.1 Timing of identification

FIA UID.1.1 The TOE IT environment shall allowm¢ mediated action$ on behalf of the TOE remote
user to be performed before the user is identified.

FIA UID.1.2 The TOE IT environment shall require each TOE remuser to identify itself before
allowing any other IT environment or TSF-mediatetians on behalf of that TOE remote
user.

6.2.13FMT_MOF.1(4) Management of Security Functions Behaior

FMT_MOF.1.1(4) The TOE IT environment shall restrict the abilitydetermine the behavior difsable,
enable, modify the behaviour ofthe functions: [
* Audit,
* Remote Authentication
» Time service]
to [the administrator].

6.2.14FMT_MTD.1(4) Management of time data

FMT_MTD.1.1(4) The TOE IT environment shall restrict the ability[set] the [time and date used to form the
time stamps in FPT_STM.1] to [the Security Admirasbr or authorized IT entity].

6.2.15FMT_MTD.1(5) Management of Audit Pre-selection Dah

FMT_MTD.1.1(5) TheTOE IT environment shall restrict the ability tquery, modify, clear,creattee set of
rules used to pre-select audit evetatgthe administrator].
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6.2.16FMT_SMR.1(2) Security roles

FMT_SMR.1.1(2) The TOE IT environment shall maintain the rolesniustrator].
FMT_SMR.1.2(2) The TOE IT environment shall be able to associagFuwith roles.

6.2.17FTP_ITC_ (EXT).1(2) Inter-TSF trusted channel

FTP_ITC (EXT).1.1(2) The TOE IT environment shall provide an encryptechmunication channel between
itself and the TOE that is logically distinct frasther communication channels and provides
assured identification of its end points and pridd&cof the channel data from modification or
disclosure.

FTP_ITC_(EXT).1.2(2) The TOE IT Environment shall permit the TSF, or T®@E IT Environment entities to
initiate communication via the trusted channel.

FTP_ITC_(EXT).1.3(2) The TOE IT environment shall initiate communicatioa the trusted channel for [all
authentication functions, remote logging, timenjote configuration from WCS/NCS to
Controllers].

6.2.18FPT_STM.1 Reliable time stamps

FPT_STM.1.1 The TOE IT environment shall be able to providéatde time and date stamps for the TOE
and its own use.

6.3 TOE Security Assurance Requirements

The TOE security assurance requirements summarniz€dble 16: TOE Assurance
Requirements identify the management and evaluatiti&ities required to address the
threats and policies identified in section 3 o6tBIT. This ST complies with assurance level
EAL4 augmented with ALC_FLR.2. EAL4 was chosen hesmit permits a developer to gain
maximum assurance from positive security engineebi@sed on good commercial
development practices. EAL4 provides the develsperd users a moderate to high level of
independently assured security in conventional cencial TOES.EAL 4 is augmented by
ALC_FLR.2 to help ensure that the customers caontepe flaws and the flaws can be
systematically corrected.

Table 16 TOE Assurance Requirements

Assurance Class Assurance Components

ADV: Development ADV_ARC.1 Security architecturesdegption

ADV_FSP.4 Complete functional specification

ADV_IMP.1 Implementation representation of the TSF

ADV_TDS.3 Basic modular design
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AGD: Guidance documents AGD_OPE.1 Operational gefance

AGD_PRE.1 Preparative procedures

ALC: Life-cycle support ALC_CMC.4 Production suppaacceptance procedures
and automation

ALC_CMS.4 Problem tracking CM coverage

ALC _DEL.1 Delivery procedures

ALC_DVS.1 Identification of security measures

ALC_FLR.2 Flaw reporting procedures

ALC_LCD.1 Developer defined life-cycle model

ALC _TAT.1 Well-defined development tools

ASE: Security Target ASE_CCL.1 Conformance claims
evaluation

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests ATE_COV.2 Analysis of coverage

ATE_DPT.2 Testing: security enforcing modules

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing - sample

AVA: Vulnerability assessment AVA_ VAN.3 Focused matability analysis

7 TOE Summary Specification

This section identifies and describes the secduitgtions implemented by the TOE and the
assurance measures applied to ensure their comptgmentation.
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7.1 TOE Security Functional Requirements Measures

The table below identifies and describes how theuity Functional Requirements identified
above are met by the TOE.

Table 17TOE Security Functions

TOE SFRs

How the SFR is met

FAU_GEN.1(1)

All components of the TOE work to implement an déindi capability of security relevant event
that happen under the control of the TOE. Audibrds are generated by the TOE for all of th
events that are listed in FAU_GEN.1(1) as they oocuthe respective AP and Controller
components.

During installation the administrator must configuhe Controller to communicate with the
syslog server via TLS for remote storage of TOEegated audit records. Audit events
generated by the TOE contain the following fielalsimestamp, an associated user identity,
event type, and whether it was a success or failtre timestamp that is used is based on a |
timestamp on each TOE component, which relies ima& server in the environment for
synchronization.

Controller Logging

Controllers may send audit logs to up to threeagyskrvers that may be configured to receive

messages at or below a selected severity level:
» Emergencies = Severity level 0
e Alerts = Severity level 1
o  Critical = Severity level 2
e Errors = Severity level 3
* Warnings = Severity level 4
* Notifications = Severity level 5
» Informational = Severity level 6
» Debugging = Severity level 7

(7]

1]

pcal

All system messages have a facility code, a sgvenel, a mnemonic code and a message text.

AP Logging

Access points log all system messages (with a ggvevel less than or equal to notifications,
i.e. 0-5) to the access point event log. The el@ntan contain up to 1024 lines of messages
with up to 128 characters per line. When the el@mbecomes filled, the oldest message is
removed to accommodate a new event message. Thelegeas saved in a file on the access
point flash, which ensures that it is saved throagaboot cycle. To minimize the number of
writes to the access point flash, the contentb®ftvent log are written to the event log file
during normal reload and crash scenarios only.

The AP system event log may be viewed from therotlat CLI.
Related TOE IT Environment SFRs:

FAU_GEN.1(2)ACS/ISEgenerates those auditing records that difalthe
management of user accounts controlled by the AZESAhe encryption policies
controlled by the ACS/ISEfor wireless users, thargling of auditing capabilities
controlled by the ACS/ISE, authentication acticas] administrative actions. The
ACS/ISEauditing capability is implemented in thdifferent logging capabilities of
ACS/ISE. These logging capabilities are the CS\idgahttempts, CSV Passed
Authentication, and CSV RADIUS Accounting. Withiadah of these logging
capabilities the ACS/ISEAdministrator is able tdide what is audited based on the
type of event.

ACS/ISEalso provides the TOE functionality thabals for administrator actions
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through the Controller to be logged and viewedsTifiaccomplished using Controller
TACACS+ accounting. For this, the ACS/ISEacts ag\AA server and the Controller
as the AAA client. All actions performed by the @atier administrator are forwarded
back to ACS/ISEin the form of Controller TACACS+cacinting logs. These logs are
then viewable through the ACS/ISEinterface in tReCACS+ Administration Active
CSV logs. This log, in conjunction with the Pasgedhentication Active CSV log,
provides the audit generation capability for thdirequirements stated in the SFR.

FAU_GEN.2

Administrator management activities include therusane of the administrator in the event

logs. Wireless users cannot establish interactder interface with the TOE and thus there are

not auditable user actions other than any actralgted to the wireless client, which will be
audited by the AP with proper client identificatitsee IPS_* EXT.1 for more details). The A
provides wireless client MAC address so the Coleralan record the MAC address in syslog
messages, and the ACS/ISE server in the TOE ITrmwient can record the user identity as
“Caller-ID” field.

The SNMPv3 interface on the Controller is a prograatic interface, not an interactive
administrative interface. Each “SNMPv3 User” aatis used to authenticate a single exter
entity (one instance of an NCS or WCS). An SNMBgBrer is not capable of (re)authenticat
administrators who have individually authenticatieén external entity prior to trigging an
SNMPv3 GET or SET command to be sent from the aatentity to an SNMPv3 server. Thu
Controller-generated audit records of actions peréal on a Controller by an “SNMPv3 User”
are actions performed by an external entity (ostaimce of WCS or NCS).

FAU_SEL.1(1)

The Controller supports pre-selection of audit gatien based on event type, which are
standard syslog severity levels 0 through 7. Hwesty level can be set separately for APs th
for the Controller itself, and can be set sepaydtel those messages stored in the local log, 0
written to the console, or transmitted via sysléglditionally, the logging of process
information (procinfo) and traceback informatiorafeinfo) can be enabled or disabled. The
writing of timestamps into audit records can bebded or disabled, and must remain enabled
all security-relevant logging (not required for dgljing) in the evaluated configuration.

Related TOE IT Environment SFRs:

FAU_SEL.1(2):

The Kiwi Syslog Daemon and the Syslog-ng softwarekpge filtering capabilities are
used to support both pre- and post-selection oit @ath. To satisfy pre-selection in
FAU_SEL.1(2), the wireless user "passed autheinicsit wireless user "failed

attempts" and ACS/ISE admin "Administrative Audiys are generated by ACS/ISE
but not stored locally in ACS/ISE persistent stexrdgstead these event records are
forwarded by ACS/ISE directly to the syslog serfagrpre-filtering before being place
in persistent storage. The ability to filter passedailed attempts, administration,

password changes, and service monitoring evestiésted based on the GUI setting
for that event report.

All other ACS/ISE audit log files may be writtertanACS/ISE persistent storage for &
time before being sent to the Syslog server. Rastson filtering can be done on any
audit records stored on the Syslog server.

Syslog audit log filtering will map the fields idifired in FAU_SEL.1.1(2) to the
following wireless user audit log fields generabsdACS/ISE.
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FAU_SEL.1.1(2) Term ACS/ISE Log Event Field
“user identity” “User Name”
“event type” “Priority” set to “Auth”




“device interface” Implied WLAN interface [The ACS/ISE
audit logs for wireless users “Passed
Authentications” and “Failed Attempts”
only apply to TOE audit events generated
by a wireless users WLAN interface]

“wireless client identity” “Caller-ID". [The ACS/ISE “Caller-ID”
field corresponds to the wireless client
machine MAC ID address]

The TOE administrator has the ability to eitherl®@ear disable logging for each of
these categories, based on the syslog fields.i§ kisne on the syslog side through th
graphical user interface on the Kiwi Syslog Serethe Command Line Interface on
the Syslog-ng server.
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FCS_BCM_(EXT).1

The APs and Controllers are FIPS PUB 140-2 valdiatvel 2 cryptomodules and perform
cryptographic functions in FIPS approved modespafration.

The following FIPS 140-2 certificates apply:
* FIPS certificate #1446 (APs 1522, and 1524)

*  FIPS certificate #1448 (APs 1131, 1142, 1242, 12882, 3502e and 3502i)
* FIPS certificate #1909(WiSM2)

»  FIPS certificate #1875(WiSM)

*  FIPS certificate #1853 (Controllers 4402, and 4404)

* FIPS certificate #1829 (Controller 5508)

FCS_CKM.1(1)

The following values are generated by FIPS 140duated cryptographic modules.
e Generated by AP: DTLS pre-master secret

» Generated by Controller: TLS pre-master secretastfucture MFP MIC Key, EAP
FAST Server Key and EAP-FAST PAC-Key

All of these values are generated using FIPS 14pg2oved and certified RNGs. SP 800-57
compliant key integrity protection is provided thetphysical protection of a certified
cryptographic module.

FCS_CKM.1(2)

DSA and RSA keys are generated according to FIBS318sing a FIPS approved RNG. Key
validity is assured by the means of a pairwisegritg test when the keys are generated. Key
integrity protection is provided by the physicabfaction of a certified cryptographic module.

FCS_CKM.2

Electronic key distribution methods used in the VINLAccess System include RSA key
wrapping as part of the DTLS protocol that undsrfBAPWAP and AES Key Wrap for
distribution of the 802.11i Pairwise Temporal Kejhe AES Key Wrap Key is entered via the
Controller GUI rather than generated in the TOE;dmply with SP 800-57 Section 8.1.5 the
source of the key should be approved by the U.$e@Gunent for the protection of national
security information. The RSA key wrap keys araggated in FIPS 140-2 validated
cryptographic modules. Once in the system bothsygf keys are protected in accordance wi
section 6 of SP 800.57 (as per FCS_CKM.1(1) and KXE3/4.1(2)).

When the ACS/ISE distributes the PMK to the Comgiral performs AES key wrapping on the
PMK. Key wrapping protects the confidentiality aintegrity of Pairwise Master Keys (PMK)
under FIPS 140-2 validation when the keys areandit. From the Controller to the AP, the
PMK is protected via the FIPS 140-2 validated ssgwhannel with AES-CBC encryption.

Keys are distributed to the APs from the ContréW&EM over a CAPWAP control session.
During a CAPWAP session, the APs first authentitatine Controller/WiSM using an RSA ke

th

pair. After a successful authentication, the CAPWs&Bsion key generated in the




Controller/WiSM is transported to the AP wrappedhwAP’s RSA key.
Discrete logarithm cryptography is not used for Kestribution in the TOE.

FCS_CKM_(EXT).2

All keys transmission techniques used by the TQude integrity mechanisms to detect errors.

Private keys on the AP and Controller are storddiCS#12 files that are AES encrypted.
Private keys on the ACS/ISE are stored encryptédiS8 tokens or in an encrypted database.

The Controller administrator may configure the lgngf time that an inactive session may exist
before it is terminated, when that occurs non-gégai cryptographic keys are zeroized.

The TOE does not support archiving of private keys.

FCS_CKM.4

Key destruction (zeroization) for the AP and Coliromodules is a onetime operation for
hardware, factory burned certificates. The CorgrdHIPS 140-2 Security Policy stipulates that
zeroization should take place over the Controllel, @hich will take the TOE out of the
evaluated configuration. Once the zeroization ajgaras performed for hardware certificates
the TOE components will be non-communicative.

Intermediate key values are zeroized by the Cdetrahd AP, and all transient key values such
as session keys are zeroized when their assocagsibns are complete.

For non-volatile memories other than EEPROM andliléhe zeroization shall be executed by
overwriting three or more times using a differeitém@ating data pattern each time.

FCS_COP.1(1)

AES-128 is used within TLS and DTLS ciphersuites EAPWAP, HTTPS, EAP-FAST and
EAP-TLS), for AES Key Wrap to distribute 802.11i R} and for encryption of 802.11i keys
and traffic.

The APs perform FIPS 140-2 validated end-to-end AE3P wireless encryption and
decryption between a wireless device and the AB-tBrend wireless encryption is
implemented in the TOE through the use of EAP-TESP-FAST, EAP-MSCHAPV2, EAP-
GCT, or WPA2-PSK. To carry out encryption the ARd &ontroller components of the TOE,
and the ACS/ISE play a role. The encryption alonitused is AES-CCM (CCMP) mode of
operation with a 128-bit key.

Controllers support Cisco Access Points operatingAPWAP mode and configured with Wi-
Fi Protected Access 2 (WPAZ2) security. WPA2 isghproved Wi-Fi Alliance interoperable
implementation of the IEEE 802.11i standard. WhePAR-PSK is used only the APs are
involved with the encryption and decryption thates place with a wireless client. WPA2
protects all wireless communications between theless client and other trusted networked
devices on the wired network with AES-CCMP encrgptiCAPWAP protects all control and
bridging traffic between trusted network accessi{zoand the module with AES-CBC
encryption. CAPWAP also protects all client datdftc between the Access Points and the
Controller on the 5508 Controller and 1131, 114221, 1252, 1262, 3502E, and 3502 series
access points. This utilizes a secondary AES-CBi@h (¥28 bit keys) protected DTLS tunnel

For encryption implemented with EAP-TLS, EAP-MSCHAR EAP-GCT, and EAP-FAST the
APs, Controllers, and ACS/ISEs all play a rolehia tryptographic key generation and
encryption process. The TOE uses the IEEE 802 4itwise key hierarchy to establish session-
specific keys from the Pairwise Master Key (PMKheTPMK is generated by the ACS/ISE
(Radius server) in coordination with the wireleBsrt and encrypted with the AES key wrap
protocol and passed to the Controller/WiSM. The Pidkhen used to generate the session
specific Pairwise Transient Key (PTK). The ConeoNViSM then passes the (PTK) to the AR.
The AP uses the PTK to generate the individualiees®eys (Key Encryption Key (KEK), Key
Confirmation Key (KCK) and Temporal Key (TK) for enypting the wireless traffic with each
wireless client that has been authenticated. Th Iskised by the EAPOL-Key frames to
provide confidentiality. The KCK is used by IEEE28D1i to provide data origin authenticity
The TK, also known as the CCMP key, is the 802s&$sion key for unicast communications.
Cryptographic keys are stored in flash and in SDRiaMactive keys.

FCS_COP.1(2)

RSA is used for authentication and key distribuiinthe CAPWAP, HTTPS, EAP-FAST and
EAP-TLS, and for verification of software imagesadoaded from the controller to the AP.
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DSA is used for authentication and key distributionSSH. All DSA and RSA keys used in th
evaluated configuration will have a key size of 2(its.

D

FCS_COP.1(3)

SHA-1 is used as part of the TLS and DTLS prototeds underlie CAPWAP, HTTPS, EAP-
FAST and EAP-TLS, as part of HMAC-SHA-1 for SNMP&G8thentication between the
Controller and SNMPV3 applications, and key intggorotection within the 802.11i protocol.
SHA-256 is also supported for digital signatures.

FCS_COP.1(4)

Diffie-Hellman is used for anonymous and authem¢éidal LS DHE ciphersuite options for EAR
FAST and EAP-TLS.

FCS_COP_(EXT).1

The Access Points implement FIPS 140-2 approve@XBNGs, seeded with system entropy
startup.

The Controllers implement the FIPS 140-2 appro@5FL86-2 RNG, seeded with system
entropy at startup.

The FIPS approved RNGs are used for generatioaaufry relevant random values (e.g.
nonces, Diffie-Hellman parameters) and cryptograjklys.

at

FDP_PUD_(EXT).1

The administrator has control over whether or manerypted data will be allowed to pass

through the TOE by providing the ability to enabte disable the encryption policy of the TOE.

This encryption policy determines whether the ARg @ontrollers will encrypt and decrypt
communications with wireless clients.

After a wireless client has successfully authemgiddo the TOE the wireless client can
communicate with other wireless clients that haweesssfully authenticated through the TOE
and with other wired clients that operate on thednetwork controlled by the TOE. If the
administrator has enabled encryption of wireleentluser data, the TOE will encrypt user da
transmitted to a wireless client from the radi@ifiace of the wireless access system and deg
user data received from a wireless client by tligoranterface of the wireless access system.
This ensures that the TOE supports end-to-end egisedncryption.

The TOE allows for the detection of modificationusfer data while carrying out network
communications on the wireless network throughusges of AES operating in CCM (CCMP).
This is done through this standard through thegiitie protection capabilities of the algorithm.
The Cipher Block Chaining Message Authenticatiod€(CBC-MAC) component of CCMP
provides data integrity. The CBC-MAC allows for tthetection of a modified packet. If a CBC
MAC indicates a packet has been modified the paskatopped.

ta
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FDP_RIP.1(1)

Network packet objects are padded with zeroes afionation of network interfaces of each
TOE component (AP, and WLC).

Related TOE IT Environment SFRs:
FDP_RIP.1(2):The ACSI/ISE also ensures through their networdrface drivers that
any residual data from previous packets is notamsimitted any subsequent packets

This requirement does not apply to the remote gyséwver since it only receives aud
records, but does not transmit audit records.

FIA_AFL.1(1)

To meet the requirement to be able to lock admatise accounts (Management Users only,
SNMPv3 Users) after failed login attempts to remadeninistrative interfaces (SSH or TLS), t
Controller will be configured to defer authenticatiof SSH and TLS administrative
authentication to the remote authentication server.
Locked accounts on the RADIUS server can be resolbyehe RADIUS administrator
unlocking administrative accounts Related TOE |IViEmment SFRs:
FIA_AFL.1(2): The ACS enforces the number of unsuccessful atitiadion attempts
and will lock out user accounts after they reaghatiministrator-defined threshold. A
ACS administrator is required to unlock a user aoto When ISE is used as the
directly-accessible (first-tier) RADIUS server five Controller(s), ISE must be
configured to defer authentication of Controlleraistrators (Management Users) td
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a separate (second-tier) authentication serveiighsile to enforce lockout after failed




login attempts. Those second-tier authenticatésues's could include Active
Directory, LDAP, or an ACS server.

Lo
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FIA_ATD.1(1) Controller SNMPv3 Users (administrative accounts)defined in the Controller’s local user

database with their username and password.

Related TOE IT Environment SERS:
FIA_ATD.1(3):
The remote authentication server (ACS, and optip#eD, or LDAP servers
referenced through ACS or ISE) maintains usernamepassword for Controller
administrators (Management Users) authenticatingedr OE via any remote
administration method (SSH or TLS).

FIA_ATD.1(2) Wireless users authenticating to the TOE can beeatitated to the local user database or to
authentication can be deferred to a remote auttegitth server. When users are authenticate
locally, the Controller maintains their authentioatcredentials listed below as appropriate fof
each authentication method:

- EAP-TLS: client’s device certificate
- EAP-FAST without client certificate: username arasgword
« EAP-FAST with client certificate: client’s devicentificate
« EAP-FAST with EAP-GTC: username and PAC (Proteétecess Credential)
- EAP-MSCHAPV2 without client certificate: usernamedgpassword
- EAP-MSCHAPV2 with client certificate: client's dexg certificate
« WPA2-PSK: Passphrase ( ASCII or Hex)]
Protected access credentials (PACs) are strongdlsacrets that enable the Controller and a
EAP-FAST client to authenticate each other andodistaa TLS tunnel for use in EAP-FAST.
PACs can be either automatically or manually priovied from the Controller to the client.
When manual PAC provisioning is enabled, the PA€i§ manually generated on the
controller. PACs generated off the Controller bardownloaded to the Controller by an
administrator.
Client certificates and CA server certificates atso be downloaded to the Controller by an
administrator.
Related TOE IT Environment SFRs:
FIA_ATD.1(3):
Wireless users who are remotely authenticated agaser stores within ACS/ISE hay
the following authentication parameters stored iwithe ACS/ISE: user ID, password
and host MAC address are used for simple autheinticéusers can be disabled by th
User ID, and clients can be disabled by their MAlOrass). X.509 certificates, PACs
or smart card tokens are security attributes treat aptionally be used when
authenticating the user. 802.11i session encryiys are provisioned to clients and
APs from the ACS/ISE, and are used to protect es®lraffic.
FIA_UAU.1 The TOE provides GUI and CLI administrative inteda at the Controller that both require ar

authenticated session to providing any administeadervices. Unauthenticated users
connecting via TLS will be directed to log in tetBUI, and connections via SSH or serial
console require authentication to the CLI. In &ddj the AP and Controller TOE components
authenticate each other during set up of the conwatians channel.

To be consisten with the application notes in tHeAN PP, this SFR is specific to accounts
authenticated locally on the TOE, which can includeeless users (if configured by the
Controller administrator to authenticate localgid SNMPv3 Users. The TOE does not allov
actions to be performed by any identified wirelessr, or SNMPv3 User until authentication |

as

completed successfully.
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FIA_UAU_(EXT).5(1)

The Controller administrator can configure bothallomuthentication and remote authenticatio
Remote authentication is required for remote adstriaiive access to the TOE.

The TOE can be configured (independently for eactiAW) to authenticate wireless users to i
local wireless user database, or to defer autheidit of wireless users to one or more RADIU
servers. The TOE can be configured (independdatlgach WLAN) to authenticate
wireless users to its local wireless user databaisty defer authentication of wireless use
to one or more RADIUS servers. The TOE authengis@&NMPv3 User accounts locally.
Management User accounts defined within the losar ulatabase of the Controller are ng
used in the evaluated configuration in which athoge access by Management Users is
authenticated to the RADIUS server, and the seodakole port is inaccessible when the
FIPS Kit is installed.

Related TOE IT Environment SFRs:

FIA_UAU_(EXT).5(2): The ACS/ISE is the remote authentication seroetie TOE,
providing administrator and wireless user autheittc via RADIUS.
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FIA_UID.2

No administrative or user actions are permittedh@enAP or Controller without identification to
AP, or WLC. All wireless users and TOE adminisirat(including Controller administrators
authenticated via RADIUS, and SNMPv3 Users autbated locally) are required to be
successfully identified (via the configured autheation mechanisms), prior to the TOE
allowing any TSF-mediated actions other than autbation attempts. Any deferring of
authentication of authentication decisions (for {aolfer administrators or wireless users) to a
RADIUS server does not interfere with the TOE coltitrg the sequence of identification,
authentication, and access events (e.g. allowiag#tablishment of an encrypted session,
allowing a login attempt, deferring authenticatatision to RADIUS, and waiting for
successful authentication to be confirmed by RADIb&ore granting further access).

Related TOE IT Environment SFRs:

FIA _UID.1: No administrative or user actions are permittiedA€S/ISE without
identification. The syslog server relies on itsthmgerating system to ensure
identification, and authentication.

FIA_USB.1(1)

Administrative sessions (for Management Users axiliBv3 Users) are associated with their
access mode (e.g. ReadOnly or ReadWrite) upon @atith&on, and for the duration of the
interactive session.

The TOE maintains a session ID for any administeaticcess session (SSH, TLS, or SNMPv
and binds the username and the user’s access m®@stablished at authentication), with the
session ID for the duration of the authenticatessiss.

Regardless of whether an administrative sessiorawtigenticated locally (for SNMPv3 Users
or remotely (via RADIUS for Management Users) tsermame and access modeare bound t
the session ID.

FIA_USB.1(2)

The TOE is able to associate wireless clients thigtir identifying attributes by matching the
host MAC address with the session ID. Regardlesghether wireless user session was
authenticated locally, or remotely (via RADIUS) theeless client’'s MAC address are bound
the session ID.

to

FMT_MOF.1(1)
FMT_SMF.1(1)
FMT_SMF.1(3)

The Controller provides management interfaces doniaistration of the Controllers and the
APs. The Controllers administer the APs that haaentassociated with the Controller during
installation of the APs using CAPWAP. The Controheaintains a policy file for the APs that
the Controller pushes out to the APs. The polilydontains the information on what encrypti
policies that the AP enforces. The encryption pedican be set on a per WLAN SSID basis.
The Controller administrator sets the Controlleuse WPAZ2 then selects between Preshared
Key (PSK) and 802.1X requests, which get senteodBS/ISE for authentication.

The Controller administrator configures cryptogrigmettings for the Controller and AP
modules and has the ability to load and zeroize ksglect cryptographic algorithms, execute

self test functions and configure the TOE to encoymot encrypt wireless transmissions. The
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Controller management interfaces permit managewofesryptographic keys and key data in
support of FDP_PUD_EXT as well as executing cryppbic key tests.

The capability to verify integrity of stored codanconly be performed through the Controller
CLlI, thus can only be performed by Management dseounts, not SNMPv3 User accounts.

FMT_MOF.1(2)
FMT_SMF.1(2)
FMT_MTD.1(1)

The Controller administrator is able to configurelih generation functions described earlier i
this table for FAU_SEL.1(1).

The Controller administrator is also able to enalsldisable logging to the local audit log, or t
the local console, or to remote syslog serverstamlisplay the configuration and status of au
functions.

Related TOE IT Environment SFRs:

EMT_MOF.1(4)The Syslog administrator, after authenticationtiey $yslog Host, ma
configure the audit preselection parameters, aartl &hd stop syslog.

The ACS/ISE administrator may configure audit plestgon parameters and start and
stop audit logging at the ACS/ISE.

D
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FMT_MOF.1(3)

The Controller administrator is able to configueadble/disable/define/re-define) authenticati
servers used by the Controller. The controllersdua enforce account lockout for multiple
failed login attempts to the local serial consaleq requires that all remote administrative
sessions (SSH or TLS) are authenticated to theteemghentication server so the remote
authentication server can enforce lockout of actoafter successive failed login attempts.

The TOE must be configured to defer all authenticabf Management Users to the
RADIUS server, though the administrator can allawdsallow use of the RADIUS server
for wireless users, and can add or remove secontkitiary (up to 17 total) RADIUS
servers.

The Controller administrator defines the lengthimie that an administrative session can rem
inactive before the session is terminated, andcoafigure serial console, SSH, and TLS with
separate timeout limits.

ain

FMT_MSA.2

In support of meeting FCS_COP and FCS_CKM, theak®, Controller generate keys that mg
all requirements defined in all iterations of FCEMand FCS_COP to ensure that only secu
values are accepted for security attributes. @yatphic keys are generated using FIPS
approved random number generators, with RSA kelyfesuto pairwise consistency tests to
confirm their validity.

pet

FMT_MTD.1(1)

The Controller administrator is able to query, nfipdand clear (disable), create (enable) the

audit data that will be stored locally (buffer)spliayed at the local console, or transmitted to

syslog server(s) by enabling or disabling any okthlogging facility (buffer, console, syslog),
and by setting the event type (syslog severityl)efoe each facility.

See related controls in rationale for FMT_MOF.1eh)d FAU_SEL.1(1).

FMT_MTD.1(2)
FMT_MTD.1(3)

The Controller administrator is able to query, nipdielete, clear, and create authentication
credentials, and user identification credentiatsufgers defined in the local user authenticatiof
database. The administrator can create usergssigh usernames and passwords, and can
delete users and change user passwords.

TOE users (administrators) with access to the adinative interfaces of the TOE (Controller
CLI and Controller GUI) are able to modify their oywasswords.

FMT_MTD.1(2) is specific to credentials of admin&tve accounts defined within the local
user database of the Controller (SNMPv3 Users).

FMT_MTD.1(3) is specific to credentials of wirelasser accounts defined within the local us
database of the Controller.

Relevant TOE IT Environment functions (not explicitelated to SFRs defined in the PP):

n

ACS/ISE Administrators perform all aspects of userount management for account
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stored in the ACS/ISE user database including T@imistrative accounts (ACS only
not ISE) and wireless client accounts (ACS or ISEje ACS also provides an option
User Change Password web service that can be aggdvide a web interface for use
to manage their passwords. This can be providedlfasers authenticated against th
ACS, including wireless users and Controller andsAgiministrators.

ACS/ISEcan implement certain administration captidsl forthe TOE. Specifically the
ACS/ISE allows for the administration of wireleseeuauthentication credentials and
authorizations rights. ACS/ISE also allows for aurttication and authorization of
Controller administrators. The ACS/ISE containsADRJS server and the APs and
Controllers may be configured to use the RADIUS'sem ACS/ISE to carry out their,
respective TSF authentication and authorizatiomb#ifies. The administration
capabilities provided by the ACScan be used topsttte policies for access control
when the Controllers and APs have been adminigéigticonfigured to have a
RADIUS server carry out authentication and auttagion for wireless users of the
TOE. These policies include lockout failure settiryailable on ACS, or through ISE
by ISE is referring authentication to a second-digthentication server such as AD,
LDAP, or ACS.
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FMT_SMF.1(1)

See FMT_MOF.1(1)

FMT_SMF.1(2)

See FMT_MOF.1(2)

FMT_SMF.1(3)

See FMT_MOF.1(1)

FMT_SMR.1(1)

Once the TOE is operational (after APs have beefigired to be managed by a Controller),
there is only one administrative role in the TOmBjah is the administrator.The Controller
Administrator is responsible for management andigaration of the Controller and AP TOE
components.

The term “administrator” is used in the WLAN PPdahus in this ST, to refer all users capab
of authenticating to administrative interfacestef TOE. A “user” (as defined in CC) is an
“external entity -human or IT entity possibly irdeting with the TOE from outside of the TOE
boundary.” Two types of Cisco WLAN Controller adnstrator accounts are covered by that
definition: the Management User accounts; and tigIBv3 User accounts. The Managemen
User accounts are only able to access interactin@rastrative interfaces: the Controller GUI
via TLS; and the Controller CLI via SSH. The SNMRyser accounts are only able to
authenticate to the Controller SNMPv3 programmiatierface.

As a programmatic rather than interactive interfsmee SFRs do not apply to the SNMPv3
interface, including FTA_TAB.1 (displaying a lodianner), and FIA_AFL.1 (authentication
failure handling). Though the SNMPvV3 connectiorngrypted, it's configured to only be
accessible from an isolated/protected manageménbrieto mitigate the risk of brute-force
password guessing.

Since the SNMPv3 User is an external entity instifaal human user, each SNMPv3 User
account is to be used by only a single externatyestuch as a single NCS, or WCS, and whe
multiple servers are deployed, they will each udédfarent SNMPv3 User account. That
method ensures that audit records for login attepgrtd administrative changes made throug
the SNMPvV3 interface are able to uniquely iderntify correct ‘subject’ (SNMPVv3 User) that
performed an authorized ‘operation’ (GET or SET tloa configuration ‘object’ (MIB object).
Each “SNMPv3 User” account is used to authentiaatemote IT entity such as an instance o
NCS, or WCS and is not intended to (re)authentiadteinistrators who have individually
authenticated to a WCS/NCS prior to initiating SNMBRGET or SET commands to a Controll
Thus, audit records generated by the Controllerctibns performed on a Controller by an
“SNMPv3 User” are actions performed by the autluatdd NCS/WCS.

Administrative TOE
Role When used Responsibilities
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Controller Administrator |Used in Setup and Perform installation,
Evaluated configuration and management
Configuration activities for Controllers and
APs.
Access Point (AP) Setup Only Installation and initial of AP
Administrator TOE Components, enabling
FIPS mode of operations

The TOE also maintains a non-administrative rofeafiveless users. Wireless users are not g
to authenticate to any administrative interfacéhef TOE, and cannot modify any TSF data. A
entities attempting to authenticate from wireldgnts are authenticated as wireless users, al
cannot attempt to authenticate as an administrator.

Access Point administrator will be able to logaedlly to the AP, only limited capability and
data will be accessible and no access to other d@ponent data will be available. Write
access is not accessible via the AP console. Thedl® port on the APs is not used during
configuration or in the TOEs evaluated configunatiod is covered with a tamper evident
labelonce the FIPS Kit is installed.

Related TOE IT Environment SFRs:
FMT_SMR.1(2):

There are two administrator roles maintained by®& IT Environment in the
evaluated configuration, the ACS/ISE Administratond the Syslog Administrator. Th
ACS Administrator is responsible for managemenis&rs and their authentication
parameters for those Controller administrators tiset SSH and TLS to access the
Controller. ACS or ISE can be used for authenticedf wireless user accounts. The
Syslog Administrator manages the syslog serveudiol restricting access to audit
records, and configuring the syslog server's sekeetudit capability.

TOE IT Environment
Role When used Responsibilities

ACS/ISE Administrator |Used duringSetup and | Management of Administrative
in the Evaluated users for ACS/ISE and
Configuration Controller and management of
wireless clients

Syslog Administrator Used during setup and|Management of the selectable
in the Evaluated audit capability
Configuration

FPT_ITT.1

TSF data is protected from modification and disafedy means of SNMPv3, CAPWAP and
AES Key Wrap.

WLAN Internal Data Protection Mechanisms

Authenticated Authentication

Connectivity Protocol Mechanism Description




Controller to
ACSI/ISE

AES key wrap

Privacy
Password
(AES key) and
Authentication

The keywrap passwords are like
pre-shared keys. Once set up
correctly on each end then
communication between the 2

Password endpoints takes place using the
(HMAC- privacy of the keywrap protocol
SHAL key)

(passwords are
on both

systems)
Controller to AP | CAPWAP X.509 X.509 auth takes place based on
certificates factory installed certificates
MSE to NMSP (TLS X.509 Authentication takes place
Controller based) certificates based on factory installed
Controller to NMSP (TLS X.509 Authentication takes place
MSE based) certificates based on factory installed
WCS or NCS to | SNMPv3 Password HMAC-SHA-1 based
Controller (shal/aes) authentication, AES encryption

FPT_STM_(EXT).1

The Controllers each maintain their own hardwaoelcl which is settable by the Controller
administrator. The Controller may be configuredeoceive automated clock updates via
encrypted and authenticated connection from WCS/NU® Controller ensures that each of
managed APs maintain synchronized time with thet@dar.

Related TOE IT Environment SFRs:
FPT_STM.1: The ACS/ISE, WCS/NCS, and Syslog server will eaaintain their

own clock to apply timestamps to the audit recartih they generate, and should a|
be configured to synchronize their clocks with slaene centralized time server.

FMT_MTD.1(4): The WCS/NCS administrator is able to set thelctotthe
WCS/NCS and configure the WCS/NCS to update therGler clocks via SNMPv3.
EMT_MTD.1(5): The syslog server administrator is able to canméghe syslog
message filters to select upon receipt at the gys#over’s network interface which
messages will be stored in the audit log.

FPT_TST_(EXT).1
FPT_TST.1(1)
FPT_TST.1(2)

The hardware components of the TOE perform TSE thating initial start-up of the
component. These include the cryptographic modadertg on the APs and Controllers. The
APs and Controllers also perform a SHA-lintegritgck on the configuration files upon initia
start up. The results for these tests are repatttéite console upon boot up.

The Controller and APs execute FIPS 140-2 powesatintests and conditional tests to ensure
the proper operation of the cryptographic functlitpaincluding firmware integrity tests and
cryptographic algorithm known answer tests. Thisfies the functionality of the cryptographig
implementations and the key generation functiopal@ryptographic administrators can initiat|
the tests by methods specified in the relevant R#RB2 Security Policies. In addition, the
Controller administrator may initiate cryptograpbf tests via special control packets sent t
the crypto processing components and configur@gerself-tests.

The capability to verify integrity of stored codanconly be performed through the Controller
CLlI, thus can only be performed by Management ldseounts, not SNMPv3 User accounts.

The capability to verify integrity of TSF data redd to key generation can only be performed
through the Controller CLI, thus can only be peried by Management User accounts, not
SNMPv3 User accounts.

@D




o

FTA_SSL.3

The Controller GUI and CLI interfaces each enfanéanactivity timer and terminate interactiv
sessions when the time limit has been reached.GIWeimeout is configurable from 30 and
160 minutes (inclusive). The CLI automatically $ogut users without saving any changes aff
an administratively configured time from 1 to 16thuotes, and serial and SSH timeout can be
configured to separate limits.

FTA_TAB.1

The Controller management interfaces each displagia banner to administrative users, and
optionally for wireless clients.This SFR appliesyoio interactive administrative interfaces, th
Controller CLI, and the Controller GUI, and does apply to the SNMPvV3 interface.

1%

FTP_ITC_(EXT).1(1)

The following Inter-TSF Trusted Channels are predicind utilized by the TOE:
* The Controller initiates sending wiPS data to theBvbver TLS.
* The Controller initiates sending alerts to WCS/NZBESNMPV3.
» The Controller initiates sending syslog data tosy&og server over TLS.
Related TOE IT Environment SERS:
FTP_ITC_(EXT).1(2):

* The WCS/NCS initiates encrypted and authenticatednecunication with the
Controller over SNMPV3 to configuration updates] &mupdate the Controller clock.

 The MSE initiates encrypted and authenticated comication with the Controller to
update wiPS policies.

FTP_TRP.1

The administrator has control over whether or manerypted data will be allowed to pass

through the TOE by providing the ability to enabte disable the encryption policy of the TOE.

This encryption policy determines whether the ARg &ontrollers will encrypt and decrypt
communications with wireless clients.

After a wireless client has successfully authetgiddo the TOE the wireless client can
communicate with other wireless clients that havecessfully authenticated through the TOE|
and with other wired clients that operate on theed/network controlled by the TOE. If the
administrator has enabled encryption, the TOE avilirypt user data transmitted to a wireless
client from the radio interface of the wirelessesxsystem and decrypt user data received fr
a wireless client by the radio interface of theeldss access system. This ensures that the T
supports end-to-end wireless encryption.

The TOE allows for the detection of modificationusfer data while carrying out network
communications on the wireless network throughuses of AES operating in CCM (CCMP).
This is done through this standard through thegiitie protection capabilities of the algorithm.
The Cipher Block Chaining Message Authenticatiod€(CBC-MAC) component of CCMP
provides data integrity. The CBC-MAC allows for tthetection of a modified packet. If a CBC
MAC indicates a packet has been modified the pasketopped.

Details of Wireless User Identification & Autherdton

The TOE implements WiFi CERTIFIED WPAZ2 security ahialso includes IEEE 802.1X port
access control to provide for the authenticatiowioéless clients and to restrict unauthorized
access into the TOE.

AP components of the TOE use 802.1X port basedeatittation. When a wireless user
attempts to associate to a given network they ritsttassociate with an AP. The TOE
maintains the userID and MAC address for the uaed ¢heir client) throughout the user’s
session. During the security policy discovery phas802.11i, the wireless client
determines the security methods enforced by the Whieh are advertised by the AP.

Using those security methods the client respondis airequest to authenticate to the TOE.

Once the wireless client and AP have negotiatedeheired security methods the
authentication phase of the process is initiated.User successfully associates to an AP
then the AP only forwards 802.1X EAP authenticatiatkets to the Controller. During th
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802.1x authentication state, the AP denies all ptsckent by the client which are not 802
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EAP packets to pass through the AP. The Contrelteapsulates the same user 802
packets received from the AP using the RADIUS pecotand forwards them to tt
ACSI/ISE. Once the wireless client has sucfully authenticated with WPA-PSK, EAP-
TLS, or EAF-FAST using WPAZ2 they are granted access to thednared wireless entitie
connected to the TOE based on the rights grantédetalient by the ACS/ISE and t|
Controller. See below for this process fli

Wireless [ ACS
|  Coemt | ‘ AP o Controlier sofiware |

s s Y

Discovery of secunity polices
- . -
Security negotiation
Authentication (802.1x)
...... T lmrmana - 'ﬁéj'r-i;ﬁ'am ——

e 2

Data prolectien: CCMP
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The 802.1x protocol allows for different authentioa methods. The differer
authentication methods are provided through theofiske Extensible Authenticatic
Protocol (EAP). There are a variety of EAP variafise authentication methods a
therefore the EAP variants used by this TOE for autivation are EA-TLS, EAP-
MSCHAPv2, EAI-GCT, and EAP-FAST.

The TOE uses a supplicant, authenticator, and atittagion server model to perfor
authentication for wireless users. The supplicarg wirelss client attempting to ga
access to the wired network that the TOE contrblte supplicant is not part of the TOE. .
example of a supplicant is a laptop computer withireless adapter card. For tl
evaluation the authenticators are the Controlwith the APs providing 802.1x port acce
control. The authentication server is the ACS/ISBEETcomponen

When EAPTLS, EAF-MSCHAPV2, EAP-GCT or EAP-FAST isonfigure¢, mutual
authentication is performed between the suppli¢aireless user) and the TCs
authentication serve

The TOE is also able to implement FIPS -2 validated WPA2 using p-share key
(WPA2-PSK). Using WPA-PSK does not require the use of an authenticatoves. Wher
using WPAZ-PSK all authentication is done between the supptiand the authenticator.
The PSK acts as a type of authentication credewti@n WPA-PSK is used. Wireles
clients trying to connect to the wired network qofied by the TOE needs to know the P
for their wireless client software to successfutlgntify and authenticate to the TC

With EAP+AST, EAF-MSCHAPV2, EAP-GCT, and EAFLS wireless human users ¢
identified by login/password credentials and the MAddress of the client they are using
access the wired network that is controlled byTRE. Further, after successf
authentication of a wireless client an IP addre#lsbg another identifier associated with t




wireless client that successfully authenticatakéf client is using DHCP. If the client is ng
using DHCP then the IP address already configun&althe client will be used as an
additional identifier for the client along with tihMAC address.

The Controller components of the TOE are capablallofving for wireless administration
however this feature is disabled in the evaluatufiguration so the TOE does not allow
administration from wireless clients.

IPS_SDC_(EXT).1

The AP analyzes wireless network traffic, perforgnaignature matching checks, data integrit
checks, and measuring signal strength to genel&®g audit records and alerts, and to suppo
location tracking of wireless devices.

<

IPS_ANL_(EXT).1

The Controller has a Wireless Intrusion Preven8gatem (wIPS) capability that generates al
records based on wireless networking traffic matgla set of predefined signature rules. The
is a set of standard signatures and custom sigrsimay be developed also. The signatures
define patterns of information in wireless netwtdfic that the APs use to monitor the RF
environment. wiPS profiles containing signaturesaushed onto Controllers from the wiPS
service of a Cisco Mobility Services Engine (MSEJare stored in flash memory at the
Controller and pushed to APs that join the ControllAPs serve as monitors and send alerts
the wiPS service via the Controller as events ateaded. The AP sends the message via
CAPWAP control plane messaging to the Controlldriclv sends it to the Mobility Services
Engine using the Network Mobility Services Proto@8MSP) which is built on TLS.

The Cisco wIPS is enabled by the MSE, which isgpliance-based solution that centralizes {
processing of wiPS data intelligence collectedh®yAPs. The wiPS service on the MSE can
configure, monitor, and report wiPS policies aratiais.

wIPS policies are not configured on the controlbart, can be enabled/disabled at the controllé
Instead, WCS or NCS forwards the profile configiarato the MSE’s wiPS service, which in
turn forwards the profile to the controller. Thefile is stored in flash memory on the controll
and sent to access points when they join the cietr®Vhen an access point disassociates ar
joins another controller, it receives the wiPS jpedfom the new controller.

Access points in monitor mode send alarms basdheopolicy profile through the controller to
the MSE’s wlPS service which stores and processealarms and generates SNMP traps if
further alerts are required. Alarms are transmiittglividually by the APs as they are generat
and repeated in batches periodically, so the MS$Ecoafirm no single alarm was missed.

The following categories of attack signatures anduded by default:

» Broadcast deauthentication frame signatures - [Quaibroadcast deauthentication fra
attack, a hacker sends an 802.11 deauthenticat@mef to the broadcast MA
destination address of another client. This attaekises the destination client
disassociate from the access point and lose itaeddion. If this action is repeated, t
client experiences a denial of service.

* NULL probe response signatures - During a NULL grobsponse attack, a hacker se
a NULL probe response to a wireless client adaptsra result, the client adapter loc
up.

 Management frame flood signatures - During a mamage frame flood attack, a hack|
floods an access point with 802.11 management Baiffige result is a denial of servi
to all clients associated or attempting to assedatthe access point. This attack can
implemented with different types of management #&am association request
authentication requests, reassociation requestheprequests, disassociation reque
deauthentication requests, and reserved managaungtypes.

* Wellenreiter signature - Wellenreiter is a wirelégsN scanning and discovery utilit
that can reveal access point and client information

* EAPOL flood signature - During an EAPOL flood atta@ hacker floods the air wit
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authentication server cannot respond to all ofrdguests and fails to send succes
authentication responses to valid clients. Thelréswa denial of service to all affecte
clients.

NetStumbler signatures - NetStumbler is a wireleAdl scanning utility that report
access point broadcast information (such as opgratiannel, RSSI information, adap
manufacturer name, SSID, WEP status, and the datitand longitude of the devig
running NetStumbler when a GPS is attached).
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IPS_RCT_(EXT).1

The AP component enforces policies received viath& component from components
external to the TOE including MSE (for signaturasl optionally IDS systems (for lists of
malicious source IPs).

7.2 Assurance Measures

The TOE satisfies CC EAL4 assurance requiremengsnaanted with ALC_FLR.2. This section identifies the
Configuration Management, Delivery and Operatiory8opment, Flaw Remediation, Guidance Documents,
Testing, and Vulnerability Assessment Assurance dMess applied by Cisco to satisfy the CC EAL4
assurance requiremeni&ble 18ists the details.

Table 18 Assurance Measures

Assurance Component [How Requirement Will Be Met

ADV_ARC.1

The architecture of the TOE that is usegrotect the TSF documented by
Cisco in their development evidence.

ADV_FSP.4

The externally visible interfaces of I@E used by the users of the TOE
along with the description of the security funcdand a correspondence
between the interfaces and the security functicorm the ST are documented
by Cisco in their development evidence. The develeq evidence also
contains a tracing to the SFRs described in this ST

ADV_IMP.1

Cisco provides access to the TSF impletaon to the evaluation lab.

ADV_TDS.3

The design of the TOE will be describadhe development evidence. This
evidence will also contain a tracing to the TSHirds in the FSP.

AGD_OPE.1

The administrative guidance is detaitedrovide descriptions of how
administrative users of the TOE can securely adsteénihe TOE using those
functions and interfaces detailed in the guidance.

AGD_PRE.1

Cisco documents the installation, germraand startup procedures so that
the users of the TOE can put the components of @€ in the evaluated
configuration.

ALC_CMC.4

Cisco performs configuration managementonfiguration items of the
TOE. Configuration management is performed on t&&&nd the
implementation representation of the TOE.
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ALC CMS.4 Cisco uniquely identifies configuratidems and each release of the TOE has
a unique reference. The Configuration Managemeotigentation contains a
configuration item list.

ALC DEL.1 Cisco documents the delivery proceduretlie@ TOE to include the procedure
on how to download certain components of the T@nfthe Cisco website
and how certain components of the TOE are phygicilivered to the user.
The delivery procedure detail how the end-user deggrmine if they have
the TOE and if the integrity of the TOE has beefntaéned. Further, the
delivery documentation describes how to acquireptioper license keys to
use the TOE components.

ALC_DVS.1 Cisco implements security controls ovex tevelopment environment. Cisco
meets these requirements by documenting the sgcuoritrols.

ALC FLR.2 Cisco documents the flaw remediation egybrting procedures so that
security flaw reports from TOE users can be appatgy acted upon, and
TOE users can understand how to submit security fftgorts to the

developer.
ALC LCD.1 Cisco documents the TOE developmentdifete to meet these requirements.
ALC TAT.1 Cisco uses well-defined development tdolscreating the TOE.
ATE_COV.2 Cisco demonstrates the interfaces tedteihg functional testing using a

coverage analysis.

ATE_DPT.2 Cisco demonstrates the TSF subsystertesitdsiring functional testing using
a depth analysis.

ATE_FUN.1 Cisco functional testing documentatiomtains a test plan, a description of
the tests, along with the expected and actualtestithe test conducted
against the functions specified in the ST.

ATE_IND.2 Cisco will help meet the independentitggtby providing the TOE to the
evaluation facility.

AVA _VAN.3 Cisco will provide the TOE for testing.

8 Rationale

8.1 Security Objectives Rationale

This section demonstrates that the identified secobjectives are covering all aspects of the
security needs. This includes showing that eachathand assumption is addressed by a
security objective and providing the mapping antibraale for the security objectives and the
assumptions, threats, and policies identified & $ecurity Problem Definition.

| .'_




As noted in section 3.2 and section 3.3.1, somedtis; Policies, Objectives and Assumptions
were added to this ST beyond those specified inWh&N PP. All these modifications
augment those that were present in the WLAN PP tambt interfere with any that were
specified in the WLAN PP, and results in a statetmdrsecurity objectives that is more
restrictive than the statement of security objextiin the WLAN PP.

Table 19Threats, Assumptions & Policies to SecuritPbjectives Mapping

OE.CLIENT_PROTECT

0.CONFIGURATION_IDENTIFICATION

0.ADMIN_GUIDANCE
0.AUDIT_GENERATION
0.CORRECT_TSF_OPERATION
0.CRYPTOGRAPHY
0.CRYPTOGRAPHY_VALIDATED
0.DISPLAY_BANNER
0.DOCUMENTED_DE SIGN
0.WIPS_FUNCTIONS
0.MANAGE

0.MEDIATE
0.PARTIAL_FUNCTIONAL_TESTING
O.RESIDUAL_INFORMATION
O0.SELF_PROTECTION
0.TIME_STAMPS
0.TOE_ACCESS
O0.VULNERABILITY_ANALYSIS
OE.AUDIT_PROTECTION
OE.AUDIT_REVIEW
OE.MANAGE

OE.PHYSICAL
OE.PROTECT_MGMT_COMMS
OE.RESIDUAL_INFORMATION
OE.SELF_PROTECTION
OE.TIME_STAMPS
OE.TOE_ACCESS
OE.TOE_NO_BYPASS

> | OE.NO_EVIL
> | OE.NO_GENERAL_PURPOSE

x
x

T.ACCIDENTAL_
ADMIN_ ERROR

T.ACCIDENTAL_
CRYPTO_
COMPROMISE

T. MASQUERADE

T. POOR_DESIGN

T.POOR_
IMPLEMENTATION

T.POOR_TEST

T.RESIDUAL_DATA

T.TSF_COMPROMISE

T.UNATTENDED_
SESSION

T.UNAUTHORIZED_
ACCESS

T.UNAUTH_ADMIN_
ACCESS

T.WIRELESS_
INTRUSION

T.CLIENT_INSECURE

P.ACCESS_BANNER

P.ACCOUNTABILITY

P.CRYPTOGRAPHIC

P.CRYPTOGRAPHY_
VALIDATED

P.ENCRYPTED_
CHANNEL

P.NO_AD_HOC_NET
WORKS
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0.CONFIGURATION_IDENTIFICATION

0.ADMIN_GUIDANCE
0.AUDIT_GENERATION
0.CORRECT_TSF_OPERATION

0.CRYPTOGRAPHY

OE.CLIENT_PROTECT

0.PARTIAL_FUNCTIONAL_TESTING

0.CRYPTOGRAPHY_VALIDATED
0.DISPLAY_BANNER
0.DOCUMENTED_DE SIGN
0.WIPS_FUNCTIONS
0.MANAGE

0.MEDIATE
O.RESIDUAL_INFORMATION
0.SELF_PROTECTION
0.TIME_STAMPS
0.TOE_ACCESS
O0.VULNERABILITY_ANALYSIS
OE.AUDIT_PROTECTION
OE.AUDIT_REVIEW
OE.MANAGE

OE.NO_EVIL
OE.NO_GENERAL_PURPOSE
OE.PHYSICAL
OE.PROTECT_MGMT_COMMS
OE.RESIDUAL_INFORMATION
OE.SELF_PROTECTION
OE.TIME_STAMPS
OE.TOE_ACCESS
OE.TOE_NO_BYPASS

P.WIRELESS_
LOCATION_POLICY

x

A.NO_EVIL

ANO_GENERAL_
PURPOSE

A.PHYSICAL

ATOE_NO_BYPASS

A.CLIENT_PROTECT

Table 20Threats, Assumptions & Policies to Securitbjectives Rationale

Threat/Assumption/Policy

Security Objectives Rationale

T.ACCIDENTAL_ADMIN_
ERROR

O.ADMIN_GUIDANCE helps to mitigate this threat bysuring the TOE
administrators have guidance that instructs thew tocadminister the TOE in a
secure manner. Having this guidance helps to rethecmistakes that an
administrator might make that could cause the T®Bet configured in a way
that is insecure.

O.MANAGE also contributes to mitigating this thrdst providing
administrators the capability to view and manag#igaration settings. For
example, if the administrator made a mistake wtaatfiguring the set of
permitted users’ authentication credentials, priogjdhem the capability to
view the lists of authentication credentials affotdem the ability to review the
list and discover any mistakes that might have beade.

OE.NO_EVIL contributes to mitigating this threat égsuring that the
administrators are non-hostile and are trainegfoapriately manage and
administer the TOE.

OE.NO_GENERAL_PURPOSE also helps to mitigate thisdt in ensuring
that can be no accidental errors by providing thete are no general-purpose or
storage repository applications available on th&TO

T.ACCIDENTAL_CRYPTO_
COMPROMISE

O.RESIDUAL_INFORMATION; OE.RESIDUAL_INFORMATION
contributes to the mitigation of this threat by enisg that any residual data is
removed from network packet objects and ensuingdtyptographic material is
not accessible once it is no longer needed.

O.SELF_PROTECTION ensures that the TOE will haveqadte protection
from external sources and that all TSP functioesiiaroked.

OE.SELF_PROTECTION ensures that the TOE operatowaionment will
have protection similar to that of the TOE
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T. MASQUERADE

O.TOE_ACCESS mitigates this threatdontrolling the logical access to the
TOE and its resources. By constraining how and wehghorized users can
access the TOE, and by mandating the type andgsitrefithe authentication
mechanism this objective helps mitigate the polisituf a user attempting to
login and masquerade as an authorized user. Iti@audhis objective provides
the administrator the means to control the numbéiled login attempts a user
can generate before an account is locked out,duréducing the possibility of
a user gaining unauthorized access to the TOEIllfitlae TOE includes
requirements that ensure protected channels atetoseithenticate wireless
users and to communicate with critical portionshef TOE IT environment.

OE.TOE_ACCESS supports the TOE authentication byiging an
authentication server in the TOE operationalenvitent. The environment also
includes requirements that ensure protected chauamelused to communicate
with critical portions of the TOE operationalenviroent.

OE.TOE_NO_BYPASS contributes to mitigating thisedirby ensuring that
wireless clients must be configured for all infotioa flowing between a
wireless client and any other host on the netwdtkaut passing through the
TOE.

T. POOR_DESIGN

O.CONFIGURATION_IDENTIFICATION plagsrole in countering this threat
by requiring the developer to provide control ¢ thanges made to the TOE's
design documentation and the ability to report msblve security flaws.

O.DOCUMENTED_DESIGN counters this threat, to a éegby requiring that
the TOE be developed using sound engineering ptei The use of a high
level design and the functional specification eaghat developers responsible
for TOE development understand the overall desfgheoTOE. This in turn
decreases the likelihood of design flaws and irsgsdhe chance that accidental
design errors will be discovered. ADV_TDS.1 ensuhad the TOE design is
consistent across the High Level Design and thetfiamal Specification.

O.VULNERABILITY_ANALYSIS_TEST ensure that the TOEbk been
analyzed for obvious vulnerabilities and that aojnerabilities found have been
removed or otherwise mitigated. This includes asialgf any probabilistic or
permutational mechanisms incorporated into the TOE.

T.POOR_IMPLEMENTATION

O.CONFIGURATION_IDENTIFICATI® plays a role in countering this threat
by requiring the developer to provide control ¢ thanges made to the TOE's
design. This ensures that changes to the TOE aferped in structure manner
and tracked.

O.PARTIAL_FUNCTIONAL_TESTING ensures that the deygérs provide
evidence and demonstration that all security femgtiperform as specified
through independent sample testing.
O.VULNERABILITY_ANALYSIS_TEST ensures that the TOtas been
analyzed and tested to demonstrate that it istegsito obvious vulnerabilities.

T.POOR_TEST

O.PARTIAL_FUNCTIONAL_TESTING ensurestlhe developers provide
evidence and demonstration that all security femstiperform as specified
through independent sample testing.

O.CORRECT_ TSF_OPERATION ensure that users cafywbe continued
correct operation of the TOE after it has beeraited in its target environment.

O.VULNERABILITY_ANALYSIS TEST ensures that the TOtas been
analyzed and tested to demonstrate that it istaesitd obvious vulnerabilities.

O.DOCUMENTED_DESIGN helps to ensure that the TQIEsumented design




satisfies the security functional requirementsrder to ensure the TOE's
design is correctly realized in its implementatitig appropriate level of
functional testing of the TOE's security mechanisnust be performed during
the evaluation of the TOE.

T.RESIDUAL_DATA

O.RESIDUAL_INFORMATION; OE.RESIDUALINFORMATION contribute
to the mitigation of this threat by ensuring thay aesidual data is removed
from network packet objects and ensuing that ciyqatphic material is not
accessible once it is no longer needed.

T.TSF_COMPROMISE

O.MANAGE mitigates this threatregtricting access to administrative
functions and management of TSF data to the adtratos.
OE.MANAGE ensures that the TOE operationalenvironintienits access to
management functions to the administrator.
O.RESIDUAL_INFORMATION and OE.RESIDUAL_INFORMATION
contributes to the mitigation of this threat by @niisg that any residual data is
removed from network packet objects and ensuriaydftyptographic material
is not accessible once it is no longer needed.
O.SELF_PROTECTION requires that the TOE be abjaradect itself from
tampering and that the security mechanisms in tbE €annot be bypassed.
Without this objective, there could be no assurahaeusers could not view or
modify TSF data or TSF executables.
OE.SELF_PROTECTION ensures that the TOE operatonvaonment will
have protection similar to that of the TOE.

T.UNATTENDED_ SESSION

The only sessions that atatdished with the TOE are anticipated to be
administrative sessions. Hence, this threat isictstl to administrative
sessions. The termination of general user sessangected to be handled by
the operationalenvironment.

O.TOE_ACCESS helps to mitigate this threat by idglg mechanisms that
place controls on administrator sessions. Admiaistrsessions are dropped
after an administrator defined time period of indtt. Dropping the connection
of a session (after the specified time period) cedithe risk of someone
accessing the machine where the session was skidhlithus gaining
unauthorized access to the session.




T.UNAUTHORIZED_ ACCESS

O.MEDIATE works to mitigathis threat by ensuring that all network packets
that flow through the TOE are subject to the infation flow policies.

O.TOE_ACCESS and OE.TOE ACCESS The TOE requirdseatitation prior
to gaining access to certain services on or metliaye¢he TOE.

O.SELF_PROTECTION and OE.SELF_PROTECTION The TSFitn
environment must ensure that all configured enfoeat functions
(authentication, access control rules, etc.) mashtoked prior to allowing a
user to gain access to TOE or TOE mediated setvices

O.MANAGEand OE.MANAGE. The TOE and its environmeastrict the
ability to modify the security attributes associhteith access control rules,
access to authenticated and unauthenticated sgreite, to the administrator.
These objectives ensure that no other user canfyribei information flow
policy to bypass the intended TOE security policy.

OE.TOE_NO_BYPASS contributes to mitigating thiseidirby ensuring that
wireless clients must be configured to use thelaé®access system for all
information flowing between a wireless client amy ather host on the
network. If the clients are properly configuredy amformation passing through
the TOE will be inspected to ensure it is authatibg TOE polices.

T.UNAUTH_ADMIN_ACCESS

O.ADMIN_GUIDANCE help to migate this threat by ensuring the TOE
administrators have guidance that instructs thew tocadminister the TOE in a
secure manner. Having this guidance helps to rethecmistakes that an
administrator might make that could cause the T@®Bet configured in a way
that is unsecure.

O.MANAGE and OE.MANAGE - mitigate this threat bystdcting access to
administrative functions and management of TSF ttatae administrator.
O.TOE _ACCESS and OE.TOE_ACCESS helps to mitidatethreat by
including mechanisms to authenticate TOE admirtistseand place controls on
administrator sessions.

OE.NO_EVIL help to mitigate this threat by ensurthg TOE administrators

have guidance that instructs them how to admintkeeT OE in a secure
manner.

T.WIRELESS_INTRUSION

O.WIPS_FUNCTIONS addresses threat by providing:1) a wiPS analysis
function to identify wiPS events; 2) a wiPS audéahanism to create records
based on the observed actions from specific ITéBysesources; and 3) a wiPS
reaction function to deny unauthorized traffic dnholck rogue access points and
clients.

T.CLIENT_INSECURE

OE.CLIENT_PROTECT addresses thigat by ensuring wireless clients
and/or their hosts will be configured to not allanauthorized access to
networking services of the wireless client or twretl TOE authentication
credentials.

P.ACCESS_BANNER

O.DISPLAY_BANNER satisfies this ijgglby ensuring that the TOE displays
an administrator configurable banner that provialéssers with a warning
about the unauthorized use of the TOE. A banndmeipresented for all TOE
services that require authentication. In other wpitdwill be required for all
administrative actions. The presentation of banpes to actions that take
place as a result of the passing of traffic throtighTOE is assumed to be
provided by the operational environment.
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P.ACCOUNTABILITY

O.AUDIT_GENERATION addresses thimlicy by providing the administrator
with the capability of configuring the audit meckean to record the actions of a
specific user, or review the audit trail basedlmitientity of the user.
Additionally, the administrator’s ID is recorded @hany security relevant
change is made to the TOE (e.g., access rule matldn, start/stop of the audit
mechanism, establishment of a trusted channe}, etc.

OE.AUDIT_PROTECTION provides protected storage 6fETand
operationalenvironment audit data in the environimen

OE.AUDIT_REVIEW - Further supports accountability providing
mechanisms for viewing and sorting the audit logs

O.MANAGE ensures that access to administrativetions and management of
TSF data is restricted to the administrator.

OE.MANAGE ensures that the administrator can marsagkt functionality in
the TOE operationalenvironment.

O.TIME_STAMPS plays a role in supporting this pwgllzy requiring the TOE

to provide a reliable time stamp (via an extern@PN\server). The audit
mechanism is required to include the current datktene in each audit record.
All audit records that include the user ID, wilsalinclude the date and time that
the event occurred.

OE.TIME_STAMPS ensures that the TOE operationatemvihent provides
time services.

O.TOE_ACCESS and OE.TOE_ACCESS support this pdiicgontrolling
logical access to the TOE and its resources. Tijective ensures that users are
identified and authenticated so that their actimay be tracked by the
administrator.

P.CRYPTOGRAPHY

O.CRYPTOGRAPHY satisfies this polimyrequiring the TOE to implement
NIST FIPS validated cryptographic services. Thesgises will provide
confidentiality and integrity protection of usertaavhile in transit to remote
parts of the TOE.

O.RESIDUAL_INFORMATION satisfies this policy by emsng that
cryptographic data is cleared according to FIPS2.40

P.CRYPTOGRAPHY_
VALIDATED

O.CRYPTOGRAPHY satisfies this policy by requirifgetTOE to implement
NIST FIPS validated cryptographic services. Thesgises will provide
confidentiality and integrity protection of usertaavhile in transit to remote
parts of the TOE.

O.CRYPTOGRAPHY_VALIDATED satisfies this policy byquiring that all
cryptomodules for cryptographic services be NIST-24validated. This will
provide assurance that the NIST-approved secuwritgtions and random
number generation will be in accordance with NI®i@l alidated according the
FIPS 140-2.




P.ENCRYPTED_CHANNEL O.CRYPTOGRAPHY and O.CRYPTOGRAP VALIDATED satisfies this

policy by requiring the TOE to implement NIST FIR&8lidated cryptographic
services. These services will provide confidertiiadind integrity protection of
user data while in transit wireless clients thatauthorized to join the network.

O.MEDIATE allows the TOE administrator to set aippito encrypt all
wireless traffic.

OE.PROTECT_MGMT_COMMS provides that the remote ekw
management information and authentication databeilprotected by means of
an encrypted channel in the environment.

P.NO_AD_HOC_NET WORKS| O.MEDIATE works to mitigateid policy by ensuring that all network packets

that flow through the TOE are subject to the infation flow policies.

OE.TOE_NO_BYPASS supports this policy by ensurimaf wireless clients
must be configured to use the wireless accessmyfsieall information flowing
between a wireless client and any other host oméwork. If the clients are
properly configured, any information passing thretige TOE will be inspected
to ensure it is authorized by TOE polices.

P.WIRELESS_LOCATION_ O.WIPS_FUNCTIONS addresses this policy by proygdam audit mechanism

POLICY

to create records based on the presence and edlatiation information (based
on wireless signal strength detected at one oriptil&APs) for ad-hoc rogues,
rogue access points, rogue clients and authorizedess devices.

Five of the security objectives for the IT envirommh are simply restatements of an
assumption found in the Security Problem Definitidherefore, these five objectives for the
environment, OE.NO_EVIL, OE.PHYSICAL, OE.NO_GENERARURPOSE and
OE.TOE_NO_BYPASS, and OE.CLIENT_PROTECT traceth®assumptions trivially.

8.2 Rationale for Security Functional Requirements

8.2.1 Rationale for Security Functional Requirements of he TOE Objectives

This section provides rationale for the Securitp&ional Requirements demonstrating that
the Security Functional Requirements are suitabladdress the security objectives. Table
21lidentifies each Security Functional Requiremert the associated TOE security
objective(s) addressed by that SFR.

As noted in sections 3.2 and section 3.3.2, sonfRsSkere added to this ST beyond those
specified in the WLAN PP, and some refinements weagle to SFRs from the PP. All these
modifications serve augment the set of SFRs tha¢\weesent in the WLAN PP, they do not
interfere with any that were specified in the WLANW, and the additions and refinements
result in a statement of security requirements ihatore restrictive than the statement of
security requirements in the WLAN PP.




Table 21TOE Security Functional Requirement to TOESecurity Objectives Mapping

0.ADMIN_GUIDANCE

0.AUDIT_GENERATION

0.CONFIGURATION_IDENTIFICATION

0.CORRECT_TSF_OPERATION

0.CRYPTOGRAPHY

0.CRYPTOGRAPHY_VALIDATED

0.DISPLAY_BANNER

0.DOCUMENTED_DESIGN

0.WIPS_FUNCTIONS

0.MANAGE

O0.MEDIATE

O.PARTIAL_FUNCTIONAL_TESTING

O.RESIDUAL_INFORMATION

O0.SELF_PROTECTION

0.TIME_STAMPS

O0.VULNERABILITY_ANALYSIS

0.TOE_ACCESS

FAU_GEN.1(1)

FAU_GEN.2

FAU_SEL.1(1)

FCS_BCM_(EXT).1

FCS_CKM.1(1),(2)

FCS_CKM.2

FCS_CKM_(EXT).2

FCS_CKM.4

FCS_COP.1(1),(2),(3).(4)

FCS_COP_(EXT).1

FDP_PUD_(EXT).1

FDP_RIP.1(1)

FIA_AFL.1(1)

FIA_ATD.1(1),(2)

FIA_UAU.1

FIA_UAU_(EXT).5(1)

FIA_UID.2

FIA_USB.1(1),(2)

FMT_MOF.1(1),(2),(3)

FMT_MSA.2

FMT_MTD.1(1),(2).(3)

FMT_SMF.1(1),(2),(3)

FMT_SMR.1(1)

FPT_ITT.1




FPT_STM_(EXT).1 X X

FPT_TST_(EXT).1 X

FPT_TST.1(1),(2) X

FTA_SSL.3 X

FTA_TAB.1 X

FTP_ITC_(EXT).1 X X

FTP_TRP.1 X

IPS_SDC_(EXT).1 X

IPS_ANL_(EXT).1 X

IPS_RCT_(EXT).1 X

ADV_ARC.1 X

ADV_FSP.4 X

ADV_TDS.3 X

AGD_OPE.1 X

AGD_PRE.1 X

ALC_CMC.4 X

ALC_CMS.4 X

ALC_DEL.1 X

ALC_FLR.2 X

ATE_COV.2 X

ATE_DPT.2 X

ATE_FUN.1 X

ATE_IND.2 X

AVA_VAN.3 X




Table 22TOE Security Functional Requirement to TOESecurity Objectives Rationale

Security Objective (TOE)

Security Functional Requirement Rationale

O.ADMIN_GUIDANCE

ALC_DEL.1 ensures that the admimétor has the ability to begin their TOE instatat
with aclean(e.g., malicious code has not been inserted ortwasiteft the developer’s
control) version of the TOE, which is necessarysiecure management of the TOE

The AGD_PRE.1 requirement ensures the administrasithe information necessary
to install the TOE in the evaluated configurati®ften times a vendor’s product
contains software that is not part of the TOE aasl ot been evaluated. The
Installation, Generation and Startup (IGS) docuon ensures that once the
administrator has followed the installation andfgguration guidance the result is a
TOE in a secure configuration.

The AGD_OPE.1 requirement mandates the developeide the administrator with
guidance on how to operate the TOE in a secure emafhis includes describing the
interfaces the administrator uses in managing tBe &nd any security parameters that
are configurable by the administrator. The docuiatgon also provides a description of
how to set up and use the auditing features oT @E.

The AGD_OPE is also intended for non-administratigers. If the TOE provides
facilities/interfaces for this type of user, thisidance will describe how to use those
interfaces securely. This could include guidancéhensetup of wireless clients for use
with the TOE. If it is the case that the wireleBsnts may be configured by
administrators that are not administrators of @&, then that guidance may be user
guidance from the perspective of this TOE.

AGD_OPE.1 AND AGD_PRE.1 analysis during evaluatiah ensure that the
guidance documentation can be followed unambigyadostnsure the TOE is not
misconfigured in an insecure state due to confugiridance.

O.AUDIT_GENERATION

FAU_GEN.1(1) defines the setefents that the TOE must be capable of recording.
This requirement ensures that the administratoth@ability to audit any security
relevant event that takes place in the TOE. Thgsirement also defines the information
that must be contained in the audit record for eadlitable event. There is a minimum
of information that must be present in every atelibrd and this requirement defines
that, as well as the additional information thatsirhe recorded for each auditable event.

FAU_GEN.2 ensures that the audit records assoaiaser identity with the auditable
event. In the case of authorized users, the aggntia accomplished with the user ID.
In all other cases, the association is based osdtice network identifier, which is
presumed to be the correct identity, but cannatdrdirmed since these subjects are not
authenticated.

FAU_SEL.1(1) allows for the selection of eventb®audited. This requires that the
criteria used for the selection of auditable evémtse defined. For example, the event
type can be used as selection criteria for thetswerbe audited.

FIA_USB.1(1), FIA_USB.1(2) play a role is satisfgithis objective by requiring a
binding of security attributes associated with Veiss users and administrators that are
authenticated with the subjects that represent thettre TOE. This only applies to
authorized users, since the identity of unauthatgit users cannot be confirmed.
Therefore, the audit trail may not always haveptaper identity of the subject that
causes an audit record to be generated (e.g.,rpeesnetwork address of an
unauthenticated user may be a spoofed address).

FPT_STM_(EXT).1 supports the audit functionalitydmysuring that the TOE is capable
of obtaining a time stamp for use in recording aasdents.

FTP_ITC_(EXT).1 provides a trusted channel for emw provided by the TOE
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operational environment (the audit server andithe terver).

O.CONFIGURATION_
IDENTIFICATION

ALC_CMC.4 contributes to this objective by requgithe developer have a
configuration management plan that describes hamgés to the TOE and its
evaluation deliverables are managed.

ALC_CMS.4 is necessary to define the items thattrhasinder the control of the CM
system. This requirement ensures that the TOE imgi¢ation representation, design
documentation, test documentation (including theceiable test suite), user and
administrator guidance, and CM documentation aeked by the CM system.

ALC _FLR.2 plays a role in satisfying this objectivg requiring the developer to have
procedures that address flaws that have been d@isethin the product, either through
developer actions (e.g., developer testing) oradisty by others. The flaw remediation
process used by the developer corrects any disedlzws and performs an analysis to
ensure new flaws are not created while fixing tiseabvered flaws.

O.CORRECT_TSF_
OPERATION

FPT_TST_(EXT).1, FPT_TST.1(1) and FPT_TST.1(2)rereessary to ensure the
correct operation of the TSF hardware and softwackFIPS 140-2 self tests.
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O.CRYPTOGRAPHY

Baseline cryptographic servicespamided in the TOE by FIPS PUB 140-2 compliant
modules implemented in hardware, in software, drardware/software combinations
[FCS_BCM_(EXT).1]. The cryptographic services offgby this baseline capability
are augmented and customized in the TOE to support

robustness environments. These TOE services aegl pasnarily upon functional
security requirements in the areas of key manageamehcryptographic operations. In
the area of key management there are functionainegents that address the
generation of symmetric keys [FCS_CKM.1(1)], anel ¢feneration of asymmetric keys
[FCS_CKM.1(2)]; methods of manual and automategtographic key distribution
[FCS_CKM.2]; cryptographic key destruction [FCS_CHKIY techniques for
cryptographic key validation and packaging [FCS_CKMand cryptographic key
handling and storage [FCS_CKM_(EXT).2]. Specifindtional requirements in the
area of cryptographic operations address data pticnyand decryption
[FCS_COP.1(1)]; cryptographic signatures [FCS_C@H];Lcryptographic hashing
[FCS_COP.1(3)]; cryptographic key agreement [FCSPAQ@1)]; and improved random
number generation [FCS_COP_(EXT).1].

O.CRYPTOGRAPHY_
VALIDATED

Baseline cryptographic services are provided init®& by FIPS PUB 140-2 compliant
modules implemented in hardware, in software, drardware/software combinations
[FCS_BCM_(EXT).1]. The cryptographic services oéfgby this baseline capability
are augmented and customized in the TOE to suppexitum robustness environments.
These TOE services are based primarily upon funatisecurity requirements in the
areas of key management and cryptographic opesatinrthe area of key management
there are functional requirements that addresgéheration of symmetric keys
[FCS_CKM.1(1)], and the generation of asymmetrigkg=-CS_CKM.1(2)]; methods of
manual and automated cryptographic key distribytid®S _CKM.2]; cryptographic key
destruction [FCS_CKM.4]; techniques for cryptogragtey validation and packaging
[FCS_CKM.1]; and cryptographic key handling andage [FCS_CKM_(EXT).2].
Specific functional requirements in the area optographic operations address data
encryption and decryption [FCS_COP.1(1)]; crypt@dnia signatures [FCS_COP.1(2)];
cryptographic hashing [FCS_COP.1(3)]; cryptografdeig agreement [FCS_COP.1(4)];
and improved random number generation [FCS_COP_JBXT

O.DISPLAY_BANNER

FTA_TAB.1 meets this objective bgquiring the TOE display an administrator defined
banner before a user can establish an authentisasibn. This banner is under
complete control of the administrator in which trspecify any warnings regarding
unauthorized use of the TOE and remove any praoiueérsion information if they
desire. The only time that it is envisioned thatathenticated session would need to be
established is for the performance of TOE admiai&in. Bannering is not necessary
prior to use of services that pass network traffrough the TOE.

O.DOCUMENTED_
DESIGN

ADV_FSP.4 and ADV_TDS.3 support this objective byuiring that the TOE be
developed using sound engineering principles. ®eeaf a high level design and the
functional specification ensure that developerpaasible for TOE development
understand the overall design of the TOE. Thisiin tlecreases the likelihood of design
flaws and increases the chance that accidentajmesrors will be discovered.

ADV_FSP.4 and ADV_TDS.3 are also used to ensurettieaT OE design is consistent
across the Design and the Functional Specification.




O.MANAGE

The FMT requirements are used to satikfg thanagement objective, as well as other
objectives that specify the control of functionaliThe requirement’s rationale for this
objective focuses on the administrator’s capabititperform management functions in
order to control the behavior of security functions

FMT_MOF.1(1)(2) and (3) ensure that the administraias the ability manage the
cryptographic, audit, and authentication functions.

FMT_MSA.2 provides the administrator the abilityaocept only secure values and
modify security attributes.

The requirement FMT_MTD.1(1), (2), and (3) that &wkministrator can manage TSF
data including audit pre-selection, identificatemmd authentication data.
FMT_SMR.1(1) defines the specific security role®ésupported.

FMT_SMF.1(2), (2), and (3) support this objectinehat it identifies the management
functions of cryptographic data, audit records, arygptographic key data.

O.MEDIATE

FDP_PUD_(EXT).1 allows the administratorcontrol whether or not unencrypted data
will be allowed to pass through the TOE.

FIA_UAU.1, FIA_UAU_(EXT).5(1) and FIA_UID.2 ensutiat the TOE has the ability
to mediate packet flow based on the authenticatiedentials of the wireless user.

O.PARTIAL_
FUNCTIONAL_ TESTING

ATE_FUN.1 requires the developer to provide theessary test documentation to
allow for an independent analysis of the develapsecurity functional test coverage. In
addition, the developer must provide the test saerutables and source code, which
the evaluator uses to independently verify the vemelst results and to support of the
test coverage analysis activities.

ATE_COV.2 requires the developer to provide ateserage analysis that
demonstrates the extent to which the TSFI areddstehe developer's test suite. This
component also requires an independent confirmatiahe extent of the test suite,
which aids in ensuring that correct security refévanctionality of a TSFI is
demonstrated through the testing effort.

ATE_IND.2 requires an independent confirmationtaf tleveloper’s test results, by
mandating a subset of the test suite be run by@ependent party. This component also
requires an independent party to craft additionatfional tests that address functional
behavior that is not demonstrated in the develgpest suite. Upon successful
completion of these requirements, the TOE'’s conéree to the specified security
functional requirements will have been demonstrated
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O.RESIDUAL_
INFORMATION

FDP_RIP.1(1) is used to ensure the contents oliress are not available once the
resource is reallocated. For this TOE it is crititbat the memory used to build network
packets is either cleared or that some buffer mamagt scheme be employed to
prevent the contents of a packet being disclosedsinbsequent packet (e.g., if padding
is used in the construction of a packet, it mustaomtain another user’s data or TSF
data).

FCS_CKM_(EXT).2 places requirements on how cryppgic keys are managed
within the TOE. This requirement places restricsiomaddition to FDP_RIP.1(1), in
that when a cryptographic key is moved from onation to another (e.g., calculated in
some scratch memory and moved to a permanentdoddtiat the memory area is
immediately cleared as opposed to waiting untilrtteamory is reallocated to another
subject.

FCS_CKM.4 applies to the destruction of cryptogiapeys used by the TSF. This
requirement specifies how and when cryptographys keust be destroyed. The proper
destruction of these keys is critical in ensuring tontent of these keys cannot possibly
be disclosed when a resource is reallocated terma us

O.SELF_PROTECTION

ADV_ARC.1 provides the securitgratecture description of the security domains
maintained by the TSF that are consistent with3RRs Since self-protection is a
property of the TSF that is achieved through tregieof the TOE and TSF, and
enforced by the correct implementation of that glesself-protection will be achieved
by that design and implementation.

FTP_ITT.1 provides self protection by protectiomgounications between TOE
components.

O.TIME_STAMPS

FPT_STM_(EXT).1 requires that the T@é&able to provide reliable time stamps for its
own use and therefore, partially satisfies thieotiye. Time stamps include date and
time and are reliable in that they are always atddl to the TOE, and the clock must be
monotonically increasing.




O.TOE_ACCESS

FIA_UID.2 plays a small role in safiis§) this objective by ensuring that every user is
identified before the TOE performs any mediatectfioms. In most cases, the
identification cannot be authenticated (e.g., a atempting to send a data packet
through the TOE that does not require authentiogtib is impractical to require
authentication of all users that attempt to send ttmough the TOE, therefore, the
requirements specified in the TOE require authatita where it is deemed necessary.
This does impose some risk that a data packet e@sfrom an identity other than
specified in the data packet.

FIA_UAU.1, and FIA_UAU_(EXT).5(1) contributes toishobjective by ensuring that
administrators and users are authenticated bédfesedare provided access to the TOE or
its services.

In order to control logical access to the TOE, athantication mechanism is required.
The local administrator authentication mechanismeisessary to ensure an
administrator has the ability to login to the TGHgardless of network connectivity
(e.g., it would be unacceptable if an administratmuld not login to the TOE because
the authentication server was down, or that thevowdt path to the authentication server
was unavailable).

FIA_AFL.1(1) ensures that the TOE can protect fitaatl its users from brute force
attacks on their authentication credentials.

FIA_ATD.1(1),(2) Management requirements providditidnal control to supplement
the authentication requirements.

FTA_SSL.3 ensures that an inactive user and adtratiie sessions are dropped.
FTP_TRP.1 ensures that remote users have a tnatledn order to authenticate.

FTP_ITC_(EXT).1 provides a trusted channel for mew provided by the TOE
operational environment (the remote authenticagignver).

O.VULNERABILITY_
ANALYSIS

The AVA_VAN.3 component provides the necessaryllefeonfidence that
vulnerabilities do not exist in the TOE that coultlise the security policies to be
violated. AVA_VAN.3 requires the evaluator to perfoa search for potential
vulnerabilities in all the TOE deliverables. Foosle vulnerabilities that are not
eliminated by the developer, a rationale must loeiged that describes why these
vulnerabilities cannot be exploited by a threatrageéth a basic attack potential, which
is in keeping with the desired assurance levehisf TOE. This component provides the
confidence that security flaws do not exist in T@E that could be exploited by a threat
agent of basic attack potential to violate the TO&Ecurity policies. For this TOE, the
vulnerability analysis is specified for an attackential of basic. This requirement
ensures the evaluator has performed an analy#i® @uthentication mechanism to
ensure the probability of guessing a user’s auitetidn data would require a medium-
attack potential, as defined in Annex B of the CEM.

O.WIPS_FUNCTIONS

IPS_SDC_(EXT).1 defines the typksaffic that the AP will be able to collect.

IPS_ANL_(EXT).1 defines the set of events thatTiE must be capable of recording.
This requirement ensures that the administratoth@ability to audit wiPS security
relevant events based on the signature that tdes m the targeted IT System
resources. This requirement also defines the irdtion that must be contained in the
wlIPS audit record for each auditable event. Theeerminimum set of information that
must be present in every wiPS audit record andrégjgirement defines that.

IPS_RCT_(EXT).1 defines the types of reactions thatAP will be able to take in
response to detection of wiPS events.
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8.3 TOE Security Functional Component Hierarchies &
Dependencies

This section of the ST demonstrates that the ifiedtiTOE Security Functional
Requirements include the appropriate hierarchitd$Sand dependent SFRs. Table 23 lists
the TOE Security Functional Components and the Sgcdaunctional Components each are
hierarchical to and dependent upon and any negesationale. N/A in the Rationale column
means the Security Functional Requirement has pemi#encies and therefore, no
dependency rationale is required. Satisfied inRh&onale column means the Security
Functional Requirements dependency was includedersT.

Table 23TOE Security Functional Requirements Depenghcy Rationale

Security Functional
Requirement (TOE) Hierarchical To Dependency Rationale
FAU_GEN.1(1) No other components FPT_STM.1 Satisfhey
FPT_STM_(EXT).1)
FAU_GEN.2 No other components FAU_GEN.1 Satisfied (by
FIA_UID.1 FAU_GEN.1(1)
FIA_UID.2
FAU_SEL.1(2) No other components FAU_GEN.1; Satisfied by
FMT_MTD.1 FAU_GEN.1(1);
FMT_MTD.1(1)
FCS_BCM_(EXT).1 N/A None N/A
FCS_CKM.1(1) No other components| [FCS_CKM.2 or |Satisfied by
FCS_COP.1] FCS_CKM_(EXT).2
FCS_CKM.4 FCS_COP_(EXT).1
FCS_CKM.4
FCS_CKM.1(2) No other components| [FCS_CKM.2 or |Satisfied by
FCS_COP.1] FCS_COP.1(1) and
FCS_CKM.4 FCS_COP.1(2)
FCS_CKM.4
FCS_CKM.2 No other components |[FDP_ITC.1 or Satisfied by
FDP_ITC.2 or FCS_CKM.1(1)
FCS_CKM.1] FCS_CKM.4
FCS_CKM.4 -
FCS_CKM_(EXT).2 N/A [FDP_ITC.1 or Satisfied by
FCS_CKM.1] FCS_CKM.1(2)
FCS_CKM.4 No other components [FDP_ITC.1 or |Satisfied by
FDP_ITC.2 or FCS_CKM.1(2)
FCS_CKM.1] FCS_CKM.1(2)
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FCS_COP.1(2) N/A [FDP_ITC.1 or Satisfied by
FDP_ITC.2 or FCS_CKM.1(1)
FCS_CKM.1] FCS_CKM.4
FCS_CKM.4

FCS_COP.1(2) N/A [FDP_ITC.1 or Satisfied by
FDP_ITC.2 or FCS_CKM.1(2)
FCS_CKM.1] FCS_CKM.4
FCS_CKM.4 FMT_MSA.2

FCS_COP.1(3) N/A [FDP_ITC.1 or Satisfied by
FDP_ITC.2 or FCS_CKM.1(1)
FCS_CKM.1] FCS_CKM.4
FCS_CKM.4

FCS_COP.1(4) N/A [FDP_ITC.1 or Satisfied by
FDP_ITC.2 or FCS_CKM.1(1)
FCS_CKM.1] FCS_CKM.4
FCS_CKM.4

FCS_COP_(EXT).1 N/A [FDP_ITC.1 or Satisfied by
FDP_ITC.2 or FCS_CKM.1(1)
FCS_CKM.1] FCS_CKM.4
FCS_CKM.4

FDP_PUD_(EXT).1 N/A None N/A

FDP_RIP.1(1) No other components None N/A

FIA_AFL.1(1) No other components FIA_UAU.1 Satisfiby FIA_UAU.1

FIA_ATD.1(1) No other components None N/A

FIA_ATD.1(2) No other components None N/A

FIA_ UAU.1 No other components FIA _UID.1 Satisfied BIA_UID.2

FIA_UAU_(EXT).5(1) No other components | None N/A

FIA_UID.2 FIA_UID.1 None N/A

FIA_USB.1(1) No other components FIA_ATD.1 Satidfiey FIA_ATD.1(1)

FIA_USB.1(2) No other components FIA_ATD.1 Satidfiey FIA_ATD.1(2)
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FMT_MOF. 1(1) No other components FMT_SMF.1 Satisfied by
FMT_SMR.1 FMT_SMF.1(1)
FMT_SMR.1(1)
FMT_MOF. 1(2) No other components FMT_SMF.1 Satisfied by
FMT_SMR.1 FMT_SMF.1(2)
FMT_SMR.1(1)
FMT_MOF.1(3) No other components FMT_SMF.1 Partially satisfied by
FMT_SMR.1 FMT_SMR.1(1)
See Unsupported
Dependency Rationale
FMT_MSA.2 No other components [FDP_ACC.1 or |Unsatisfied: See
FDP_IFC.1] Unsupported Dependency
FMT_MSA.1 Rationale
FMT_SMR.1
FMT_MTD.1(1) No other components FMT_SMR.1 Satisfied by
FMT_SMF.1 FMT_SMR.1(1)
FMT_SMF.1(2)
FMT_MTD.1(2) No other components FMT_SMR.1 Partially satisfied by
FMT_SMF.1 FMT_SMR.1(1)
See Unsupported
Dependency Rationale
FMT_MTD.1(3) No other components FMT_SMR.1 Partially satisfied by
FMT_SMF.1 FMT_SMR.1(1)
See Unsupported
Dependency Rationale
FMT_SMF.1(2) No other components None N/A
FMT_SMF.1(2) No other components None N/A
FMT_SMF.1(3) No other components None N/A
FMT_SMR.1(1) No other components FIA_UID.1 Satidfley FIA_UID.2
FPT_ITT.1 No other components None N/A
FPT_STM_(EXT).1 N/A None N/A
FPT_TST_(EXT).1 N/A None N/A
FPT_TST.1(1) N/A None N/A




FPT_TST.1(2) N/A None N/A

FTA_SSL.3 No other components None N/A

FTA TAB.1 No other components None N/A
FTP_ITC_(EXT).1 N/A None N/A

FTP_TRP.1 No other components None N/A
IPS_SDC_(EXT).1 N/A FPT_STM.1 Satisfied FPT_STM.1
IPS_ANL_(EXT).1 N/A FPT_STM.1 Satisfied FPT_STM.1
IPS_RCT_(EXT).1 N/A FPT_STM.1 Satisfied FPT_STM.1

Table 24Table 24 identifies the functional requiest) its correspondent dependency and the anaysis
rationale for not supporting the dependency in 8iis

Table 24Unsupported Dependency Rationale

Unsatisfied
Requirement Dependencies Dependency Analysis and Rationale
FMT_MOF.1(3) FMT_SMF.1 This ST is based on the Rikctvwas validated as
acceptable without the inclusion of this dependency
FMT_MSA.2 FDP_ACC.1 or This ST is based on the PP which was validated as
FDP_IFC.1, FMT_MSA.1 |acceptable without the inclusion of this dependency
FMT_MTD.1(2) FMT_SMR.1 This ST is based on the PP which was validated as
FMT SMF.1 acceptable without the inclusion of this dependency
FMT_MTD.1(2) FMT_SMR.1 This ST is based on the PP which was validated as
EMT SMF.1 acceptable without the inclusion of this dependency
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8.4 Rationale for Extended Requirements and Extended
Components Definition

Table 25 presents the rationale for the inclusibthe explicit requirements found in this ST.

These requirements were mostly derived from thedPl,were designed to fit into their respective
requirement classes: FAU, FCS, FDP, FIA, FPT, anB.F

Table 25Rationale for Explicit Requirements for theTOE

Explicit

Requirement Identifier Rationale

FCS_BCM_(EXT).1 | Baseline This explicit requirement is necessary since thedG€s not provide a
cryptographic means to specify a cryptographic baseline of impletation.
module

FCS_CKM_(EXT).2 | Cryptographic |This explicit requirement is necessary since thedG€s not
key handling and|specifically provide components for key handlingl atorage.
storage

FCS_COP_(EXT).1 Random numbefThis explicit requirement is necessary since thecG@tographic
generation operation components address only specific algoritypes and
operations requiring specific key sizes.

FDP_PUD_(EXT).1 Protection of | This explicit requirement is necessary becaus€tramon Criteria
User Data IFC/AFC requirements do not accommodate accessatqualicies
that are not object/attribute based. The FDP_PURT &
requirement allows the administrator allow or dsalaccess based
upon an administrator setting indicating whethenatrunencrypted
data may transit the wireless LAN.

FIA_UAU_(EXT).5(1) | Multiple This explicit requirement is needed for local adstmators because
authentication  |[there is concern over whether or not existing Gftlirements
mechanisms specifically require that the TSF provide autheattan. Authentication

provided by the TOE is implied by other FIA_UAU té@ements and
is generally assumed to be a requirement when &ldertUAU
requirements are included in a TOE. In order toaesrany potential
confusion about this PP, an explicit requirementfathentication has
been included. This PP also requires the IT enuiemt to provide an
authentication server to be used for authenticaifmemote users. It is
important to specify that the TSF must providertieans for local
administrator authentication in case the TOE canooimunicate with
the authentication server. In addition, the TOE tpusvide the
portions of the authentication mechanism necedsaoptain and
enforce an authentication decision from the IT sowinent.

FPT_STM_(EXT).1 Reliable time  |This explicitly generated requirement was done beedhis

stamps requirement requires the TSF to be able to ‘obtairéliable time
stamp while the CC requirement requires the TO&ufaply the time
stamp so the two requirements do not require thredanctionality.

FPT_TST_(EXT).1 TSF Testing This explicit requirathiss necessary because there are several issues
with the CC version of FPT_TST. 1. First, the woglof FPT_TST.
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1.1 appears to make sense only if the TOE inclhdedware; it is
difficult to imagine what software TSF “self-tests’buld be run.
Secondly, some TOE data are dynamic (e.g., dateiaudit trail,
passwords) and so interpretation of “integrity” FRT_TST. 1.2 is
required, leading to potential inconsistencies agsoi OEs.
Therefore, the explicit requirement is used in 8ils

FTP_ITC_(EXT).1

Inter-TSF trusteq
channel

iThis explicit requirement is necessary becausexisting trusted
channel requirement is written with the intent aftpcting
communication between distributed portions of ti@ETrather than
between the TOE and its trusted IT environment.

IPS_SDC_(EXT).1 IPS Data This explicit requirement is necessary to defiretilpes of data the
Collection AP will be able to collect for internal analysisfor forwarding to the
MSE for further analysis.

IPS_ANL_(EXT).1 IPS Analysis This explicit requiremt is necessary to define the types of traffit tha
the AP will be able to analyze, and the type oadhe AP will be able
to record with respect to wiPS analysis.

IPS_RCT_(EXT).1 IPS Reaction This explicit requimmis necessary to define the types of reactions

that the AP will be able to take in response t@dién of wiPS
events.

9 Obtaining Documentation, Support & Security
Guidelines

For information on obtaining documentation, obtagsupport, providing documentation
feedback, security guidelines, and also recommeidiades and general Cisco documents,
see the monthlWhat's New in Cisco Product Documentatiovhich also lists all new and
revised Cisco technical documentation, at:

http://lwww.cisco.com/en/US/docs/general/whatsnevatshew.html
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