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5 Recognition of the certificate 

5.1 European recognition of CC certificates (SOGIS-MRA) 

The European SOGIS-Mutual Recognition Agreement (SOGIS-MRA, version 3 [SOGIS]) became 

effective in April 2010 and provides mutual recognition of certificates based on the Common Criteria 

(CC) Evaluation Assurance Level up to and including EAL4 for all IT Products. A higher recognition 

level for evaluations beyond EAL4 is provided for IT Products related to specific Technical Domains 

only. 

The current list of signatory nations and of technical domains for which the higher recognition applies 

and other details can be found on https://www.sogis.eu/.  

The SOGIS-MRA logo printed on the certificate indicates that it is recognised under the terms of this 

agreement by signatory nations. 

This certificate is recognised under SOGIS-MRA for all claimed assurance components up to EAL4. 

5.2 International recognition of CC certificates (CCRA) 

The current version of the international arrangement on the mutual recognition of certificates based 

on the CC (Common Criteria Recognition Arrangement, [CCRA] was ratified on 08 September 2014. 

It covers CC certificates compliant with collaborative Protection Profiles (cPP), up to and including 

EAL4, or certificates based on assurance components up to and including EAL2, with the possible 

augmentation of Flaw Remediation family (ALC_FLR). 

The current list of signatory nations and of collaborative Protection Profiles (cPP) and other details 

can be found on https://www.commoncriteriaportal.org/.  

The CCRA logo printed on the certificate indicates that it is recognised under the terms of this 

agreement by signatory nations. 

This certificate is recognised under CCRA for all claimed assurance components up to EAL2 and 

ALC_FLR only. 

 

https://www.sogis.eu/
https://www.commoncriteriaportal.org/
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6 Statement of certification 

The Target of Evaluation (TOE) is the product “Commvault Platform Release CPR2025E 

(11.42.41)”, developed by Commvault Systems Inc., which is an enterprise data backup and recovery 

software. The Commvault Platform CPR2025E implements the Intelligent Data Management features 

to backup different versions of the data, stores the data in a space efficient and encrypted format. The 

TOE is a software-based solution and there is no physical hardware which should be delivered to the 

customer. 

The evaluation has been conducted in accordance with the requirements established by the Italian 

Scheme for the evaluation and certification of security systems and products in the field of 

information technology and expressed in the Provisional Guidelines [LGP1, LGP2, LGP3] and 

Scheme Information Notes [NIS1, NIS2, NIS3 and NIS5]. The Scheme is operated by the Italian 

Certification Body “Organismo di Certificazione della Sicurezza Informatica (OCSI)”, established 

by the Prime Minister Decree (DPCM) of 30 October 2003 (O.J. n.98 of 27 April 2004). 

The objective of the evaluation is to provide assurance that the product complies with the security 

requirements specified in the associated Security Target [ST]; the potential consumers of the product 

should also review the Security Target, in addition to the present Certification Report, in order to gain 

a complete understanding of the security problem addressed. The evaluation activities have been 

carried out in accordance with the Common Criteria Part 3 [CC3] and the Common Evaluation 

Methodology [CEM]. 

The TOE resulted compliant with the requirements of Part 3 of the CC version CC:2022 Release 1 

for the assurance level EAL2, according to the information provided in the Security Target [ST] and 

in the configuration shown in “Annex B - Evaluated configuration” of this Certification Report. 

The publication of the Certification Report is the confirmation that the evaluation process has been 

conducted in accordance with the requirements of the evaluation criteria Common Criteria - ISO/IEC 

15408 ([CC1], [CC2], [CC3] e [CC5]) and the procedures indicated by the Common Criteria 

Recognition Arrangement [CCRA], and that no exploitable vulnerability was found. However, the 

Certification Body with such a document does not express any kind of support or promotion of the 

TOE. 
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7 Summary of the evaluation 

7.1 Introduction 

This Certification Report states the outcome of the Common Criteria evaluation of the product 

“Commvault Platform Release CPR2025E (11.42.41)” to provide assurance to the potential 

consumers that TOE security features comply with its security requirements. 

In addition to the present Certification Report, the potential consumers of the product should also 

review the Security Target [ST], specifying the functional and assurance requirements and the 

intended operational environment. 

7.2 Executive summary 

TOE name Commvault Platform Release CPR2025E (11.42.41) 

Security Target Security Target Commvault Platform Release CPR2025E 

(11.42.41) Evaluation Assurance Level (EAL): EAL2, 

Document Version: 1.9, Date: 2026-02-19 (PUBLIC) 

Evaluation Assurance Level EAL2  

Developer Commvault Systems Inc 

Sponsor Commvault Systems (Austria) Gmb 

LVS CCLab - The Agile Cybersecurity Laboratory (Budapest 

site). 

CC version CC:2022 Release 1 

PP conformance claim No conformance claimed 

Evaluation starting date 11 December 2024 

Evaluation ending date 20 February 2026 

The certification results apply only to the version of the product shown in this Certification Report 

and only if the operational environment assumptions described in the Security Target [ST] are 

fulfilled and in the configuration shown in “Annex B - Evaluated configuration” of this Certification 

Report. 

7.3 Evaluated product 

This section summarizes the main functional and security requirements of the TOE. For a detailed 

description refer to the Security Target [ST]. 

The Target of Evaluation (TOE) is Commvault Platform Release CPR2025E (11.42.41), which is an 

enterprise data backup and recovery software. The Commvault Platform CPR2025E implements the 

Intelligent Data Management features to backup different versions of the data, stores the data in a 

space efficient and encrypted format. The TOE is a software-based solution and there is no physical 

hardware which should be delivered to the customer. 

For a detailed description of the TOE, refer to sections 1.3 and 1.4 of the Security Target [ST]. 
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7.3.1 TOE architecture 

An example deployment of the TOE is shown in Figure 1 and the following TOE components can be 

seen: 

• CommServe: It contains the central catalog and it is the main server. Users and 

configurations can be managed from here. 

• Virtual Server Agent (VSA): A module that interacts with the hypervisor through the 

ESXI API to facilitate backup and recovery. 

• MediaAgent: Behaves as data storage for the encrypted data. Physically it is the same 

virtual machine as the Commserve. 

 

 

Figure 1 - TOE environment 

The figure illustrates the TOE environment where the scope of the evaluation includes the 

CommServe Server where the management functions are available through the Command Center 

(Web Console), the MediaAgent, where the backup is saved on a virtual disk (physically the 

MediaAgent is the same as the CommServe server), the communication path between the components 

and the VSA module which interacts with the ESXI API.  

The TOE needs a Client, not part of the TOE: a guest Windows Virtual machine running on ESX 

Server protected through the ESXI API. 

Critical non-TOE component are:  

• Client – It contains the customer data to be backed up. The Client, in this context is a 

virtual machine on an ESXI hypervisor environment. During the backup users can choose 

a single VM or a VM Group associated with the hypervisor environment. Choosing the 

VM Group will back up every VM associated to the group for the Hypervisor. The scope 

of the evaluation is backing up one virtual machine.  

• Commvault Crypto Library 3.0 - Cryptographic module used for the cryptographic 

operations. TOE uses the Commvault Crypto Library for all cryptographic operations. It 

is a FIPS validated library. 
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7.3.2 TOE security features 

The Security Problem of the TOE, including security objectives, assumptions, threats and 

organizational security policies, is defined in section 3 of the Security Target [ST]. 

The TOE’s major security features are the following:  

• Data Transport from the source client to the storage facilitated by means of VSA - Backup 

operation. 

• Data Transport from the storage to the client facilitated by means of VSA - Restore operation. 

• Management interface - The Command Center (Web Console). 

• Data Deduplication - DDBs (Deduplication database) may be defined as Deduplication 

Engines that achieves reduction of data across many different dependent Copies. 

• Indexing of the Metadata for easy search and browse. - When in the backup phase the stream 

reaches the MediaAgent, the data is indexed and stored on the MediaAgent.  

• Backup and Restore operation management (CommServe).  

• System Disaster Recovery - By default, the CommServe software runs Disaster Recovery 

(DR) backup jobs to protect the CommServe production database.  

• Network Topologies, Gateways, Throttling - Setting up an encrypted path between the TOE 

components on a specific tunnelling port. 

The data deduplication, indexing of the metadata and disaster recovery are running in the background, 

there are no operations required on a management interface for them. 

The TOE is further broken down into the security functions as follows:  

• Security Audit: The TOE generates audit records for events associated with TSF-mediated 

actions, TOE startup, and TOE shutdown. 

• User Data Protection: The TOE offers backup (offering DDB2) and restore capabilities to 

Backup Admin, managed through Plans. 

• Identification and authentication: The TOE guarantees that access to TSF-mediated actions is 

restricted to authenticated and identified TOE users before any actions occur within the TOE. 

• Security Management: The TOE offers management functionalities such as audit reviewing, 

encryption policy and key rotation policy management, backup plan management, backup 

data restoration, and local account management. 

• Protection of the TSF: To ensure that the audit records have the correct time, the TOE is 

configured to synchronize with the Microsoft NTP servers, and the system time is used as a 

reliable timestamp. 

• Trusted Path/Channels: Communication between the Command Center and CommServe is 

encrypted and trusted using TLSv1.2 compliant communication protocol. 

A detailed description of the TOE security functionality is provided in section 7 of the Security Target 

[ST]. 
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7.4 Documentation 

The product’s documentation ([CPR2023E], [CPR2025E]) and the [AGD_v1.9] document is sent to 

the customer via e-mail when receiving the license. 

The documents can be verified using the corresponding SHA-256 hash string: 

• Guidance document “Commvault Systems Inc. Guidance document Commvault Platform 

Release CPR2025E (11.42.41) Evaluation Assurance Level (EAL)”, Version: v1.9 Release 

date: 2026-02-19 

SHA-256: 6b9a0763a356096012499dfde7eddb3ceedb177c8fe3153ef5ac2540bc97f2c9 

• Product documentation ([CPR2023E]) “11.32_offlinedocs.zip”  

SHA-256: 33a3355f140144a6bc79c5384b5f8481dd27923965247b9b0dd413973aac9cde 

• Product documentation ([CPR2025E]) “11.42_offlinedocs.zip” 

SHA-256: 2e54444fce28b16a6818ee4328cdc0afa96c1834e5c91d1d767dedf882cc762c 

The documents contain all the information for secure initialization, configuration, and secure usage 

the TOE in accordance with the requirements of the Security Target [ST]. 

Customers should also follow the recommendations for the secure usage of the TOE contained in 

section 8.2 of this report. 

7.5 Protection Profile conformance claims 

The Security Target [ST] does not claim conformance to any Protection Profile (PP). 

7.6 Functional and assurance requirements 

All Security Assurance Requirements (SAR) have been selected from CC Part 3 [CC3] and are from 

EAL 2 assurance package. 

All the SFRs have been selected or derived by extension from CC Part 2 [CC2] (it includes 

FDP_BCK_EXT as extended component). 

Security Target [ST] provides a complete description of all security objectives, the threats that these 

objectives should address, the Security Functional Requirements (SFR) and the security functions 

that realize the same objectives. 

7.7 Evaluation conduct 

The evaluation has been conducted in accordance with the requirements established by the Italian 

Scheme for the evaluation and certification of security systems and products in the field of 

information technology and expressed in the Provisional Guideline [LGP3] and the Scheme 

Information Note [NIS3] and in accordance with the requirements of the Common Criteria 

Recognition Arrangement [CCRA]. 

The purpose of the evaluation is to provide assurance on the effectiveness of the TOE to meet the 

requirements stated in the relevant Security Target [ST]. Initially the Security Target has been 

evaluated to ensure that it constitutes a solid basis for an evaluation in accordance with the 

requirements expressed by the standard CC. Then, the TOE has been evaluated on the basis of the 

statements contained in such a Security Target. Both phases of the evaluation have been conducted 

in accordance with the CC Part 3 [CC3] and the Common Evaluation Methodology [CEM]. 
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The Certification Body OCSI has supervised the conduct of the evaluation performed by the 

evaluation facility (LVS) CCLab The Agile Cybersecurity Laboratory (Budapest site). 

The evaluation was completed on 20 February 2026 with the issuance by LVS of the Evaluation 

Technical Report v3 [ETRv3], which was approved by the Certification Body on 23 February 2026. 

Then, the Certification Body issued this Certification Report. 

7.8 General considerations about the certification validity 

The evaluation focused on the security features declared in the Security Target [ST], with reference 

to the operational environment specified therein. The evaluation has been performed on the TOE 

configured as described in “Annex B - Evaluated configuration”.  

Potential customers are advised to check that this corresponds to their own requirements and to pay 

attention to the recommendations contained in this Certification Report. 

The certification is not a guarantee that no vulnerabilities exist; there is a probability, however small, 

that exploitable vulnerabilities can be discovered after the issuance of the certificate. This 

Certification Report reflects the conclusions of the certification at the time of issuance. Potential 

customers are invited to regularly check the arising of any new vulnerability after the issuance of this 

Certification Report, and if the vulnerability can be exploited in the operational environment of the 

TOE, check with the Developer if security updates have been developed and if those updates have 

been evaluated and certified. 
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8 Evaluation outcome 

8.1 Evaluation results 

Following the analysis of the Evaluation Technical Report v3 [ETRv3] issued by the LVS CCLab - 

The Agile Cybersecurity Laboratory (Budapest site) and documents required for the certification, and 

considering the evaluation activities carried out, the Certification Body OCSI concluded that TOE 

“Commvault Platform Release CPR2025E (11.42.41)” meets the requirements of Part 3 of the 

Common Criteria [CC3] provided for the evaluation assurance level EAL2,  with respect to the 

security features described in the Security Target [ST] and the evaluated configuration, shown in 

“Annex B - Evaluated configuration”. 

Table 1 summarizes the final verdict of each activity carried out by the LVS in accordance with the 

assurance requirements established in [CC3] for the evaluation assurance level EAL2. 

Assurance classes and components Verdict 

Security Target evaluation Class ASE Pass 

Conformance claims ASE_CCL.1 Pass 

Extended components definition ASE_ECD.1 Pass 

ST introduction ASE_INT.1 Pass 

Security objectives  ASE_OBJ.2 Pass 

Derived security requirements ASE_REQ.2 Pass 

Security problem definition ASE_SPD.1 Pass 

TOE summary specification ASE_TSS.1 Pass 

Development Class ADV Pass 

Security architecture description  ADV_ARC.1  Pass 

Security-enforcing functional specification ADV_FSP.2 Pass 

Basic design ADV_TDS.1 Pass 

Guidance documents Class AGD Pass 

Operational user guidance AGD_OPE.1 Pass 

Preparative procedures AGD_PRE.1 Pass 

Life cycle support Class ALC Pass 

Use of a CM system ALC_CMC.2 Pass 

Parts of the TOE CM coverage ALC_CMS.2 Pass 

Delivery procedures ALC_DEL.1 Pass 

Tests Class ATE Pass 

Evidence of coverage ATE_COV.1 Pass 

Functional testing ATE_FUN.1 Pass 
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Assurance classes and components Verdict 

Independent testing - sample ATE_IND.2 Pass 

Vulnerability assessment Class AVA Pass 

Vulnerability analysis AVA_VAN.2 Pass 

Table 1 -  Final verdicts for assurance requirements 

8.2 Recommendations 

The conclusions of the Certification Body (OCSI) are summarized in section 6 (Statement of 

Certification). 

Potential customers of the product “Commvault Platform Release CPR2025E (11.42.41)” are 

suggested to properly understand the specific purpose of the certification by reading this Certification 

Report together with the Security Target [ST]. 

The TOE must be used according to the “Security Objectives for the Operational Environment” 

specified in section 4 of the Security Target [ST]. It is assumed that, in the operational environment 

of the TOE, all Assumptions described in section 3.3 of the Security Target [ST] shall be satisfied.  

This Certification Report is valid for the TOE in its evaluated configuration; in particular, “Annex A 

- Guidelines for the secure usage of the product” includes a number of recommendations relating to 

delivery, installation, configuration and secure usage of the product, according to the guidance 

documentation provided together with the TOE (CC guidance [AGD_v.1.9]). 
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9 Annex A - Guidelines for the secure usage of the product 

This annex provides considerations particularly relevant to the potential customers of the product. 

9.1 TOE delivery 

The following procedural steps define how the TOE is delivered to the customer: 

Step  Delivery procedure description 

1  The customer has to purchase a software as offered by Commvault first, and 

after the software is purchased a Commvault account is provisioned for the 

customer on store.commvault.com as well as support portal 

(support.commvault.com). Customers receive emails indicating their access 

enablement on support portal.  

There is no physical hardware which should be delivered to the customer.   

2  The TOE binary is ready for download from the Commvault Store after 

logging in.  

The installer can be found in the Commvault Store under “Media Kits” > 

“LTS Media Kits”.  

The licence can be applied after the installation as described in [AGD_v1.9] 

section License Activation.  

3  When clicking on the Download button there is an option to download for 

Linux or Windows versions. The customer downloads the installer of the 

certified TOE after identifying it based on the following parameters:  

Platform, File name, Size, SHA-256 checksum  

4  After downloading the installer, the customer has to check the file’s integrity  

Size: 26.93 MB  

SHA-256 checksum: 

16cc8c1043d3e83455c5b1ae585a78c083ca6f32425905cb23dd8f8215d4c0c1  

Table 2 - Delivery procedure steps 

9.2 Installation, configuration, and secure usage of the TOE 

TOE installation, configuration and secure usage must be performed following the instructions 

contained in the appropriate sections of the guidance documentation provided with the product to the 

customer. 

In particular, the Common Criteria Guide [AGD_v1.9] contains detailed information for the secure 

initialization of the TOE, the preparation of its operational environment and the secure usage of the 

TOE in accordance with the security objectives specified in the Security Target [ST]. 

The product’s documentation ([CPR2023E], [CPR2025E]) and the [AGD_v1.9] document is sent to 

the customer via e-mail when receiving the license. In order to check the integrity of the document, 

you can follow the steps available in section 7.4 Documentation. 
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10 Annex B - Evaluated configuration 

The Evaluators have deployed the TOE Commvault Platform Release CPR2025E (11.42.41) in a 

physical hardware that meets the following requirements: 

• Windows Server 2019 x64 

• CPU with at least 16 cores 

• 32GB RAM 

• 2 TB of working space for the CommServe database, the deduplication database (DDB), 

index, and job results 

The Evaluators have installed also the operational environments components described in section 

10.1. 

The Evaluators have followed the [AGD_v1.9] document as a primary guidance document for the 

TOE installation and its functions. 

10.1 TOE operational environment 

The TOE operational environment consists of: 

• Windows Server 2019 OS x64 (CPU with at least 16 cores, 32GB RAM, 2 TB of working 

space for the CommServe database, the deduplication database (DDB), index, and job results 

- SSD is recommended) 

• MSSQL Server Database 2022 

• Internet browser  

• Commvault Crypto Library 3.0 (Installed along with the TOE) 

In addition, an ESXI hypervisor environment where a Client VM (Windows Server 2019) is installed 

with the following requirements. 

• vSphere, vCenter, vCenter Server Appliance, and ESX/ESXi: 4.1 or later, 5.0.x, 5.1.x, 5.5, 

5.5.1, 5.5.2, 5.5.3, 5.5.6, 6.0, 6.0.1, 6.0.2, 6.0.3, 6.5, 6.7, 6.7.1, 6.7.2, 6.7.3, 7.x (all minor 

updates), 8.x (all minor updates). 

• For any ESXi servers, the VMware vSphere Storage APIs - Data Protection or VADP1. 

 

1 VADP is not available in the free version of ESXi. The Essentials licensing level or higher is required. 
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11 Annex C - Test activity 

This annex describes the task of both the Evaluators and the Developer in testing activities. 

11.1 Test configuration 

The Developer performed extensive tests to verify the functionality of the TOE. The tests cover all 

Subsystems, Modules and TSFIs of the TOE.  

The Evaluators selected all the Developer provided tests for testing (100% coverage). 

11.2 Functional tests performed by the Developer 

11.2.1 Testing approach 

The Developer has performed extensive tests to verify the functionality of the TOE. The tests cover 

all TSFIs of the TOE. 

The Developers organized the test cases the following way to cover all aspects of the TSF:  

• Test Case 1: Security Audit 

• Test Case 2: User Data Protection 

• Test Case 3: Security Audit 

• Test Case 4: Identification and Authentication  

• Test Case 5: Security Management 

• Test Case 6: Protection of the TSF 

• Test Case 7: Trusted Path 

11.2.2 Test coverage 

The Evaluators have examined the test plan presented by the Developer and verified the complete 

coverage of the functional requirements (SFRs) and the TSFIs described in the functional 

specification. The Evaluators verified that the test cases are sufficient to demonstrate the internal 

behavior and the properties of the TSF. 

11.2.3 Test results 

The actual test results of all Developer’s tests were consistent with the expected ones. 

11.3 Functional and independent tests performed by the Evaluators 

11.3.1 Test approach 

In addition to the Developer’s tests, the Evaluators created and performed 3 more independent test 

cases to test the TSF more in depth: 

• Test Case 8: User Data Protection - the TOE is capable to perform backup and restore 

operations for valid users only 

• Test Case 9: Identification and Authentication - the users have to be identified and 

authenticated before reaching any TSF function 
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• Test Case 10: Security Management - verify that each role is capable to perform an operation 

on the TOE only what associated with that role. 

11.3.2 Test results 

All Developer’s tests were run successfully and the Evaluators verified the correct behavior of the 

TSFIs and TSFs and correspondence between expected results and achieved results for each test. 

All test cases devised by the Evaluators were passed successfully and the actual test results were 

consistent to the expected test results. 

11.4 Vulnerability analysis and penetration tests 

The Evaluators conducted vulnerability analysis and penetration testing activities. 

A search on public vulnerabilities on TOE and TOE components has been conducted. The analysis 

confirmed that there are no public vulnerabilities which were exploitable with the TOE evaluated 

configuration. 

The Evaluators designed the following attack scenarios: 

• Usernames guessing based on the responses from the TOE  

• Undocumented user used to access TOE functions 

• Endpoints accessible without authentication 

• Role Privilege Escalation 

• XSS Attacks 

The Evaluators conducted penetration testing activities on the same instance of the TOE configured 

for functional and independent testing.  

The Evaluators could then conclude that the TOE is resistant to a basic attack potential in its intended 

operating operational environment. No exploitable or residual vulnerabilities have been identified. 

 


