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The Security Target (ST) serves as the basis for the Common Criteria (CC) evaluation and identifies the
Target of Evaluation (TOE), the scope of the evaluation, and the assumptions made throughout. This
document will also describe the intended operational environment of the TOE, and the functional and
assurance requirements that the TOE meets.

1.1 Security Target and TOE Reference

This section provides the information needed to identify and control the TOE and the ST.

Table 1 - TOE/ST Identification

Category Identifier

ST Title MMA10G-IPX Series v3.5 Security Target

ST Version 1.1

ST Date June 19, 2025

ST Author Acumen Security, LLC.

TOE Identifier MMA10G-IPX Series

TOE Version v3.5

TOE Developer Evertz Microsystems Ltd.
5292 John Lucas Drive
Burlington, Ontario
CANADA

Key Words Network Device

1.2 TOE Overview

The TOE (Internet Protocol Crosspoint (IPX) switch) is a network-based audio video distribution system
and is classified as a network device (a generic infrastructure device that can be connected to a network).
It is a 10 Gigabit (Gb) Internet Protocol (IP) switch optimized for video-over-IP traffic (compressed or
uncompressed). For the MMA10G and 3080 models, each IPX card occupies two (2) slots (16- and 32-port
IPX cards) or four (4) slots (64-port IPX cards) in an Evertz Modular Crosspoint (EMX) frame. The 9080
models include the IPX cards and frame in a 1RU form factor. All IPX-compatible cards may be inserted
into any IPX frame configuration provided there are sufficient contiguous free slots available.

Since video by nature has a unidirectional flow, and multiple copies of a single incoming video stream are
often sent to multiple output destinations, the IPX exclusively uses multicast IP addressing. Equipment to
prepare video for IP transport, or to convert it into other video formats, is outside the scope of this TOE.
Such equipment includes, but is not limited to, cameras, KVMs, codecs, video servers and video displays.
Equipment to perform functions such as embedding audio and/or other information within the video
stream is also outside the scope of this TOE.

The TOE provides secure remote management using an HTTPS/TLS web interface. Administrators only
may access IPX via a dedicated management workstation operating over an Out-of-Band Management
(OOBM) network. Sites may close this OOBM network or may operate IPX within an existing OOBM, as
long as the topology is compliant with the security parameters listed below. Users and administrators may
also access IPX software via direct connection using a terminal session.
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The TOE generates audit logs and transmits the audit logs to a remote syslog server over a TLS channel.
The TOE verifies the authenticity of software updates by verifying the digital signature prior to installing
any update.

The summary of the evaluated functionality provided by the TOE includes the following:

Secure connectivity with remote audit servers and secure retention of audit logs locally.
Identification and authentication of the administrator of the TOE.

Secure remote administration of the TOE via TLS and secure Local administration of the TOE.
Secure access to the management functionality of the TOE.

Secure software updates.

Secure communication with the non-TOE ‘video switch control systems’ via TLS.

The TOE hardware devices are the Evertz:

MMA10G-IPX-16-CC running MMA10G-IPX-16-CC v3.5,
MMA10G-IPX-32-CC running MMA10G-IPX-32-CC v3.5,
MMA10G-IPX-64-CC running MMA10G-IPX-64-CC v3.5,
3080IPX-16-G3-CC running MMA10G-IPX-16-CC v3.5,
3080IPX-32-G3-CC running MMA10G-IPX-32-CC v3.5,
3080IPX-64-G6-CC running MMA10G-IPX-64-CC v3.5,
3080IPX-16-10G-CC running MMA10G-IPX-16-CC v3.5,
30801PX-32-10G-CC running MMA10G-IPX-32-CC v3.5,
3080IPX-64-10G-CC running MMA10G-IPX-64-CC v3.5,
30801PX-16-10G-HW-CC running MMA10G-IPX-16-CC v3.5,
30801PX-32-10G-HW-CC running MMA10G-IPX-32-CC v3.5,
3080IPX-64-10G-HW-CC running MMA10G-IPX-64-CC v3.5,
3080IPX-16GE-CC running MMA10G-IPX-16-CC v3.5,
3080IPX-32GE-CC running MMA10G-IPX-32-CC v3.5,
3080IPX-64GE-CC running MMA10G-IPX-64-CC v3.5,
3080IPX-16GE-RJ45-CC running MMA10G-IPX-16-CC v3.5,
3080IPX-32GE-RJ45-CC running MMA10G-IPX-32-CC v3.5,
3080IPX-64GE-RJ45-CC running MMA10G-IPX-64-CC v3.5,
9080IPX-16-12RJ45-4SFP10GE-CC running MMA10G-IPX-16-CC v3.5,
9080IPX-16GE-12RJ45-4SFP-CC running MMA10G-IPX-16-CC v3.5,
90801PX-32-28RJ45-4SFP10GE-CC running MMA10G-IPX-32-CC v3.5,
90801PX-32-28RJ45-4SFP-CC running MMA10G-IPX-32-CC v3.5

and will be referred to as "IPX” throughout this document. The IPX appliances are Ethernet switches
optimized for video content.

NOTE: All the devices listed above run on the same Freescale MPC8377E PowerQUICC Il processor and
use the same microarchitecture.



1.3 TOE Description

This section provides an overview of the TOE architecture, including physical boundaries, security
functions, and relevant TOE documentation and references.
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Figure 1 - Representative TOE Deployment

1.3.1 TOE Physical Boundaries

The physical boundaries of the TOE are outlined in section 1.2 and Table 2. The media and video
components of the IT environment are NOT part of the TOE physical boundary. The TOE is shipped to the
customer via commercial courier.

Table 2 - TOE Physical Boundary Components

Model Software AV/Broadcast Supported [Form Chassis |[Frame Processor
Ports Factor Supported|Controller

MMA10G-IPX-16- [AV 16 SFPimodular  [EMX1-FR |[EMX-FC |PowerQUICC® Il Pro

CCv3.5 ports EMX3-FR MPC8377E
MMA10G-IPX-16-CC EMX6-FR

MMA10G-IPX-32- (AV 32 SFPimodular  [EMX1-FR |[EMX-FC |PowerQUICC® Il Pro

CCv3.5 ports EMX3-FR MPC8377E
MMA10G-IPX-32-CC EMX6-FR

MMA10G-IPX-64- AV 64 SFPimodular  [EMX3-FR |[EMX-FC |PowerQUICC® Il Pro

CCv3.5 ports EMX6-FR MPC8377E

MMA10G-IPX-64-CC
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Model Software AV/Broadcast Supported [Form Chassis |[Frame Processor
Ports Factor Supported|Controller
MMA10G-IPX-16- |Broadcast 16 SFPimodular  |[EMX1-FR [EMX-FC |PowerQUICC® Il Pro
CCv3.5 ports EMX3-FR MPC8377E
(GbE or EMX6-FR
3080IPX-16-G3-CC 10GbE)
MMA10G-IPX-32- |Broadcast 32 SFPimodular  |[EMX1-FR [EMX-FC |PowerQUICC® Il Pro
CCv3.5 ports EMX3-FR MPC8377E
(GbE or EMX6-FR
3080IPX-32-G3-CC 10GbE)
MMA10G-IPX-64- |Broadcast 64 SFPimodular  |[EMX3-FR [EMX-FC |PowerQUICC® Il Pro
CCv3.5 ports EMX6-FR MPC8377E
(GbE or
3080IPX-64-G6-CC 10GbE)
MMA10G-IPX-16- [Broadcast 16 SFPimodular  [EMX1-FR [EMX-FC |PowerQUICC® Il Pro
CCv3.5 ports EMX3-FR MPC8377E
(GbE or EMX6-FR
3080IPX-16-10G-CC 10GbE)
MMA10G-IPX-32- [Broadcast 32 SFPimodular  [EMX1-FR [EMX-FC |PowerQUICC® Il Pro
CCv3.5 ports EMX3-FR MPC8377E
(GbE or EMX6-FR
3080IPX-32-10G-CC 10GbE)
MMA10G-IPX-64- [Broadcast 64 SFPimodular  [EMX3-FR |[EMX-FC |PowerQUICC® Il Pro
CCv3.5 ports EMX6-FR MPC8377E
(GbE or
3080IPX-64-10G-CC 10GbE)
MMA10G-IPX-16- [Broadcast 16 SFPimodular  [EMX1-FR [EMX-FC |PowerQUICC® Il Pro
CCv3.5 ports EMX3-FR MPC8377E
3080IPX-16-10G-HW- (GbE or EMX6-FR
CcC 10GbE)
MMA10G-IPX-32- |Broadcast 32 SFPimodular  |[EMX1-FR [EMX-FC |PowerQUICC® Il Pro
CCv3.5 ports EMX3-FR MPC8377E
3080IPX-32-10G-HW- (GbE or EMX6-FR
CcC 10GbE)
MMA10G-IPX-64- [Broadcast 64 SFPimodular  |[EMX3-FR [EMX-FC |PowerQUICC® Il Pro
CCv3.5 ports EMX6-FR MPC8377E
3080IPX-64-10G-HW- (GbE or
cC 10GbE)
MMA10G-IPX-16- [Broadcast 16 GbEmodular  [EMX1-FR |[EMX-FC |PowerQUICC® Il Pro
CCv3.5 ports EMX3-FR MPC8377E
3080IPX-16GE-CC (GbE only) EMX6-FR
MMA10G-IPX-32- [Broadcast 32 GbEmodular  [EMX1-FR |EMX-FC |PowerQUICC® Il Pro
CCv3.5 ports EMX3-FR MPC8377E
3080IPX-32GE-CC (GbE only) EMX6-FR
MMA10G-IPX-64- [Broadcast 64 GbE/modular  [EMX3-FR |[EMX-FC |PowerQUICC® Il Pro
CCv3.5 ports EMX6-FR MPC8377E
3080IPX-64GE-CC (GbE only)
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Model Software AV/Broadcast Supported [Form Chassis |[Frame Processor
Ports Factor Supported|Controller
MMA10G-IPX-16- |Broadcast 16 RJ45modular  |[EMX1-FR [EMX-FC |PowerQUICC® Il Pro
3080IPX-16GE-RJ45- |CCv3.5 GbE ports EMX3-FR MPC8377E
cC EMX6-FR
MMA10G-IPX-32- |Broadcast 32 RJ45modular  |[EMX1-FR [EMX-FC |PowerQUICC® Il Pro
3080IPX-32GE-RJ45- |CCv3.5 GbE ports EMX3-FR MPC8377E
cC EMX6-FR
MMA10G-IPX-64- |Broadcast 64 RJ45modular  |[EMX1-FR [EMX-FC |PowerQUICC® Il Pro
3080IPX-64GE-RJ45- |CCv3.5 GbE ports EMX3-FR MPC8377E
CcC EMX6-FR
MMA10G-IPX-16- [Broadcast 12 RJ45(1RU N/A None PowerQUICC® Il Pro
CCv3.5 GbE ports MPC8377E
4 SFP ports
9080I1PX-16-12RJ45- (GbE or
ASFP10GE-CC 10GbE)
MMA10G-IPX-16- [Broadcast 12 RJ45{1RU N/A None PowerQUICC® Il Pro
CCv3.5 GbE ports MPC8377E
4 SFP ports
9080IPX-16GE- (GbE or
12RJ45-4SFP-CC 10GbE)
MMA10G-IPX-32- [Broadcast 28 RJ45(1RU N/A None PowerQUICC® Il Pro
CCv3.5 GbEports MPC8377E
9080IPX-32-28RJ45- 4 SFP ports
ASFP10GE-CC (10GbE)
MMA10G-IPX-32- [Broadcast 28 RJ45|1RU N/A None PowerQUICC® Il Pro
CCv3.5 GbE ports MPC8377E
4 SFP ports
9080IPX-32-28RJ45- (GbE or
4SFP-CC 10GbE)

The Required Environmental Components used to test the TOE are shown in Table 3 below:

Table 3- Required Environmental Components

Component Required Purpose/Description
Syslog Server Yes e  Conformant with RFC 5424 (Syslog Protocol)
e Supporting Syslog over TLS (RFC 5425)
e Acting as a TLSv1.2 server
e  Supporting at least one of the following ciphersuites:
o TLS_RSA_WITH_AES_128 CBC_SHA
o TLS_RSA_WITH_AES_256_CBC_SHA
o TLS_RSA_WITH_AES_128_CBC_SHA256
o TLS_RSA_WITH_AES_256_CBC_SHA256
o TLS_ECDHE_RSA_WITH_AES_ 128 GCM_SHA256
O TLS_ECDHE_RSA_ WITH_AES_256_GCM_SHA384
Management Yes e Google Chrome 50, or Firefox 38
Workstation with web e  Supporting TLSv1.2
browser e Supporting Client Certificate authentication

e  Supporting Server Certificate authentication
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Component Required Purpose/Description
e Supporting at least one of the following ciphersuites:
o TLS_RSA_WITH_AES_128 CBC_SHA
o TLS_RSA_WITH_AES_256_CBC_SHA
o TLS_RSA_WITH_AES_128_CBC_SHA256
o TLS_RSA_WITH_AES_256_CBC_SHA256
o TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
O TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
Local Management | Yes Computer with terminal emulation software to access the
Workstation console interface (CLI)
CRL Server Yes e Conformant with RFC 5280
e Provides a list of revoked certificates.
e TOE uses the CRL server to check the revocation status
of a server’s presented certificate.
e Communication between the TOE and the CRL server
occurs over HTTP.
MAGNUM Client Yes e Provides remote management of the TOE’s routing
and switching of video signals
e Supporting Mutual Authentication
e Supporting TLSv1.2 with all of the following
ciphersuites:
o TLS_RSA_WITH_AES_128 CBC_SHA
o TLS_RSA_WITH_AES_256_CBC_SHA
o TLS_RSA_WITH_AES_128 CBC_SHA256
o TLS_RSA_WITH_AES_256_CBC_SHA256
o TLS_ECDHE_RSA_WITH_AES_128_ GCM_SHA256
o TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
Media Gateway No e Optional component for converting media streams.
Not required for TOE operation.
Video Source devices No e Optional component for creating video streams that
are sent to the TOE. Not required for TOE operation.
e Supporting packetized or digital video
Video Destination | No e Optional component for viewing video streams output
devices by the TOE. Not required for TOE operation.

e Supporting packetized or digital video

1.3.2 Security Functions Provided by the TOE

The TOE provides the security functions required by the Collaborative Protection Profile for Network
Devices, hereafter referred to as NDcPP v3.0e or NDcPP.

The TOE’s Audit security function supports audit record generation and review. The TOE provides date
and time information that is used in audit timestamps. Very broadly, the Audit events generated by the

TOE include:

e Startup and shutdown of the audit function

e Administrative login and logout events

10
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e Changes to TSF data related to configuration changes
e Generation of a CSR and associated keypair

e Installation of a certificate

e Resetting passwords

e Failure to establish a HTTPS/TLS session

e Failure to establish a TLS session

e All use of the identification and authentication mechanism (local and remote connections to the
TSF)

e Unsuccessful attempts to validate a certificate

e Initiation of a software update

e Result of a software update

e Changes to the time

o Modification of the behavior of the TSF

e Failure of self-tests

e [nitiation and termination of the trusted channel
e |nitiation and termination of the trusted path

e Attempts to unlock an interactive session

e Termination of a session by the session locking mechanism

The TOE stores generated audit data on itself and sends audit events to a syslog server, using a TLS
protected collection method. Logs are classified into various predefined categories. The logging categories
help describe the content of the messages that they contain. Access to the logs is restricted to only
Security Administrators, who has no access to edit them, only to copy or delete (clear) them. Audit records
are protected from unauthorized modifications and deletions.

The TSF provides the capability to view audit data by using the Syslog tab in the web browser and local
console. The log records the date and time, type, subject identity (IP address, hostname, and/or
username), the outcome (success or failure), facility, application, and “message” (the log details). The
previous audit records are overwritten when the allocated space for these records reaches the threshold
on a FIFO basis.

The TOE includes an OpenSSL library (Version 3.0.14 with Linux 4.19) that implements CAVP validated
cryptographic algorithms for random bit generation, encryption/decryption, authentication, and integrity
protection/verification. The cryptographic implementation for IPX relies on the IPX Cryptographic Module
version 3.5. These algorithms are used to provide security for the TLS/HTTPs connections for secure
management and secure connections to a syslog and authentication servers. TLS and HTTPs are also used
to verify firmware updates.

Table 4 - TOE Cryptographic Protocols
| Cryptographic Protocol | Use within the TOE |

11
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. Secure connection to syslog
HTTPS/TLS (client) FCS_HTTPS_EXT.1, FCS_TLSC_EXT.1
Peer connections to MAGNUM and remote management

HTTPS/TLS (server) FCS_HTTPS_EXT.1, FCS_TLSS_EXT.1, FCS_TLSS_EXT.2

Provides  encryption/decryption in  support of the TLS protocol.
FCS_COP.1.1/DataEncryption, FCS_TLSC_EXT.1, FCS_TLSS_EXT.1, FCS_TLSS_EXT.2
Deterministic random bit generation use to generate keys.
FCS_TLSS_EXT.1, FCS_TLSS_EXT.2, FCS_RBG_EXT.1

Used as part of digital signatures and firmware integrity checks.
FCS_COP.1/Hash, FCS_TLSC_EXT.1, FCS_TLSS_EXT.1, FCS_TLSS_EXT.2

AES

DRBG

Secure hash

HMAC Provides keyed hashing services in support of TLS.
FCS_COP.1/KeyedHash, FCS_TLSC_EXT.1, FCS_TLSS_EXT.1, FCS_TLSS_EXT.2

EC-DH Provides key generation and key establishment for TLS.
FCS_CKM.1, FCS_CKM.2, FCS_TLSC_EXT.1, FCS_TLSS_EXT.1, FCS_TLSS_EXT.2
Provide key establishment, key generation and signature generation and verification

RSA (PKCS1_V1.5) in support of TLS.

FCS_CKM.1, FCS_CKM.2, FCS_COP.1/SigGen, FCS_COP.1/SigVer, FCS_TLSC_EXT.1,
FCS_TLSS_EXT.1, FCS_TLSS_EXT.2

Each of these cryptographic algorithms have been validated for conformance to the requirements
specified in their respective standards (refer to Table 16).

All Administrators wanting to use TOE services are identified and authenticated prior to being allowed
access to any of the services other than the display of the warning banner. (“Regular” IPX users do not
access IPX directly; they control IP video switching through the IPX using a switch control system, such as
Evertz’ Magnum. The switching of those IP video transport stream is outside the scope of the TOE.)

Once an Administrator attempts to access the management functionality of the TOE, the TOE prompts the
Administrator for a username and password for password-based authentication. The identification and
authentication credentials are confirmed against a local user database. Only after the Administrator
presents the correct identification and authentication credentials will access to the TOE functionality be
granted. The TOE uses X.509v3 certificates as defined by RFC 5280 to support authentication for
TLS/HTTPS connections.

The TOE provides the capability to set password minimum length rules. This is to ensure the use of strong
passwords in attempts to protect against brute force attacks. The TOE also accepts passwords composed
of a variety of characters to support complex password composition. During authentication, no indication
is given of the characters composing the password.

Remote administrators are locked out after a configurable number of unsuccessful authentication
attempts.

The IPX requires a password-protected serial connection to perform initial configuration of the system IP

address(es). Once each address is established, administrators use IP connectivity for all further
administrative actions, including configuration, operations, and monitoring.

12
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The TOE provides secure administrative services for management of general TOE configuration and the
security functionality provided by the TOE. All TOE administration occurs either through a secure session
or a local console connection. The TOE provides the ability to perform the following actions:

¢ Administer the TOE remotely

e Configure the access banner

e Configure the remote session inactivity time before session termination

e Update the TOE, and to verify the updates using digital signature capability prior to installing those
updates

¢ Modify the behaviour of the transmission of audit data to an external IT entity

e Manage the cryptographic keys

e Re-enable an Administrator account

e Set the time which is used for time-stamps

¢ Manage the TOE’s trust store and designate X509.v3 certificates as trust anchors

e Generate Certificate Signing Request (CSR) and process CA certificate response

e Configure the authentication failure parameters for FIA_AFL.1

e Administer the TOE locally

e Configure the local session inactivity time before session termination or locking

All of these management functions are restricted to an Administrator, which covers all administrator roles.
Administrators are individuals who manage specific type of administrative tasks. In IPX, only the admin
role exists, since there is no provision for “regular” users to access IPX directly (as described above), and
the portion of IPX they access and control are outside the scope of the TOE.

Primary management is done using the Webeasy web-based interface using HTTPS. This provides a
network administration console from which one can manage various identity services. These services
include authentication, authorization, and reporting. All of these services are managed from the web
browser, which uses a menu-driven navigation system.

There is also a very simple serial-based connection (RS-232) that provides a simple menu interface. This is
used to configure the IP interface (IP address, etc.). It is password-protected, and is typically only used
once, for initial set-up.

The TOE will terminate inactive sessions after an Administrator-configurable time period. Once a session
has been terminated the TOE requires the user to re-authenticate to establish a new session. The TOE
provides protection of TSF data (authentication data and cryptographic keys). In addition, the TOE
internally maintains the date and time. This date and time are used as the time stamp that is applied to
TOE generated audit records. The TOE also ensures firmware updates are from a reliable source. Finally,
the TOE performs testing to verify correct operation.

In order for updates to be installed on the TOE, an administrator initiates the process from the web

interface. IPX automatically uses the digital signature mechanism to confirm the integrity of the product
before installing the update.
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Aside from the automatic Administrators session termination due to inactivity describes above, the TOE
also allows Administrators to terminate their own interactive session. Once a session has been terminated
the TOE requires the user to re-authenticate to establish a new session.

The TOE will display an Administrator-specified banner on the web browser management interface prior
to allowing any administrative access to the TOE.

The TOE allows the establishment of a trusted path between a video control system (such as Evertz’
Magnum) and the IPX. The TOE also establishes a secure connection for sending audit data to a syslog
server using TLS and other external authentication stores using TLS-protected communications.

The TOE uses HTTPS/TLS to provide a trusted path between itself and remote administrative users. The
TOE does not implement any additional methods of remote administration. The remote administrative
users are responsible for initiating the trusted path when they wish to communicate with the TOE.

1.3.3 TOE Documentation

The following documents are essential to understanding and controlling the TOE in the evaluated
configuration:

e MMA10G-IPX Series v3.5 Security Target 1.1, June 19, 2025 [ST]

e |PX MMA10G-IPX v3.5 Supplemental Administrative Guidance for Common Criteria, version 1.1,
June 19, 2025 [AGD]

1.3.4 References
In addition to the TOE documentation, the following references are applied within this ST:

o Collaborative Protection Profile for Network Devices, Version 3.0e [CPP_ND_V3.0E]

1.4 TOE Environment

The following environmental components are required to operate the TOE in the evaluated configuration:
Table 5 - Required Environmental Components

Components Description

Syslog server ® Conformant with RFC 5424 (Syslog Protocol)
®  Supporting Syslog over TLS (RFC 5425)

® Acting as a TLSv1.2 server

®  Supporting Client Certificate authentication
® Supporting all of the following ciphersuites:

o TLS_RSA_WITH_AES_128 CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_ CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

O O O O O
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Components Description
Management  Workstation ~with | e  Google Chrome 50, or Firefox 38
web browser .

Supporting TLSv1.2
® Supporting Client Certificate authentication

® Supporting all of the following ciphersuites:
o TLS_RSA_WITH_AES_128 CBC_SHA

o TLS_RSA_WITH_AES_256_CBC_SHA
o TLS_RSA_WITH_AES_128 CBC_SHA256
o TLS_RSA_WITH_AES_256_CBC_SHA256
o TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
o TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
Local Management Workstation e Computer with terminal emulation software to access the console
interface (CLI)
CRL Server e Conformant with RFC 5280

e Provides a list of revoked certificates.

e TOE uses the CRL server to check the revocation status of a server’s
presented certificate.

e Communication between the TOE and the CRL server occurs over HTTP.

MAGNUM Client e Provides remote management of the TOE’s routing and switching of
video signals

e  Supporting Mutual Authentication
e  Supporting TLSv1.2 with all of the following ciphersuites:

o TLS_RSA_WITH_AES_128 CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128 CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

o O O O O

1.5 Product Functionality not Included in the Scope of the Evaluation
The following product functionality is not included in the CC evaluation:

e SNMP Traps (Alarms)
e VistaLINK PRO module
e External Authentication Servers for administrator authentication

These functions are outside the TOE. Alarm monitoring is the sending of SNMP traps to an alarm
monitoring system (which is assigned by an Administrator).

In addition, IPX provides IP video stream switching. This IP video switching does not provide security
functionality and was therefore not evaluated and is outside the scope of the TOE. The nature of video
encryption and decryption is that a video stream is encrypted at the sending end and decrypted at the
receiving end; since IPX is a midpoint device and therefore does not perform encryption or decryption
functionality. This functionality, while present in the TOE, was not evaluated.
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This section identifies the TOE conformance claims, conformance rationale, and relevant Technical
Decisions (TDs).

2.1 CC Conformance Claims
The TOE is conformant to the following:
e Common Criteria for Information Technology Security Evaluations Part 1, Version 3.1, Revision 5,
April 2017
e Common Criteria for Information Technology Security Evaluations Part 2, Version 3.1, Revision 5,
April 2017 (Extended)
e Common Criteria for Information Technology Security Evaluations Part 3, Version 3.1, Revision 5,
April 2017 (Conformant)

2.2 Protection Profile Conformance
This ST claims exact conformance to the following:

e collaborative Protection Profile for Network Devices, Version 3.0e, 06 December 2023
[CPP_ND_V3.0E]

2.3 Conformance Rationale

This ST provides exact conformance to the items listed in the previous section. The security problem
definition, security objectives, and security requirements in this ST are all taken from the Protection Profile
(PP), performing only the operations defined there.

2.3.1 Technical Decisions

All NIAP TDs issued to date and applicable to NDcPP v3.0e have been considered. Table 6 identifies all
applicable TDs.

Table 6 - Relevant Technical Decisions

Technical Decision Applicable Exclusion Rationale (if applicable)
(Y/N)

TD0917 - NIT Technical Decision: | Yes Applies to SFRs and Tests.

Addition of FIPS PUB 186-5 for RSA

TD0O900 - NIT Technical Decision: | Yes Applies to SFR.

Clarification to Local Administrator
Access in FIA_UIA_EXT.1.3

TD0899 - NIT Technical Decision: | Yes Applies to Tests.
Correction of Renegotiation Test for TLS

1.2

TDO0886 - FAU_STG_EXT.1 Test 6 Yes Applies to Tests.
TD0880 - NIT Decision: Removal of | Yes Applies to SFR.

Duplicate Selection in FMT_SMF.1.1

TDO879 - NIT Decision: Correction of | Yes
Chapter Headings in CPP_ND_V3.0E

TD0868 - NIT Technical Decision: | No Not claimed in ST.
Clarification of time frames in

16



Evertz Microsystems, Ltd. MMA10G-IPX Security Target

Technical Decision Applicable Exclusion Rationale (if applicable)
(Y/N)

FCS_IPSEC_EXT.1.7 and

FCS_IPSEC_EXT.1.8

TD0836 - NIT Technical Decision: | Yes Applies to SFR, Tests, and AA.

Redundant Requirements in

FPT_TST_EXT.1
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The security problem definition has been taken directly from the claimed PP specified in Section 2.2 and
is reproduced here for the convenience of the reader. The security problem is described in terms of the
threats that the TOE is expected to address, assumptions about the operational environment, and any
Organizational Security Policies (OSPs) that the TOE is expected to enforce.

3.1 Threats

The threats included in Table 7 are drawn directly from the PP specified in Section 2.2.

Table 7 - Threats

ID Threat

T.UNAUTHORIZED_ADMINISTRATOR_ACCESS Threat agents may attempt to gain Administrator access to
the Network Device by nefarious means such as
masquerading as an Administrator to the device,
masquerading as the device to an Administrator, replaying
an administrative session (in its entirety, or selected
portions), or performing man-in-the-middle attacks, which
would provide access to the administrative session, or
sessions between Network Devices. Successfully gaining
Administrator access allows malicious actions that
compromise the security functionality of the device and
the network on which it resides.

T.WEAK_CRYPTOGRAPHY Threat agents may exploit weak cryptographic algorithms
or perform a cryptographic exhaust against the key space.
Poorly chosen encryption algorithms, modes, and key sizes
will allow attacker