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1. Security Target Introduction

This Security Target (ST) describes the objectiveguirements and rationale for the Violin
Memory 6000 Series Memory Arrays with Memory GatgsvaThe language used in this
Security Target is consistent with tBemmon Criteria for Information Technology Security
Evaluation, Version 3.1, Revision As such, the spelling of terms is presentedguie
internationally accepted English.

1.1 Security Target Reference

Violin Memory 6000 Series Memory Arrays with MemdaBateways Security Target, Version
1.7, dated March 4, 2014

1.2 TOE Reference

Violin Memory 6000 Series Memory Arrays with MemdBateways Version 5.5.2 (Build
Number 1 for the Array Controllers and Build Numf@efior the Memory Gateways) .

1.3 Evaluation Assurance L eve

Assurance claims conform to EAL2 (Evaluation Assgrlevel 2) augmented by ALC_FLR.2
from theCommon Criteria for Information Technology SecuBEtaluation Version 3.1
Revision 4.

1.4 Keywords

Memory array, Flash memory array, high performastoeage, application acceleration, access
control, Storage Area Network, SAN.

1.5 TOE Overview
1.5.1 Usageand Major Security Features

The Violin Memory (vMem) Memory Arrays are standsa¢ purpose-built memory arrays
designed to maximize the performance and valu@ashfmemory and deliver a high-bandwidth,
high IOPS, low latency and cost-effective storaggtesn.

The primary operating modes for the vMem Memoryaks are:

* SAN-attached Storage: connects to a storage ateanmke(SAN) using Fibre Channel,
InfiniBand or iISCSI/Ethernet. This configuratioroays multiple servers, including
clustered applications, to share the same storage.

» Direct-attached Storage: connects via PCI Expiie€dd) to one or two servers running
Linux. This configuration provides low latency amdh bandwidth. (This mode is not
included in the evaluation.)

The vMem Memory Arrays enable thousands of flasha#s to operate efficiently as a flash
memory array and are intended for any applicatian tequires active processing or rapid access
to large amounts of data, including applicationstfansaction processing (Oracle, DB2, SQL
Server, Sybase), analytics and data warehousingsageg systems (e-mail), active file storage
and metadata (GPFS, Lustre).

The flash memory may be configured as multiple cagUnit Numbers (LUNs) and accessed
from the servers using standard block access toaingmtocols over the SAN. Access to
individual LUNs may be restricted by authorized austrators to a LUN-specific list of servers.
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Memory Arrays provide multiple points of fault tedece/hardware redundancy with hot-swap
capabilities, including RAID storage configurationBhese features are not evaluated.

Management of the TOE is performed via a seriahection using a CLI or via network
connections using a CLI or web interface. Thead@onnection is used for initial installation
only.

Management interfaces (both CLI and web interface)provided by the appliance software.
These interfaces are used for operational contrdlnaonitoring of the TOE. They support
multiple roles (Admin and Monitor), enabling diféet users to have varying access to data and
functions. ldentification and Authentication mag jperformed locally or via integration with
third party servers; only local 1&A is included tine evaluation.

Auditing is performed for security-relevant evenide audit records are saved on the appliance
and may be reviewed by users with the Admin réladit records may also be transmitted to
one or more remote servers using the Syslog prbtoco

Multiple appliance models are included in the eain. These models all provide the same
security functionality; they differ in storage thughput, flash type and flash capacity only. The
applicable models are listed in the following table

Tablel- 6000 Series Appliance Specifications

M odel 6606 6611 6616 6212 6222 6232

[tem
Flash Type Single Level Cell (SLC) Multi-Level CEMLC)
Raw Capacity 6TB/ 11TB/ 16TB/ 12TB/ 22TB/ 32TB/
(GiB/GB) 6.6TB 12.1TB 17.6TB 13.2TB 24.2TB 35.2TB
Max. 4KB IOPS 450K 800K 1000K 200K 350K 500K
Max. Bandwidth 3 GB/s 3.5 GBI/s 4 GB/s 1.5 GBI/s GB/s 4 GB/s
Nominal Latency < 25Q@s < 250us < 250us < 500us < 500us < 500us
Max VIMM Count 20+4 40 +4 60 + 4 20+4 40 +4 064

8x 4/8Gb/s Fibre Channel
Connectivity Options | 8x 10GbE iSCSI

8x 40Gb/s QDR Infiniband

1.5.2 TOE Type

Other Devices and Systems
1.5.3 Required Non-TOE Hardwar e/Softwar e/Firmware
A typical deployment of the vMem Memory Array isostm in the following diagram.




Violin Memory 6000 Series Memory Arrays with MemdBateways Security Target

Figurel- Typical TOE Deployment
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Multiple physical interfaces are used for dataagerand retrieval from servers over a SAN.
The server operating systems supported are RHEESSWindows, VMware, Hyper-V, Citrix,
AlX, Solaris SPARC, Solaris x86, HP-UX, and OpenVMiEis the responsibility of the
operational environment to ensure that only autiearisystems have access to the SAN.
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vMem Memory Array

Dedicated physical Ethernet interfaces are useddommunication between remote management
sessions and the appliance. It is the resportgibilithe operational environment to protect the
traffic on the management network from disclosorertmodification by unauthorized users.
SSH is supported for CLI access. The browsersatggbfor HTTP access to the web interfaces
are listed in the following table.

Table2- Supported Browsers

Operating System Supported Browsers

* Mozilla Firefox 4 and above

» Google Chrome 11 and above

 Apple Safari 4 and above

Mac * Mozilla Firefox 4 and above

» Google Chrome 11 and above

» Windows Internet Explorer 9 and above
* Apple Safari 4 and above

* Mozilla Firefox 4 and above

» Google Chrome 11 and above

Linux

Windows

JavaScript must be enabled, and Adobe Flash isregbio view charts.
1.6 TOE Description
A Memory Array consists of multiple componentsshswn in the following figure.
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Figure2 - vMem Memory Array Top View
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The hardware components are:

* Violin Intelligent Memory Modules (VIMMSs) - VIMMs povide the flash capacity for the
Memory Array. The number of VIMMs supported variesmodel. Each VIMM
includes a flash controller that manages the flasmory, including flash media errors
and failures, flash wear, and the process of “gliagirfor removing unused or obsolete
memory blocks from the flash memory.

» Array Controllers - The Array Controllers provid€IR interfaces, switching, and
management services. VMOS software executes ofirthg Controllers. In the

10
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evaluated configuration, the Array Controllers iaternally connected to the Memory
Gateways via PCle.

* Memory Gateways - Memory Gateways provide the cbihdgic for the SAN protocols.
VSHARE software executes on the Memory Gatewayghd evaluated configuration,
Memory Gateways must be installed and vSHARE tedasISAN requests into PCle
messages forwarded to the Array Controllers (and versa).

* Network Interfaces - The network interfaces prouige physical connectivity to the
SAN via Fibre Channel, iSCSI or InfiniBand Host @hal Adapter (HCA) cards. Two
Network Interface cards are attached to each oMémory Gateways.

* VRAID Controllers — The VRAID controllers optimikey flash storage attributes
including latency under load, bandwidth, storadiiehcy and reliability. vVRAID
provides full RAID data protection across the amdyle simultaneously guaranteeing
that any read will not be blocked by an erase @hiagi for spike-free latency under load
and sustained performance.

* Violin Switched Memory (VXM) — VXM is a switched msory network that combines
the best attributes of a high-performance intereshincluding sulisec latency,
redundancy, scalability, and high availability. VX@dnnects the VIMMs to the vVRAID
Controllers and provides a high bandwidth, higlgiyable data path.

Software is pre-installed on appliances by vMemlOS software executes on the Array
Controllers, while vSHARE software executes onNemory Gateways. vMOS mediates flash
storage requests between Memory Gateways and VIMM$IARE mediates access requests
from servers, enabling servers to use standard lalocess transport protocols to access logical
units of data (LUNSs) stored within Memory Arrayiése components are described in more
detail in the following diagram.

Figure 3 - Software Components

vMOS vSHARE
vMem Custom vMem Custom
Applications and Applications and
Services Services
Samara Samara
Infrastructure and Infrastructure and
Apache Web Server Apache Web Server
Hardened Linux OS Hardened Linux OS

The Samara infrastructure (third party softwarenfrball Maple Systems) provides the
management infrastructure to process the CLI condsiand maintain the configuration
database for both CLI and web access. The vMemorruapplications and services provide the
functions to interpret the web messages, applyigordtion changes made by administrators,
monitor the operation of the hardware componemis,satisfy the block data requests sent by

11
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servers to the TOE. vSHARE applies access cofunationality to limit server access (referred
to as initiators) to their authorized Logical UNitimbers (LUNS).

All management access is via the CLI or web intexfand is mediated by the Samara and vMem
custom software. All data access is via the stahbdiack access transport protocols and the
requests are mediated by the vSHARE software. @ipeally no shell access is provided to any
Linux shell (there is no access to the underlyir®ydthe TOE).

All user data access is from the SAN, and is tlmeegprocessed by the Memory Gateways and
VSHARE. In this configuration, the Array Processand vMOS play a supporting role only.
All of the security-relevant processing is perfodhae the Memory Gateways by vSHARE only.

1.6.1 Physical Boundary
The physical boundary of the TOE is the completeeriMMiemory Array appliance.
The physical boundary includes the following guickdocumentation:

1. Violin Memory 6000 Series Memory Array Installati@aide For Release A5.5.2 and
G5.5.2

2. Violin Memory 6000 Series Memory Array User’'s Guide Release A5.5.2 and G5.5.2
3. Violin Memory Arrays Version 5.5.2 Common CriteBapplement

1.6.2 Logical Boundary

1.6.2.1 Audit

Audit records are generated for specific actiorréopmed by administrators. All audit event
record types have a pre-defined level; the mininkenel of audit event record types to be saved
may be configured. The audit records are storetthemppliance as multiple files that are
periodically rolled. Audit records may be viewegusers with the Admin role. In the unlikely
event audit storage space is exhausted, the @ddsgtrecord file is discarded (the newest audit
records are saved). Audit records are automatidaleted according to the retention policy
configured by authorized administrators.

Audit records may also be sent to one or more ganéd remote destinations via Syslog.
1.6.2.2 Management

The TOE provides functionality for administratoosréemotely configure and monitor the
operation of the TOE via a CLI or web browser.

The security management functionality providedhsy TOE includes:

* User

* Appliance
* LUN

e Audit

» Management
All TOE data is stored on the appliance.

12
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1.6.2.3 Access Control

The TOE mediates all block data requests from sgifiitiators) to prevent unauthorized
access to LUNs. By default access to LUNSs is unotsd. Authorized administrators may
configure an access control list for individual LEIM restrict access to the configured initiators.

16.24 1&A

The TOE identifies and authenticates administrdbefsre they are granted access to any TSF
functions or data. When valid credentials are gmé=d, security attributes for the user are bound
to the session. .

1.6.3 TOE Data
The following table describes the TOE data.

Table3- TOE Data Descriptions
TOE Data Description
Appliance Configuration A set of configuration paneters for the appliance, including:

 Memory Gateway IP Configuration

« Memory Gateway Management IP Configuration
e Clock Configuration (Internal or NTP Server)

» Enabled SAN Interfaces

* Initiators
* Initiator Groups
* Targets
» Target Protocols
Audit Configuration A set of configuration paramstéor the audit function, including:

e Local logging level
 Remote Syslog destinations
« Remote logging level

LUN Configuration A set of configuration parametérs LUNS, including:
* Size
» Block Size
* Name
* Online
* Read-only

» Exported Target Ports
» Authorized Initiators/Initiator Groups
Management Configuration A set of configurationgraeters for the CLI and web interface,
including:
e CLI Auto-logout Time
»  Web Auto-logout Time
User Accounts A set of configuration parameteraug®r accounts, including:
* Account name
+ Password
* Role
» Command Mode (applicable to CLI users only)

13
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1.7 Evaluated Configuration

The evaluated configuration of the TOE includes ioiséance of a vMem Memory Array with
Memory Gateways.

The following configuration restrictions apply teetevaluated configuration:

1.

o 0 bk~ Wb

Only local users are defined. Remote user auttestign (via third party servers) is not
used.

Administrators configure passwords for user accoumaccordance with their policies.
No direct access to a Linux shell from remote manant sessions is enabled.
SNMP support is not enabled.

Logging is enabled at all times. The local logdiexel is configured as INFO.

Telnet service is disabled; SSH is enabled bedaiseased for internal communication
between Array Controllers and Memory Gateways.

Web Management on the Memory Gateways is enablédrenwWeb Ul Inactivity
Timeout parameter value is never set to 0 (disabled

Web Management on the Array Controllers is disalphedsecurity-relevant actions may
be performed via this GUI).

14
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2. Conformance Claims
2.1 Common Criteria Confor mance

Common Criteria version: Common Criteria (CC) foformation Technology Security
Evaluation, Version 3.1, Revision 4, September 2012

Common Criteria conformance: Part 2 conformantRad 3 conformant

2.2 Security Requirement Package Conformance

EAL2 augmented by ALC_FLR.2

The TOE does not claim conformance to any sectuitgtional requirement packages.
2.3 Protection Profile Conformance

The TOE does not claim conformance to any Proted®imfiles.

15
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3. Security Problem Definition
3.1 Introduction

This chapter defines the nature and scope of th&isgneeds to be addressed by the TOE.
Specifically this chapter identifies:

A) assumptions about the environment,

B) threats to the assets and

C) organisational security policies.
This chapter identifies assumptions aagsumptionthreats as Threatand policies as policy.
3.2 Assumptions

The specific conditions listed in the following selstions are assumed to exist in the
Operational Environment.

Table4- Assumptions

A.Type Description

A.MANAGE There will be one or more competent indivals assigned to manage the TOE
and the security of the information it contains.

A.MGMTNETWORK | The TOE components will be intercorted by a segregated management
network that protects the intra-TOE traffic fronscbsure to or modification
by untrusted systems or users.

A.NOEVIL The authorized administrators are not tass, willfully negligent, or hostile,
and will follow and abide by the instructions prded by the TOE
documentation.

A.PROTCT The hardware and software critical to T&Eurity policy enforcement will
be protected from unauthorized physical modifiaatio

3.3 Threats

The threats identified in the following table adeleessed by the TOE and the Operational
Environment.

Table5- Threats

T.Type Description
T.IMPCON An unauthorized user may inappropriatéigrege the configuration of the TOE
causing potential unauthorized data accesses tndetected.
T.PRIVIL An unauthorized user may gain access &0TBE and exploit system privileges td

gain access to TOE security functions and data
T.UNAUTH_AC | A server may attempt to access user data (LUN)itignot authorized to access.
CESS

3.4 Organisational Security Policies

The Organisational Security Policies identifiedhe following table are addressed by the TOE
and the Operational Environment.

16
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Table6- Organisational Security Policies

P.Type Description
P.ACCACT Users of the TOE shall be accountabléHeir actions within the TOE.
P.INTGTY Audit data produced by the TOE shall betpcted from modification.
P.MANAGE The TOE shall only be managed by authatiasers.
P.PROTCT The TOE shall be protected from unautkedraccesses and disruptions of TOE
data and functions.
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4. Security Objectives

This section identifies the security objectiveshef TOE and the TOE’s Operational
Environment. The security objectives identify teeponsibilities of the TOE and the TOE'’s
Operational Environment in meeting the securitydseeObjectives of the TOE are identified as

O.objective Objectives that apply to the operational envinent are designated as

OE.objective

4.1 Security Objectivesfor the TOE
The TOE must satisfy the following objectives.

Table7- Security Objectivesfor the TOE

O.Type Description

O.ACCESS The TOE must allow authorized users tessonly appropriate TOE functions and
data.

O.AUDITREV The TOE must provide a mechanism forhauized administrators to review audit
records.

O.AUDITS The TOE must record audit records for sitguielevant events.

O.EADMIN The TOE must include a set of functionatthllow effective management of its
functions and data.

O.IDAUTH The TOE must be able to identify and auigate users prior to allowing access 1o
TOE functions and data.

O.INTEGR The TOE must prevent the modification odlia data records.

O.OFLOWS The TOE must appropriately handle potéatidit data storage overflows

O.PROTCT The TOE must protect itself from unauthedi modifications and access to its
functions and data.

O.TIME The TOE will maintain reliable timestamps.

4.2 Security Objectivesfor the Operational Environment

The TOE’s operational environment must satisfyfttlewing objectives.

Table8- Security Objectives of the Operational Environment

OE.Type Description

OE.CREDEN Those responsible for the TOE must erthiateall access credentials are protected
by the users in a manner which is consistent Witedcurity.

OE.INSTAL Those responsible for the TOE must enslna¢ the TOE is delivered, installed,
managed, and operated in a manner which is consistth TOE guidance
documents.

OE.MGMTNET | The operational environment will provide a segredahanagement network that

WORK protects the management traffic from disclosurertmodification by untrusted
systems or users.

OE.PERSON Personnel working as authorized admant@ss shall be carefully selected and
trained for proper operation of the System.

OE.PHYCAL Those responsible for the TOE must enshaethose parts of the TOE critical to
security policy are protected from any physicaheitt
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5. Extended Components Definition
5.1 Extended Security Functional Components
None

5.2 Extended Security Assurance Components
None
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6. Security Requirements
This section contains the security requirementsdhaprovided by the TOE.

The CC defines operations on security requiremenite font conventions listed below state the
conventions used in this ST to identify the opersi

Assignment: indicated in italics
Selection: indicated in underlined text

Assignments within selections: indicated in itakegl underlined text
Refinement: indicated with bold text

Iterations of security functional requirements nhayincluded. If so, iterations are specified at
the component level and all elements of the compioaiee repeated. Iterations are identified by
numbers in parentheses following the componenteonent (e.g., FAU_ARP.1(1)).

6.1 TOE Security Functional Requirements

The functional requirements are described in detale following subsections. Additionally,
these requirements are derived verbatim from PaftReCommon Criteria for Information
Technology Security Evaluati@md/or the previous chapter of this document Wighexception
of completed operations.

6.1.1 Security Audit (FAU)
6.1.1.1 FAU GEN.1 Audit Data Generation

FAU_GEN.1.1 The TSF shall be able to generate dit secord of the following auditable
events:

a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified legthudit; and
c) The events in the following table

Table9- Auditable Events

SFR Event Additional Details
FAU_GEN.1 Start-up and shutdown of audit functigns
FAU_SAR.1 Accessing the audit records Audit fileegsed
FDP_ACC.1 Denied access attempts Initiator, LUN
FDP_ACF.1 Denied access attempts Initiator, LUN
FIA_UAU.2 Successful login Remote IP address
Failed login attempt Remote IP address, Supplied
username
FIA_UID.2 Successful login Remote IP address
Failed login attempt Remote IP address, Supplied
username
FMT_MSA.1 Modifications to LUN security attributgsParameters, new parameter values
FMT_MSA.3 LUN creation Parameters, parameter values
FMT_MTD.1 Modifications to the values of TSF data ar@meters, new parameter values
FTA SSL.3 Logout due to inactivity
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FAU_GEN.1.2 The TSF shall record within each aueliord at least the following information:

a) Date and time of the event, type of event, siljeentity (if applicable), and the
outcome (success or failure) of the event; and

b) For each audit event type, based on the audigl@nt definitions of the functional
components included in the PP/$fe information in the Additional Details column
in the table above

6.1.1.2 FAU_GEN.2 User Identity Association

FAU_GEN.2.1 For audit events resulting from actiohglentified users, the TSF shall be able
to associate each auditable event with the ideafitiie user that caused the event.

6.1.1.3 FAU_SAR.1 Audit Review

FAU_SAR.1.1 The TSF shall provi@dl authorised users with the Admin ralath the
capability to reacll audit informationfrom the audit records.

FAU_SAR.1.2 The TSF shall provide the audit resarda manner suitable for the user to
interpret the information.

6.1.1.4 FAU_SAR.2 Restricted Audit Review

FAU_SAR.2.1 The TSF shall prohibit all users readess to the audit records, except those
users that have been granted explicit read-access.

6.1.1.5 FAU_STG.2 Guarantees of Audit Data Availability
FAU_STG.2.1 The TSF shall protect the stored awdibrds from unauthorised deletion.

FAU_STG.2.2 The TSF shall be able to prevent uraiged modifications to the stored audit
records in the audit trail.

FAU_STG.2.3 The TSF shall ensure ttia most recent but one file stbred audit records will
be maintained when the following conditions ocawudit storage exhaustion.

Application Note: Authorized deletion occurs inditly when an admin role configures the retentiod amapping
policy for audit record files.

Application Note: No modification of the stored #@ugcords is authorized.

Application Note: In the unlikely event audit stgeaspace is exhausted, new audit records are gthedldest
rolled audit record file is deleted).

6.1.2 User Data Protection (FDP)

6.1.2.1 FDP_ACC.1 Subset Access Control
FDP_ACC.1.1 The TSF shall enforce tHgN Access SFBn
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1. Subjects: Initiators
2. Information: LUNs
3. Operations: Read, Write.

6.1.2.2 FDP_ACF.1 Security Attribute Based Access Control
FDP_ACF.1.1 The TSF shall enforce tHgN Access SFB objects based on the following:

1. Initiators: Presumed Initiator ID, Initiator Groupembership, Target Port from the
access request

2. LUNSs: Online status, Read-only status, Exportedg&aPorts, Authorized
Initiators/Initiator Groups.

FDP_ACF.1.2 The TSF shall enforce the followingeaulo determine if an operation among
controlled subjects and controlled objects is aidw

1. Writes are allowed if all of the following conditis are true:
a. The LUN is Online
b. The LUN is not Read-only
c. The Target Port from the access request is onkeoEkported Target Ports
d

. The Presumed Initiator ID is one of the Authorikeitiators; or the Presumed
Initiator ID is a member of any of the Authorizeidtiator Groups; or no
Authorized Initiators/Initiator Groups are configed for the LUN.

2. Reads are allowed if all of the following conditsoare true:
a. The LUN is Online
b. The Target Port from the access request is onbeeEkported Target Ports

c. The Presumed Initiator ID is one of the Authorim@tiators; or the Presumed
Initiator ID is a member of any of the Authorizeidtiator Groups; or no
Authorized Initiators/Initiator Groups are configed for the LUN.

FDP_ACF.1.3 The TSF shall explicitly authorise ascef subjects to objects based on the
following additional rulesno additionalrules

FDP_ACF.1.4 The TSF shall explicitly deny accessuifjects to objects based on the following
additional rulesno additionalrules

6.1.3 Identification and Authentication (FIA)
6.1.3.1 FIA_ATD.1 User Attribute Definition

FIA_ATD.1.1 The TSF shall maintain the followingtliof security attributes belonging to
individual users:

a) Account Name;
b) Password;
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c) Role;
d) Command Mode.

6.1.3.2 FIA_UAU.2 User Authentication Before Any Action

FIA_UAU.2.1 The TSF shall require each user toumsssfully authenticated before allowing
any other TSF-mediated actions on behalf of that.us

6.1.3.3 FIA_UAU.7 Protected Authentication Feedback

FIA_UAU.7.1 The TSF shall provide ongbfuscated feedback for each character ent¢odtie
user while the authentication is in progress.

6.1.3.4 FIA_UID.2 User Identification Before Any Action

FIA_UID.2.1 The TSF shall require each user toumxsssfully identified before allowing any
other TSF-mediated actions on behalf of that user.

6.1.3.5 FIA_USB.1 User-Subject Binding

FIA_USB.1.1 The TSF shall associate the followisgmsecurity attributes with subjects acting
on behalf of that useAccount Name, Role, and Command Mode

FIA_USB.1.2 The TSF shall enforce the followingasibn the initial association of user security
attributes with subjects acting on the behalf @&fraghe attributes are associated upon
successful completion of 1&A

FIA_USB.1.3 The TSF shall enforce the followingesiigoverning changes to the user security
attributes associated with subjects acting on dalb of users:

1. The Account Name and Role attributes do not chdangeg the session (through user
logout).

2. The Command Mode attribute is initially set to S upon successful I&A and the
following changes occur during a session:

a. From Standard to Enable when the “enable” commanidsued. All defined
users may issue this command.

b. From Enable to Config when the “configure terminaidmmand is issued. Only
users with the Admin role may issue this command.

From Config to Enable when the “exit” command isusd.
d. From Enable to Standard when the “disable” commanisued.
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6.1.4 Security Management (FMT)
6.1.4.1 FMT_MSA.1 Management of Security Attributes

FMT_MSA.1.1 The TSF shall enforce th&N Access SFR restrict the ability tanodifythe
security attributet UNs: Online status, Read-only status, ExportedyéaPorts, Authorized
Initiators/Initiator Groupsto the Admin role

6.1.4.2 FMT_MSA.3 Static Attribute I nitialisation

FMT_MSA.3.1 The TSF shall enforce th&JN Access SFR providerestrictivedefault values
for security attributes that are used to enforeeSRP.

FMT_MSA.3.2 The TSF shall allow th&dmin roleto specify alternative initial values to
override the default values when an object or imfation is created.

6.1.4.3 FMT_MTD.1 Management of TSF Data

FMT_MTD.1.1 The TSF shall restrict the abilitydaery, modify, deletecreatethedata
identified in the following tabléo the authorised identified roles identified in tlildwing table

Table 10 - TSF Data Access Details

TSF Data Web Interface CLI
Admin Monitor Admin Monitor Unpriv

Appliance Query, Modify | Query Query, Modifyy  Query None
Configuration
Audit Query, Modify | Query Query, Modifyy  Query None
Configuration
LUN Query, Modify, | Query Query, Query None
Configuration Delete, Create Modify,

Delete, Create
Management Query, Modify | Query Query, Modifyy  Query None
Configuration
User Accounts Query, Modify,| Query Query, Query None

Delete, Create Modify,
Delete, Create

6.1.4.4 FMT_SMF.1 Specification of Management Functions
FMT_SMF.1.1 The TSF shall be capable of performivegfollowing management functions:

a) Appliance configuration;

b) Audit configuration;

c) LUN configuration;

d) Management configuration;
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e) User Accounts configuration.

6.1.45 FMT_SMR.1 Security Roles
FMT_SMR.1.1 The TSF shall maintain the rolégpriv, Admin and Monitor
FMT_SMR.1.2 The TSF shall be able to associatesusih roles.

Application Note: The Unpriv role only applies teetCLI, and is the role assigned to a session uptal login via
the CLI. This role has no access to TSF data octfons. As soon as the user issues the CLI
“enable” command, the Monitor role is assumed lier $ession.

6.1.5 Protection of the TSF (FPT)
6.1.5.1 FPT_STM.1 Rdiable Time Stamps
FPT_STM.1.1 The TSF shall be able to provide rédidine-stamps.

6.1.6 TOE Access(FTA)
6.1.6.1 FTA_SSL.3 TSF-Initiated Termination

FTA SSL.3.1 The TSF shall terminate an interacsiesion after a [assignmetite configured
auto-logout time for CLI or web interface sessjons

6.2 TOE Security Assurance Requirements

The assurance requirements are identified in thewong table. These requirements reference
Part 3 of theCommon Criteria for Information Technology SecuBtyaluation

The TOE meets the assurance requirements for EAgthanted by ALC_FLR.2. These
requirements are summarised in the following table.

Table 11 - EAL 2+ Assurance Requirements

Assurance Class Component ID Component Title
Development ADV_ARC.1 Security architecture desooip
ADV_FSP.2 Security-enforcing functional
specification
ADV_TDS.1 Basic design
Guidance Documents AGD_OPE.1 Operational user ga&la
AGD_ PRE.1 Preparative procedures
Life-Cycle Support ALC CMC.2 Use of a CM system
ALC CMS.2 Parts of the TOE CM coverage
ALC DEL.1 Delivery procedures
ALC FLR.2 Flaw reporting procedures
Tests ATE_COV.1 Evidence of coverage
ATE_FUN.1 Functional testing
ATE_IND.2 Independent testing - sample
Vulnerability Assessment AVA_VAN.2 Vulnerability alysis
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6.3 CC Component Hierarchies and Dependencies

This section of the ST demonstrates that the ifledtSFRs include the appropriate hierarchy
and dependencies. The following table lists th&T8FRs and the SFRs each are hierarchical

to, dependent upon and any necessary rationale.
Table12 - TOE SFR Dependency Rationale

SFR Hierarchical To | Dependency Rationale
FAU GEN.1 No other components. FPT STM.1 Satisfied
FAU_GEN.2 No other components. FAU_GEN.1, | Satisfied

FIA_UID.1 Satisfied by FIA_UID.2
FAU SAR.1 No other components. FAU GEN.1 Satisfied
FAU SAR.2 No other components. FAU SAR.1 Satisfied
FAU_STG.2 FAU_STG.1 FAU_GEN.1 Satisfied
FDP_ACC.1 No other components FDP_ACF.1 Satisfied
FDP_ACF.1 No other components FDP_ACC.1,| Satisfied

FMT_MSA.3 Satisfied
FIA_ ATD.1 No other components. None n/a
FIA_UAU.2 FIA_UAU.1 FIA_UID.1 Satisfied by FIA_UIR
FIA UAU.7 No other components. FIA UAU.1 Satisfied FIA_ UAU,2
FIA_UID.2 FIA_UID.1 None n/a
FIA USB.1 No other components. FIA_ATD.1
FMT_MSA.1 No other components. [FDP_ACC.1 orSatisfied

FDP_IFC.1],

FMT_SMF.1 Satisfied

FMT_SMR.1 Satisfied
FMT_MSA.3 No other components. FMT_MSA.1, | Satisfied

FMT_SMR.1 Satisfied
FMT_MTD.1 No other components. FMT_SMF.1, | Satisfied

FMT_SMR.1 Satisfied
FMT_SMF.1 No other components. None n/a
FMT_ SMR.1 No other components. FIA UID.1 SatisfigdFIA_UID.2
FPT _STM.1 No other components None n/a
FTA SSL.3 No other components, None n/a
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7. TOE Summary Specification
7.1 FAU_GEN.1, FAU_GEN.2

The TOE generates audit records for the eventsfgzem the table included with the
FAU_GEN.1, with the information specified in thabte as well as in FAU_GEN.2. Audit
records are generated as text records and ar¢éadseto a rolling set of audit files. Files are
rolled at a frequency or size configured by an astiator with the Admin role.

7.2 FAU_SAR.1, FAU_SAR.1

Audit records may be reviewed by any authorized wsth the Admin role. The user may
specify the audit file to be displayed. The digpka textual display. Users with the Monitor
role may not view any audit records.

7.3 FAU_STG.2

The user access functionality of the TOE does nmtige any mechanism to modify audit
records. If no space is available when the TO&gtts to insert a new audit record, the oldest
rolling audit file is automatically deleted, anctththe new audit record is inserted. Audit files
may also be automatically deleted when the retergeriod is exceeded (e.g. keep the 10 most
recent audit files). Authorized administrators naéggo use the CLI “logging files delete oldest”
command to delete one or more rolling audit filgsiting with the oldest). The current audit
file can not be deleted.

7.4 FDP_ACC.1, FDP_ACF.1

When a request for LUN access is received fromimitigtor, access controls are applied to
determine if the access is granted. If the LUNasonline, access is denied. For write
operations, access is denied if the LUN is reag-onl

Each LUN is associated with one or more TargetsPdftthe access is not performed on an
Exported Target Port for the LUN, access is deniedch request includes an initiator identifier;
the form is dependent on the SAN type (e.g. Fidliar@el). The supplied identifier must either
be included in the Authorized Initiators list féwet LUN; be a member of one or more of the
Authorized Initiator Groups list for the LUN; or rauthorized Initiators or Initiator Groups are
configured for the LUN (implying all initiators magccess it).

75 FIA_ATD.1
The TOE maintains the following information for dagser account:
* Account Name;
» Password,
* Role;
+ Command Mode.
User account information is maintained in the TOE.
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7.6 FIA_UAU.2, FIA_UID.2, FIA_USB.1

The TOE requires all users of the CLI and web fater to successfully identify and authenticate
themselves via a username and password beforesasaganted to any TSF data or functions.
Validation of the supplied credentials is perfornbgdhe TOE.

Upon successful login, the security attributestfier User Account are bound to the session. The
Account Name and Role attributes remain bound timiluser logs out. For CLI users, the
Command Mode attribute may be changed by issuefghable” and “configure terminal”
commands. All users may issue the “enable” commahde only users with the Admin role

may issue the “configure terminal” command.

7.7 FIA_UAU.7
When a password is being entered, either no irgpethoed or asterisks are echoed.
7.8 FMT_MSA.1, FMT_MSA.3

The security attributes used in FDP_ACC.1/FDP_AGRaly only be configured (modified) by
the Admin role. The default values are restricgirece no exports are associated with a newly
created LUN.

79 FMT_MTD.1

The TOE grants access to TSF data for authorizedrestrators according to the roles specified
in the table included with FMT_MTD.1(1). The Clidiweb interface may only be used by
authorized users. Access to TSF data other tharsgecified in the table is prevented.

710 FMT_SMF.1

The TOE provides functionality for authorized usergonfigure the following items via the CLI
and/or web interface:

» appliance;
e audit operation;
* LUNSs;
* management interfaces;
e user accounts.
711 FMT_SMR.1

All interactive users of the TOE are required tocassfully complete I&A, at which time the

role configured for the user account is associatiéitl the user session. The role assigned to the
user account determines the access permissiotisefaiser. The roles that may be assigned to a
user are Unpriv (CLI only), Admin and Monitor.

712 FPT_STM.1

The TOE maintains a reliable time stamp, eitheit®own or with input from an NTP server.
The time stamps are inserted into audit records.
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713 FTA_SSL.1

All CLI and web interface sessions are monitoredractivity. If the configured inactivity time
is exceeded, the session is automatically termiinaténe inactivity times for CLI and web
interface sessions are separate configuration peam
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8. Protection Profile Claims
Conformance to a Protection Profile is not claimed.
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9. Rationale

This chapter provides the rationale for the sebectif the IT security requirements, objectives,
assumptions and threats. It shows that the ITrggeequirements are suitable to meet the
security objectives, Security Requirements, and B&¢urity functional.

9.1 Rationalefor IT Security Objectives

This section of the ST demonstrates that the ifledtsecurity objectives are covering all aspects
of the security needs. This includes showing thahehreat and assumption is addressed by a
security objective.

The following table identifies for each organizatab security policy, threat and assumption, the
security objective(s) that address it.

Table 13 - Security Objectives Mapping

'
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wl ElEl=|5|Q|0|Fr|lw|lw|k|2|x|=>
S|S|S|8|3|e|2|2|=|58|2|2|%|Z
< |z | |w|Sl2|o|ae|F|u|w|u|w|u
ololo|o|lo|lo|o|]o|o|]Oo|Oo|Oo|O]|O
A.MANAGE X
AMGMTNETWORK X
A.NOEVIL X | X X
A.PROTCT X
P.ACCACT X | X X X
P.INTGTY X
P.MANAGE X X | X X X | X X
P.PROTCT X X
T.IMPCON X X | X X
T.PRIVIL X X X
T.UNAUTH_ACCESS| X| X| X
The following table describes the rationale for $leeurity objectives mappings.
Table 14 - Rationale For Security Objectives Mappings
Item Security Objectives Rationale
A.MANAGE There will be one or more competent indivals assigned to manage the TOE and

the security of the information it contains.
The OE.PERSON objective ensures all authorized ridtriitors are qualified and
trained to manage the TOE.

31



Violin Memory 6000 Series Memory Arrays with MemdBateways Security Target

[tem

Security Objectives Rationale

A.MGMTNETW
ORK

The TOE will be interconnected to remote admintstiby a segregated
management network that protects the traffic frascldsure to or modification by
untrusted systems or users.

The OE.MGMTNETWORK objective ensures that the mamagnt traffic will be
protected by a segregated management network.

A.NOEVIL

The authorized administrators are not tess, willfully negligent, or hostile, and
will follow and abide by the instructions providbed the TOE documentation.
The OE.INSTAL objective ensures that the TOE ispprty installed and operated
and the OE.PHYCAL obijective provides for physicadtgction of the TOE by
authorized administrators. The OE.CREDEN objecsiweports this assumption b
requiring protection of all authentication data.

A.PROTCT

The hardware and software critical to T&&€urity policy enforcement will be
protected from unauthorized physical modification.

The OE.PHYCAL provides for the physical protectafrthe TOE software and the

hardware on which it is installed.

P.ACCACT

Users of the TOE shall be accountableHeir actions within the TOE.

The O.AUDITS objective implements this policy byjuiring auditing of all data
accesses and use of TOE functions. The O.TIMEctisgesupports this policy by
providing a time stamp for insertion into the auditords. The O.IDAUTH
objective supports this objective by ensuring aeasgr is uniquely identified and
authenticated. The O.AUDITREV objective suppoalis policy by providing a
mechanism for administrators to review the audjslo

P.INTGTY

Audit data produced by the TOE shall betpcted from modification.
The O.INTEGR objective ensures the protection alitadata from modification.

P.MANAGE

The TOE shall only be managed by authatiasers.

The OE.PERSON objective ensures competent adnatossrwill manage the TOE

and the O.EADMIN objective ensures there is a S@trmctions for administrators
to use. The OE.INSTAL objective supports the OIRBEN objective by ensurin
administrator follow all provided documentation andintain the security policy.
The O.IDAUTH objective provides for authenticatiohusers prior to any TOE
function accesses. The O.ACCESS objective buildsupe O.IDAUTH objective
by only permitting authorized users to access T@ietions. The OE.CREDEN
objective requires administrators to protect athautication data. The O.PROT(
objective addresses this policy by providing TOE-geotection.

P.PROTCT

The TOE shall be protected from unautkedraccesses and disruptions of TOE
data and functions.
The O.OFLOWS objective counters this policy by fieqg the TOE handle
disruptions (overflows) of audit data storage. Tt PHYCAL objective protects
the TOE from unauthorized physical modifications.

T.IMPCON

An unauthorized user may inappropriatéigrege the configuration of the TOE
causing potential intrusions to go undetected.

The OE.INSTAL objective states the authorized adstiators will configure the
TOE properly. The O.EADMIN objective ensures theETas all the necessary
administrator functions to manage the product. ®H®AUTH objective provides
for authentication of users prior to any TOE fuontaccesses. The O.ACCESS
objective builds upon the O.IDAUTH objective by pmlermitting authorized user
to access TOE functions.

T.PRIVIL

An unauthorized user may gain access €0TBE and exploit system privileges td
gain access to TOE security functions and data.

The O.IDAUTH objective provides for authenticatiohusers prior to any TOE
function accesses. The O.ACCESS objective buildsmupe O.IDAUTH objective
by only permitting authorized users to access T@tetions. The O.PROTCT
objective addresses this threat by providing TOEmetection.
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Item Security Objectives Rationale

T.UNAUTH_AC | A server may attempt to access user data (LUN)itignot authorized to access.
CESS The O.ACCESS obijective only permits authorized as@&E data. The
O.AUDITS objective supports O.ACCESS by requirihg TOE to record audit
data for unauthorized access attempts, and O.AUBM Requires the TOE to
provide a mechanism for administrators to reviegvdhdit logs so that such
attempts will be detected.

9.2 Security Requirements Rationale
9.2.1 Rationalefor Security Functional Requirements of the TOE Objectives

This section provides rationale for the Securitpétional Requirements demonstrating that the
SFRs are suitable to address the security objective

The following table identifies for each TOE secynbjective, the SFR(s) that address it.

Table 15 - SFRsto Security Objectives Mapping

O.ACCESS
O.AUDITREV
O.EADMIN
O.IDAUTH
O.INTEGR
O.OFLOWS
O.PROTCT
O.TIME

FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU STG.2 X X X
FDP_ACC.1
FDP_ACF.1
FIA_ATD.1
FIA_UAU.2
FIA_UAU.7
FIA_UID.2
FIA_USB.1
FMT_MSA.1 X
FMT_MSA.3
FMT_MTD.1 X X X
FMT_SMF.1 X X X
FMT_SMR.1 X
FPT_STM.1 X X
FTA SSL.3 X

X |x|0.AUDITS

x
x

x

X[ x| X| %[>

X | X | XX

XX | XX

x

The following table provides the detail of TOE sefguobjective(s).
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Table 16 - Security Objectivesto SFR Rationale

Security
Objective

SFR and Rationale

O.ACCESS

The TOE must allow authorized users tessonly appropriate TOE functions a
data.
The TOE is required to restrict the review of awfdita authorized administrators
[FAU_SAR.1, FAU_SAR.2]. Users authorized to acabssTOE are defined usin
an identification and authentication process [FIAD12, FIA_UAU.2]. Authorized
users are granted access to data based upondhégured security attributes
[FMT_MTD.1]. The security attributes are boundhe session upon successful
I&A; only the Command Mode attribute may changeinlyia session
[FIA_USB.1]. The appropriate TOE management fuordiare identified
[FMT_SMF.1]. Appropriate access is supported btydisplaying passwords as
they are entered [FIA_ UAU.7].

nd

«

O.AUDITREV

The TOE must provide a mechanism forhauized administrators to review audit
records.

The TOE provides a mechanism for authorized adtnaiirs to review audit
records in human readable form [FAU_SAR.1].

O.AUDITS

The TOE must record audit records for siguelevant events.

Security-relevant events are defined for the TORJFGEN.1, FAU_GEN.2].
The audit records will contain reliable timestarfipBT_STM.1]. The TOE must
prevent unauthorized modification and deletionudiadata as well as the loss of
collected data in the event the audit trail is fEIAU_STG.2].

O.EADMIN

The TOE must include a set of functionatthllow effective management of its
functions and data.
The management functions provided by the TOE ageiipd [FMT_ SMF.1].

O.IDAUTH

The TOE must be able to identify and auitfigate users prior to allowing access
TOE functions and data.

Security attributes of subjects use to enforceatltbentication policy of the TOE
must be defined [FIA_ATD.1]. Users authorized toess the TOE are defined
using an identification and authentication prodés8_UlID.2, FIA_UAU.2].
Authorized users are granted access to data basedtheir configured security
attributes [FMT_MTD.1]. The TOE must be able toagnize the different
administrative roles that exist for the TOE [FMT_BM]. Integrity of the 1&A

process is supported by not displaying passwordsegsare entered [FIA_UAU.7].

O.INTEGR

The TOE must ensure the integrity of addita records.

The TOE is required to protect the audit trail frany modification and
unauthorized deletion [FAU_STG.2]. The functionad®a available to users for
management of the TOE are limited [FMT_SMF.1].

O.0OFLOWS

The TOE must appropriately handle potéatidit data storage overflows
The TOE must prevent unauthorized modifications deldtions and the loss of
audit data in the event the audit trail is full BASTG.2].

O.PROTCT

The TOE must protect itself from unauthedi modifications and access to its
functions and data.

The TOE is required to enforce the LUN Access SkRIbrequests from Initiatorg
[FDP_ACC.1, FDP_ACF.1]. Only authorized adminitira may query audit data|
[FAU_SAR.1, FAU_SAR.2], and authorized administratof the TOE may query
and modify all other TOE data [FMT_MSA.1, FMT_MSABMT_MTD.1]. The
TOE is required to protect the audit trail from angdification and unauthorized
deletion, as well as guarantee the availabilitthefdata in the event of storage
exhaustion [FAU_STG.2]. Idle management sessiomsiatomatically logged out

to guard against session hijacking [FTA SSL.3].
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Security SFR and Rationale
Objective
O.TIME The TOE will maintain reliable timestamps.
The TOE is required to maintain reliable timestafff3T_STM.1].

9.2.2 Security Assurance Requirements Rationale

The TOE stresses assurance through vendor achiahare within the bounds of current best
commercial practice. The TOE provides, primarily review of vendor-supplied evidence,
independent confirmation that these actions haea bempetently performed.

The general level of assurance for the TOE is:

A) Consistent with current best commercial practicd Tadevelopment and provides
a product that is competitive against non-evalugteducts with respect to
functionality, performance, cost, and time-to-marke

B) The TOE assurance also meets current constrainisd@spread acceptance, by
expressing its claims against EAL2 augmented by AEIIR.2 from part 3 of the
Common Criteria.
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