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1 Introduction

1.1 Overview
This PP-Configuration is for a network device that can act as both a stateful traffic firewall and a VPN
gateway.

1.2 PP-Configuration Reference
This PP-Configuration is identified as follows:

e PP-Configuration for Network Devices, Stateful Traffic Filter Firewalls, and Virtual Private
Network (VPN) Gateways, Version 1.0, March 6, 2020
e Asashorthand reference, it can be identified as “CFG_NDcPP-FW-VPNGW_V1.0”

13 PP-Configuration Components Statement
This PP-Configuration includes the following components:

e Base-PP: collaborative Protection Profile for Network Devices, Version 2.1 (CPP_ND_V2.1)

e PP-Module: PP-Module for Stateful Traffic Filter Firewalls, Version 1.3 (MOD_CPP_FW _V1.3)

e PP-Module: PP-Module for Virtual Private Network (VPN) Gateways, Version 1.0
(MOD_VPNGW_V1.0)

2 Conformance Claims

2.1 CC Conformance

Conformance Statement

To be conformant to this PP-Configuration, an ST must demonstrate Exact Conformance, as defined by
the CC and CEM addenda for Exact Conformance, Selection-Based SFRs, and Optional SFRs (dated May
2017).

CC Conformance Claims

This PP-Configuration, and its components specified in section 1.3, are conformant to Parts 2 (extended)
and 3 (conformant) of Common Criteria Version 3.1, Release 5 [CC].

2.2 SAR Statement

The SARs specified for this PP-Configuration are taken from, and identical to, those specified in the Base-
PP (cPP_ND_V2.1).



