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Conformance Statement 
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SAR Statement 

This PP-Configuration claims to be EAL 4 augmented with ALC_FLR.3. 

 

 

 

 End of PP-Configuration  

 



   

   

 
 

 
 



   

   

 

 

   

   
   

 

 

 

 

 

 

 

 

 

https://www.bsi.bund.de/


   

   

 

 

  .......................................................................................................................................................................  

  ....................................................................................................................................................................  

  ..................................................................................................................................................................  

  ...................................................................................................................................................................................  

  ...............................................................................................................................................................................  

  ...............................................................................................................................................................  

  ...................................................................................................................................................................................  

  ................................................................................................................................................................  

  ..................................................................................................................................................................................................  

  ..............................................................................................................................................  

  ......................................................................................................................................................................................  

  ...................................................................................................................................................................................  

 ................................................................................................................................................  

  ..................................................................................................  

  ....................................................................................................................................................  

  ....................................................................................................................................................  

  ....................................................................................................................  

  ...................................................................................................................................  

  ........................................................................................................................................................................  

  ........................................................................................................................  

  .........................................................................................................................................  

  ..........................................................................................................................................................................  

  ...................................................................................................................................................  

  ...........................................................................................................  

  ..............................................................................................................................  

  ..............................................................................................  

 

 

 

 

 ..............................................................................................................................  

 ........................................................................................................................................  

 .............................................................................  

 



   

   

1  

 

1.1  

  

  

  

  

 

  

 

  

 

 

 

1.2  

 

   

 

1.3  

 

 

 

 

 

 



   

   

2  

 

2.1  

   

   

 

2.2  

 

 



   

   

3  

 

3.1  

 

 

 

3.2  

 

 

3.3  

 

 



   

   

4  

 

4.1  

 

 

 

 

 

4.2  

 

 

4.3  

 

 

 

-  

  

  

 

 

 

 



   

   

5  

 

5.1  

 

 

 

 

 

   

 

 

 

 

 

 

 

 

 

a)   

b)   

 



   

   

  

  

  

 

  

 

 

 

5.2  

 

 

 

 

 

 

 

  

  

 

 

 

a)  

b)  

c)  

 



   

   

 

 

a)  

b)  

 

 

 

a)  

 

 

 

 

a)   

b)   

c)   

d)   

 

 

 

 

 

a)   

b)   

 

 

 

 

a)   

 

  

  

  

  

 

 

 

 



   

   

 

 

 

 

 

 

 

 

 

  

  

  

  

 

  

  

 

 

 

 

 

 

 

  

  

  

  

  

 

 

 

 

 



   

   

6  

 

6.1  

 

  

  

  

  

 

 

 

6.1.1   

  

  

 

  

 

a)   

b)   

 

 

  

 

 

 



   

   

6.1.2   

  

  

 

 

  

 

a)   

b)   

  

 

 

  

 

 

  

  

  

 

 

 

 

  

  

  

  

 



   

   

 

1

2  

 

6.1.3   

  

  

  

 

a)   

b)   

c)   

d)   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                                 

1  
 

 
2  

 



   

   

6.1.4   

  

  

  

 

  

  

 

a)   

b)   

 

 

 

 

 

 

 

 

 

6.1.5   

  

  

  

  

 

  

 

 

 

a)   

 

 

 

 



   

   

 

 

 

6.1.6   
 

 

 

6.1.7   
 

 

 

6.2  

 

6.2.1  

 

 

   

   
  

 

 
 
 

  

   
 

 
 

  

   

  

   

  
 

 
 

  

  

   

  

  

   

   

 



   

   

 

6.2.2  

 

 

 

 

 

-
 

   

   

   

   

   

   

   

 

 

 

 

 

 

 

 

 

 

 

 

 



   

   

7  

 

7.1  

 

 

 

7.2  

 

 

 

 

7.3  

 

 

 

 

 

 

7.4  

 

 

 

 

 

 


	PP-Configuration MDM-TS-TCC
	PP-Module TCC
	1 PP-Module Introduction
	1.1 PP-Module Reference
	1.2 Base-PP Identification
	1.3 TOE Overview

	2 Conformance Claims
	2.1 CC Conformance Claim
	2.2 Package Claim

	3 Security Problem Definition
	3.1 Threats
	3.2 Organisational Security Policies
	3.3 Assumptions

	4 Security Objectives
	4.1 Security Objectives for the TOE
	4.2 Security Objectives for the Operational Environment
	4.3 Security Objectives Rationale

	5 Extended Components Definition
	5.1 Cryptographic Key Management (FCS_CKM)
	Family behaviour
	Component levelling
	Management: FCS_CKM.5
	Audit: FCS_CKM.5
	FCS_CKM.5 Cryptographic key derivation

	5.2 Trusted Channel Protocol (FTP_PRO)
	Family behaviour
	Component levelling
	Management: FTP_PRO.1
	Management: FTP_PRO.2
	Management: FTP_PRO.3
	Audit: FTP_PRO.1
	Audit: FTP_PRO.2
	Audit: FTP_PRO.3
	FTP_PRO.1 Trusted channel protocol
	FTP_PRO.2 Trusted channel establishment
	FTP_PRO.3 Trusted channel data protection


	6 Security Requirements
	6.1 Security Functional Requirements (SFRs)
	6.1.1 FCS_CKM.5 Cryptographic key derivation
	6.1.2 FCS_COP.1 Cryptographic operation
	6.1.3 FTP_PRO.1 Trusted channel protocol
	6.1.4 FTP_PRO.2 Trusted channel establishment
	6.1.5 FTP_PRO.3 Trusted channel data protection
	6.1.6 [DA]FTP_TRP.1 Trusted path [iteration for device agents]
	6.1.7 [SA]FTP_TRP.1 Trusted path [iteration for staff agents]

	6.2 Security Requirements Rationale
	6.2.1 Justification of SFR dependencies
	6.2.2 SFRs trace to and meet all security objectives for the TOE


	7 Consistency Rationale
	7.1 Consistency of the TOE type
	7.2 Consistency of the Security Problem Definition
	7.3 Consistency of the Security Objectives
	7.4 Consistency of the Security Functional Requirements





