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CONVENTIONSAND TERMINOLOGY

CONVENTIONS

The natation, formatting, and conventions used in this Protedion Profile ae largely
consistent with those used in version 2 d the Common Criteria (CC). Seleded
presentation choices are discussd here to aid the Protection Profil e user.

The CC alows sveral operations to be performed onseaurity requirements; refinement,
selection, assignment, and iteration are defined in paragraph 2.1.4 é Part 2 of the CC.
Eadh o these operationsis used in this Protedion Profil e.

The refinement operation is used to add cetail to a requirement, and thus further
restricts a requirement. Refinement of seaurity requirements is denoted by bold text.
For an example, see FMT_SMR.1in this Protedion Profil e.

The selection operation is used to select one or more options provided by the CCin
stating a requirement. Seledions are denoted by underlined italicized text. For an
example, see FDP_RIP.1in this Protedion Profile

The assgnment operation is used to assgn a spedfic value to an urspecified
parameter, such as the length of a passvord. Assgnment is indicaed by showing the
value in square brackets, [assgnment_value]. For an example, see FDP_IFC.1 in this
Protedion Profil e.

The iteration operation is used when a @mponent is repeated with varying
operations. lteration is denoted by showing the iteration number in parenthesis
following the comporent identifier, (iteration_number). For example, see FDP_IFC
in this Protedion Profil e.

The seaurity target writer operation is used to dencte points in which the final
determination d attributes is left to the security target writer. Security target writer
operations are indicaed by the words {determined by the security target writers} in
braces. For example, see FIA_ATD.1 inthis Protedion Profile.

As a vehicle for providing a further understanding o and context for seaurity
requirements, “Requirements Overview” sections have been selectively added to this
Protedion Profile. When they appear in the text, these overviews precede ather a
comporent or set of comporents. They provide adiscusson d the relationship between
seaurity requirements 9 that the Protedion Profile user can see why a component or
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group d comporents was chosen and what effect it is expeded to have & a group d
related functions. As an example, see the Requirements Overview which preceales the
ADV_RCR1 assurance comporent.

Applicaion Notes are provided to help the developer, ether to clarify the intent of a
requirement, identify implementation choices, or to define “passfail” criteria for a
requirement. For those acmporents where Application Notes are gpropriate, the
Applicaion Notes will follow the requirement comporent. For an example, see the
Applicaion Note which follows FMT_MSA .3 in this Protedion Profil e.

TERMINOLOGY

In the Common Criteria, many terms are defined in Sedion 2.3 & Part 1. The following
are asubset of those definitions. They are listed here to aid the user of the Protedion
Profile.

User -- Any entity (human user or externa IT entity) outside the TOE that interacts
with the TOE.

Human user -- Any person whointeraas with the TOE.

External IT entity -- Any IT product or system, urtrusted o trusted, ouside of the
TOE that interacts with the TOE.

Role -- A predefined set of rules establishing the dl owed interadions between a user
andthe TOE.

Identity -- A representation (e.g. a string) uniquely identifying an authorized user,
which can ether be the full or abbreviated name of that user or a pseudonym.

Authentication data -- Information wsed to verify the daimed identity of a user.

From the @ove definitions given bythe CC, the foll owing terms can be derived:

01/26/00

Authorized external IT entity — Any IT product or system, ouside the scope of the
TOE that may administer the security parameters of the TOE. Such entities are not
subjed to any access control requirements once aithenticated to the TOE and are
therefore trusted to na compromise the seaurity pdicy enforced bythe TOE.

Authorized Administrator — A role which human users may be asociated with to
administer the seaurity parameters of the TOE. Such users are nat subject to any
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aacess control requirements once aithenticated to the TOE and are therefore trusted
to na compromise the seaurity pdicy enforced bythe TOE.
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DOCUMENT ORGANIZATION
Sedion listheintroductory material for the Protedion Profile.
Sedion 2 povides agenera definitionfor traffic-filter firewalls.

Sedion 3is adiscusgon d the expected environment for the firewall, in particular the
asumptions that must be true éou aspeds sich as physicd, personnel, and conredivity
condtions. This ®dion then defines the set of threds that are to be addressed by either
the technicd countermeasures implemented in the firewalls hardware and software, or
throughthe environmental controls.

Sedion 4 dfines the security oljedives for both the firewal and the environment in
which the firewall resides.

Sedion 5contains the functional and asaurance requirements derived from the Common
Criteria, Part 2 and Part 3, respectively, that must be satisfied by the firewall.

Sedion 6 provides a rationale to explicitly demonstrate that the IT security oljedives
satisfy the threds. The section then explains how the set of requirements are cwmplete
relative to the objectives; that eah seaurity obedive is addressed by ore or more
relevant componrent requirements. .

References are provided as badground material for further investigation by interested
users of the Protection Profile.

Acronyms are provided to fadlit ate cmmprehension d frequently used terms.

01/26/00 vii
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PROTECTION PROFILE (PP) INTRODUCTION
PPIDENTIFICATION

Title: U.S. Department of DefenseTraffic-Filter Firewall Protedion Profile for
Medium RobustnessEnvironments

Sporsor: National Seaurity Agency (NSA)

Authors: Kathy V. Dolan, NSA; Patricia A. Wright, NSA; Rita R.
Montequin, NSA; Barbara Mayer, SPARTA; Linda Gilmore, SPARTA,;
Charles Hall, National Security Agency

CCVesion. CCVesion 2.1
PPVersion. Version 1.0, dited January 2000
Registration: <to be provided uponregistration>

Keywords:  information flow control, firewall, packet filter, network security,
protedion pofile

PP OVERVIEW

This traffic-filter firewal Protedion Profile defines the minimum seaurity
requirements for firewalls used by U.S Government organizations, including the
Department of Defense, handling wclassfied o sensitive but unclassfied
information for Misson-Criticd Categories in a medium robustnessenvironment.
Firewalls may consist of one or more devices that act as part of an organizaion's
overal seaurity defense by isolating an organizaion's internal network from the
Internet or other external networks. Firewalls passand Hock information flows
based ona set of screening rules defined by an authorized administrator. This
Protedion Profile gplies to firewall sthat are cgable of screening retwork traffic
a the network and transport protocol levels, authenticating the aithorized
administrator for actions at the firewall, and auditing seaurity-relevant events that
occur. For clarification d terms, seeterminology sedion.

RELATED PROTECTION PROFILES

U.S. Government ApplicaionLevel Firewal Protedion Profile for Low-Risk
Environments [2].

U.S. Government Traffic Firewall Protedion Profile for Low-Risk Environments

[7].
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TARGET OF EVALUATION (TOE) DESCRIPTION

The purpose of afirewall isto provide controlled and audited accessto services,
bath from inside and ouside ax arganizaion's network, by alowing, denying,
and/or redireding the flow of data through the firewall. Althoughthere ae a
number of firewall architedures and techndogies, firewalls basically fall into two
major caegories. traffic-filter and application-level firewalls. This Protedion
Profile spedfies the minimum seaurity requirements for TOEs composed o a
traffic-filter firewall .

The TOE selectively routes information flows among internal and external
networks according to a site's seaurity pdicy rules. By default, these seaurity
padlicy rules deny al inboundand ouboundinformation flows. Only an authorized
administrator has the authority to change the seaurity pdicy rules. Traffic filtering
dedsions are typicaly made on the source aldress destination address transport
layer protocol, source port, destination pat, and are based on the interface on
which the padket arrives or goes out.

Users of the TOE consist of human users and hast-like entities, called externa 1T
entities. Human users may or may nat be asciated with the singe role on the
TOE for authorized administrators. If the TOE provides the caability for remote
administration, then orly authorized administrators may accessthe TOE through
remote means from an internal or external network. If an authorized administrator
aacesss the TOE remotely, and after successul identificaion and authentication
(using a single-use aithenticaion mechanism), a dannd using Triple DES
encryption with seaurely generated and dstributed key values must be used. In
addition to remote access and after successul identification and authentication,
authorized administrators may access the TOE through locd means withou
encryption, such as througha cnsole (that may be included as part of the TOE).
Though norecommended, the human users who are not authorized administrators
may identify and authenticate from a locd console to use non-security functions
on the TOE. The only security functions available to human users who are not
authorized administrators are the ontrolled usage of the identificaion and
authentication functions.

Externa IT entities ®nding information through the TOE do nd have to be
authenticaed. However, authorized externa IT entities attempting to send
information to the TOE must always be identified and authenticaed (using a
single-use aiuthentication mechanism). This subset of external IT entities are
permitted to perform alimited number of security functions as determined by an
authorized administrator. A router sending routing table updates to the TOE,
serves as an example of an authorized external IT entity. This router would
identify itself to the TOE and then use asinge-use aithentication mechanism to
authenticae. The TOE would then accept routing table updates from the
authorized external IT entity. There ae no requirements mandating authorized
externa IT entities.
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Audit trail datais samped with a dependable date and time when recorded. Audit
events include modifications to the group of users asciated with the aithorized
administrator role, all use of the identification and authenticaion mechanisms,
and all information flow control dedsions made by the TOE according to the
seaurity pdicy rules. If the audit traill becomes fill ed, then the only auditable
events that may be performed are those performed by the aithorized
administrator. The TOE includes tods to perform searching and sorting onthe

colleded audit trall data according to attributes of the data recorded and ranges of
some of those atributes.
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A.PHYSEC

A.MODEXP

TOE SECURITY ENVIRONMENT

Protedion Profile-compliant TOEs, for the Department of Defense, must provide
appropriate seaurity to process unclasdfied o sensitive but unclassfied
information in the Misson-Criticd Categories. Misson-Criticd Categories refer
to DoD systems that hande information vtal to the operational readiness or
misgon eff edivenessof deployed and contingency forces in terms of both content
and timeliness It is assumed that the threa to information designated as Misson
Criticd, by reture, is greater and subjed to greaer risk for disclosure and/or
corruption by urauthorized parties as indicaed in the Protection Profile by the
asumption A.MODEXP. Information and information systems in the Misson
Criticd Categories must maintain the gpropriate level of confidentidity,
integrity, avail ability, authentication, and nonrepudation based onthe sensitivity
of the information handed. To ensure the seaurity of Misgon-Criticd Categories
of information, nd only must vulnerability analysis by the developer be
performed, bu the evaluator of the TOE must perform independent penetration
testing to determine that the TOE is resistant to penetration attacks performed by
attadkers possessng a moderate dtack patential. This level of testing is required
in this Protedion Profile by AVA_VLA.3. Addtiondly, in order to ensure
protedion d Misgon-Criticd information, more detailed product information is
required from the vendor to faalit ate more thoroughanalysis. This requirement is
indicaed by ADV_HLD.2, ADV_IMP.1, and ADV_LLD.1 in this Protedion
Profile.

For al Federal agencies, including Department of Defense ayencies, for the use of
cryptographic modues in the protedion d sensitive but unclassfied information,
compliance with FIPS RJB 140-1 is required”. FIPS RJB 140-1 defines aurity
requirements for cryptographic modues. A cryptographic modue is that part of a
system or applicdion that provides cryptographic services sich as encryption,
authenticaion, a eledronic signature generation and verification. Products and
systems compliant with this Protedion Profile ae epected to uilize
cryptographic modues for remote alministration compliant with this FIPS RJB.

ASSUMPTIONS
The following condtions are asumed to exist in the operationa environment.
The TOE isphysicdly seaure.

The threa of malicious attacks aimed at discovering exploitable vulnerabiliti es is
considered moderate.

', See FIPS-PUB 140-1 for the schedule by which all cryptographic modules used by Federal agencies must
meet the provisions of this standard.

01/26/00



A.GENPUR

A.PUBLIC

A.NOEVIL

A.SINGEN

A.DIRECT

A.NOREMO

A.REMACC

3.2

18

3.2.1

19

T.NOAUTH

T.REPEAT

T.REPLAY

T.ASPOOF

T.MEDIAT
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There ae no genera-purpose computing cgpabiliti es (e.g., the adility to execute
arbitrary code or applicaions) and storage repository capabiliti es onthe TOE.

The TOE does nat host puldic data.

Authorized administrators are non-hostile and follow all administrator guidance
however, they are cgable of error.

Information can na flow among the interna and external networks unless it
passes throughthe TOE.

Human users within the physicdly secure bourdary proteding the TOE may
attempt to accessthe TOE from some dired conredion (e.g., a mnsole port) if
the wnredionis part of the TOE.

Human users who are not authorized administrators can nd access the TOE
remotely from the internal or external networks.

Authorized administrators may access the TOE remotely from the internal and
external networks.

THREATS

The following threas are aldressed either by the TOE or the eavironment.
THREATS ADDRESSED BY THE TOE

The threds discussed below are addressed by Protection Profil e-compliant TOEs.
The threa agents are ether unauthorized persons or external IT entities not
authorized to use the TOE itself.

An urauthorized person may attempt to bypassthe seaurity of the TOE so as to
aacessand wse security functions and/or non-security functions provided by the
TOE.

An urauthorized person may repeatedly try to guessauthentication data in order
to use thisinformation to launch attadks onthe TOE.

An urauthorized person may use valid identificaion and authentication data
obtained to aacessfunctions provided bythe TOE.

An ureuthorized person on an externa network may attempt to by-pass the
information flow control pdicy by dsguising authenticaion dhta (e.g., spoding
the source aldresg and masqguerading as a legitimate user or entity on an internal
network.

An ureuthorized person may send impermissble information through the TOE
which resultsin the exploitation d resources on the internal network.



T.OLDINF

T.PROCOM

T.AUDACC

T.SELPRO

T.AUDFUL

T.MODEXP

3.2.2

20

T.TUSAGE

3.3

21

P.CRYPTO
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Because of a flaw in the TOE functioning, an urauthorized person may gather
residual information from a previous information flow or internal TOE data by
monitoring the padding d the information flows from the TOE.

An urauthorized person a unauthorized externa 1T entity may be ale to view,
modify, and/or delete seaurity related information that is sent between a remotely
located authorized administrator and the TOE.

Persons may na be acourtable for the actions that they conduwct becaise the
audit records are not reviewed, thus all owing an attacker to escgpe detection.

An urauthorized person may real, modify, or destroy security criticd TOE
configuration ceta.

An urauthorized person may cause audit records to be lost or prevent future
records from being recorded by taking actions to exhaust audit storage cgadty,
thus masking an attaders adions.

A skill ed attadker with moderate atadk patential may attempt to bypassthe TSF
to gain accessto the TOE or the assetsit proteds.

THREAT TO BE ADDRESSED BY OPERATING ENVIRONMENT

The threa possbility discussed below must be curntered by pocedura measures
and/or administrative methods.

The TOE may be inadvertently configured, used and administered in a insecure
manner by ether authorized or unauthorized persons.

ORGANIZATIONAL SECURITY POLICIES

Federal agencies are required to proted sensitive but unclassfied information
with cryptography. Products and systems compliant with this Protedion Profile
are expeded to uili ze ayptographic modues for remote alministration compli ant
with FIPS RJB 140-1 (level 1).

Triple DES encryption (as gedfied in FIPS 46-3 [3]) must be used to protect
remote aministration functions, and the asciated cryptographic modue must
comply, at aminimum, with FIPS140-1 (level 1).
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SECURITY OBJECTIVES

INFORMATION TECHNOLOGY (IT) SECURITY
OBJECTIVES

Thefollowing arethe I T security ojedives for the TOE:

The TOE must uniquely identify and authenticate the daimed identity of all users,
before granting a user accessto TOE functions.

The TOE must prevent the reuse of authenticaion data for users attempting to
authenticate & the TOE from a mnneded network.

The TOE must mediate the flow of all information between users on an internal
network conneded to the TOE and wsers on an external network conneded to the
TOE, and must ensure that residual information from a previous information flow
isnat transmitted in any way.

Uponinitia start-up d the TOE or recvery from an interruption in TOE service,
the TOE must not compromise its resources or those of any connected network.

The TOE must proted the wnfidentidity of its dialogue with an authorized
administrator through encryption, if the TOE allows administration to occur
remotely from a conrected network.

The TOE must proted itself against attempts by urauthorized users to bypass
deadivate, or tamper with TOE seaurity functions.

The TOE must provide ameans to record a readable audit trail of seaurity-related
events, with accurate dates and times, and a means to seach and sort the audit
trail based onrelevant attributes.

The TOE must provide user accountability for information flows throughthe TOE
and for authorized administrator use of security functions related to audit.

The TOE must provide functionality that enables an authorized administrator to
use the TOE security functions, and must ensure that only authorized
administrators are ale to access sich functionality.

The TOE must provide the means for an authorized administrator to control and
limit accessto TOE seaurity functions by an authorized external IT entity.

The TOE must be tested and shown to be resistant to attadkers possessng
moderate dtadk patential.

For a detail ed mapping between threds and the IT security objedives listed above
seesedion 6.1 ¢ the Rationale.
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SECURITY OBJECTIVESFOR THE ENVIRONMENT

All of the assaumptions dated in sedion 3.1 are @nsidered to be security
objedives for the environment. The following are the Protedion Profile nonIT
seaurity objedives, which, in addition to thase aumptions, are to be satisfied
withou impasing tednicd requirements on the TOE. That is, they will not
require the implementation d functions in the TOE hardware and/or software.
Thus, they will be satisfied largely through applicaion o procedural or
administrative measures.

The TOE isphysicdly seaure.

The threa of malicious attacks aimed at discovering exploitable vulnerabiliti es is
considered moderate.

There ae no genera-purpose computing cgpabiliti es (e.g., the adility to execute
arbitrary code or appli caions) and storage repository capabiliti es onthe TOE.

The TOE does nat host pulic data.

Authorized administrators are non-haostile and follow all administrator guidance
however, they are cgable of error.

Information can na flow among the interna and external networks unless it
passs throughthe TOE.

Human users within the physicdly secure bourdary proteding the TOE may
attempt to accessthe TOE from some dired conredion (e.g., a mnsole port) if
the wnredionis part of the TOE.

Human users who are not authorized administrators can nd access the TOE
remotely from the internal or external networks.

Authorized administrators may access the TOE remotely from the internal and
external networks.

The TOE must be delivered, installed, administered, and operated in a manner
that maintains eaurity.

Authorized administrators are trained as to establishment and maintenance of
seaurity pdicies and pradices.

For a detailed mapping between thredas, assumptions, and the nonIT seaurity
objediveslisted above see sedion 6.2 @ the Rationale.
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IT SECURITY REQUIREMENTS

TOE SECURITY REQUIREMENTS

This dion provides functional and assurance requirements that must be satisfied
by a Protedion Profile-compliant TOE. These requirements consist of functional
comporents from Part 2 of the CC and an Evaluation Asaurance Level (EAL)
containing assurance omponents from Part 3 of the CC.

TOE SECURITY REQUIREMENTS

The functional security requirements for this Protedion Profile mnsist of the
foll owing comporents from Part 2 of the CC, summarized in the foll owing table:

Functional Components

FMT_SMR.1 Seaurity roles

FIA ATD.1 User attribute definition

FIA_UID.2 User identification before any action
FIA_AFL.1 Authentication fail ure handing
FIA_UAU.5 Multi ple authenticaion medianisms
FDP_IFC.1 Subset information flow control
FDP_IFF.1 Simple seaurity attributes

FMT MSA.1 Management of seaurity attributes (1)
FMT MSA.1 Management of seaurity attributes (2)
FMT _MSA.3 Static atribute initiaizaion

FMT MTD.1 Management of TSFdata (1)

FMT MTD.1 Management of TSFdata (2)

FMT MTD.2 Management of limits on TSFdata
FDP RIP.1 Subset residual information protedion
FCS COP.1 Cryptographic operation

FPT_RVM.1 Non-bypassaility of the TSP
FPT_SEP.1 TSFdomain separation

FPT_STM.1 Reli able time stamps

FAU_ GEN.1 Audit data generation

FAU SAR.1 Audit review

FAU SAR.3 Seledable audit review

FAU STG.1 Proteded audit trail storage

FAU STG.4 Prevention d audit dataloss
FMT_MOF.1 Management of seaurity functions behavior (1)
FMT_MOF.1 Management of seaurity functions behavior (2)

Table5.1 —Seaurity Requirements
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The statement of the TOE seaurity requirements must include aminimum strength
level for the TOE seaurity functions realized by a probablistic or permutational
mechanism. In the case of this protection grofile, this minimum level of shall be
SOF-basic. For arationale for this slected level, see section 6.3 @ the rationale.

Spedfic strength of function metrics are defined for the foll owing requirement:

FIA_UAU.5 — Strength of Function shal be demonstrated for the single-use
authenticaion mechanism by demonstrating compliance with the “Statisticd
randam number generator tests’ foundin section 4.11.1 6 FIPS RJB 1401 [4]
and the “Continuows randam number generator test” foundin sedion 4.11.2 6
FIPS RJB 1401 [4]. Strength o Function shall be demonstrated for the
passwvord authentication mechanism such that the probability that authenticaion
data can be gues=d is no geder than ore in two to the fortieth (2°40). The
singe-use and passvord authentication mechanisms must demonstrate SOF-
medium, as defined in Part 1 of CC.

The following paragraphs are intended to clarify why the functional componrents
in this Protedion Profile ae presented in the order outlined in Table 5.1.
FMT_SMR.1 is the first comporent because it defines the authorized
administrator role, which appearsin a number of the mmponents that foll ow.

The dass FIA components are listed after FMT_SMR.1. They describe the
identification and authentication pdicy that al users, bah human users and
externa I T entities, must abide by before being able to use other TOE functions.

The order of the dassFIA comporents was chosen onthe following bkesis. Since
users are drealy defined in the Terminoogy sedion on [@ge v, the Protedion
Profile reader is introduced in comporent FIA_ATD.1 to their seaurity attributes.
The next comporent, FIA_UID.2, forces users to identify themselves to the TOE
using the user seaurity attributes of comporent FIA_ATD.1 before further adions
take place. Then, comporent FIA_AFL.1 describes what resultsif the user failsto
authenticae dter some settable number of attempts. Lastly, comporent
FIA_UAU.5 dscusses when multiple authenticaion mechanisms must be used.

There is one information flow control SFR, and it is defined in FDP_IFC.1 after
the dass FIA. Then, the pdicy rules which must be enforced as well as the
attributes of the entities defined in FDP_IFC.1 are written in FDP_IFF.1. Next,
the management of the dtributes in FDP_IFF.1 are specified in FMT_MSA.1(1)
and FMT_MSA.1(2). Comporent FMT_MSA.3, which FDP_IFF.1 depends on,
follows. As part of the instalation and start-up o the TOE, FMT_MSA.3
mandates a default deny pdicy which permits no information to flow throughthe
TOE. FMT_MTD.1(1), FMT _MTD.1(2), and FMT MTD.2 define the
management of TSF data. FDP_RIP.1 is listed next, ensuring that resources are
cleaed before being all ocated to hdd packets of information at the TOE.

Comporent FCS _COP.1 is a condtional requirement. If the developer alows
administration from a remote locaion ouside the physicaly protected TOE, then

10
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FMT_SMR.1
39

40
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evauation against this Protedion Profile shall require the TOE to med this
comporent. FCS_CORP.1 defines a ayptographic dgorithm as well as the key size
that must be used. The ayptographic modue must be FIPS RJB 140-1 compliant
for the reasons gated in Sedion 3.

Comporents deding with the protedion d trusted security functions come next.
These include omporents FPT_RVM.1 and FPT_SEP.1.

Since FAU_GEN.1 requires recording the time and date when audit events occur,
it follows the FPT_STM.1 comporent that aerts developers that an accurate time
and cate must be maintained onthe TOE. The dassFAU requirements follow to
define the audit seaurity functions which must be supported by the TOE.
FAU_GEN.1 is the first audit comporent listed because it depicts al the events
that must be audited, including al the information which must be recorded in
audit records. The remainder of the dass FAU comporents ensure that the audit
records can be read (component FAU_SAR.1), seached and sorted (componrent
FAU _SAR.3), and poteded from modficaion (FAU_STG.1). Lastly,
FAU_STG.4 ensures that the TOE is cgpable of preventing auditable adions, na
taken by an authorized administrator, from occurring in the event that the audit
trail becomes full.

The last comporent in the profile is FMT_MOF.1(1) and FMT_MOF.1(2). It
appears last because it lists all the functions to be provided by the TOE for use
only by the authorized administrator. Almost al of these functions are based on
comporents which precedeit. Thusit islisted |ast.

Seaurity roles
FMT_SMR.1.1- The TSFshall maintain the role [authorized administrator].

FMT_SMR.1.2 - The TSF shall be &le to asciate human users with the
authorized administrator role.

11
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User attribute definition

FIA_ATD.1.1- The TSF shall maintain the following list of seaurity attributes
belongngto individual users:

a) [identity;
b) assciation d ahuman user with the authorized administrator role;

c) any ather user seaurity attributes {to be determined by the Seaurity Target
writer(s)}.

User identification before any action

FIA_UID.2.1- The TSF shall require each user to identify itself before dlowing
any aher TSFmediated actions on kehalf of that user.

Authentication fail ure handing

FIA_AFL.1.1- The TSF shal deted when [a nhon-zero number determined by
theauthorized administrator] of unsuccessful authentication attempts occur related
to [ authorized TOE administrator accessor authorized TOE IT entity accesy.

FIA_AFL.1.2- When the defined number of unsuccessul authentication attempts
has been met or surpassed, the TSF shall [prevent the offending external IT entity
from succesdully authenticating urtil an authorized administrator takes ome
adion to make authentication pcdble for the externa IT entity in question].

Multiple authenticaion medanisms

FIA_UAU.5.1 - The TSF shal provide [passvord and single-use aithenticaion
mechanisms] to suppat user authentication.

FIA_UAU.5.2- The TSFshall authenticae any user's claimed identity acerding
to the [foll owing multi ple authentication medanism rules:

a) singleuse authentication mecdhanism shall be used for authorized
administrators to aaess the TOE remotely such that succesdul
authentication must be adieved before dlowing any ather TSFmediated
adions on kehalf of that authorized administrator.

b) singe-use aithentication medhanism shall be used for authorized externd
IT entities accessng the TOE such that succesdul authentication must be
achieved before dlowing any aher TSFmediated actions on kehalf of that
authorized external 1T entity.

c) reusable passavord mechanism shall be used for authorized administrators
to accessthe TOE via adiredly conneded termina such that succes<ul

12



47

48

FDP_IFC.1

49

FDP_IFF.1

50

authenticaion must be adieved before dlowing any aher TSFmediated
adions on kehalf of that authorized administrator.].

Applicaion Note: TOEs that do nd provide caabilities for authorized
administrators to aacess the TOE remotely from either an internal or external
network (i.e., for remote administration) or for authorized external IT entities do
not have to make such functionality available in order to satisfy this requirement.
The intent of this requirement is not to require developers to provide such
cgpabilities and their associated singe-use aithentication medhanisms. The
requirement applies to those developers that do incorporate such functionality and
intend for it to be evaluated.

Reguirements Overview: This Protedion Profile @nsists of a singe
information flow control Seaurity Function Policy (SFB. The information flow
control SFPis cdled the UNAUTHENTICATED SFP. The subjeds under control
of this pdlicy are external IT entities on an internal or external network sending
information through the TOE to cther external IT entities. The information
flowing between subjects in the pdlicy is traffic with attributes, defined in
FDP_IFF.1.1, including source and cestination addresses. The rules that define
ead information flow control SFPare foundin FDP_IFF.1.2

Subset information flow control

FDP_IFC.1.1- The TSFshall enforcethe [UNAUTHENTICATED SFRH on:

a) [subeds: unauthenticated external IT entities that send and recave
information throughthe TOE to ore ancther;

b) information: traffic sent throughthe TOE from one subject to another;
C) operation: passinformation|.
Simple seaurity attributes’

FDP_IFF.1.1- The TSFshal enforcethe[UNAUTHENTICATED SFH based on
the foll owing types of subjed and information seaurity attributes:

a) [subjed seaurity attributes:

?. The complete set of functional elements of a component must be selected for inclusion in a PP. However,
since the following functional elements from the FDP_IFF.1 component do not add anything significant to
the PP, they have been moved here to allow for a clearer, smoother flowing presentation of FDP_IFF.1.

FDP_IFF.1.3 - The TSF shall enforce the [none].
FDP_IFF.1.4 - The TSF shall provide the following [none].
FDP_IFF.1.5 -The TSF shall explicitly authorize an information flow based on the following rules: [ none].

01/26/00
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b)

presumed address

other subjed security attributes {to be determined by the Seaurity
Target writer(s)};

information seaurity attributes:

presumed addressof source subject;

presumed addressof destination subject;

transport layer protocal;

TOE interface onwhich traffic arrives and departs,
service and

other information seaurity attributes {to be determined by the Seaurity
Target writer(s)}].

FDP_IFF.1.2 - The TSF shall permit an information flow between a controlled
subjed and another controlled subjed via acontrolled gperationif the following

rules hod:

a)

b)

[Subeds on an internal network can cause information to flow through
the TOE to ancther conrected network if:

al the information seaurity attribute values are unambiguously
permitted by the information flow security pdicy rules, where such
rules may be compased from all possble mmbinations of the values of
the information flow seaurity attributes, creaed by the aithorized
administrator;

the presumed address of the source subjed, in the information,
translates to an internal network address and

the presumed address of the destination subjed, in the information,
trandates to an addresson the other conrected network.

Subjeds on the externa network can cause information to flow through
the TOE to anather conrected network if:

al the information seaurity attribute values are unambiguowsly
permitted by the information flow security pdicy rules, where such
rules may be cmpased from all passble cmbinations of the values of
the information flow seaurity attributes, creaed by the aithorized
administrator;

14
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* the presumed address of the source subjed, in the information,
translates to an external network address and

* the presumed address of the destination subjed, in the information,
translates to an addresson the other conrected network].

FDP_IFF.1.6 - The TSF shall explicitly deny an information flow based on the
followingrules:

a) [The TOE shdl rged requests for access or services where the
information arrives on an externa TOE interface and the presumed
address of the source subjed is an external IT entity on an interna
network;

b) The TOE shall rgjed requests for accessor services where the information
arrives on an internal TOE interface, and the presumed address of the
sourcesubject isan external IT entity onthe external network;

¢) TheTOE shal reged requests for accessor services where the information
arrives on either an internal or external TOE interface, and the presumed
address of the source subjed is an external IT entity on a broadcast
network;

d) The TOE shal reged requests for accessor services where the information
arrives on either an internal or external TOE interface and the presumed
address of the source subjed is an externa IT entity on the loopladk
network].

Applicaion Note: The TOE can make no claim as to the red address of any
source or destination subjed, therefore the TOE can orly suppcse that these
addresses are accurate. Therefore, a"presumed address' is used to identify source
and destination addresses. A "service', listed in FDP_IFF.1.1(b), could be
identified, for example, by a source port number and/or destination pat number.

Management of seaurity attributes (1)

FMT_MSA.1.1(1) - The TSFshall enforce the [UNAUTHENTICATED_SFH to
restrict the aility to [delete atributes from arule, modify attributes in arule and
add attributes to arule] the security attributes [listed in sedion FDP_IFF1.1(1)] to
[the authorized administrator].

Management of seaurity attributes (2)

FMT_MSA.1.1(2) - The TSFshall enforce the [UNAUTHENTICATED_SFH to
restrict the aility to delete and [crede] the security attributes [information flow
rules described in FDP_IFF.1(1)] to [the authorized administrator].
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Static atribute initi alizaion

FMT_MSA.3.1 - The TSF shall enforce the [UNAUTHENTICATED SFH to
provide restrictive default values for information flow seaurity attributes that are
used to enforcethe SFP.

FMT_MSA.3.2 - The TSF shal alow the [authorized administrator] to spedfy
dternative initial values to owerride the default values when an oljed or
informationis creaed.

Applicaion Note: The default values for the information flow control security
attributes appearing in FDP_IFF.1 are intended to be restrictive in the sense that
bath inboundand ouboundinformation is denied by the TOE until the default
values are modified by an authorized administrator.

Management of TSFdata (1)

FMT_MTD.1.1(1) - The TSF shall restrict the aility to query, modify, delete,
[and asdgn] the [user attributes defined in FIA_ATD.1.]] to [the authorized
administrator].

Management of TSFdata (2)

FMT_MTD.1.1(2) - The TSF shall restrict the adility to [set] the [time and date
used to form the timestampsin FPT_STM.1.]] to [the authorized administrator].
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Management of limits on TSFdata

FMT_MTD.2.1 - The TSF shall restrict the specificaion d the limits for [the
number of authentication fail ures] to [the authorized administrator].

FMT_MTD.2.2- The TSFshall take the following adions, if the TSFdata ae 4,
or excedl, theindicated limits: [adions geafied in FIA_AFL.1.7.

Subset residual information protedion

FDP_RIP.1.1- The TSF shall ensure that any previous information content of a
resource is made unavail able uponthe allocation of the resource to the foll owing
objeds: [resources that are used by the subjeds of the TOE to communicae
throughthe TOE to ather subjects].

Application Note: If, for example, the TOE pads information with hts in
order to properly prepare the information before sending it out an interface, these
bits would be mnsidered a "resource’. The intent of the requirement is that these
bits dal not contain the remains of information that had previously passd
through the TOE. The requirement is met by overwriting a cleaing resources,
(e.g. packets) before making them avail able for use.

Cryptographic operation

FCS COP.1.1 - The TSF shall peform [encryption d remote authorized
administrator sessons] in acordance with a spedfied cryptographic dgorithm:
[Triple Data Encryption Standard (DES) as fedfied in FIPS RJB 46-3 and
implementing any mode of operation spedfied in FIPS RJB 46-3 with Keying
Option 1 (K1, K2, K3 are independent keys)] and cryptographic key sizes [that
are 192 hnary digits in length] that med the following: [FIPS RJB 46-3 with
Keying Option 1and FIPS RJB 140-1 (Level 1)].

Applicaion Note: This requirement is applicable only if the TOE includes the
cgpability for the authorized administrator to perform seaurity functions remotely
from a cnneded network. In this case, Triple DES encryption must proted the
communicaions between the aithorized administrator and the TOE, and the
asciated cryptographic modue(s) must comply at a minimum with FIPS RJB
1401 Level 1. Theintent of this requirement is not for the evaluator to perform a
FIPS RJB 1401 evaluation; rather, the evaluator will check for a certificae,
verifying that the modue did complete aFIPS RJB 140-1 evauation.

Non-bypassahility of the TSP

FPT_RVM.1.1 - The TSF shall ensure that TSP enforcement functions are
invoked and succeed before each functionwithin the TSC is all owed to procee.
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FPT_SEP.1 TSFdomain separation

68 FPT_SEP.1.1- The TSF shal maintain a seaurity domain for its own exeaution
that protedsit from interference and tampering by urtrusted subjects.

69 FPT_SEP.1.2- The TSFshall enforce separation between the security domains of
subjedsin the TSC.

FPT_STM.1 Reliabletime stamps

70 FPT_STM.1.1- The TSFshall be aleto provide reliable time stamps for its own
use.
71 ApplicaionNotee  The word "reliable” in the &ove requirement means that

the order of the occurrence of auditable eventsis preserved. Reliable time stamps,
which include both date and time, are especially important for TOES comprised of
greder than ore comporent.

FAU_GEN.1 Audit data generation

72 FAU _GEN.1.1 - The TSF shal be &le to generate an audit record o the
following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable eventsfor the not specified level of audit; and

c) [the eventsin Table5.2].

73 FAU GEN.1.2 - The TSF shal record within each audit recmrd at least the
foll owing information:

a) Date and time of the event, type of event, subjed identity, oucome
(successor fail ure) of the event; and

b) For ead audit event type, based onthe auditable erent definitions of the
functional comporents included in the PR'ST, [information spedfied in
column threeof Table5.2).

01/26/00 18



Functional Auditable Event Additional Audit Record
Component Contents

FMT_SMR.1 Modificdionstothegroup d | Theidentity of the authorized
usersthat are part of the administrator performing the
authorized administrator modificaion and the user
role. identity being associated with

the authorized administrator role.

FIA_UID.2 All use of the user The user identiti es provided to
identification mechanism. the TOE.

FIA_UAU.5 Any use of the authenticaion | The user identiti es provided to
medhanism. the TOE.

FIA_AFL.1 Thereadching d thethreshold | Theidentity of the offending user
for unsuccesgul and the authorized administrator.
authenticaion attempts and
the subsequent restor ation by
the authorized administrator
of the users capability to
authenticate.

FDP_IFF.1 All dedsionsonrequestsfor | The presumed addresses of the
information flow. source and destination subjed.

FCS _COP.1 Successandfail ure, and the The identity of the external IT
type of cryptographic entity attemptingto perform the
operation. cryptographic operation.

FPT_STM.1 Changesto the time. The identity of the authorized

administrator performing the
operation.

FMT_MOF.1 Use of thefunctionslisted in | Theidentity of the authorized
thisrequirement pertainingto | administrator performing the
audit. operation.

Table5.2 —Auditable Events

FAU SAR.1 Audit review

74 FAU_SAR.1.1 - The TSF shall provide [an authorized administrator] with the
cgpability to read [all audit trail data] from the audit records.

75 FAU_SAR.1.2- The TSFshal provide the audit records in a manner suitable for
the user to interpret the information.

01/26/00
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79
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80

81
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82

83
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Seledable audit review

FAU_SAR.3.1 - The TSF shal provide the &ility to perform searches and
sorting of audit data based on

a) [presumed subject address
b) ranges of dates;
c) rangesof times;
d) rangesof addresses).
Applicaion Note: The Seaurity Target writer(s) is expeded to describe, as

part of their “Seaurity requirements rationale” sedion, the capabiliti es of the
toad(s) used bythe TOE to perform these searches and sorts.

Proteded audit trail storage

FAU_STG.1.1- The TSFshall proted the stored audit records from unauthorized
deletion.

FAU STG.1.2 - The TSF shal be ale to prevent modificaions to the audit
reqords.

Prevention d audit dataloss

FAU_STG.4.1- The TSF shall prevent auditable events, except those taken by the
authorized administrator and [shall limit the number of audit records lost] if the
audit trail isfull.

Applicaion Note: The Seaurity Target writer(s) is expeded to provide, as part
of their “Seaurity requirements rationale” sedion, an analysis of the maximum
amourt of audit data that can be expeded to be lost in the event of audit storage
failure, exhaustion, and/or attack.

Management of seaurity functions behavior (1)

FMT_MOF.1.1 (1) - The TSF shall restrict the aility to enable, disable the
functions:

a) [operation d the TOE;

b) single-use aithentication function described in FIA_UAU.5] to [an
authorized administrator].

Applicaion Note: By “Operation d the TOE” in @) above, we mean having
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the TOE start up (enable operation) and shut down (disable operation).

FMT_MOF.1 Management of seaurity functions behavior (2)

84

85

5.1.2

86

FMT_MOF.1.1(2) - The TSF shal restrict the &ility to enable, disable,
deter mine and modify the behaviour of the functions;

a) [audit traill management;

b) badup and restore for TSF data, information flow rules, and audit tralil
data; and

c) communicdion d authorized external IT entities with the TOE] to [an
authorized administrator].

Applicaion Note:

Determine aand modify the behavior of eement c)

(communication d authorized external IT entities with the TOE) is intended to
cover functionality such as providing a range of addreses from which the
authorized external entity can conned.

TOE SECURITY ASSURANCE REQUIREMENTS

The asurance seaurity requirements for this Proteaion Profil e, taken from Part 3
of the CC, compose EAL2 Augmented. These aaurance @mponents are
summarized in the foll owing table.

AsauranceClass

Asaurance Components

Configuration ACM_CAP.2 | Configurationitems
management
Delivery and qoeration | ADO _DEL.1 | Déelivery procedures
ADO IGS.1 | Ingtdlation, generation, and start-up procedures
ADV_FSP1 | Informal functiona speafication
ADV _HLD.2 | Seaurity enforcing high-level design
Development ADV _IMP.1 | Implementation representation
ADV LLD.1 | Low-level design
ADV_RCR1 | Informa correspondence demonstration
AGD ADM.1 | Administrator guidance
Guidancedocuments | AGD_USR.1 | User guidance
ALC TAT.1 | Todsandtedniques
ATE COV.1 | Evidenceof coverage
Tests ATE FUN.1 | Functional testing
ATE IND.2 | Independent testing - sample
Vulnerability assesament | AVA_SOF.1 | Strength of TOE seaurity function evaluation
AVA VLA.3 | Moderately resistant

Table5.3- Assurance Requirements: EAL 2 Augmented

01/26/00
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Developer adion e ements:

ACM_CAP.2.1D - The developer shall provide areferencefor the TOE.
ACM_CAP.2.2D - The developer shall use aCM system.
ACM_CAP.2.3D - The developer shall provide CM documentation.
Content and presentation d evidence dements:

ACM_CAP.2.1C - The reference for the TOE shall be unique to each version o
the TOE.

ACM_CAP.2.2C - The TOE shall be labeled with its reference.
ACM_CAP.2.3C - The CM documentation shall include a onfiguration list.

ACM_CAP.2.4C - The mnfiguration list shal describe the @nfiguration items
that comprise the TOE.

ACM_CAP.2.5C - The CM documentation shall describe the method wsed to
uniquely identify the configuration items.

ACM_CAP.2.6C - The CM system shall uniquely identify all configuration items.
Evaluator action e ements:

ACM_CAP.2.1E - The evduator shal confirm that the information povided
meds all requirements for content and presentation d evidence

Delivery procedures
Developer adion elements:

ADO_DEL.1.1D - The developer shall document procedures for delivery of the
TOE or parts of it to the user.

ADO_DEL.1.2D - The developer shall use the delivery procedures.

Content and presentation d evidence dements:

ADO_DEL.1.1C - The delivery documentation shall describe dl procedures that
are necessary to maintain seaurity when dstributing versions of the TOE to a
user's ste.

Evaluator action elements:

ADO _DEL.1.1IE - The evauator shal confirm that the information provided
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meds all requirements for content and presentation d evidence
ADO _IGS.1 Ingtallation, generation, and start-up procedures
Developer adion e ements:

101 ADO _|GS.1.1D - The developer shal document procedures necessary for the
seaureinstalation, generation, and start-up d the TOE.

Content and presentation d evidence dements:

102 ADO _1GS.1.1C - The documentation shall describe the steps necessary for secure
install ation, generation, and start-up d the TOE.

Evaluator action elements;

ADO_IGS.1.1E - The evaluator shall confirm that the information provided meds
al requirements for content and presentation d evidence

ADO_IGS.1.2E - The evauator shall determine that the installation, generation,
and start-up procedures result in a secure wnfiguration.

ADV_FSP1 Informal functional spedfication
Developer adion e ements:
103 ADV_FSP1.1D - The developer shall provide afunctional specification.

Content and presentation d evidence dements:

104 ADV_FSP1.1C - The functional spedfication shall describe the TSF and its
external interfaces using an informal style.

105 ADV_FSP1.2C - The functional spedfication shall be internally consistent.

106 ADV_FSP1.3C - The functional spedficaion shall describe the purpose and

method d use of al external TSF interfaces, providing cetails of effeds,
exceptions and error messages, as appropriate.

107 ADV_FSP1.4C - The functional spedfication shall completely represent the TSFE.
Evaluator action e ements.

108 ADV_FSPL1.1E - The evaluator shall confirm that the information provided meets
al requirements for content and presentation d evidence

109 ADV_FSP1.2E - The evaluator shall determine that the functional specificaionis
an accurate and complete instantiation d the TOE security functional
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requirements.

Applicaion Note: This requirement can pdentialy be met by a combination
of documents provided by the developer, including the Seaurity Target and
externa interface specification.

Seaurity enforcing high-level design

Developer adion elements:

ADV_HLD.2.1D - The developer shall provide the high-level design o the TSE
Content and presentation d evidence dements:

ADV_HLD.2.1C - The presentation d the high-level design shall beinformal.
ADV_HLD.2.2C - The high-level design shall be internally consistent.

ADV_HLD.2.3C - The high-level design shall describe the structure of the TSFin
terms of subsystems.

ADV_HLD.2.4C - The high-level design shall describe the seaurity functionality
provided by each subsystem of the TSF.

ADV_HLD.2.5C - The high-level design shall identify any underlying herdware,
firmware, and/or software required by the TSF with a presentation d the
functions provided by the suppating protection mecdhanisms implemented in that
hardware, firmware, or software.

ADV_HLD.2.6C - The highlevel design shal identify all interfaces to the
subsystems of the TSF.

ADV_HLD.2.7C - The high-level design shall identify which of the interfaces to
the subsystems of the TSFare externally visible.

ADV_HLD.2.8C - The high-level design shall describe the purpose and method
of use of all interfaces to the subsystems of the TSF, providing cetail s of effeds,
exceptions and error messages, as appropriate.

ADV_HLD.2.9C - The high-level design shall describe the separation d the TOE
into TSRenforcing and aher subsystems.

Evauator action elements:

ADV_HLD.2.1E - The evaluator shall confirm that the information povided
meds all requirements for content and presentation d evidence

ADV_HLD.2.2E - The evaluator shall determine that the high-level designis an
acarate and complete instantiation d the TOE seaurity functional requirements.
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123 ApplicaionNote:  The dements within this family define arequirement that
the evaluator determine that the high-level design is an acarate and complete
instantiation d the TOE seaurity functional requirements. This provides a dired
correspordence between the TOE seaurity functional requirements and the high-
level design, in addition to the pairwise rresponcences required by the
ADV_RCR family. It is expeded that the evaluator will use the evidence
provided in ADV_RCR as an inpu to making this determination, and the
requirement for completenessis intended to be relative to the level of abstradion
of the high-level design.

ADV _IMP.1 Subset of theimplementation d the TSF
Developer adion elements:

124 ADV_IMP.1.1D - The developer shall provide the implementation representation
for aseleded subset of the TSF.

Content and presentation d evidence dements:

125 ADV _IMP.1.1C - The implementation representation shall unambiguously define
the TSFto a level of detal such that the TSF can be generated withou further
design dedsions.

126 ADV_IMP.1.2C - The implementation representation shall be internally
consistent.

Evaluator action elements;

127 ADV_IMP.1.1IE - The evaluator shall confirm that the information povided
meds all requirements for content and presentation d evidence

128 ADV_IMP.1.2E - The evaluator shall determine that the least abstrad TSF
representation provided is an acarate and complete instantiation o the TOE
seaurity functional requirements.

ADV _LLD.1 Descriptive low-level design
Develop action elements:
ADV_LLD.1.1D - The developer shall provide the low-level design d the TSF.

Content and presentation d evidence dements:

129 ADV_LLD.1.1C - The presentation d the low-level design shall be informal.
130 ADV_LLD.1.2C - The low-level design shall beinternally consistent.
131 ADV _LLD.1.3C - The low-level design shal describe the TSF in terms of
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132

133

134

135

136

137

138

139

140

141

modues.

ADV_LLD.1.4C - The low-level design shall describe the purpose of each
modue.

ADV _LLD.1.5C - The low-level design shal define the interrelationships
between the moduesin terms of provided seaurity functionality and dgpendencies
on aher modues.

ADV_LLD.1.6C - The low-level design shall describe how each TSRenforcing
functionis provided.

ADV _LLD.1.7C - The low-level design shall identify al interfaces to the
modues of the TSF.

ADV _LLD.1.8C - The low-level design shall identify which of the interfaces to
the modues of the TSFare externally visible.

ADV_LLD.1.9C - The low-level design shall describe the purpose and method d
use of al interfaces to the modues of the TSF, providing cktails of effeds,
exceptions and error messages, as appropriate.

ADV_LLD.1.1QC - The low-level design shall describe the separation d the TOE
into TSRenforcing and adher modues.

Evauator action elements:

ADV _LLD.1.1IE - The evauator shal confirm that the information provided
meds all requirements for content and presentation d evidence

ADV_LLD.1.2E - The evaluator shal determine that the low-level design is an
acarate and complete instantiation d the TOE seaurity functional requirements.

Requirements Overview: ADV_RCR1 ensures that there is consistency
between ead level of design decompasition for the TOE. Each higher level of
design decomposition (the higher the level of design decompasition, the more
abstrad) shoud map to the one below it, urtil alevel of design decompasition
maps to the least abstract representation, the implementation itself. Thus, for
Seaurity Targets derived from this Protedion Profile there ae three layers of
abstradion (from high to low): the STs “TOE Summary Spedficaion” section,
the Functional Spedfication,and the High-Level Design.’

® For related information, see section 4.2.1 in Part 1 of the CC.
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ADV_RCR1 Informal correspondence demonstration
Developer adion e ements:

142 ADV_RCR1.1D - The developer shal provide an analysis of corresponcdence
between all adjacent pairs of TSFrepresentations that are provided.

Content and presentation d evidence dements:

143 ADV_RCR1.1C - For eat adjacent pair of provided TSF representations, the
anaysis dal demonstrate that all relevant security functionality of the more
abstraa TSFrepresentationis corredly and completely refined in the lessabstrad
TSFrepresentation.

Evaluator action elements;

144 ADV_RCR1.1E - The evauator shall confirm that the information povided
meds all requirements for content and presentation d evidence

145 Applicaion Note: The intent of this requirement is for the vendor to provide,
and the evaluator to confirm, that there exists acarate, consistent, and clear
mappings between eat level of design decompasition. Thus there can be no TOE
seaurity functions defined at a lower layer of abstraction absent from a higher
level of abstradion and vice versa.

AGD_ADM.1 Administrator guidance
Developer adion elements:

146 AGD_ADM.1.1D - The developer shall provide administrator guidance aldressed
to system administrative personrel.

Content and presentation d evidence dements:

147 AGD_ADM.1.1C - The administrator guidance shall describe the aministrative
functions and interfaces avail able to the administrator of the TOE.

148 AGD_ADM.1.2C - The administrator guidance shall describe how to administer
the TOE in a secure manner.

149 AGD_ADM.1.3C - The administrator guidance shall contain warnings abou
functions and pivileges that shodd be ntrolled in a secure processng
environment.

150 AGD_ADM.1.4C - The administrator guidance shall describe dl asaumptions
regarding user behavior that are relevant to secure operation d the TOE.

151 AGD_ADM.1.5C - The administrator guidance shal describe dl security
parameters under the wntrol of the aministrator, indicaing secure values as

appropriate.
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AGD_ADM.1.6C - The administrator guidance shall describe each type of
seaurity-relevant event relative to the alministrative functions that need to be
performed, including changing the seaurity characteristics of entities under the
control of the TSF.

AGD_ADM.1.7C - The administrator guidance shall be mnsistent with all other
documentation suppied for evaluation.

AGD_ADM.1.8C - The administrator guidance shal describe dl security
requirements for the IT environment that are relevant to the alministrator.

Evaluator action elements;

AGD_ADM.1.1IE - The evauator shall confirm that the information provided
meds all requirements for content and presentation d evidence

User guidance

Developer adion e ements:
AGD_USR.1.1D - The developer shall provide user guidance.
Content and presentation d evidence dements:

AGD_USR.1.1C - The user guidance shall describe the functions and interfaces
avail able to the non-administrative users of the TOE.

AGD_USR.1.2C - The user guidance shall describe the use of user-accesshle
seaurity functions provided bythe TOE.

AGD_USR.1.3C - The user guidance shall contain warnings abou user-accessble
functions and pivileges that shodd be ntrolled in a secure processng
environment.

AGD_USR.1.4C - The user guidance shall clearly present all user resporsibiliti es
necessary for seaure operation d the TOE, including those related to assumptions
regarding wser behavior foundin the statement of TOE security environment.

AGD USR.1.5C - The user guidance shal be onsistent with al other
documentation suppied for evaluation.

AGD_USR.1.6C - The user guidance shall describe dl seaurity requirements for
the IT environment that are relevant to the user.

Evauator action elements:

AGD _USR.1.1IE - The evauator shal confirm that the information povided
meds all requirements for content and presentation d evidence
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Applicaion Note: This asaurance @mporent is trivialy met if neither
authorized externa IT entities nor human users who are not authorized
administrators are permitted onthe TOE. If authorized externa 1T entities and/or
human users who are nat authorized administrators are permitted onthe TOE, it is
intended that functions and interfaces for these users be described. If the
developer permits human users who are not authorized administrators on the
TOE, AGD_USR.1.2C isnat intended to permit seaurity functions or interfaces to
exist for such users beyondthaose security functions described in the CC classFIA
functional comporents in sedion 5.1.1.1f the developer does not permit human
users who are not authorized administrators on the TOE, AGD_USR.1.2C only
appliesif authorized external IT entiti es are permitted.

Well-defined development toadls

Developer adion e ements:

ALC TAT.1.1D - The developer shall identify the development toadls being used
for the TOE.

ALC TAT.1.2D - The developer shall document the seleded implementation-
dependent options of the development toadls.

Content and presentation d evidence dements:

ALC TAT.1.1C - All development tods used for implementation shall be well-
defined.

ALC TAT.1.2C - The documentation d the development tods dall
unambiguously define the meaning of all statements used in the implementation.

ALC TAT.1.3C - The documentation d the development tods dall
unambiguously define the meaning of all im plementation-dependent options.

Evaluator action elements;

ALC TAT.1.1E - The evaluator shall confirm that the information povided
meds all requirements for content and presentation d evidence

Applicaion Note: Thereis a requirement for well-defined development toadls.
These are tods that have been shown to be gplicable withou the need for
intensive further clarification. For example, programming langueges and
computer aided design (CAD) systems that are based ona standard pulblished by
standards bodes are wnsider to be well-defined. The requirement in
ALC TAT.1.2C is espedally applicable to programming langueges © as to
ensure that al statementsin the source @de have an unambiguows meaning.
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Developer adion e ements:

ATE_COV.1.1D - The developer shal provide evidence of the test coverage.
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Content and presentation d evidence dements:

ATE_COV.1.1C - The evidence of the test coverage shal show the
correspordence between the tests identified in the test documentation and the TSF
as described in the functional specification.

Evauator action elements:

ATE_COV.1.1E - The evaluator shal cornfirm that the information povided
meds all requirements for content and presentation d evidence

Functional testing

Developer adion elements:

ATE_FUN.1.1D - The developer shall test the TSFand dacument the results.
ATE_FUN.1.2D - The developer shall provide test documentation.

Content and presentation d evidence dements:

ATE FUN.1.1C - The test documentation shall consist of test plans, test
procedure descriptions, expeded test results and actual test results.

ATE_FUN.1.2C - The test plans dall identify the seaurity functions to be tested
and cescribe the goal of the tests to be performed.

ATE_FUN.1.3C - The test procedure descriptions dall identify the tests to be
performed and describe the scenarios for testing eadh security function. These
scenarios $all include any ardering dependencies on the results of other tests.

ATE_FUN.1.4C - The epeded test results sall show the anticipated ouputs
from asuccesdul exeaution d the tests.

ATE_FUN.1.5C - The test results from the developer exeaution d the tests dall
demonstrate that each tested seaurity function kehaved as gecified.

Evaluator action elements;

ATE_FUN.1.1E - The evaluator shall confirm that the information povided
meds all requirements for content and presentation d evidence

30



ATE_IND.2

182

183

184

185

186

187

AVA SOF.1

188

189

190

Independent testing - sample

Developer adion e ements:

ATE_IND.2.1D - The developer shall provide the TOE for testing.
Content and presentation d evidence dements:

ATE _IND.2.1C - The TOE shall be suitable for testing.

ATE _IND.2.2C - The developer shall provide an equivalent set of resources to
those that were used in the developer’s functional testing d the TSF.

Evauator action elements:

ATE _IND.2.1E - The evaluator shal confirm that the information provided meds
al requirements for content and presentation d evidence

ATE IND.2.2E - The evaluator shall test a subset of the TSF as appropriate to
confirm that the TOE operates as edfied.

ATE_IND.2.3& - The evaluator shall exeaute a sample of tests in the test
documentation to verify the developer test results.

Strength of TOE seaurity function evaluation’
Developer adion elements:

AVA SOF.1.1D - The developer shal perform a strength of TOE seaurity
function analysis for eaty mechanism identified in the ST as having a strength of
TOE seaurity function claim.

Content and presentation d evidence dements:

AVA SOF.1.1C - For eat mechanism with a strength of TOE security function
claim the strength of TOE seaurity function analysis dhal show that it meds or
exceeds the minimum strength level defined in the PR'ST.

AVA _ SOF.1.2C - For eath mechanism with a spedfic strength of TOE security
function claim the strength of TOE seaurity function analysis shal show that it
meds or excedals the spedfic strength of function metric defined in the PR'ST.

‘. This component is intended to apply strictly to those security functions that are vulnerable to an attack
involving a quantitative or statistical analysis (e.g., password guessing). A short discussion of how a
security mechanism may be vulnerable is provided under the "Objectives' heading for AVA_SOF, in Part 3

of the CC.

01/26/00

31



191

192

193

AVA_VLA.S

194

195

196

197

198

199

200

201

202

01/26/00

Evaluator action elements;

AVA _SOF.1.1IE - The evaluator shall confirm that the information povided
meds all requirements for content and presentation d evidence

AVA SOF.1.2E - The evaluator shall confirm that the strength claims are rred.

ApplicaionNotee  The seaurity medhanisms defined by the following
requirements have aspedfic strength of function clam: FIA_UAU.5. Sedion
5.1.1 d this PP defines the spedfic strength of function metric for each of these
medanisms.

Moderately resistant
Developer adion elements:

AVA VLA.3.1D - The developer shall perform and dacument an analysis of the
TOE déliverables sarching for waysin which auser can violate the TSP,

AVA _VLA.3.2D - The developer shall document the disposition d identified
vulnerabiliti es.

Content and presentation d evidence dements:

AVA VLA.3.1C - The documentation shal show, for al identified
vulnerabiliti es, that the vulnerability canna be eploited in the intended
environment for the TOE.

AVA VLA.3.2C - The documentation shall justify that the TOE, with the
identified vunerabiliti es, is resistant to obvious penetration attacks.

AVA VLA.3.3C - The evidence shal show that the seach for vulnerabiliti es is
systematic.

Evauator action elements:

AVA VLA.3.IE - The evaluator shall confirm that the information provided
meds all requirements for content and presentation d evidence

AVA VLA.3.ZE - The evaluator shall condct penetration testing, bulding onthe
developer vulnerability anaysis, to ensure identified vunerabilities have been
addres=d.

AVA VLA.3.3E - The evaluator shall perform an independent vulnerability
anaysis

AVA VLA.3.Z4E - The evaluator shal perform independent penetration testing,
based onthe independent vulnerability analysis, to determine the exploitability of
additional identified vunerabiliti es in the intended environment.
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AVA VLA.3.5E - The evauator shall determine that the TOE is resistant to
penetration attacks performed by an attacker possessng a moderate dtadk
potential.
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RATIONALE FORIT SECURITY OBJECTIVES

This aurity objedive is necessry to counter the threa: T.NOAUTH because it
requires that users be uniquely identified before accessng the TOE.

This sarity obedive is necessry to counter the threas. T.REPEAT and
T.REPLAY because it requires that the TOE prevent the reuse of authenticaion
data so that even if valid authentication data is obtained, it will not be used to
mourt an attad.

This warity obedive is necessary to courter the threds. T.ASPOOF,
T.MEDIAT and T.OLDINF which have to do with getting impermissble
information to flow through the TOE. This scurity oljedive requires that all
information that passes throughthe networks is mediated by the TOE and that no
residual informationis transmitted.

This seaurity objedive ensures that no information is compromised by the TOE
upon start-up a remvery and thus courters the threats:. T.NOAUTH and
T.SELPRO.

This sarity obedive is necessry to counter the threas and pdicy:
T.NOAUTH, T.PROCOM and P.CRYPTO by requiring that an authorized
administrator use encryption when performing administrative functions on the
TOE remotely.

This =airity objedive is necessry to counter the threds. T.SELPRO,
T.NOAUTH, and T AUDFUL because it requires that the TOE proted itself from
attempts to bypass deadivate, or tamper with TOE seaurity functions.

This arrity obedive is necessry to courter the threa: T.AUDACC by
requiring a readable audit traill and a means to search and sort the information
contained in the audit trail.

This aurity objedive is necessry to counter the threa: T AUDACC because it
requires that users are acoourtable for information flows through the TOE and
that authorized administrators are accourtable for the use of seaurity functions
related to audit.

This sarity obedive is necessry to courter the threas. T.NOAUTH,
T.REPLAY and T.AUDFUL by requiring that the TOE provide functionality that
ensures that only the authorized administrator has aacess to the TOE seaurity
functions.

This ®arity obedive is necessary to courter the threa: T.NOAUTH because it
requires that the TOE provide the means for an authorized administrator to control
and limit accessto TOE security functions.

This aurity obedive is necessary to courter the threa: T.MODEXP becaise it
requires that the TOE is resistant to penetration attadks performed by an attadker
possessng moderate dtack patential.
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O.IDAUTH X

O.SINUSE X | X

O.MEDIAT X | X | X

O.SECSTA X X

O.ENCRYP X X X

O.SELPRO X X | X

O.AUDREC

O.ACCOUN X

O.SECFUN X X X

O.LIMEXT

O.EAL X

Table6.1- Summary of Mappings Between Threats, Policies
and I T Seaurity Objedives

6.2 RATIONALE FOR SECURITY OBJECTIVESFOR THE
ENVIRONMENT

O.PHYSEC TheTOE isphysicdly seaure.

O.MODEXP The threa of malicious attacks aimed at discovering exploitable vulnerabiliti es is
considered moderate.

O.GENPUR There ae no genera-purpose aomputing cgpabiliti es (e.g., the aility to execute
arbitrary code or applicaions) and storage repository capabiliti es onthe TOE.

O.PUBLIC  The TOE doesnaot host pubic data.

O.NOEVIL Authorized administrators are non-hostile and follow all administrator guidance
however, they are cgable of error.

O.SINGEN Information can na flow among the internal and external networks unless it
passes throughthe TOE.

01/26/00 35



O.DIRECT

O.NOREMO

O.REMACC

O.GUIDAN

O.ADMTRA

204

6.3

205

206

FMT_SMR.1

207

01/26/00

Human users within the physicdly secure bourdary proteding the TOE may
attempt to accessthe TOE from some dired conredion (e.g., a mnsole port) if
the conredionis part of the TOE.

Human users who are not authorized administrators can nd access the TOE
remotely from the internal or external networks.

Authorized administrators may access the TOE remotely from the internal and
external networks.

This nonI T seaurity objedive is necessry to courter the threa: T.TUSAGE and
T.AUDA CC because it requires that those resporsible for the TOE ensure that it
isdelivered, install ed, administered, and operated in a seaure manner.

This nontI T seaurity objedive is necessary to courter the threa: T.TUSAGE and
T.AUDA CC because it ensures that authorized administrators receve the proper
training.

T.TUSAGE T.AUDACC
O.GUIDAN X X
O.ADMTRA X X

Table 6.2- Summary of Mappings Between Threats and
Seaurity Objedivesfor the Environment

Since the rest of the seaurity oljectives for the environment are, in part, a re-
statement of the security assumptions, those seaurity oljedives trace to all aspects
of the ssumptions.

RATIONALE FOR SECURITY REQUIREMENTS

The functional and asaurance requirements presented in this Protedion Profile ae
mutually suppative and their combination med the stated seaurity objedives.
The seaurity requirements were derived according to the general model presented
in Part 1 of the Common Criteria. Table 6.3 ll ustrates the mapping between the
seaurity requirements and the seaurity oljectives. Table 6.1 demonstrates the
relationship between the threats, pdicies and IT seaurity objedives. Together
these tables demonstrate the completenessand sufficiency of the requirements.

The rationale for the SOF is based onthe moderate dtadk patential identified in
this Protedion Profile. The seaurity objectives imply the need for probablistic or
permutational seaurity mechanisms. The metrics defined in this Protedion Profile
are aceptable (i.e., passvords) metrics to protect information in DoD Misson-
Criticd Categories.

Seaurity roles

Eadch o the CC classFMT comporents in this Protedion Profile depend onthis
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comporent. It requires the PR'ST writer to chocse arole(s). This comporent
traces bad to and aids in meding the following ohedive: O.SECFUN.

User attribute definition

This comporent exists to provide users with attributes to dstingush ore user
from ancther, for accountability purposes and to asociate the role dhosen in
FMT_SMR.1 with auser. This comporent traces bad to and aids in meding the
following ohedives. O.IDAUTH and O.SINUSE.

User identification before any action

This comporent ensures that before anything accurs on behalf of a user, the users
identity is identified to the TOE. This comporent traces badk to and aids in
meding the following ohedives. O.IDAUTH and O.ACCOUN.

Authentication fail ure handing

This comporent ensures that human users who are not authorized administrators
can na endesdy attempt to authenticate. After some number of fail ures that the
authorized administrator deddes, that must not be zeo, the user becomes unable
from that point on in attempts to authenticate. This goes on urtil an authorized
administrator makes authentication pesble again for that user. This component
traces bad to and aids in meding the following ohedive: O.SELPRO.

Multiple authenticaion medanisms

This comporent was chasen to ensure that multiple authentication medanism are
used appropriately in all attempts to authenticate a the TOE from an internal or
externa network. An additional SOF metric for this requirement is defined in
sedion 5.1.1to ensure that the mechanism is of adequate ayptologic strength.
This comporent traces badk to and aids in meding the following oljedive:
O.SINUSE and O.IDAUTH.

Subset information flow control

This comporent identifies the entities involved in the UNAUTHENTICATED
information flow control SFP (i.e., users £nding information to ather users and
vice versa). This comporent traces badk to and aids in meding the following
objedive: O.MEDIAT.

Simple seaurity attributes

This comporent identifies the dtributes of the users sending and receving the
information in the UNAUTHENTICAED SFR, as well as the atributes for the
information itself. Then the pdicy is defined by saying undr what condtions
information is permitted to flow. This comporent traces back to and aids in
meding the following ohedive: O.MEDIAT.
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Management of seaurity attributes (1)

This comporent ensures the TSF enforces from TOE start-up the
UNAUTHENTICATED_SFP to restrict the aility to add, ddlete and modify
spedfied security attributes that are listed in sedion FDP_IFF1.1(1). This
comporent traces bak to and aids in meding the following obectives:
O.MEDIAT, O.SECSTA, and O.SECFUN.

Management of seaurity attributes (2)

This comporent ensures the TSF enforces from TOE start-up the
UNAUTHENTICATED_SFPto restrict the aility to create or delete specified
seaurity attributes that are listed in information flow rules in FDP_IFF.1(1). This
comporent traces bak to and aids in meding the following obectives:
O.MEDIAT, O.SECSTA, and O.SECFUN.

Static dtribute initializaion

This comporent ensures that there is a default deny pdicy for the information
flow control seaurity rules. This componrent traces bad to and aids in meding the
following ohjedives: O.MEDIAT, O.SECSTA, and O.SECFUN.

Management of TSFdata (1)

This comporent ensures that the TSFrestrict abiliti es to query, modify, delete and
assgn cetan user attributes as defined in FIA_ATD.1.1to orly the aithorized
administrator. This comporent traces back to and aids in meding the foll owing
objedive: O.SECFUN.

Management of TSFdata (2)

This comporent ensures that the TSFrestrict abiliti es to set the time and cate used
to form timestamps to ony the aithorized administrator. This component traces
badk to and aids in meeting the foll owing oljedive: O.SECFUN.

Management of limits on TSFdata

This comporent ensures that the TSF restrict the spedfication d limits of the
number of unauthenticated failures to the aiuthorized administrator and specifies
the adion be taken if limits on the TSF data ae readed o exceeded. This
comporent traces bak to and aids in meding the following obhective:
O.SECFUN.

Subset residual information protedion
This comporent ensures that neither information that had flown throughthe TOE
nor any TOE interna data ae used when padding is used by the TOE for

information flows. This comporent traces back to and aids in meding the
following ohjedive: O.MEDIAT.
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Cryptographic operation

This comporent ensures that if the TOE does suppat authorized administrators to
communicae with the TOE remotely from an internal or external network that
DES is used to encrypt such traffic. This comporent traces back to and aids in
meding the following ohedive: O.ENCRYP.

FPT_RVM.1 Nonbypassability of the TSP

This comporent ensures that the TSF are dways invoked from initial start-up.
This componrent traces badk to and aids in meding the following ohedive:
O.SELPRO and O.SECSTA.

TSFdomain separation

This comporent ensures that the TSF have adomain of exeaution that is sparate
and that canna be violated by urauthorized users. This comporent traces back to
and aids in meding the following ohedive: O.SELPRO.

Reliable time stamps

FAU_GEN.1 depends on this comporent. It ensures that the date and time on the
TOE is dependable. This is important for the audit trail. This comporent traces
badk to and aids in meeting the foll owing ojedive: O.AUDREC.

Audit data generation

This comporent outlines what data must be included in audit records and what
events must be audited. This comporent traces badk to and aids in meding the
following ohedives. O.AUDREC and O.ACCOUN.

Audit review

This comporent ensures that the audit trall is understandable. This comporent
traces badk to and aids in meding the following ohjedive: O.AUDREC.

Seledable audit review

This comporent ensures that a variety of searches and sorts can be performed on
the audit trail. This comporent traces back to and aids in meding the following
objedive: O.AUDREC.

Proteded audit trail storage

This comporent is chasen to ensure that the audit trail i s always (i.e., from initial
start-up) protected from tampering. Only the authorized administrator is permitted
to do anything to the audit trail. This comporent traces badk to and aids in
meding the following ohedives: O.SECSTA, O.SELPRO. and O.SECFUN.
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Prevention d audit dataloss

This comporent ensures that the authorized administrator will be ale to take care
of the audit trail if it shoud become full and resources will not be compromised
uponremvery. This comporent also ensures that no aher auditable events as
defined in FAU_GEN.1 occur. Thus the authorized administrator is permitted to
perform potentially auditable adions thoughthese events will nat be recorded
until the audit trail i s restored to a nonfull status. This comporent traces badck to
and aids in meding the following ohedives. O.SECSTA, O.SELPRO and
O.SECFUN.

Management of seaurity functions behavior (1)

This componrent was to ensure the TSFrestricts the adility of the TOE start up and
shut down operation and single-use authentication function (described in
FIA_UAU.5) to the aithorized administrator . This comporent traces back to and
aids in meding the following obhedives. O.SECSTA, O.SECFUN and
O.LIMEXT.

Management of seaurity functions behavior (2)

This comporent was to ensure the TSF restricts the aility to modify the behavior
of functions such as audit trail management, badk and restore for TSF data, and
communicaion d authorized external 1T entities with the TOE to an authorized
administrator. This comporent traces back to and aids in meding the following
objedives. O.SECSTA, O.SECFUN and O.LIMEXT.

O.IDAUTH
O.SINUSE
O.MEDIAT
O.SECSTA
O.ENCRYP
O.SELPRO
O.AUDREC
O.ACCOUN

FMT_SMR.1

x| O.SECFUN
O.LIMEXT

FIA_ATD.1

x
x

FIA_UID.2 X X

FIA_AFL.1 X

FIA_UAU.5 X X

FDP_IFC.1

FDP_IFF.1

FMT_MSA.1(1) X | X X

01/26/00
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O.IDAUTH

O.SINUSE
O.SECSTA
O.ENCRYP
O.SELPRO

O.AUDREC

O.ACCOUN

O.SECFUN

O.LIMEXT

FMT_MSA.1(2)

FMT_MSA.3

x| x| O.MEDIAT

X

FMT_MTD.1 (1)

FMT_MTD.1(2)

FMT_MTD.2

X | X | X| X| X

FDP_RIP.1

FCS COP.1

FPT_RVM.1

FPT_SEP.1

FPT_STM.1

FAU_GEN.1

FAU SAR.1

FAU SAR.3

X | X | X| X

FAU_STG.1

FAU_STG.4

FMT_MOF.1 (1)

X
X X
X

X | X | X

FMT_MOF.1(2)

X

6.4

233

01/26/00

Table6.3- Summary of Mappings Between TOE Seaurity Functions and

RATIONALE FOR ASSURANCE REQUIREMENTS

IT Seaurity Objedives

EAL2 Augmented was chosen to ensure a moderate level of seaurity for
proteding information in DoD Misson-Criticd Categories. Misson-Criticd
Categories of information is assumed, by reture, to have a greaer threat for
disclosure and/or corruption by urauthorized perties as indicaed in the Protection
Profile by the assumption A.MODEXP. To ensure the security of Misgon
Criticd Categories of information, nd only must vulnerability analysis by the
developer be performed, bu the evaluator of the TOE must perform independent
penetration testing to determine that the TOE is resistant to penetration attacks
performed by attadkers possessng a moderate dtack paential. This level of
testing is required in this Protedion Profile by AVA_VLA.3. As an indrect
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dependency of vulnerability analysis, tods and techniques used to develop,
anayze and implement the TOE must be identified and daumented. This is
suppated bythe requirement ALC TAT.1.

Since the threa to Misson-Criticd Categories of information is greater, more
detailled produwct information is required as indicaed by requirements
ADV_HLD.2, ADV_IMP.1, and ADV_LLD.1 in this Protedion Profile. The
chosen asaurance level as suppated by O.EAL is consistent with the postulated
threa environment. Speaficdly, that the threa of malicious attadks is not greater
than moderate, and the product will have undergore vulnerability analysis by the
developer and independent penetration testing bythe evaluator.

RATIONALE FOR NOT SATISFYING ALL DEPENDENCIES

With the exception d the functional comporent FCS_CORP.1, all dependencies are
contained in this Protedion Profil e.

Functional comporent FCS COP.1 depends on the following functiona
comporents. FCS CKM.1 Cryptographic key generation, FCS CKM.4
Cryptographic key destruction and FMT_MSA.2 Seaure Security Attributes.
Cryptographic modues must be FIPS RJB 140-1 compliant. If the ayptographic
modue is indeed compliant with this FIPS RJB, then the dependencies of key
generation, key destruction and seaure key vaues will have been satisfied in
becoming FIPS RJB 1401 compliant. For more information, refer to sedions
4.8.1and 4.8.5 6 FIPS RJB 140-1.
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ACRONYMS

The following abbreviations from the Common Criteria ae used in this Protedion

Profile:

cc
EAL
FIPSPUB
T
PP
SFP
ST
TOE
TSC
TSF
TSP

Common Criteriafor Information Tedindogy Seaurity Evaluation

Evaluation Assurance Level

Federal Information Processng Standard Publicaion
Information Techndogy

Protedion Profile

Seaurity Function Policy

Seaurity Target

Target of Evaluation

TSF Sope of Control

TOE Seaurity Functions

TOE Seaurity Policy
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